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Introduction to Resource Manager

About this guide

This Guide isintended for network administrators, and is designed to provide you
with a summary of the main waysin which you can use Resource Manager in your
network environment.

This chapter introduces the basic concepts and the documentation that is supplied
with Resource Manager. The following topics are included:

» A brief introduction to Resource M anager

* A summary of the tasks you can perform with Resource Manager
e Quick instructions on how toinstall Resource Manager

* Anoverview of the user interface and navigation

» Details of where to find moreinformation about Resource Manager
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Introducing Resource Manager

You can use Resource Manager to manage resources on a server, or on a network
with multiple servers. Resource Manager enables you to collect, display, and
analyze data about system performance, application use, and user activity.

Use Resource Manager to do the following:

» watch what is happening at a particular moment for a system. Thisis known as
real-time monitoring.

» anayze and report using records of system activity.

Resource Manager can track and store information about awide variety of system
and network processes and events. These are known as metrics. During installation,
Resource Manager automatically assigns upper and lower limits to define the
normal operation of each metric. If the value of ametric falls outside ‘ normal’
limits, Resource Manager can inform you about thisin a number of ways.

How can | use Resource Manager?

Monitoring your existing server farm

You can use Resource Manager to monitor and analyze system performance,
loading, and user behavior.

You can view information about an entire server farm, analyze individua servers
and applications, or monitor specific aspects of performance.

By fine-tuning the monitoring process, you can examine the information that
Resource Manager is storing to suit your specific environment.
Identifying, diagnosing, and solving problems

Resource Manager can warn you about any devel oping problems on your network.
If a problem does occur, you can analyze the relevant datato help you decide what
action to take.

Gauging and justifying future resource needs

You can produce reports about system usage which will help you to identify
requirements for future resources, such as new servers or additiona licenses.
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Planning and scaling your server farm

By deploying Resource Manager on a pilot system, you can gauge how the system
will copein likely scenarios. Thiswill help you to scale your network, set baselines
and spot potential problems before they can affect the final installation. For
example, you can evaluate whether a computer can support the activity of a desired
number of users.

Quick guide to installing Resource Manager

Use the following instructions to install Resource Manager on a M etaFrame X P
server.

For more detailed instructions about installing Resource Manager, refer to
“Installing Resource Manager” on page 11.

Toinstall Resource Manager on a M etaFrame XP server

1. Ensure that you have exited all applications.

2. Insert the Resource Manager CD into your CD-ROM drive.

3. From the splash screen, click Citrix Resource Manager Setup.
4

. Follow the on-screen instructions to select options and configure your
installation.

Displaying Resource Manager and its components

The following procedures are designed to familiarize you with the interface, so that
you can quickly get up to speed with the application.

Displaying the Citrix Management Console

The Citrix Management Console is a centralized management utility which enables
you to administer your entire server farm.

The console isinstalled during MetaFrame XP installation, and features of
Resource Manager are added when you install Resource Manager.

To display the Citrix Management Console

1. Fromthe Start menu, select Programs > Citrix > Citrix Management
Console. Alternatively, click the Citrix Management Console icon on your
desktop.

i

When the console starts, a dialog box asks you to log in to a MetaFrame server.
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2. Enter the server name, user account name and password, and click OK.

‘_’_.': Citrix Management Console - Morgana - morgana‘.administrator

Actions  Wiew Help
@4 ) EFOGH e E E | m

Contents |

|
| Applications

T Citrise Administratars ﬁ
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# Printer Management Applications Citrix Administrators

Resource Manager =
= 3] Servers J
S [ MORGANA Licenses Printer Management
-
[
et K
Reszource Manager Servers

When you are connected to a farm, the Citrix Management Console displays a
window with two main panes:

» Theleft pane shows a hierarchical list of the components of a Citrix server
farm, which isreferred to as a tree structure.

» Theright pane displays information about the object that is selected in the
left pane.

From this window you are able to access Resource Manager.

Displaying the monitored applications in a farm

P Todisplay theapplicationsthat are being monitored in afarm
1. From theleft pane select the folder labeled Applications.

By default, Resource M anager monitors the applications that are published in
M etaFrame X P. To monitor applications not published in MetaFrame XP, you
will need to add applications using the Resource Manager Application wizard.

Refer to “ Checking which applications are being monitored” on page 17.
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Displaying the servers in a farm

Todisplay all theserversin afarm

1. Fromtheleft pane select the folder labeled Servers, and click the plus sign next
toit.

Thetree expandsto reveal all the serversin your farm. This group of serversare
also listed in the right pane under the Contentstab.

The serversin afarm are managed as a single entity, which share some form of
physical connection and a single data store.

Displaying the main Resource Manager screen

To display the main screen
* Inthe left pane of the Citrix Management Console, select Resour ce M anager.

Alternatively, double-click Resource Manager in theright pane.

Eititrix Management Console - Morgana - MORGANA' Administrator

Actions  Wiew Help
@4 b EROGD @ E
= Morgana Reports | sms | snme | E-mail| watcher| Farm Metric Server

]~ =] Applications
€ Citrix Administrators Generate Reports

JAJ Load Ewvaluators

g Printer Management J CPEM I

_J Current Processes
_J Current Users

_J View Saved Report

Thiswindow displays anumber of tabs which enable you to perform the
following functions in Resource Manager:

» Generate reports about the current status of servers
» Configure automatic alerts
» Monitor servers while doing other tasks

Refer to “What to read next” on page 8 for details about where you can find
information about these topicsin this Guide.
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Displaying Resource Manager for the entire server farm

Thisview enables you to monitor all the serversin your farm. In thisway you can
gain an overall picture of the status of the server farm, and spot any problems as
they occur.

» Todisplay Resource Manager for a server farm

1. Intheleft pane of the Citrix Management Console, select the folder |abeled
Servers.

2. Select the Resource M anager tab in the right pane.
Refer to “Monitoring the status of agroup of servers’ on page 22 for further details.

Displaying Resource Manager for a single server

P Todisplay Resource Manager for asingle server

1. Intheleft pane of the Citrix Management Console, ensure that the folder
labeled Serversis expanded, and select the server that you want to monitor.

2. Select the Resource M anager tab in the right pane.

This displays al the metrics that are being monitored for that server. When a
problem arises, a colored aarm is displayed to warn you.

Refer to “Monitoring the status of aserver” on page 19 for further details.
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Displaying the properties for servers

To display server properties

1. Inthelé&ft pane of the Citrix Management Console, navigate to the server whose
properties you want to display.

'f.'il:itriﬂ Management Console - Morgana - MORGANA Administrator

Actions  Wiew Help
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& llc?t?'fd'“_‘s_stt Licenses Load Manager Monitar Frinters
S Users Sessions | Processes
2, Licenses
A8 Load Evaluators User + |  sesion | Sesionip | State
ffinterManagement ™ Administrator Console 0O Active
Resource Manager
s W™ administrator ICA-top#1 1 Active
=[5 Servers
- EE
4 | »
Auto Refresh: off

2. Select the server, and select Actions > Properties.

Alternatively, click the right mouse button, and select Properties from the
drop-down list.

Usethis dialog box to alter the configuration of the server that you are
monitoring. Most server configuration options can be accessed here.
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What to read next

For further information about Resource Manager in this Guide, refer to the
following sections:

Refer to Tofind out
Chapter 2: “Ingtalling Resource Instructions on installing Resource Manager.
Manager”

Chapter 3: “Monitoring Servers”  An overview of real-time monitoring.

Chapter 4. “Reporting and How you can generate reports using

Analyzing Information” information about stored data.

Appendix A: “Default Metric Details about the default metrics that are

Set” configured during installation.

Appendix B: “Glossary” Definitions of thetechnical termsused inthis
Guide.

See the Resource Manager Help for detailed information on tasks not covered in
this Guide, for example:

e Setting aserver to reboot automatically. You can assign times at which
Resource Manager rebootsindividua servers.

» Changing the Farm Metric Server. Thisisthe server that interprets metrics that
apply to the entire server farm (for example, application counts).

» Reviewing the history of a Resource Manager server. Resource Manager
maintains alog for each server in the server farm, containing the history of
metrics being monitored on the server, and any changes to the Resource
Manager configuration.
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Getting more information

This Administrator’s Guide includes a genera introduction to installing and
configuring your Resource Manager system.

You can find the Administrator’s Guide in Adobe PDF format:

* Inthe/doc directory of your Resource Manager CD-ROM.

* Onyour MetaFrame XP server once you' ve installed Resource Manager. From
the Start Menu, select Sart > Programs > Citrix > Documentation.

»  Onthe Citrix Web site at http://www.citrix.com/support. Select the Product
Documentation tab. You can check the Product Documentation areaof the Web
site at any timefor the latest updatesto Citrix technical manuals. Any updatesto
this manual published after the release of this product will be posted there.

You can aso view online help for Resource Manager from within the Citrix
Management Console. Refer to the online help for:

» Detailed procedures for tasks within the Resource Manager user interface, for
example, adding metrics, changing the farm metric server and generating
reports.

» Context sensitive help for each setting in adialog.
* Anonline summary for the default metrics.

To open the help system, select Contents and Index from the Help menu. For help
regarding the contents of a dialog box, press F1 or click the Help button in the
dialog box.

» You can access the task-based help topics from the left frame of the help
window using the Table of Contents, the Index or by searching for a particular
word of phrase using the Search tab.

Note Please consult the “readme” file in the root directory of your CD-ROM, for any
last-minute updates, installation instructions, and corrections to the documentation.
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Finding resources on the Citrix web site

Citrix offers online Technical Support Services at http://www.citrix.com/ that
include the following:

Downloadable Citrix ICA Clients, available a http://download.citrix.com/

A Frequently Asked Questions page with answers to the most common
technical issues

An FTP server containing the latest service packs and hotfixes for download

An Online Knowledge Base containing an extensive collection of technical
articles, troubleshooting tips, and white papers

Interactive online support forums

A product documentation library, available at:
http://www.citrix.com/services/productdocs.asp

Providing feedback about this guide

We gtrive to provide you with accurate, clear, complete, and usable documentation
for Citrix products. If you have any comments, corrections, or suggestions for
improving our documentation, we would be happy to hear from you. You can email
the authors at:

documentation@citrix.com

Please include the name and version number of the product and the title of the
document in your email.



Installing Resource Manager

Overview

This chapter explainsin detail how to install Resource Manager. This following
topics are included:

» Issuesto consider before you start, including software requirements
« Ingdlation instructions, including licensing information
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System requirements

This section describes minimum configurations and recommendations for the
installation of Resource Manager.

Software requirements
You can install Resource Manager on servers with the following operating systems:
*  WindowsNT Server 4.0, Terminal Server Edition with Service Pack 5 or later

*  Windows 2000 Server Family: Windows 2000 Server, Windows 2000
Advanced Server.

In addition to the Windows operating system requirements, you require MetaFrame
XP for Resource Manager installation.

Important  If you are installing Resource Manager on Windows NT 4.0 Server,
Terminal Server Edition, you will need to ingtall the Microsoft Data Access
Components (MDAC) version 2.5, and then upgrade to version 2.6 before you
install both MetaFrame X P and Resource Manager. Refer to the M etaFrame XP
Administrator’s Guide for installation instructions for MetaFrame XP.

Installing Resource Manager

Before you start
Before you install Resource Manager, we recommend that you do the following:

» Ensure that the machines on which you are going to install Resource Manager
meet the software requirements.

» Ensurethat each server on which Resource Manager isingtalled can connect to
adata store. (The data store is a database that MetaFrame and Resource
Manager use to keep track of configuration information about the servers,
applications, and configured usersin the farm.)

You will have set up a data store during M etaFrame ingtallation, and when you
install Resource Manager, it will use this data store.
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Installing Resource Manager on MetaFrame XP

Use the following procedure to install Resource Manager on a M etaFrame XP
server. You will need to follow this procedure for each server in your farm.

Toinstall Resource Manager on M etaFrame XP
1. Exit all applications.

2. Insert the System Monitoring and Analysis CD-ROM into your CD-ROM
drive.
« |f your CD drive supports Autorun, the Resource Manager splash screenis
displayed.
« |f the splash screen does not display, click Run from the Start menu and type
d:\autorun.exe where d is the letter of your CD drive.
3. Click Citrix Resource Manager Setup.

4. Follow the on-screen instructions to complete installation. Click Next to
continue after each screen. if you want to return to a previous screen, click
Back.

Note Attheend of installation you may be prompted to reboot the server. If the reboot
server dialog isdisplayed, we recommend that you reboot the server immediately. If this
isimpractical, the server should be rebooted as soon as possible.

5. Repeat this procedure to install Resource Manager on every server in your farm.

Licensing Resource Manager

A MetaFrame XPelicenseis required to enable you to use all Resource Manager
functionality. Refer to “Licensing MetaFrame XP” in the MetaFrame XP
Administrator’s Guide for further details.

After you enter a Citrix license, you can use your software during a grace period
when you do not have to activate the license. But you must activate each license to
ensure the continued operation of your software. Refer to “Licensing MetaFrame
XP" in the MetaFrame XP Administrator’s Guide for details about how to do this.
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Uninstalling Resource Manager

If you no longer want to use a server as a Resource Manager server, you will need
to uninstall Resource Manager. Thisis necessary so that the various subsystems can
remove data about the server.

P Touningtall Resource Manager from a server

1. Check whether the server from which you are going to remove Resource
Manager is being used as the main or back-up Farm Metric Server, and
nominate a different Farm Metric Server if necessary.

See the Resource Manager Help for instructions on how to change the Farm
Metric server.

2. Use Add/Remove Programs from the Control Panel to uninstall Resource
Manager from aserver.

Note The uninstall process does not remove al Resource Manager files. Use the
Details option to view those files that are till Ieft. You will need to remove these
manually from the server.




Monitoring Servers

Overview

CHAPTER 3

This chapter explains how you can use Resource Manager to monitor server
performance and resource usage in real time. The following topics are included:

How you can use real-time monitoring in your network environment
Information about status indicators and alarms

Monitoring asingle server

Monitoring agroup of servers

Configuring automatic aerts



16 Resource Manager Administrator’s Guide

Viewing the items Resource Manager is monitoring

Resource Manager provides you with information about a number of system and
network processes and events. There are status displays which store this
information in real time to enable you to form an idea of the general state of your
system. You can monitor the following:

» the status of the serversin afarm
» the number of instances that specific applications are running in a farm.

Each item that is being monitored is referred to as a metric.

Checking which servers are being monitored

Use the following procedure to determine which computersin your server farm are
being monitored, and to gain an overall view of the real time performance of your
system.

P Tocheck which computersarebeing monitored in your system

1. Intheleft pane of the Citrix Management Console, select the folder |abeled
Servers.

2. Select the Resource M anager tab to display all the statusindicators for each
server.

'_.'Etitrix Management Console - Morgana - MORGANA' Administrator

Actions  Wiew Help

|| contents] Users | Printar Bandwictn Resource Manager |

Slalusl sEme.si [ ] I & I [ ] | L ] I [ ] iMelncCuunlI [

c MORGANA o o 2 o [n] 14 4z

19 Lozd Evaluators |
i Printer Managament |

Il e

The status of serversin your system is displayed, which enables you to gain an
idea of the general state of your server farm. All the computers that are being
monitored are listed in the Servers column. For each server, the number of
metrics that are being monitored are shown in the Metric Count column. And
the number of each colored status indicators are shown for each server.

Refer to “ Checking the status of the metrics’ on page 18 for details about what
each colored status indicator means.
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Checking which applications are being monitored

You can use Resource Manager to keep a count of how many instances of specific
applications are running in the server farm, and notify you if the number of
instances of a monitored application reaches a defined limit. This enables you to
manage application licenses.

By default, Resource Manager will monitor all MetaFrame X P Published
Applications. You can aso monitor applications that have not been published in
MetaFrame XP, as Resource Manager Applications.

Note All applicationsthat you publish in M etaFrame X P are monitored automatically.
You should not add these applications again as Resource Manager applications.

To check which applications are being monitored in your server farm

1. Intheleft pane of the Citrix Management Console, select the folder |abeled
Applications.

2. Select the Resource M anager tab.

A status display indicates those applications that are being monitored. By
default, none are displayed.

3. Right-click the Applications folder, and select New Resource M anager
Application.

A wizard is displayed which enables you to define an application in Resource
Manager to monitor. Use the on-screen Help system for detail s about how to use
thiswizard.

When you have added applications, you will see that the Metric Count column
isaways set to 1.Thisis because Resource Manager only monitors one metric
for applications, that is, the number of instances that a specific applicationis
running in the server farm. Details about this enable you to manage your
application licenses.

See the Resource Manager Help for more information about:
* How to set up a new Resource Manager application

* Resource Manager applications.
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Checking which metrics are being monitored

Although the Metric Count column provides you with information about the
number of different metrics that are being monitored for a server, you may want to
know what metrics these include.

P Todeterminewhich metricsare being monitored for a server

1. Intheleft pane of the Citrix Management Console, ensure that the folder
labeled Serversis selected, and the Resour ce Manager tab is selected.

2. From theright pane, double-click on the server that you want to monitor.

The status for that server is displayed which lists all the metrics that are being
monitored.

Refer to “Monitoring the status of a server” on page 19 for further details.

Checking the status of the metrics

For each server in your system, colored status indicators (visua aarms) show the
status of each monitored condition, or metric.

During installation, Resource Manager automatically configures a set of limitsfor
the metrics that apply to each server. If the value of a metric falls outside normal
limits, avisua aarm is displayed to warn you. You may be required to alter these
limits to suit your specific network environment.

The meaning of each condition is described by the following table:

Satusindicator M etric condition

Green represents normal operation. That is, the value of the
metric falls between limits that have been set.

Yellow represents awarning condition. Thisindicatesthat a
problem may be devel oping that will require further
analysisto improve performance, or to prevent the
situation from becoming worse.

Red represents a problem condition. This often means that
some action isrequired to provide better application or
server performance.

Both yellow and red indicators occur when the average

value for ametric over a 15 second period falls outside

the normal limits, and remains there for adefined period
of time.
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Satusindicator Metric condition

Blue represents ametric that is not yet active, and needs to be
configured.

Black represents ametric that is not currently being monitored

becauseit is set to Sleep.

Refer to “ Suspending metrics from being monitored” on
page 23, for further details.

Gray represents ametric that is not currently being monitored
becauseit is set to Snooze.

Refer to “ Suspending metrics from being monitored” on
page 23, for further details.

Resource Manager determines the status of each alarm condition by sampling the
stati ti cs associated with the monitored condition every 15 seconds, and the colored
status indicators change accordingly.

Watching for alarms

4

There are anumber of ways in which Resource Manager enablesyou to monitor the
status of serversin your server farm. You can do this by monitoring the status of
individua servers, by monitoring the status of all selected servers, or by displaying
awindow which enables you to watch for alarms when the status displays are not
visible.

Monitoring the status of a server

Use the following procedure to view the status display for an individua server.

Toview the status display for a server

1. Intheleft pane of the Citrix Management Console, navigate to thelist of servers
inthe farm.

2. Select the name of the server that you want to monitor.
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3. Select the Resource M anager tab to display the current set of metricsthat are
being monitored for the server.

‘:i(itriu Management Console - Morgana - MORGANA' Administrator

Actions  Wiew Help

il
@drPrEFOAn BE|dei@®w m- & X7 HEWALS =
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status | Objact + | Counter | Instance |
13 Load Evaluators @  ACSRSVP Sewice RSVP sessions Semice
j Z:Z:Jxﬁzgjm @  ACIMSVF Senice QoS-enabled senders Semice
=] ._v\ Serers @w Memony Available Bytes
: @  Memon Pagesice
@  NeookInterface Bytes Totalisen Intel 8266w based Integrated Fast Ethemet
@  Neteokntertace Bytes Totalises Mg TCF Loopback interface
. Paging File % Usage _Tuotal
@  Phusicabisc * Disk Time oc:
@  Phsicabis % Disk Time _Total
. Processar % Processor Time _Total
‘ Pracessar % Interrupt Time _Total
‘ System Context Switchesisec
@ Terminal Senices Inactive Sessions
@  Teminal Senvicss Active Sessions

When a problem occurs, Resource Manager displays an alarm for the relevant

metric. Refer to “ Checking the status of the metrics’ on page 18 for an
explanation of what each status indicator represents.

Customizing real-time monitoring

By changing the set of metrics that are being monitored, or altering the alarm

configuration for specific metrics on each server, you can tailor red-time
monitoring to suit your network environment.

To change the set of metricsthat are being monitored

1. Click the right mouse button on any metric in the right pane.
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2. Select Add/Remove Metricsto display the Add Remove Metrics dialog box.

#Z Add Remove Metrics - MORGANA

Object list

iCache ;j o

Counter / | Instance

[~ Synec Pin Readsizec
[~ Sync MDL Readsisec
[~ SynecFast Readsizec

[T Syne Data Mapsisec

[T Syne Copy Readsizec
[~ Read Aheadsizec
[T Pin Readsisec
[~ Pin Read Hits %

[~ Pin Read Hits %

[ moL Readsises _'J

Remaove All Metrics

oK i Cancel I Help |

You will see from this dial og box that ametric isa combination of the following
threeitems:

» An object which represents the category that you want to monitor. Itisa
physica or logical system resource, for example the hard disk of a computer.

» The counter which isthe specific aspect of the object that you want to
monitor. For example, processor time.

» Theinstance of an object. For example acomputer may have more than one
hard disk. In this case, the instance would identify which disk you want to
examine.

3. Usethe optionsto determine the metricsthat you want to monitor for a server or
application.

To change the metric properties

1. Click the right mouse button on any metric in the right pane.

2. Select Propertiesto display the Server Metric Properties dialog box.

3. Configure how alarms should operate for each metric by doing the following:

« specify the thresholds for each alarm type using the Yellow Limit and Red
Limit columns

« specify the time period beyond which alimit must be exceeded to trigger an
alarm using the Yellow Time and Red Time columns.
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Monitoring the status of a group of servers

You can monitor agroup of serversas an individua unit by placing theminto a
folder, and viewing the status display for that folder.

To monitor aselected group of servers

1. Intheleft pane of the Citrix Management Console, select the Server sfolder.
2. Click the right mouse button, and select New Folder.

3. Enter aname for the new folder in the text box.
4

. Select the names of servers from the left pane, and drag and drop them into the
new folder.

5. Select the new folder, and click the Resource M anager tab to view the status
display for al serversin the customized unit.

Watching for alarms while doing other tasks

When the status display for all serversin your system isnot visible, you can
monitor any problems that occur by displaying the Resource Manager Watcher
window.

To display the Resource M anager Watcher window

1. Intheleft pane of the Citrix Management Console, select Resour ce M anager,
and select the Watcher tab.

Alternatively, select the Resource Manager Watcher Window icon from the
toolbar of the Citrix Management Console.

Thiswindow lists any problems that are occurring (red or yellow alarms), for
example the name of a problematic server.

®E Resource Manager Watcher [_ O] ]
Status I Alarm A i Type I
. MORGANA Senver
. SMS (Analog)
. SME (1SN

Note If thiswindow appearsblank, thisindicatesthat no problems have been detected
inthe server farm.

2. Double-click on aserver alarm to view the status display for that server.
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Suspending metrics from being monitored

You can suspend metrics from being monitored on a Resource Manager server for
either a specified period of time, or until you choose to switch back to monitor
mode. This may be useful if you want to work on the system without alarms being
registered. Similarly, you can suspend applications from being monitored.

P Tosuspend metricsfrom being monitored

1. Select the metric that you want to suspend from being monitored from the right
pane (use the Shift key to select more than one metric), and click the right
mouse button.

2. Select from the following:

» Snooze to suspend metrics from being monitored for adefined period of
time.

The status indicators become gray.

 Sleep to suspend metrics from being monitored for an indefinite period of
time.

The status indicators become black.

3. To continue monitoring as before, resel ect the metric(s) and choose either
Snooze or Sleep, as necessary.

The color of each status indicator changes to indicate the condition of each
metric.

Preparing your system for Resource Manager alerts

You can use Resource Manager to send alert messages each time certain metrics
change their alarm status. For example, you can specify that you want a particular
metric to trigger an aert each time ared alarm occurs.

The aerts can be in one or more of the following forms:

» Short Message Service (SMS) text messages to cell phones
» Simple Network Management Protocol (SNMP) messages
» Email messages

To use Resource Manager to send aerts, you need to set up at least one Resource
Manager server to ‘send’ the alert messages. You will need to make sure that these
servers have additional hardware or software to handle each type of aert you
require: for example, amodem for SM S aerts, and an email system for email aerts.
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When you have done this, you can configure settings in Resource M anager, such as
who will receive the alert messages, and set up the individual server and application
metrics that you want to trigger the alert messages.

Preparing your system for email alerts

To set up your system for email alerts, you first need to choose and configure the
serversin thefarm that you want to use to actually send the email messages. These
servers are called MAPI Connection Servers.

Selecting the MAPI Connection Servers

You need to select one or more serversin the farm to be the MAPI Connection
Servers: that is, the servers that send the email alert messages. You can configure
metrics on any Resource Manager server to trigger email aerts, but it isthe MAPI
Connection Serversthat actually ‘send’ the alert messages, using your email
system. Typically, you might configure two or three MAPI Connection Serversin
the server farm: one of which isthe main email server and the othersto act as
backup.

Each MAPI Connection Server must be able to access amail server (for example,
Microsoft Exchange Server). It must have an email client installed (for example,
Microsoft Outlook) that conforms to the X-400 protocoals.

Creating a mail profile for Resource Manager

On each MAPI Connection Server, you need to configure a mail profile for
Resource Manager to use. The profile must have the same name and details on all
of your MAPI Connection Servers. It isrecommended that you give the profilea
name that is easy to recognize (for example, Citrix Resource Manager). The profile
is used throughout the server farm.

When you create the mail profile, make sure that you include the mail system that
you want to use: for example, Microsoft Exchange Server. You can also specify an
address book for the profile.

When you have finished setting up the profile, it isagood idea to test that you can
log on to your email system using the profile, and that you can send a message.
Enabling the Resource Manager Mail Service

Email aerts are managed by a service called the Resource Manager Mail Service.
This service isingtaled automatically on all servers on which you install Resource
Manager. You need to enable the service on each MAPI Connection Server.
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To enable the Resour ce Manager Mail Serviceon a MAPI Connection Server

1. IntheControl Panel, navigate to the Services dialog, double-click the Resource
Manager Mail Service, and select Properties.

2. Ensure that the startup type for the service is Automatic.
3. Changethelogon for the service to This account.

4. Enter the details of the local user account that you want Resource Manager to
use for email alerts. The account name must include the domain. Make sure that
you type the account details exactly, or browse to the account so that you can be
sure that the details you enter are correct.

5. Ensure that the Resource Manager Mail Serviceis started.

Configuring Resource Manager to use email alerts

When you have set up the MAPI connection servers, you can set up Resource
Manager to use email aertsfor the server farm. For example, you need to set up the
peoplewho will receive the alert messages. These settings apply to the entire server
farm.

To configure Resource M anager to use email
1. Intheleft pane of Citrix Management Console, highlight Resource Manager.
2. Intheright pane, select the E-mail tab.

3. Check that the M API Connection Serverslist displays the names of the
servers you have configured to send email alerts for the server farm. If
necessary, use the Add and Delete buttons to edit the list.

4. Check that the Selected M API Profile exactly matches the profile that you
have set up for Resource Manager on the MAPI Connection Servers. If it does
not, use Edit to change the profile.

5. In Recipient Addresses, select the users who you want to receive email aert
messages for the server farm. The users can be set up in the profile you have
defined for Resource Manager on the MAPI Connection Servers.

Tip  You may want to organize the people you want to receive email aertsinto
groups in the address book for the Resource Manager profile. For example, you
might create a group of people who normally receive the alerts, and ancther group
who receive aerts during holiday periods.
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See the Resource Manager Help for:
» Insgtructions on how to set up ametric to trigger an aert
» Additional information about each dialog.

Preparing your system for SMS alerts

If you want to use SM S alerts, ensure that at least one Resource Manager server in
the server farm has amodem. This may be an analog modem or an ISDN card.

You need to investigate the modem requirements of the service providers for the
cell phones to which you want to send alerts. Some service providers require a
specific type of modem (usually analog). Wherethisisthe case, at least one server
with that type of modem must be in the server farm before you can use SM S derts
for that service provider.

If the people that you want to receive SM S alerts use a variety of different service
providers, you need to know the details of the gateway that Resource Manager must
use to communicate with each service provider. Each provider is likely to have a
different telephone number, and may employ a different protocol to carry the
messages. Some service providers offer an analog line, others offer ISDN. You will
probably need to configure a range of numbers to call, and arange of protocolsto
use.

Configuring Resource Manager to use SMS

When you have ensured that all the requirements for SM S alerts are present, you
can set up the way in which Resource Manager uses SMS for dertsin the server
farm. For example, you need to set up the people who will receive the alert
messages. These settings apply to the entire server farm.

You need to select one or more serversin the farm to send the SMS alerts. A server
that you have configured to send SM S alertsis called a TAPI Server.

You can configure SMS alerts to occur on any Resource Manager server, but itis
the TAPI Serversthat communicate with the service providers and instruct them to
send text messages.

To configure Resource M anager to use SMSalerts
1. Intheleft pane of Citrix Management Console, highlight Resource Manager.
2. Intheright pane, select the SM Stab.

3. Toconfigure the serversthat you want to communicate with the service
providers, in the TAPI Serversligt, highlight the server you want to configure
and click Edit to display a configuration dialog.
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4. If the server has more than one modem, identify which modem to use, and
specify the type of connection (analog or digital).

5. Usethe Enabled checkbox to enable or disable this server for SMS derts. By
leaving this box unchecked, you can configure the server for SMS alerts, but
specify that you do not want to use it at the present time. Similarly, if you need
to reconfigure the server, you can just clear the Enabled box rather than having
to reconfigure SM S messaging.

6. Click OK toreturn to themain SM S tab.

7. If required, set up the gateway that isto be used for calls to each service
provider that you want to use. The SM S Gateways panel showsalist of al
gateways that are currently configured.

8. When one or more gateway's have been configured, you can set up the details of
the people who can receive SM S alerts. The Users panel showsalist of all the
people who are currently configured to receive the aerts.

9. If you want, you can organize the alert recipients into groups. The Groups
panel shows alist of all existing groups, and the number of membersin each.

See the Resource Manager Help for:
* Insgtructions on how to set up ametric to trigger an aert
« Additional information about each dialog.

Preparing your system for SNMP alerts

To receive SNMP messages, a computer on a network requires an SNMP
management tool that enablesit to ‘listen’ for messages. A number of third-party
commercial tools are available.

To configure Resource Manager to use SNMP alerts

1. Intheleft pane of Citrix Management Console, highlight Resource Manager.
2. Intheright pane, select the SNM P tab.

3. Click Edit.

4. Type the exact name of the SNM P community that isto receive the aert
message.

5. Identify the destination port number that isto receive the SNMP messages. To
use the default port (you would nearly always want to do this), enter O.

6. Identify theloca port number. To use the default port (you would nearly aways
want to do this), enter 0.
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See the Resource Manager Help for:
» Insgtructions on how to set up ametric to trigger an aert
» Additional information about each dialog.

Getting more information about monitoring

Look in the Resource Manager online Help for more detailed information about:

» Monitoring applications. You can use Resource Manager to keep acount of how
many instances of specific applications are running in the server farm, and
notify you if the number of instances of a monitored application reaches a
defined limit. This enables you to manage application licenses.

» Displaying a graph that tracks ametric’'s value in real time.
» Changing the aarm thresholds for a metric.

 Ignoring specific processes on a server.



CHAPTER 4

Reporting and Analyzing
Information

Overview

This chapter describes how you can generate and analyze reports using datathat is
held on each server. Topicsin this chapter include:

» Displaying the current status of a server
» Displaying stored data about applications and users
» Viewing reports that you have saved
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Creating reports to analyze data

4

Resource Manager enables you to produce avariety of reports based on the data
that has been collected about your server farm.

Reportsin Resource Manager present detailed information about your network
environment, and include the following:

» the status of your server farm at a particular moment in time
« the statistics about the usersin your server farm.

You can use this information to inform others about the network environment, and
to establish future resource requirements. You can identify why problems have
occurred, and reduce the likelihood of these occurrencesin the future.

To producea report
1. Intheleft pane of the Citrix Management Console, select Resour ce M anager.
2. Select the Reportstab.

3. Choose from the following types of report, and refer to each section for further
information:

» System Snapshot - refer to “Looking back to a specific time”
» Current Processes - refer to “Reporting about use of applications’
» Current Users - refer to “ Reporting user activity”

Once you have generated a report, you can save it asHTML or CSV format,
which you can then include in a document.

Note Resource Manager uses a number of HTML templates to create reports. These
arelocated on each server in the Citrix Resource M anager folder, and must not be edited
so that any inconsistencies in the reports are avoided.
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Looking back to a specific time

If thereis a problem on a particular server, you can produce a system snapshot
which displaysinformation about the status of the server at the exact time when the
problem occurred. You can then use this report to try and evaluate why the problem

happened.

To produce a system snapshot
1. Select System Snapshot from the Reports tab.
E E System Snapshot M= E3
~Bystem Snapshot Report Defalls————————— - Seroll Report——————— :
ESer\rer: [moRGANA = Tirme of current view |
I Time: 18:11 ;08
;lnmanime:lzn 1012001 18 :11 :08 = I Day: 20
| I Manth: 1 |
Il ‘ear: 2001 |
Generate | 1 | Step 16 gecs b |
Cancel | Help |

2. Usethe optionsto specify theinterval of time for which you want records to be
displayed.

Reporting about use of applications

You can produce a report that displays information about the processes that are
being monitored in the server farm, and in particular, processes that are running on
aspecific server.

To produce arecent process report
1. Select Current Processes from the Reports tab.

EEEurrent Processes [_ (O] %]
-Report Details————————————— ' ~Report Optiogns—————— .

Server: IMORGANA v|§ vl CPU
I j v Memao
Frocess: |--All-- w | = b

|| Times

Generate |
Cancel | Help |

2. Choose which process and user to report on, and use the Report Options check
boxes to specify the information that you want to include in the report.
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Reporting user activity

You can use Resource Manager to provide information about how users at your site
use applications and servers.

P Todisplay ausersanalysisreport

1. Select Current Usersfrom the Reports tab

E = Current Users [_ (O] %]
Ir-Report Detail

|
| Sarver: IMORGANA
|

User: I--AII--

=
E

Generate |

Cancel | Help |

2. Select which user you want to analyze, and for which server.

Viewing saved reports

You can view reports that have been saved asan HTML file, and if necessary, you
can convert to CSV.

P Toview asaved report
1. Select View Saved Report from the Reports tab.
2. Navigateto the location of the report, and click Open.



Default Metric Set @

Overview

This appendix describes the default set of metrics that are monitored by Resource
Manager.
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Introduction

During installation, Resource Manager automatically configures a default set of
metrics for each server, according to the server type.

There is adefault set of metrics for:

= Windows NT 4.0, Terminal Server Edition
=  Windows 2000 Server

When you first install, Resource Manager picks a set of default metrics and
settings for your server type. These settings should give a good overview of the
system, and should mean that you can start monitoring straight away without
needing to customize the settings. As you get more used to the normal ranges of
your system usage, you may want to fine-tune the settings, or add different
metrics.

The main factors of each server that Resource Manager is monitoring are:

= Network cards or interfaces
= Processor

= Disks

= Pagefiles

= Session usage

= Memory

Default set of metrics for Windows 2000 Server

Logical Disk
% Disk Time

Gives an indication as to how busy the disks are. The disk can become a
bottleneck for a number of reasons:

= The server hastoo little physical memory sois ‘thrashing'. If ‘thrashing’ is
occurring, the pages/sec will also be high.

= A singleuser is running an application or process, which makes extensive and
rapid use of the disk. You can investigate such a user by running Current
Process and Current User reports.

=  Many users are performing large amounts of disk activity. The speed of the
disks may be the server’s bottleneck.
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The metric % Disk Timeis calculated using anumber of factors and values above
100% are possible. If you see values of 100% disk time, the disk isin constant
use. Values greater than 100% may indicate that the disk is too slow for the
number of requests.

% Free Space
The server isrunning out of disk space. This can be for a number of reasons:

= A lack of remaining disk space after installing the Operating System and
applications.

= A large number of users have logged in (now or in the past) and their
configuration data, settings and files are taking up too much space.

= Thereisarogue process or user who is consuming a large amount of disk
space.

Memory
Available Bytes

Informs the administrator if too much memory is being used. This could be
because:

= Too many users are logged in.

= The applications users are running are too memory hungry for the amount of
memory available on the server.

= Thereis some user or process using alarge amount of memory. Running a
Current Process report may help you track this down.

Being short on memory could result in ‘thrashing’. The disk usage and paging
metrics may aso change to ared alarm state.

Pages/sec
A large amount of paging indicates either:

= The systemislow on physica memory and the disk is being used extensively
asvirtual memory. This can be caused by too many users being logged on, too
many Processes running or a rogue process ‘stealing’ virtual memory.

= An active process or processes are making large and frequent memory
accesses.

Too much paging will degrade the performance of the server for al users logged
on. The Available Bytes, Disk and % Processor Time metrics may also enter
warning or danger states when a large amount of paging occurs. Short bursts of
heavy paging are normal, but long periods of heavy paging will seriously affect
server performance.
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Network Interface

Bytes Total/sec

Gives agood indication of how much network activity this server is generating/
receiving. If this metric changes to yellow or red, the server is experiencing
unusually high network activity and may cause a network saturation. If too many
users are remotely logged on for the network card to support, this metric may
change to awarning or danger state. In this situation, the bottleneck could be the
network or server’s network card, which may decrease performance of users
sessions.

Paging File
% Usage

A high page file usage usua ly indicates that the server’s page file size should be
extended.

Processor

% Interrupt Time

The processor is spending a large amount of time responding to input and output
rather than user processing. A large value for interrupt time usually indicates a
hardware problem or avery busy server.

% Processor Time

A high processor time for along period of time indicates that the processor(s) is
the bottleneck of the server, there are too many userslogged in, or thereisarogue
user or process (use the Current Process report to investigate).

System
Context Switches/sec
A large number of threads and/or processes are competing for processor time.

Terminal Services

Active Sessions

There are alarge number of userslogged in and running applications. The server
may begin running out of memory or processor time and performance for users
may deteriorate.

Inactive Sessions

There are alarge number of disconnected sessions, which are taking up virtua
memory. You should remove some disconnected sessions, or reduce the length of
time for which disconnected sessions can persist until they are automatically
destroyed.
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Default set of metrics for Windows NT 4.0, Terminal Server

Edition

Logical Disk
% Disk Time

Gives an indication as to how busy the disks are. The disk can become a
bottleneck for a number of reasons:

= The server hastoo little physical memory sois ‘thrashing'. If ‘thrashing’ is
occurring, the pages/sec will also be high.

= A singleuser is running an application or process, which makes extensive and
rapid use of the disk. You can investigate such a user by running Current
Process and Current User reports.

=  Many users are performing large amounts of disk activity. The speed of the
disks may be the server’s bottleneck.

The metric % Disk Timeis calculated using anumber of factors and values above
100% are possible. If you see values of 100% disk time, the disk isin constant
use. Values greater than 100% may indicate that the disk is too slow for the
number of requests.

% Free Space
The server isrunning out of disk space. This can be for a number of reasons:

= A lack of remaining disk space after installing the Operating System and
applications.

= A large number of users have logged in (now or in the past) and their
configuration data, settings and files are taking up too much space.

= Thereisarogue process or user who is consuming a large amount of disk
space.

Memory

Available Bytes

Informs the administrator if too much memory is being used. This could be

because:
= Too many users are logged in.

= The applications users are running consume too much memory relative to the
amount of memory available on the server.

= Thereis some user or process using alarge amount of memory. To help you
track this down, you can run a Current Processes report.

Being short on memory could result in ‘thrashing’. The disk usage and paging
metrics may aso change to ared alarm state.
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Pages/sec
A large amount of paging indicates either:

= The systemislow on physica memory and the disk is being used extensively
asvirtual memory. This can be caused by too many users being logged on, too
many Processes running or arogue process ‘stealing’ virtual memory.

= An active process or processes are making large and frequent memory
accesses.

Too much paging will degrade the performance of the server for al users logged
on. The Available Bytes, Disk and % Total Processor Time metrics may also enter
warning states when alarge amount of paging occurs. Short bursts of heavy
paging are normal, but long periods of heavy paging will seriously affect server
performance.

Network Segment
% Network utilization

Gives agood indication of how much network activity this server is generating/
receiving. If this metric changes to yellow or red, the server is experiencing
unusually high network activity and may cause a network saturation. If too many
users are remotely logged on for the network card to support, this metric may
change to awarning state. In this situation, the bottleneck could be the network or
server's network card, which may decrease performance of users' sessions.

Paging File
% Usage

A high page file usage usual ly indicates that the server’s page file size should be
extended.

System
Active Sessions

There are alarge number of userslogged in and running applications. The server
may begin running out of memory or processor time and performance for users
may deteriorate.

Context Switches/sec
A large number of threads and/or processes are competing for processor time.

Inactive Sessions

There are alarge number of disconnected sessions, which are taking up virtua
memory. You should remove some disconnected sessions, or reduce the length of
time for which disconnected sessions can persist until they are automatically
removed.
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% Total Interrupt Time

The processor is spending a large amount of time responding to input and output
rather than user processing. A large value for interrupt time usually indicates a
hardware problem or avery busy server.

% Total Processor Time

A high processor time for along period of timeindicates either the processor(s) is
the bottleneck of the server, there are too many userslogged in, or thereisarogue
user or process (use a Current Process report to investigate).

Total protocol Bytes/sec

The number of bytes sent through the network to display to remote users. If thisis
particularly high, alarge number of users are receiving frequent screen updates
from the server. The users’' display performance may deteriorate as more users
log on, or when other network activity is performed by the server (for instance,
copying afile).






Glossary

alarm A condition that occurs when ametric value is equal to, or outside of, the upper
and lower limits for adefined period of time.

alarm threshold  The upper and lower limits for a particular metric, beyond which an
aarm condition occurs. The values for default metrics are automatically set
during ingallation, but a user can later assign these values.

alert Aneventthat istriggered by an alarm, and which can be one of the following: an
email message, an SNM P message, or an SMS message (cell phone alert).

Citrix Management Console  Citrix’s extensible, platform-independent tool for
administering Citrix servers and management products.

data store A data store that centralizes configuration information about published
applications, users, printers, and servers. Each Citrix server farm has asingle
data store.

Independent Management Architecture (IMA)  Citrix’s server-to-server infrastructure
that provides robust, secure, and scalable tools for managing any size server
farm. Among other features, IMA enables centralized platform-independent
management, an ODBC-compliant data store, and a suite of management
products that plug in to the Citrix Management Console.

license number An aphanumeric string displayed by Citrix Management Console
when you enter aproduct serial number. You enter the license number on the
Citrix Activation System web page to receive an activation code for the
MetaFrame X P server license.

MAPI Connection Server The server that holds information about MAPI
connections.

MDAC Microsoft Data Access Components. A collection of Microsoft software
components that provide ODBC core functionality and ODBC drivers for
many database management systems (DBMS).

MetaFrame Citrix’s server-based computing solution that incorporates Citrix’'s
Independent Computing Architecture (ICA) protocol.

metric  One of a series of measurable itemsfor a server or application. You can select
which metrics you want to monitor for a particular server.
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monitoring  This occurs when Resource Manager is actively looking at the dataon
servers.

server farm A group of serversthat are managed as a single unit, and that share some
form of physical connection and a single data store.

shadowing A feature of Citrix serversthat enables an authorized user to remotely join
or take control of another user’sICA session for diagnosis.

SNMP (Simple Network Management Protocol) A type of automatic aert that you can
configure when an alarm condition occurs.

status display A set of statusindicators, one for each metric that is being tracked.

status indicator A colored signal in the status display that shows the status of each
metric. When a status indicator in the display changes color, an alarm
condition occurs.

zone A logica grouping of Resource Manager servers.
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TAPI servers 26
SNMP 42
SNMP alerts 27
configuring 27
snooze alarms and alerts 23
status display 42
statusindicator 18, 42
suspending alarms and alerts 23
System metrics 36, 38
% Total Processor Time 39
%Total Interrupt Time 39
Active Sessions 38
Context Switches/sec 36, 38
Inactive sessions 38
Total protocol Bytes/sec 39
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for email alerts 24
for SMS derts 26
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system snapshot 31
System Snapshot dialog box 31
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