Official

Curriculum
Microsoft®

Training &
Certification

Implementing a Microsoft.
Windows. 2000 Network
Infrastructure

Delivery Guide

Course Number: 2153B

PPPPPPPPP : X08-74715 - ®
eeeeeeee : 0312002 ICres



Information in this document, including URL and other Internet Web site references, is subject to
change without notice. Unless otherwise noted, the example companies, organizations, products,
domain names, e-mail addresses, logos, people, places, and events depicted herein are fictitious,
and no association with any real company, organization, product, domain name, e-mail address,
logo, person, places or events is intended or should be inferred. Complying with all applicable
copyright laws is the responsibility of the user. Without limiting the rights under copyright, no
part of this document may be reproduced, stored in or introduced into a retrieval system, or
transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or
otherwise), or for any purpose, without the express written permission of Microsoft Corporation.

Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Microsoft, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

© 2000 Microsoft Corporation. All rights reserved.
Microsoft, MS-DOS, Windows, Windows NT, Active Directory, BackOffice, FrontPage,
IntelliMirror, NetShow, Outlook, PowerPoint, Visual Studio, and Windows Media are either

registered trademarks or trademarks of Microsoft Corporation in the U.S.A. and/or other countries.

The names of actual companies and products mentioned herein may be the trademarks of their
respective owners.

Simulations and interactive exercises were built with Macromedia Authorware

Course Number: 2153B
Part Number: X08-74715
Released: 03/2002



Implementing a Microsoft® Windows® 2000 Network Infrastructure iii

Contents

Introduction

CoUISE MaAtETIALS ....veeuvieiecie ettt ettt et et e s saeeseeesaeeeas 2
PrOTEQUISTEES ..t teutieniieieett ettt ettt ettt ettt et et et e te e bt ete e bee st eseeseenseenseenseens 4
COUTSE OULIINE ...ttt ettt et et eteeteenteenteenbesnaesneesnnesnnennns 5
Microsoft Official CUrriCUIUM .........c.cccvieiiiiiiiicieciecee et 11
Microsoft Certified Professional Program ............cccceecveeciieciieiieecieecieeieeieeie e 12
FaCTIIEICS .ttt ettt ettt e e et e e eateeetee e tseesabeeesbeeenteeeaseenns 14
Classroom CoNnfIGUIAION .........ccueeruierieeriieriieriieritesieesteestee e e steeseeesteesseeseeessaesseesenas 15

Module 1: Introduction to the Microsoft Windows 2000 Networking
Infrastructure

OVEIVIEW ...ttt ettt ettt ettt b et b e e bt et et sb e e bt et e b nbeebeenaenees 1
Overview of the Windows 2000 Network Infrastructure..........ccoooveveerervnineeneenne. 2
Introduction to INTranets........cccuevueriirerieninineetereseeeetee et 4
Identifying Remote Access Methods .........c.eecueeiieiieiiieiiieiiceeeee e 5
Communicating with Remote Offices........cooereriniiiieiireiieeee e 7
Providing INtEINEt ACCESS .....ivuieiieieeieeie ettt ettt ettt sttt e steesteesbeeeeenseens 8
Introduction t0 EXIranets.......cccevueriiririinieninieieneneetetene sttt 9
REVIEW .ttt ettt ettt ettt e be e beesreesbeesseesseesseesreenns 10
Module 2: Automating IP Address Assignment by Using DHCP

OVEIVIEW ..ottt ettt ettt e bttt b e bt et s bt e bt et eae st ebeenaenees 1
OVErview OF DHOCP ......cviiiiiiiciece ettt sttt et es 2
Installing the DHCP SETVICE .....cc.ceviiiieiieiieiieitestesite ettt 11
Authorizing the DHCP SeIVICE......ccueviiiieiiiieiiesiestesteeete sttt 12
Lab A: Creating and Authorizing a DHCP Server..........ccocoeoevinininienenieeeenee, 14
Creating and Configuring @ SCOPE .......ccveruieruieriienienieniierteitesee e sve e seeseeseees 18
Lab B: Configuring @8 DHCP SCOPE......ccveriirriiiiiiiieniestesiestesee e 29
Customizing DHCP Functionality ..........cccceeeeevieiiiiiienieiieeesee e 38
Configuring DHCP in a Routed NetWork .........cccocveviieriieniieriieieiceeeeeeeeeen 44
SUppPOrting DHCP ......oouiiiiieiieie ettt ettt e ea 48



iv Implementing a Microsoft® Windows® 2000 Network Infrastructure

Module 3: Implementing Name Resolution by Using DNS

OVEIVIEW ...ttt ettt ettt ettt et b e e bt ettt e bt et et e sbeest et enbeebeenaenaens 1
Multimedia: Basics of the Domain Name System (DNS)........ccccooeviiiiieciieieennnne. 2
Overview of the DNS QUETY PTOCESS........cccuiiiiiiiiiiiciiiciieciecieesieeeese e 3
Installing the DNS SeIrVer SETVICE .....ccverierierieniieniieniertestestesee e e seesee e 5
Configuring Name Resolution for Client COMPULETS ........ceceevereereirierierienieneeneens 7
CIEALING ZIOMES ....veeuveeurieereenreeteeteeteesseeseeseeseeseesseeseeseeseesseesseesseeseeseesseeseesees 9
CONTIGUIING ZIOMES ...cevieeveeeieeiieeieeie e eteeteeteeteetestestesteestessaeenaesntesnaesnsessaennns 14
Lab A: Installing and Configuring the DNS Server Service.........ccocevvererereenene 17
Configuring DNS for Internal USe.........cccccvieeiieiieiiiiieiecieeeeeee et 36
Integrating DNS and DHCP...........ccccioiiieiiiiiieiieeeeee ettt 37
Maintaining and Troubleshooting DNS SeIvers ..........cccocvevererererieneneeieeeene 43
Lab B: Maintaining and Troubleshooting a DN'S Server.........cccccoeveevenenieeenenne 53
REVIEW ..ttt sttt st 64
Module 4: Implementing Name Resolution by Using WINS

OVEIVIEW ..evtieteetieteeteete e teesteeste e st e st e seeseesse e seasseasssessasseseassessasssassanssassesns 1
Connecting to NetBIOS-Based NetWorks.........cceevvieriieriieniieniieiienieesieseeseeseee e 2
WINS OVEIVIEW.....ecuvieiieiieieeieeieeteeteeteeteeveeteesbeeseeseesseesseesseesseesseesseesseessenns 12
Configuring WINS Servers and CHENtS.........cceceveeierierenieieriesieeeeeeie e 18
Configuring Support for Non-WINS CHents .........ccceccveeervieecieeieeieeieeie e 23
Enabling WINS Database Replication ............cceceverierieninienieneeeeeseseeieee s 32
Maintaining the WINS Server Database..........ccccoeeeierererienienieneeeeieseseeeeeane 39
Lab A: Installing and Configuring WINS .........cccoieiiriiriieieeeieeeeieeieeieeiens 51
REVIEW ettt ettt et et et e et e esaeesbeesbeesbeenseenseenseans 59
Module 5: Configuring Network Security by Using Public Key
Infrastructure

OVEIVIEW ...ttt ettt ettt ettt ettt ettt e bt ettt sbeest et enbesbeennennens 1
Introduction to Public Key Infrastructure (PKI) ........ccccoooirieiienininieececeee, 2
Deploying CertifiCate SEIVICES .....ec.eeuerererrieriereereeeierteseeeteeeeneesteeseeseesaesneeneeneens 10
USING COTtIfICALES . ...uveeutietieiieieeieeteet et tet ettt ettt et e e eeesseeseese e seenseensean 21
Managing CertifiCates .........eeueruereririerereeieeiete sttt ettt ettt e e aesaeeneeneens 27
Configuring Active Directory for Certificates ..........coocervreererieneeienereseeeeenne 33
Troubleshooting Certificate SEIVICES ........evvirriirriieriieriierieeteeieesieeieeteeieesieeeeens 35
Lab A: Installing and Configuring Certificate SErviCes..........ceovererveruerererreeenne 37
REVIEW ittt ettt ettt et eve et eesaeesbeesbaesbeenseenseenseens 47
Module 6: Configuring Network Security by Using IPSec

OVEIVIEW ...ttt ettt ettt ettt ettt en et e e bt eae e e teebeeneeneeatesbeensensenteeneeneentens 1
Introduction t0 IPSEC ......cooiiuiiieieieeeeee e e 2
IMPlementing IPSEC......coiiiiieiieiieieee et e 7
Configuring TCP/IP for Server SECUTILY .......ccvervieriieriieieeireie et eve e eee v 19
Troubleshooting Network Protocol SeCUrity.........ccoveevievieerieeriieniiecieeieeieeieeiens 20
Lab A: Configuring TCP/IP for Secure Connections by Using IPSec.................. 22

REVIEW et e e 28



Implementing a Microsoft® Windows® 2000 Network Infrastructure v

Module 7: Configuring Remote Access

OVEIVIEW ...ttt ettt ettt ettt b ettt e he et et s b e e bt et et e sbe e bt et enbenbeebeentenees 1
Examining Remote Access in Windows 2000...........ccoccueeevieiieciieciiecieeieere e 2
Configuring Inbound CONNECLIONS.........ceeeeierieririieieierie ettt eeeeens 10
Configuring Outbound CONNECLIONS ........ccueervierireriieriieriieniienirerteneresresneseeeseeennes 17
Configuring Multilink Connections............cuecvereeriereeneeseeneesieesreesreereereeneennes 22
Lab A: Configuring @ VPN CONNECHION........cceerrierieriieniieitieniesiieseieeieereeevesene e 24
Configuring Authentication Protocols ..........cceecverierienienienienieieseeseesee e 30
Configuring Encryption Protocols ..........cccieeiieriieiieiieiieieecieceeceeeesee e 34
Configuring Routing and Remote Access for DHCP Integration..............ccccuce... 36
REVIEW ettt ettt sttt s saes 40
Module 8: Supporting Remote Access to a Network

OVEIVIEW ...ttt ettt ettt e e s bt ae et e te bt e st e s eeae st e eneensesesseeneensesesseeneensansesseeneensaneas 1
Examining Remote Access POLICIES.......ccccuieviieiiiiiiiieiecic et 2
Examining Remote Access Policy Evaluation............ccocevevievieneninieiesesceene 4
Creating a Remote Access POLICY .....coccuiiiiiiiiiieiieic et 8
Lab A: Creating a Remote Access Policy and Profile ..........ccccoveveeieiienieciennne, 12
Troubleshooting REMOtE ACCESS .......eeveriereirieieriieiieiee et 19
Lab B: Troubleshooting Remote Access (Simulation) ..........cccceeeeevererereeeeneenne. 29
REVIEW ittt sttt st s enaen 31
Module 9: Extending Remote Access Capabilities by Using IAS

OVEIVIEW ....teeuiieeteeeie et eteeteeteeteesteeateesseesseesbeesseesseesseesseanseanseesseasseenseanseansesnsennsennns 1
Introduction t0 TAS .....coiiiiiie et 2
Installing and Configuring TAS ..ot 5
Lab A: Configuring Internet Authentication Service...........ecererereeienieneneeeene. 13
REVIEW ittt sttt sttt s enaen 22
Module 10: Configuring a Windows 2000-Based Server as a Router
OVEIVIEW ....veeutieeieeete et eteeteeteeteesteeteesseesseesseesseesseenseasseanseanseenseenseensesnseansesnsennsennns 1
Overview of Routers and Routing Tables.........ccccccveeiiviiiiiiiiiiieeeieee e 2
Configuring Network CONNECHIONS .......ccuevveerierieriiriieieienieeieeeeree e eeeeeeees 7
Enabling Routing by Using Routing and Remote Access.........coeveverereneeeeneenne. 11
Configuring Static ROULES.......cecvieiieiiieiieiieiteieeit ettt neees 13
Lab A: Configuring Windows 2000 As a Static Router...........ccccceveveerenenenenee. 17
Configuring a Routing INterface ..........cooceeieiieiiiinieiiceeeece e 23
Implementing Demand-Dial ROULING.........ccceoieiiiiniiiniienieieieeeeee e 30
Configuring the Routing Information Protocol...........ccccovirieneninieieniiciieene 40
Lab B: Configuring a Windows 2000—Based Router ............ccccecceverieneneneeneenne. 51
REVIEW ..ottt sttt ettt sttt s nees 62
Module 11: Configuring Internet Access for a Network

OVEIVIEW ...ttt ettt ettt s ettt e ettt e s et e et e e st et e tesbe e st entebeebeententeseeneeneenseneas 1
Options for Connecting a Network to the Internet............ccoccvevveiieiieiricieieee 2
Configuring Internet Access by Using a ROUter ...........ccooveveveninieiienenenieiene 12
Configuring Internet Access by USINg NAT ........coovevieiienienierieneeseeieesreenveeeees 14
Lab A: Configuring Internet Access by Using NAT ....ccccoovviviiviieniineniecieeee 20



vi Implementing a Microsoft® Windows® 2000 Network Infrastructure

Module 12: Configuring a Web Server

OVEIVIEW ...ttt ettt ettt ettt et b e e bt ettt e bt et et e sbeest et enbeebeenaenaens 1
OVErVIEW OF TIS...ciiiiiiiiee ettt 2
Preparing for an IIS Installation...........ccoccueiieiiiiiieiiecieeieeeecee e 3
INStAlliNg TIS.....eooiieieee ettt aeees 4
Configuring @ Web Site......c.cccuieiiieiiieriieiieieeieereete et ettt ere et ve e e veesveeseesees 6
Administering IIS........ooviiiiiiiieeeee ettt s 19
Troubleshooting IIS ..........cociiriiiiiiiiieie ettt ens 21
Lab A: Configuring @ Web Server .........ccvevieoiiiciiiiiieiieeieceee ettt 23
REVIEW .ttt ettt ettt ettt 31
Module 13: Deploying Windows 2000 Professional by Using RIS

OVEIVIEW ...ttt te ettt e ettt et ete st e e st ent e teeseeneensenseeseeneensenseeseensansenseeneensensens 1
RIS OVEIVIEW......eeiitieiieiete ettt ettt sttt te e s e tesaeeneenaeneennas 2
Installing and Configuring RIS ........ccooiiiiiiiiiiieeeeeee e 3
Configuring Remote Installation Options ..........cccceeeeeeereririerienenieieiesie e 11
Deploying Images by Using RIS.........c.occiioiiioiiiiiiieeice ettt 19
Creating an RIPTep IMage........cccevoiieiiiiieie e 26
Comparing CD-Based Images and RIPrep Images .........ccccoeveeveereneeienenicnienene 31
Identifying Solutions to RIS Problems ...........ccocevirierieninieieieceeeeeeeeeeeene 33
Lab A: Deploying Windows 2000 Professional by Using Remote Installation
Services (SIMUIATION) ..c..eoueeieriririeteereeeeeee ettt sttt s eeeenees 35
REVIEW ettt ettt et e e aeeebeesaeeebeesbeesbeenseessaenseans 37
Module 14: Managing a Windows 2000 Network

OVEIVIEW ...ttt sttt ettt ettt sttt et e bt e bt sbe e st et enbesbeesnenaens 1
Windows 2000 Administrative Strate@ies........eeerrerierierereeierieneseeeeereeseeeeeeeenees 2
Performing Administrative Tasks Remotely by Using Terminal Services ............. 3
SNIMP OPETAtION.....cetieiietieiieriieriienteritestesttesetesteesaesetesetesseesetessaesnsesneesnsesnseenns 11
Implementing the Windows 2000 SNMP Service ........ccccoeveeereneneereeneneneeane 19
Lab A: Managing a Windows 2000 NetWork ...........ccccceverirrienenienieieneneeeene 27
REVIEW ..ottt bttt s s s seens 36
Course EValuation ..........ccoecuiiiieciieiieie ettt ettt e ebe e 37
Module 15: Troubleshooting Windows 2000 Network Services

OVEIVIEW ...ttt sttt sttt ettt b sttt b e bt et et sbe e st et e nbesbeesnennens 1
Troubleshooting Network Problems ..........ccceevieriirieiienienieeieciesie e 2
Identifying the Symptoms and Causes of Network Problems.............cccccooveeeneenee. 3
Resolving TCP/IP Problems .........cccuvevieiieiiieniieiieiteseesteteste sttt 5
Resolving Name Resolution Problems............coecvieeiieciieciieciieciieiecie e 15
Lab A: Troubleshooting Routing (Simulation) ............ccccceeeeierenenienieneneeeeeene 21
Troubleshooting NetWork SETVICES........ccuverieriieriierieeiiienieeieerieenieenteeieeeeesieeneeens 24
Monitoring the NetWOTK.........ccveciieiieiiieciieiieie ettt eveeve e eveeae e 28
Lab B: Troubleshooting Network Problems by Using Network Monitor............. 36



Implementing a Microsoft® Windows® 2000 Network Infrastructure vii

Module 16: Configuring Network Connectivity Between Operating

Systems

OVEIVIEW ...ttt ettt ettt ettt ettt b et b e e bt et et e sb e e bt et ebenbeebeentenees 1
Configuring Access to NetWare RESOUICES.......ccveveierererieieiesieeeeieieee e 2
Lab A: Configuring Gateway Service for NetWare (Simulation).............cccceuee... 10
Providing Macintosh Users Access to Windows 2000 Resources......................... 12
Lab B: Configuring File Services and Print Services for Macintosh (Simulation) 19
Connecting to SNA Hosts by Using Host Integration Server 2000........................ 20
Connecting to UNIX RESOUICES.......ccvreviriiiriieiieiieiieieeieeieeieeieeieeaeesseenseeneees 22
REVIEW ..ttt st s 23
Course EvalUation........c.coiiieiieiiieiieieiese ettt e e 25
Appendix A: Computer Browser Service

OVEIVIEW ...ttt eete ettt et et e sttt et e te et e e st e st e ae et e eneenteseeseeneensesesseeneensensenseeneenseneas 1
BIOWSE LISt ..uiiuiiiieieiiriitetcecrctcte sttt e 2
BIrOWSEI ROLES ....cuviiiiiiiiiiiciecee ettt 3
The Browser PIOCESS......co.coueiiiriiriiieirinictctecnestct ettt 4
Browser EICCHON. ......ccuiiiiietieiicie ettt ettt ettt eve et eveeveebeesveesbeesseesseesseenseens 5
ConfigUIING BrOWSETS.....cccvieiieiieiieie ettt st sttt e e es 7
Browsing an IP Internetwork ............ccooeriiirieiiiiceeee e 8
Browsing by Using the Lmhosts File..........cccccooiiiiiniininiieeeeceeeee e 9
Browsing by Using WINS .......ooiiiiieieeeeeeete ettt 10
Appendix B: IP Addressing Basics

OVEIVIEW ....teeutiieteeeieete et eteeteeveesbeeateesseesseesseesseesseesseanseanseenseenseanseenseenseansennsennsennns 1
What Is an IP Address?......coveieriniiiiieneieeeseeeeee ettt 2
Network ID and HOSt ID .......coouieiiieiiieiieieeiieieeieeie ettt 3
Converting IP Addresses from Binary to Decimal ............cccceverininienenenineeenne. 4
AAAIEsS CIASSES ....evveuriniiiiriieienierieeteteste ettt sttt sttt ettt ettt b sreeneenee 6
Address Class SUMMATY ........cccueririeierierierieeiese et eee e see st ete e ste et etensesreeseeneens 8
Addressing GUIAEIINES ........co.eeveririieietereeie ettt ettt s eneeneens 9
AsSIZNING NEtWOTK IDS....couiiiiiiieiieiiesiieseee ettt 10
ASSIGNING HOSE IDS ..ottt 11
What IS @ SUDNEt MASK? ......ooiiiiiiiiieiieciieiteteseese ettt 12
Default SUbnet Masks ........coceviririiienineiieieeneeeeeeseetee et 13
Determining the Destination of @ Packet ...........cccoecviviiiiiiiiiiiiciececeeeee 14
Understanding SUDNELHNG . ........ceceiirieieierieseeiieee e 16

Appendix C: Commonly Used Port Numbers

Port Assignments for Commonly Used Services.........cccoeverirriereneneneenieneneeeene 1






Implementing a Microsoft® Windows® 2000 Network Infrastructure ix

About This Course

This section provides you with a brief description of the course, audience,
suggested prerequisites, and course objectives.

Description

This course is for new-to-product support professionals who will be responsible
for installing, configuring, managing, and supporting a network infrastructure
that uses the Microsofte Windowse 2000 Server products. It also provides
students with the prerequisite knowledge and skills required for course 2154,
Implementing and Administering Microsoft Windows 2000 Directory Services.
This course also supports those students who are on the Microsoft Certified
Systems Engineer (MCSE) Windows 2000 certification track.

The content in this course applies to Windows 2000 Professional,
Windows 2000 Server, and Windows 2000 Advanced Server, except as noted
within the course.

Audience

This course is intended for new-to-product support professionals who will be
responsible for performing the following tasks:

= Configuring the Dynamic Host Configuration Protocol (DHCP) Server
service

= Configuring the Domain Name System (DNS) Server service

= Configuring Windows Internet Name Service (WINS)

m  Configuring network security by using Public Key Infrastructure (PKI)

= Configuring network security by using Internet Protocol Security (IPSec)
= Configuring remote access to a network

= Supporting remote access to a network

= Integrating extended remote access capabilities by using Internet
Authentication Service (IAS)

= Configuring Windows 2000 as a network router
= Configuring Internet access for a network
m  Configuring a Web server

= Deploying Windows 2000 Professional by using Remote Installation
Services (RIS)

m  Managing a Windows 2000 network

m Identifying and resolving network connectivity problems by using
Windows 2000 troubleshooting tools and utilities

= Enabling network connectivity among NetWare, Macintosh, and UNIX
networks.
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Student Prerequisites

This course requires that students meet the following prerequisites:

m  Successful completion of course 2152, Implementing Microsoft
Windows 2000 Professional and Server, or equivalent skills and knowledge,
including the ability to:

e Install or upgrade to Windows 2000

e Configure the Windows 2000 environment

e Connect Windows 2000-based client computers to networks
e C(Create and manage user accounts

e Manage access to resources by using groups

e Manage data by configuring the NTFS file system
e Provide network access to file resources

e Configure disks and partitions

e Monitor and optimize Windows 2000

e Implement Windows 2000 security

e Configure printing

e Configure Windows 2000 for mobile computing

e Configure and manage disks and partitions

e Implement disaster protection

e Install and configure Terminal Services

e Implement Windows 2000-based client computers
e Implement Windows 2000-based servers

»  An understanding of Transmission Control Protocol/Internet Protocol
(TCP/IP)
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Xi

Course Objectives

At the end of the course, students will be able to:

Configure the DHCP Server service.

Configure the DNS Server service.

Configure WINS; configure network security protocols.
Configure network security by using PKI.
Configure network security by using IPSec.
Configure remote access to a network.

Support remote access to a network.

Extend remote access capabilities by using IAS.
Configure Windows 2000 as a network router.
Configure Internet access for a network.
Configure a Web server.

Deploy Windows 2000 Professional by using RIS.
Manage a Windows 2000 network.

Identify and resolve network connectivity problems by using Windows 2000

troubleshooting tools and utilities.

Enable network connectivity among NetWare, Macintosh, and UNIX
networks.
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Course Timing

The following schedule is an estimate of the course timing.
Your timing may vary.

Day 1

Start End Module

9:00 9:30 Introduction

9:30 10:00 Module 1: Introduction to the Microsoft Windows 2000
Networking Infrastructure

10:00 10:30 Module 2: Automating IP Address Assignment by Using DHCP

10:30 10:45 Lab A: Creating and Authorizing a DHCP Server

10:45 11:00 Break

11:00 11:30 Module 2: Automating IP Address Assignment by Using DHCP,
continued

11:30 12:00 Lab B: Configuring a DHCP Scope

12:00 1:00 Lunch

1:00 2:00 Module 2: Automating IP Address Assignment by Using DHCP,
continued

2:00 2:30 Module 3: Implementing Name Resolution by Using DNS

2:30 2:45 Break

2:45 3:30 Lab A: Installing and Configuring the DNS Server Service

3:30 4:00 Module 3: Implementing Name Resolution by Using DNS,
continued

4:00 4:45 Lab B: Maintaining and Troubleshooting a DNS Server

4:45 5:00 Module 3: Implementing Name Resolution by Using DNS,
continued
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Day 2

Start End Module

9:00 9:30 Day 1 review

9:30 10:15 Module 4: Implementing Name Resolution by Using WINS

10:15 10:30 Break

10:30 11:00 Module 4: Implementing Name Resolution by Using WINS,
continued

11:00 11:45 Lab A: Installing and Configuring WINS

11:45 12:00 Module 4: Implementing Name Resolution by Using WINS,
continued

12:00 1:00 Lunch

1:00 2:00 Module 5: Configuring Network Security by Using Public Key
Infrastructure

2:00 2:45 Lab A: Installing and Configuring Certificate Services

2:45 3:00 Break

3:00 3:30 Module 5: Configuring Network Security by Using Public Key
Infrastructure, continued

3:30 4:00 Module 6: Configuring Network Security by Using IPSec

4:00 4:45 Lab A: Configuring TCP/IP for Secure Connections by Using
IPSec

4:45 5:00 Module 6: Configuring Network Security by Using IPSec,
continued

Day 3

Start End Module

9:00 9:30 Day 2 review

9:30 10:15 Module 7: Configuring Remote Access

10:15 10:30 Break

10:30 11:00 Module 7: Configuring Remote Access, continued

11:00 11:45 Lab A: Configuring a VPN Connection

11:45 12:00 Module 7: Configuring Remote Access, continued

12:00 1:00 Lunch

1:00 1:30 Module 8: Supporting Remote Access to a Network

1:30 2:15 Lab A: Creating a Remote Access Policy and Profile

2:15 2:30 Break

2:30 2:45 Module 8: Supporting Remote Access to a Network, continued

2:45 3:00 Lab B: Troubleshooting Remote Access

3:00 3:15 Module 8: Supporting Remote Access to a Network, continued

3:15 4:15 Module 9: Extending Remote Access Capabilities by Using IAS

4:15 4:45 Lab A: Configuring Internet Authentication Service

4:45 5:00 Module 9: Extending Remote Access Capabilities by Using IAS,

continued
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Day 4

Start End Module

9:00 9:30 Day 3 review

9:30 10:15 Module 10: Configuring a Windows 2000—-Based Server As a
Router

10:15 10:30 Break

10:30 11:00 Lab A: Configuring Windows 2000 As a Static Router

11:00 11:30 Module 10: Configuring a Windows 2000-Based Server As a
Router, continued

11:30 12:00 Lab B: Configuring a Windows 2000—-Based Router

12:00 12:15 Module 10: Configuring a Windows 2000—Based Server As a
Router, continued

12:15 1:15 Lunch

1:15 1:45 Module 11: Configuring Internet Access for a Network

1:45 2:15 Lab A: Configuring Internet Access by Using NAT

2:15 2:30 Module 11: Configuring Internet Access for a Network, continued

2:30 3:00 Module 12: Configuring a Web Server

3:00 3:15 Break

3:15 3:45 Lab A: Configuring a Web Server

3:45 4:15 Mod 13: Deploying Windows 2000 Professional by Using RIS

4:15 4:45 Lab A: Deploying Windows 2000 Professional by Using Remote
Installation Services

4:45 5:00 Mod 13: Deploying Windows 2000 Professional by Using RIS,
continued
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Day 5

Start End Module

9:00 9:30 Day 4 review

9:30 10:15 Module 14: Managing a Windows 2000 Network

10:15 10:30 Break

10:30 11:30 Lab A: Managing a Windows 2000 Network

11:30 12:00 Module 14: Managing a Windows 2000 Network, continued

12:00 1:00 Lunch

1:00 1:30 Module 15: Troubleshooting Windows 2000 Network Services

1:30 2:15 Lab A: Troubleshooting Routing

2:15 2:30 Break

2:30 3:00 Module 15: Troubleshooting Windows 2000 Network Services,
continued

3:00 3:30 Lab B: Troubleshooting Network Problems by Using Network
Monitor

3:30 3:45 Module 15: Troubleshooting Windows 2000 Network Services,
continued

3:45 4:00 Module 16: Configuring Network Connectivity Between
Operating Systems

4:00 4:15 Lab A: Configuring Gateway Services for NetWare

4:15 4:30 Module 16: Configuring Network Connectivity Between
Operating Systems, continued

4:30 4:45 Lab B: Configuring File Services and Print Services for
Macintosh

4:45 5:00 Module 16: Configuring Network Connectivity Between

Operating Systems, continued
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Trainer Materials Compact Disc Contents

The Trainer Materials compact disc contains the following files and folders:

Default.htm. This file opens the Trainer Materials Web page.

Readme.txt. This file contains a description of the compact disc contents and
setup instructions in ASCII format (non—Microsoft Word document).

2153a_ms.doc. This file is the Manual Classroom Setup Guide. It contains
the steps for manually setting up the classroom computers

21534 sg.doc. This file is the Classroom Setup Guide. It contains a
description of classroom requirements, a description of the classroom
configuration, and classroom setup instructions.

Errorlog. This folder contains three documents:

e The Change Log documents all the changes that were made from the
previous version of the course to the current version. The page numbers
from the previous and current versions are provided to help you locate
the changes.

e The Error Log documents the known errors in this course and their fixes.
Because changes to classroom setup and labs may have introduced new
errors, the courseware development team did not make any changes that
would require retesting of these components.

e The Feedback form contains a template for recording any errors and
corrections that you find in the course, and information about how to
send this feedback to the courseware development team at Microsoft.

Fonts. This folder contains fonts that are required to view the Microsoft
PowerPointe presentation and Web-based materials.

Manual. This folder contains the manual setup guide.

Powerpnt. This folder contains the PowerPoint slides that are used in this
course.

Pptview. This folder contains the PowerPoint Viewer, which is used to
display the PowerPoint slides.

Setup. This folder contains the standard Microsoft Official Curriculum
automated setup scripts that install and configure Windows 2000 on the
instructor and student computers.

Studntcd. This folder contains the Web page that provides students with
links to resources pertaining to this course, including additional readings,
review and lab answers, lab files, multimedia presentations, and course-
related Web sites.

Tools. This folder contains the post-installation scripts that are used to
configure the instructor and student computers specifically for this course.

Tprep. This folder contains the Trainer Preparation Presentation, a narrated
slide show that explains the instructional strategy for the course in addition
to presentation tips and caveats. To open the presentation, on the Trainer
Materials Web page, click Trainer Preparation Presentation.
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Student Materials Compact Disc Contents

The Student Materials compact disc contains the following files and folders:

Default.htm. This file opens the Student Materials Web page. It provides
students with resources pertaining to this course, including additional
reading, review and lab answers, lab files, multimedia presentations, and
course-related Web sites.

Readme.txt. This file contains a description of the compact disc contents and
setup instructions in ASCII format (non—Word document).

AddRead. This folder contains additional reading pertaining to this course.

Answers. This folder contains answers to the module review questions and
hands-on labs.

Appendix. This folder contains appendix files for this course.

Courses. This folder contains the self-paced courses that are included with
this course.

Fonts. This folder contains fonts that are required to view the PowerPoint
presentation and Web-based materials.

Labfiles. This folder contains files that are used in the hands-on labs. These
files may be used to prepare the student computers for the hands-on labs.

Simulation. This folder contains files that are used for the simulated labs in
this course.

Media. This folder contains files that are used in multimedia presentations
for this course. If this course does not include any multimedia presentations,
this folder does not appear.

Webfiles. This folder contains the files that are required to view the course
Web page. To open the Web page, open Windows Explorer, and in the root
directory of the compact disc, double-click Default.htm.

Wordview. This folder contains the Word Viewer that is used to view any
Word document (.doc) files that are included on the compact disc. If no
Word documents are included, this folder does not appear.



xviii Implementing a Microsoft® Windows® 2000 Network Infrastructure

Document Conventions

The following conventions are used in course materials to distinguish elements

of the text.

Convention

Use

2

bold

italic

Title Capitals

ALL CAPITALS

monospace

~
-

Indicates an introductory page. This symbol appears next
to a slide title when additional information on the topic is
covered on the page or pages that follow it.

Represents commands, command options, and portions of
syntax that must be typed exactly as shown. It also
indicates commands on menus and buttons, icons, dialog
box titles and options, and icon and menu names.

In syntax statements, indicates placeholders for variable
information. Italic is also used for introducing new terms,
for book titles, and for emphasis in the text.

Indicate domain names, user names, computer names,
directory names, folders, and file names, except when
specifically referring to case-sensitive names. Unless
otherwise indicated, you can use lowercase letters when
you type a directory name or file name in a dialog box or
at a command prompt.

Indicate the names of keys, key sequences, and key
combinations—for example, ALT+SPACEBAR.

Represents code samples, examples of screen text, or
entries that you type at a command prompt or in
initialization files.

In syntax statements, enclose optional items. For example,
[filename] in command syntax indicates that you can
choose to type a file name with the command. Type only
the information within the brackets, not the brackets
themselves.

In syntax statements, enclose required items. Type only the
information within the braces, not the braces themselves.

In syntax statements, separates an either/or choice.
Indicates a procedure with sequential steps.

In syntax statements, specifies that the preceding item may
be repeated.

Represents an omitted portion of a code sample.



