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Course Goal

The Solaris™ 8 Operating Environment System Administration 11
course provides students with the skills necessary to
administer Sun™ workstations running the Solaris 8
Operating Environment in a network environment.

In this course, students will:

¢ Install and maintain Sun systems

e Configure and troubleshoot the Network File System
(NFS) environment

e Configure the Network Information System (NIS)
environment
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Course Overview

This course provides you with knowledge and skills to:

e Control system logging activity

* Manage virtual disks

e Configure the NFS environment

e Automount file systems on demand

¢ Administer the NIS

* C(reate system administrator role-based access
permissions

e Use the JumpStart™ program for systems within a
subnet

Solaris™ 8 Operating Environment System Administration 11 About This Course, slide 3 of 22
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services July 2000, Revision A



@Sun Educational Services
Course Map

Getting Started

“Introducing “Introducing the
the Client-Server Solaris Network
Relationship” Environment”

Data Organization

“Solaris Operating “Introducing “Solaris Pseudo
Environment Disk File Systems and
syslog ” Management” Swap Space”

Remote File Systems

“NFS” “AutoES” “CacheFs”

Customizing User Roles

“Role-Based
Access Control”

GUI Administration Tools

“Solaris Management Console™
and Solaris AdminSuite”

Naming Service Consolidation

“Naming Services

Overview” “NIS”

Installation Servers

“JumpStart™ —
Automatic
Installation”

Practical Application

“Solaris
Administration
Workshop”
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Module-by-Module Overview

* Module 1 - “Introducing the Client-Server
Relationship”

* Module 2 - “Introducing the Solaris Network
Environment”

* Module 3 - “Solaris Operating Environment syslog ”
* Module 4 - “Introducing Disk Management”

* Module 5 - “Solaris Pseudo File Systems and Swap
Space”

e Module 6 - “NFS”
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Module-by-Module Overview

e Module 7 — “AutoFS”
e Module 8 - “CacheFS”
e Module 9 — “Role-Based Access Control”

* Module 10 - “Solaris Management Console™ and
Solaris AdminSuite”

e Module 11 - “Naming Services Overview”
e Module 12 — “NIS”
* Module 13 - “JumpStart™ — Automatic Installation”

* Module 14 - “Solaris Administration Workshop”
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Course Objectives

Upon completion of this course, you should be able to:

* Define client-server functionality within the Solaris 8
Operating Environment

e Differentiate the functional characteristics between
each layer in the seven-layer OSI network model and
the five-layer TCP/IP network model

e Identify and describe the files and commands used to
control and monitor access to various machines in a
network environment

e Setup event logging
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Course Objectives

* Administer disks using a volume management utility
e Redirect all core dumps to a single coredump directory

e Configure NFS to support the client-server
environment

e Use the automounter
* Set up and configure CasheFS file systems

e Use Solaris AdminSuite to perform user, group, and
serial port management duties

* Describe the various naming services: DNS, NIS, NIS+,
and LDAP
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Course Objectives

e Configure and administer the NIS environment
* Set up arole-based system administration account

e Install and configure the Solaris Management Console
(SMC) GUI

e Use the JumpStart program to automate Solaris
Operating Environment installation
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Skills Gained by Module

Skills Gained

Define client-server functionality within the
Solaris 8 Operating Environment

Differentiate the functional characteristics
between each layer in the OSI network model and
the TCP/IP network model

Identify and describe the files and commands
used to control and monitor access to various
machines in a network environment

Set up event logging

Administer disks using volume management

Redirect all core dumps to a single coredump
directory

Configure NFS to support the client-server
environment

12|13

Use the automounter

Set up and configure CasheFS file systems

Use Solaris AdminSuite to perform user, group,
and serial port management duties

Describe the various naming services: DNS, NIS,
NIS+, and LDAP

Configure and administer the NIS environment

Set up a role-based system administration
account

Install and configure the Solaris Management
Console (SMC) GUI

Use the JumpStart program to automate Solaris
Operating Environment installation

Solaris™ 8 Operating Environment System Administration 11
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Guidelines for Module
Pacing

Module Day1l Day2 Day3 Day4 Day5

“About This Course” AM.

“Introducing the Client-Server AM.
Relationship”

“Introducing the Solaris Network AM.
Environment” /P.M.

“Solaris Operating Environment PM.
syslog ”

“Introducing to Disk Management” AM.

“Solaris Pseudo File Systems and AM.
Swap Space” /PM.

“NFS” PM.

“ AutoFS” AM.
“CacheFS” AM.
“Role-Based Access Control” PM.

“Solaris Management Console™ and AM.
Solaris AdminSuite”

“Naming Services Overview” AM.
“NIS” AM.

/PM.
“JumpStart™ — Automatic AM.
Installation” /P.M.

“Solaris Administration Workshop” PM. AM.
/PM.
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Topics Not Covered

Basic UNIX® commands — Covered in SA-118:
Fundamentals of Solaris™ 8 Operating Environment for
System Administrators

Vi editor — Covered in SA-118: Fundamentals of Solaris™ §
Operating Environment for System Administrators

Basic UNIX file security — Covered in SA-118:
Fundamentals of Solaris™ 8 Operating Environment for
System Administrators

Software package administration — Covered in SA-238:
Solaris™ 8 Operating Environment System Administration |

Patch maintenance — Covered in SA-238: Solaris™ §
Operating Environment System Administration I
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Topics Not Covered

* Adding users using Admintool — Covered in SA-238:
Solaris™ 8 Operating Environment System Administration I

e Basic system security — Covered in SA-238: Solaris™ 8
Operating Environment System Administration I

* Administration of initialization files — Covered in SA-
238: Solaris™ 8 Operating Environment System
Administration I

e Advanced file permissions — Covered in SA-238:
Solaris™ 8 Operating Environment System Administration I
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Topics Not Covered

e Backup and recovery — Covered in SA-238: Solaris™ 8
Operating Environment System Administration I

* Thelp printservice and print commands — Covered in
SA-238: Solaris™ 8 Operating Environment System
Administration I

* Process control — Covered in SA-238: Solaris™ 8
Operating Environment System Administration I

 Hardware or software troubleshooting — Covered in
ST-350: Sun™ Systems Fault Analysis Workshop
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Topics Not Covered

e System tuning — Covered in SA-400: Enterprise System
Performance Management

* Detailed shell programming — Covered in SA-225:
Advanced UNIX® Utilities and Shell Programming for
Administrators

* Detailed network administration concepts —Covered in
SA-389: Solaris™ TCP/IP Network Administration
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How Prepared Are You?

Can you:

e Install and boot the Solaris 8 Operating Environment
on a standalone workstation?

* Implement basic system security?

e Add users to the system using Admintool?

e Use the pkgadd command to add software packages?
e Set file permissions using access control lists (ACLs)?

* Monitor and mount file systems?
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How Prepared Are You?

 Manage disk devices and processes?

e Perform backups and restorations?
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Introductions

e Name

e Company affiliation

e Title, function, and job responsibility

e Solaris Operating Environment experience
e Reasons for enrolling in this course

e Expectations for this course
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How to Use Course Materials

e Objectives
o [ecture
e Exercise

* Check Your Progress

Solaris™ 8 Operating Environment System Administration 11 About This Course, slide 19 of 22
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How to Use the Icons

Additional resources

Discussion

g Demonstration

§ %

Solaris™ 8 Operating Environment System Administration 11 About This Course, slide 20 of 22
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services July 2000, Revision A



@ Sun Educational Services

Exercise objective

Caution

Warning
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Typographical Conventions and
Symbols

e Courier isused for the names of command, files, and
directories, as well as on-screen computer output.

e Courier bold is used for characters and numbers that

you type.

e Courier italic is used for variables and command-
line placeholders that are replaced with a real name or
value.

e Palatino italics is used for book titles, new words or
terms, or words that are emphasized.
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Module 1

Introducing the
Client-Server Relationship
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Objectives

* Describe the network capabilities of the Solaris 8
Operating Environment in terms of a client-server
relationship

e Listand define at least two types of servers used in the
Solaris 8 network environment

* Describe the SunRay™ Enterprise Appliance
client-server relationship

Solaris™ 8 Operating Environment System Administration 11 Module 1, slide 2 of 7
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Servers

* A serveris a host or a process that provides services to
other systems on the network.

Solaris™ 8 Operating Environment System Administration 11 Module 1, slide 3 of 7
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Clients

e A clientis ahost or a process that uses services provided
by servers. A good example of a client is a host that
makes use of any of the previously mentioned servers.

Solaris™ 8 Operating Environment System Administration 11 Module 1, slide 4 of 7
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JumpStart Client-Server Configuration

JumpStart JumpStart JumpStart
client client client
JumpStart
server
Solaris™ 8 Operating Environment System Administration 11 Module 1, slide 5 of 7
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SunRay Enterprise Appliance
Client-Server

Name
Server

Mail
Server

Print

= ‘ 7 W“me
Server SunRay
server @
[~ SunRay

clients
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Check Your Progress

* Describe the network capabilities of the Solaris 8
Operating Environment in terms of a client-server
relationship

e Listand define at least two types of servers used in the
Solaris 8 network environment

* Describe the SunRay™ Enterprise Appliance client-
server relationship

Solaris™ 8 Operating Environment System Administration 11 Module 1, slide 7 of 7
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Module 2

Introducing the
Solaris Network Environment
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Objectives
e Define the function of each layer within the seven-layer
OSI model and the five-layer TCP/IP model
* Describe the contents of various network control files

* Construct command strings to perform basic
monitoring operations on an active network

e Start and stop network services using the command
line

Solaris™ 8 Operating Environment System Administration 11 Module 2, slide 2 of 10
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Solaris Network Environment

The most commonly referred-to networking models are the:

e Seven-layered ISO/OSI model
e Five-layered TCP/IP network model

Solaris™ 8 Operating Environment System Administration 11 Module 2, slide 3 of 10
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The Function of the Layers

Each layer in either of the two network models describes a

specific network function.

7
Application
6 5
Presentation g Application
Session
4 4
Transport Transport
3
3
Network Internet
2 2
Data link Network interface
1 1
Physical Hardware
ISO/OSI model TCP/IP model

Solaris™ 8 Operating Environment System Administration 11
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ISO/OSI Network Model

ISO/OSI Layer  Function

Application Manages user-accessed application programs and network
services (using the underlying layers).

Presentation Manages the presentation of the data to be independent of the
architecture.

Session Manages communication set up and termination.

Transport Makes sure that messages reach the correct application.

Network Manages data addressing and delivery between networks, as
well as fragmenting data for the data link layer. A router
functions at this layer by using IP addresses.

Data link Manages the delivery of data across the physical network. This
layer provides error detection and packet framing. A bridge/
switch functions at this layer. Delivery decisions are based on
the ethernet address (also known as the Media Access Control
[MAC] address).

Physical Describes the network hardware, including electrical signal

characteristics, such as voltage and current. A repeater
functions at this layer.

Solaris™ 8 Operating Environment System Administration 11
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services July 2000, Revision A
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TCP/IP Network Model

TCP/IP Layer

Function

Application

Transport

Internet

Network interface

Hardware

Manages user-accessed application programs and network
services (using the underlying layers), manages the
presentation of the data to be independent of the architecture,
and manages the presentation of the data to be independent of
the architecture.

Makes sure that messages reach the correct application.

Manages data addressing and delivery between networks, as
well as fragmenting data for the data link layer. A router
functions at this layer by using IP addresses.

Manages the delivery of data across the physical network.
This layer provides error detection and packet framing. A
bridge/switch functions at this layer. Delivery decisions are
based on the ethernet address (also known as the Media
Access Control [MAC] address).

Describes the network hardware, including electrical signal
characteristics such as voltage and current. A repeater
functions at this layer.

Solaris™ 8 Operating Environment System Administration 11
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services July 2000, Revision A
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Peer-to-Peer Communication

When two systems communicate, data flows down through
the layers, across the network, and back up through the
layers.

System 1 System 2
Message
- - User data
; | Application Application ; A ‘
User data Transport Transport ‘ USQ'E'
IH [TH| User data Internet Internet User data |
g g Network Network i -
[NHiH [TH[User data [NT]) e rface interface [NHiH [TH[ User data [NT]
| Packet | Hardware <S|g—nal> Hardware | Packet |
TH = Transport header NH = Network interface header
IH = Internet header NT = Network interface trailer (CRC)
Solaris™ 8 Operating Environment System Administration 11 Module 2, slide 7 of 10
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Common Protocols and Applications

A protocol is a set of rules governing the exchange of data
between two entities.

TCP/IP Layer TCP/IP Protocol and Applications

Network interface Point-to-Point Protocol (PPP) and ATM

Internet IP, ARP, RARP, and ICMP
Transport TCP and UDP
Application NFS, NIS+, DNS, SMTP, DHCP, SNMP, HTTP, RPC, RIP,

rlogin ,telnet , and ftp

Solaris™ 8 Operating Environment System Administration 11 Module 2, slide 8 of 10
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Network Files and Commands

Some of the common files and commands are used for:

e Host identification

* Determining network configuration
* Network troubleshooting

* Network services

 Remote procedure calls

Solaris™ 8 Operating Environment System Administration 11 Module 2, slide 9 of 10
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Check Your Progress
e Define the function of each layer within the seven-layer
OSI model and the five-layer TCP/IP model
* Describe the contents of various network control files

* Construct command strings to perform basic
monitoring operations on an active network

e Start and stop network services using the command
line

Solaris™ 8 Operating Environment System Administration 11 Module 2, slide 10 of 10
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Module 3

Solaris Operating Environment syslog
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Objectives

Upon completion of this module, you should be able to:

e Define the effect of the LOGHOSYariable on the syslog
process

* Modify log message priority and severity
 Configure syslog message routing
e Add entries to a system log using the logger utility

* Describe the two methods of starting the syslogd
daemon

Solaris™ 8 Operating Environment System Administration 11 Module 3, slide 2 of 11
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The syslog Concept

Programs/ Processes Destinations
generates messages messages
kernel = syslogd Logs messages
Daemons

Writes messages

User processes Forwards messages

logger command
Reads
letc/syslog.conf

Solaris™ 8 Operating Environment System Administration 11 Module 3, slide 3 of 11
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Configuring the /etc/syslog.conf
File

e Selector field:

v Consists of a facility and a level written as
facility.level.

v Facilities represent categories of system processes
that can generate messages.

v Levels represent the severity or importance of the
message.

e Action field:

v Determines where to send the message.

Solaris™ 8 Operating Environment System Administration 11 Module 3, slide 4 of 11
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The /etc/syslog.conf File

A sample /etc/syslog.conf configuration file:
#ident "@(#)syslog.conf 15 98/12/14 SMI" [/*SunOS5.0*

# <output omitted>

# syslog configuration file.

#

# This file is processed by m4 so be careful to quote (") names
# that match m4 reserved words. Also, within ifdef's, arguments
# containing commas must be quoted.

#
* err;kern.notice;auth.notice /dev/sysmsg
* err;kern.debug;daemon.notice;mail.crit Narladm/messages

* alert;kern.err,daemon.erroperator
* alert root

*.emerg *

# if a non-loghost machine chooses to have authentication messages
# sent to the loghost machine, un-comment out the following line:
#auth.notice ifdef(LOGHOST’, var/log/authlog, @loghost)

mail.debug ifdef(LOGHOST’, Avar/log/authlog, @loghost)
#
# <output omitted>

Solaris™ 8 Operating Environment System Administration 11 Module 3, slide 5 of 11
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syslogd and m4

e Thesyslogd daemon,the mdmacro processor, and the
letc/syslog.conf file interact, in conceptual phases,
to determine correct message routing.

syslog.conf
m4
- - Selector  Action
field field
syslogd
Solaris™ 8 Operating Environment System Administration 11 Module 3, slide 6 of 11
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Detailed Operation

Consider two examples of the hostl system’s /etc/hosts
file.

 Example A:

192.9.200.1 hostl loghost
192.9.200.2 host2

* Example B:

192.9.200.1 hostl
192.9.200.2 host2 loghost

Solaris™ 8 Operating Environment System Administration 11 Module 3, slide 7 of 11
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Modifying inetd to Use syslog

An Example of a syslog Logged Entry

Date/Time Local Process
host name/
name PID#

v

Jun 14 13:15:39 hostl inetd[2359][ID 317013 daemon.notice] telnet[2361]

from 192.9.200.1 57441
IP address Port Msgid#/ Incoming
number selector facility.level request/
PID#
Solaris™ 8 Operating Environment System Administration 11 Module 3, slide 8 of 11
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Thelogger Utility

 With the logger command, you can add one-line
entries to a system log file.

e Typically, you use the logger command as part of a
script.

e Command format:

logger [ - 1] [-f file ][ -p priorit y][-ttag ]| message |

Solaris™ 8 Operating Environment System Administration 11 Module 3, slide 9 of 11
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Exercise: Using syslog and Auditing
Utilities
* Objectives
e Tasks

e Discussion

e Solutions

Solaris™ 8 Operating Environment System Administration 11 Module 3, slide 10 of 11
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Check Your Progress

Before continuing on to the next module, check that you are
able to accomplish the following:

e Define the effect of the LOGHOSYariable on the syslog
process

* Modity log message priority and severity
* Configure syslog message routing
e Add entries to a system log using the logger utility

* Describe the two methods of starting the syslogd
daemon

Solaris™ 8 Operating Environment System Administration 11 Module 3, slide 11 of 11
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Module 4

Introducing Disk Management
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Objectives

Upon completion of this module, you should be able to:

e List the three utilities used to create, check, and mount
file systems

e Identify the physical path name differences between
physical disks and virtual disks

e List the potential advantages of any virtual disk
management application

e [ist the basic difference between Solstice DiskSuite™
and Sun StorEdge Volume Manager™

Solaris™ 8 Operating Environment System Administration 11 Module 4, slide 2 of 50
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Objectives

e List the main advantages of using a concatenated
virtual file system

e List the main advantage of using a striped virtual file
system

e Install the Solstice DiskSuite applications

e Use the Solstice DiskSuite application to dynamically
grow a file system

Solaris™ 8 Operating Environment System Administration 11 Module 4, slide 3 of 50
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Physical Disks

e In astandard Solaris 8 Operating Environment
installation, all physical disks are accessed by memory-
resident drivers.

e Each type of disk device has a unique driver.
e Typical physical disk drivers include the following:

v dad — IDE disk driver
v Sd—The SCSI disk drive driver

Solaris™ 8 Operating Environment System Administration 11 Module 4, slide 4 of 50
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Physical Disks

Access Paths

e For every slice on every physical disk, there are two
unique access paths:

v Block device path:

Used by commands, utilities, and processes that
refer to the slice as a file system.

v Raw device path:

Used by utilities and processes that do not use the
device as a file system but transfer data sector by
sector.

Solaris™ 8 Operating Environment System Administration 11 Module 4, slide 5 of 50
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Virtual Disks

Virtual Disk Access Paths:

e Transparently provide a virtual partition that can
consist of many disk partitions.

e To the Solaris Operating Environment, the virtual
partition appears to be the same as any other.

* The logical device names are similar to special devices
in that they have both a raw and a block device path.

Solaris™ 8 Operating Environment System Administration 11 Module 4, slide 6 of 50
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Virtual Volume Management

e Virtual volume building blocks

e Solstice DiskSuite

/devimd/dsk/  d42
——— d42iscalled
| a metadevice

/dev/rdsk/cOt0dOs7
/dev/rdsk/cOt1d0s4
/dev/rdsk/c0t2d0s6

Solaris™ 8 Operating Environment System Administration 11
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Virtual Volume Management

e Sun StorEdge Volume Manager

c0t0do c1t0d2
/devivxirdsk/apps/ logvol

s3| Mappings | | Mappings

sd 01 sS04 [T
sd 01

~

sd 05 sd 04

sd 03

sd=subdisks logvol is called a volume

Solaris™ 8 Operating Environment System Administration 11 Module 4, slide 8 of 50
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Virtual Volume Management

e (Concatenated volumes

Physical
c0 disk 1

Physical
c0 disk 2

Physical
c0 disk 3

T
Chunk 1

N~

Yy
Chunk 2

~N

Ty

Virtual disk
management
software

Chunk 3

~NN

Solaris™ 8 Operating Environment System Administration 11
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Installing the DiskSuite Software

Web Start Additional Information Window

Installer : DiskSuite 4.2.1

Additional Information

WYWarning: Refer to the Solstice DiskSuite 4.2.1 Installation and
Product Motes for upgrade instructions.

W 5
Web Start
Mext = Exit
Solaris™ 8 Operating Environment System Administration 11 Module 4, slide 10 of 50
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Installing the DiskSuite Software

Web Start Installer Welcome Window

Installer : DiskSuite 4.2.1
(Weloome ________________________|
About...

Solaris YWeb Start will assist you in installing software for DiskSuite 4.2 1.

To go to the next screen, click Mext.

MNext = Exit

Solaris™ 8 Operating Environment System Administration 11 Module 4, slide 11 of 50
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Installing the DiskSuite Software

Select Type of Install Default Window

Installer : DiskSuite 4.2.1

Ny
-
SOLARIS:

To install basic DiskSuite 4.2.1 preducts inte their default directory
locations, select Default Install.

To choose specific DiskSuite 4.2.1 preducts to install, and to further
custornize a preduct's installation, select Custem Install.

Pleasze select ane of the following:
Default Custom
Install Install
] D

< Back MNext = Exit
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Installing the DiskSuite Software

Ready to Install Window

Installer : DiskSuite 4.2.1

M Ready to Install
-

SOLARIS

The following iters will be installed:

DiskSuite 4.2.1  fusr'shin
Core DiskSuite 7.3 MB
DiskSuite GUI 0.9 MB
SHMP event naotification 0.4 MB
DiskSuite 84 bit support 0.7 MB
Answerbook Documentation 8.6 MB

I
Web Start

< Back Install Mo Exit
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Installing the DiskSuite Software

Select Type of Install Window

Installer : DiskSuite 4.2.1 :

To install basic DiskSuite 4.2.1 preducts inte their default directory
locations, select Default Install.

Ny
-
SOLARIS:

To choose specific DiskSuite 4.2.1 preducts to install, and to further
custornize a preduct's installation, select Custem Install.
Pleasze select ane of the following:

Default Custom
Install Install

2 [m]

< Back MNext = Exit
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Installing the DiskSuite Software

Component Selection Window

Installer : DiskSuite 4.2.1
M

Component Selection
-

SOLARIS:
SOLARI DiskSuite 4.2.1 components showing @ checked box will be installed:

[¥ Core DiskSuite 7.3MB
[ DiskSuite GUI D.9MB

[ SHMP event notification  0.4MEBE

[% DiskSuite 64 hit support 0.7ME

W Answerbook Documentation  8.6MBE

< Back MNext = Exit
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Installing the DiskSuite Software

Ready to Install Window

Installer : DiskSuite 4.2.1

M Ready to Install
-

SOLARIS

The following iters will be installed:

DiskSuite 4.2.1  fusr'shin
Core DiskSuite 7.3 MB
DiskSuite GUI 0.9 MB
SHMP event naotification 0.4 MB
DiskSuite 84 bit support 0.7 MB
Answerbook Documentation 8.6 MB

B
Web Start

< Back Install Mo Exit
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Installing the DiskSuite Software

Installing Window

e

-
SOLARIS

T % 2 Installing DiskS uite 4.2.1
Web Start ===
Stop
Solaris™ 8 Operating Environment System Administration 11 Module 4, slide 17 of 50
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Installing the DiskSuite Software

Installation Summary Window

0
I Installer : DiskSuite 4.2.1 I
M Installation Summary
-
SCH"ARL\ The DiskSuite 4.2 .1 installation status is shown below:
Product Status Mo
DiskSuite 4.2.1 Installed fvan's
web Start See the cormesponding log file for mere infomation.
Mext =

Solaris™ 8 Operating Environment System Administration 11
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Installing the DiskSuite Software

Additional Information Window

Installer : DiskSuite 4.2.1
Ny

-
SOLARIS

Solaris Preduct Registry

To see installed preducts, or to add and remewve preducts, you can use
the Solaris Proeduct Registry. This registry (fus/bin/prodreg)can be
accessed by opening the Applications Manager in CDE, and then
opening the Systern_Admin itern. The Registry can also be accessed
frorm the Selaris Management Censole (if installed ).

Documentation

To read about installed preducts, see AnswerBook? docurnentation,
located on CDE front panel pull up above the Help icon, er ge to http:
Nidocs. sun.com

Web Start

< Back Exit
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Installing the DiskSuite Software

Reboot Dialog Box

=
For cormect operation, a system reboot is
required. Do you want to reboot now?

Reboot. Don't Reboot
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Solaris Product Registry

Solaris Product Registry Window

Software Installed in Solaris Registry:

Solaris Product Registry

@ ] system registry
@[ Solaris s [0]
& [ AdminSuite 3.0.1
@ [ DiskSuite 4.2.1
D ProdReg program 2.1.0
(o] |j Solaris § Collections 1.0.1
(o] |j Solaris Management Console 1.0.2
(o] |j unclassified software

Titke::

Version:

Location:

Cunent Size:

Size at Install:

Installed on:

Installed from:

Moare Information:

To expand an area, click on the circle beside the title.
To see morg infomnation about an item, click on the item.
Details about it will appear in this Mere Information box.

To install software, click on Mew Install....

The Solaris Product Registry shows software installed on the system.

Mew Install...

Solaris™ 8 Operating Environment System Administration 11
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services July 2000, Revision A
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Solaris Product Registry

Solaris Product Registry Window With DiskSuite Information
Window

Solaris™ 8 Operating Environment System Administration 11

Solaris Product Registry

Software Installed in Solaris Registry:
@ ] system registry -
@[ Solaris s [0]
& [ AdminSuite 3.0.1
& [ DiskSuite 4.2.1
D ProdReg program 2.1.0
(o] |j Solaris § Collections 1.0.1
(o] |j Solaris Management Console 1.0.2
(o] |j unclassified software

About...
Tie:  DiskSuite
Version: 4.2.1
Location: fusrisbin

Cunent Size:

Size at Install:

Installed on:

Installed from:

Moare Information:

May 16, 2000 12:19 PM

cd:Solaris Easy Access Server 2.0

4]

]

DESCRIPTION: Volume Management, Disk Mirmoring, stc k|
COMPOMENT SWR4 PACKAGE ABEREVIATIONS:

FILESYSTEM LOCATION: fusrfsbin

1D 4029605459

— JINSTALL LOCATION FLAGS: s

Mew Install...

Uninstall DiskS uite. ..

Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services July 2000, Revision A
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Starting the DiskSuite Tool

Metastate Database Warning Window

4| Metastate Database Warning

The Metastate Databasze (metadhb) contains no
replicas.

You must add at least 1 replica to it before
@ yoll can commit any metadevices you create,

[deally vou should have several replicas (at
least 3) distributed over different disks and
controllers to magimize fault tolerance.

oK

Solaris™ 8 Operating Environment System Administration 11
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Starting the DiskSuite Tool

DiskSuite Tool — Metadevice Editor Window

DiskSuite Tool v4.2.1 — Metadevice Editor [host] =<local:]

DiskView..| Slices..| Commit| Put Away|
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Starting the DiskSuite Tool

DiskSuite Tool — Disk View Window

DiskSuite Tool v4.2.1 — Disk View [host] <local:=]
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Starting the DiskSuite Tool

DiskSuite Tool — Disk View Window Viewing All Controllers

DiskSuite Tool v4.2.1 — Disk View [host] <local:=]
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Starting the DiskSuite Tool

Slice Browser Window

Slice Browser [host] :<local:>]
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Creating the State Database Replicas

DiskSuite Tool — Metadevice Editor Window With MetaDB
Icon Information

DiskSuite Tool v4.2.1 — Metadevice Editor [host] =<local:]

DiskView..| Slices..| Commit| Put Away|

an
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Creating the State Database Replicas

DiskSuite Tool — Metadevice Editor Window With MetaDB
Information Menu

MetaDB: MetaDE
= Replicas: 0
Status: Critical
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Creating the State Database Replicas

Metadevice State Database Information Window

Metadevice State Database Information [host] :<local>]

Status: Critical

Replicas (0}
Slice Used Available Replicas Replica Status
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Creating the State Database Replicas

Metadevice State Database Information Window

Metadevice State Database Information [host] :<local>]

Status: Critical

Replicas (0}
Slice Used Available Replicas Replica Status

Slice:| c1t2d0sd Replicas: Attach
Close Help
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Creating the State Database Replicas

DiskSuite Tool — Metadevice Editor Window

DiskSuite Tool v4.2.1 — Metadevice Editor [host] =<local:]

DiskView..| Slices..| Commit| Put Away|
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Creating the State Database Replicas

Metastate Database Commit Warning Window

Metastate Database Commit Warning

all of the state database replicas are on the —
same controller,

Really Commit Cancel
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Creating the State Database Replicas

DiskSuite Tool — Metadevice Editor Window With Committed
Metadevice

DiskSuite Tool v4.2.1 — Metadevice Editor [host] =<local:]

DiskView..| Slices..| Commit| Put Away|
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Creating the State Database Replicas

DiskSuite Tool — Metadevice Editor Window With Committed
Metadevice in Objects Area

DiskSuite Tool v4.2.1 — Metadevice Editor [host] =<local:]

T —T

DiskView..| Slices..| Commit| Put Away|
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Concatenating File Systems

Growing the /export/data File System

DiskSuite Tool — Metadevice Editor Window With
Concatenate/Stripe Icon

Concat/Stripe: d0

size: (none) 25
lUse; Unassigned

1k Status: Critical

1 {Uncommitted)

=

23

@
]
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Concatenating File Systems

Slice Browser Window

Slice Browser [host] :<local:>]
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Concat/Stripe “d0” Drop Warning window

Concat/5tripe "d0" Drop

Slice "¢1t2d0s5" is mounted,

Concatenating File Systems

Warning —I

Solaris™ 8 Operating Environment System Administration 11
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Concatenating File Systems

DiskSuite Tool — Metadevice Editor Window After Drag and
Drop

DiskSuite Tool v4.2.1 — Metadevice Editor [host] =<local:]

E| MetaDE
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Concatenating File Systems

Concat/Stripe “d0” Commit Warning Window

Concat/5Stripe "d0" Commit Warning —I

The new Concat/Stripe device "d0" has a —
slice with a mounted file system.

If an entry for its file system exists in
"fetc/vfstab” it will be updated when the
Concat/Stripe is committed so that the next
mount of the file system will use the new
device,

The system must be rebooted for this device
meount to take effect.

Really Commit Cancel

Solaris™ 8 Operating Environment System Administration 11
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Concatenating File Systems

DiskSuite Tool — Metadevice Editor With dO Status OK
Window

DiskSuite Tool v4.2.1 — Metadevice Editor [host] =<local:]

DiskView..| Slices..| Commit| Put Away|
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Concatenating File Systems

DiskSuite Tool — Metadevice Editor Window

DiskSuite Tool v4.2.1 — Metadevice Editor [host] =<local:]

DiskView..| Slices..| Commit| Put Away|
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Concatenating File Systems

DiskSuite Tool — Metadevice Editor Window Displaying
Metadevice d0

ate
& :
é Concat/Stripe: d0 1= il
— size: 78.36 Mbyte i3 B
Use: fexport/data LB B
1k Status: OK
stripe 0 of do
élé | c1t2d0ss |
S I
=
23
@
5]
Solaris™ 8 Operating Environment System Administration 11 Module 4, slide 43 of 50

Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services July 2000, Revision A



|$ Sun Educational Services

Concatenating File Systems

Slice Browser Window Displaying Unassigned Slice 3

Slice Browser [host] :<local:>]

. |- TN [ M——
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Concatenating File Systems

DiskSuite Tool — Metadevice Editor Window About to
Concatenate Slices 3 and 5

Disk5uite Tool v4.2.1 — Metadevice Editor [host] :<local=]
File  Obhject Edit Browse  Tools Help
Disk Yiew..| Slices..| Commit| Put Away|
Templates = Cbjects: Show &l — |
& ;
é Concat/Stripe: d0 1=
= Size: 378.52 Mbyte 25
Use: fexport/data
162 Status: OK
1 {(Uncommitted)
é‘% stripe 0 of do
— | c1t2d0sS |
1H&
&3 stripe 1 of do
- | c1t2d0s3 |
Ll
I
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Concatenating File Systems

Run GrowFS Command Window

Run GrowFs Command?

You added additional capacity to the metadevice "d0" an
which file system "fexport” is mounted, Yeou have the
option of greswing this file system to take advantage of
this additicnal space either now or later Chy hand), If
vou choose to grow it now, the application will be
disabled until the growth process completes,

The command that will be run is:
"growfs —M fexport SdevSmdfrdsksdo”

Do you want to grow the metadevice now of later?

Dot Mo Crowe Later

Solaris™ 8 Operating Environment System Administration 11
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Concatenating File Systems

GrowFS Running Window

|~ GrowFSRunning |

The file systerm "/export/data” mounted on —
metadevice "d0" is now being grown.

To terminate this process, press the
"Terminate GrowFS" button,

Terminate GrowFs
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Exercise: Managing Disks

e Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress

Before continuing on to the next module, check that you are
able to accomplish the following:

e List the three utilities used to create, check, and mount
file systems

e Identity the physical path name ditferences between
physical disks and virtual disks

e List the potential advantages of any virtual disk
management application

e [istthebasic difference between Solstice DiskSuite and
Sun StorEdge Volume Manager
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Check Your Progress
e List the main advantages of using a concatenated
virtual file system

e List the main advantage of using a striped virtual file
system

e Install the Solstice DiskSuite applications

e Use the Solstice DiskSuite application to dynamically
grow a file system
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Module 5

Solaris Pseudo File Systems and
Swap Space

Solaris™ 8 Operating Environment System Administration I July 2000
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Objectives

Upon completion of this module, you
should be able to:

e List Solaris pseudo file system types

* Describe the relationship between
system processes and the /proc
directory

* Describe how the tmpfs file system
improves performance

e Use the dumpadmprogram to display
system dump configuration

e Use the coreadm command to display
core file configuration

* C(Create and add a swap file to the
swap space
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Solaris Pseudo File Systems

Pseudo file system types:

e procfs
e tmpfs
o fdfs

e swapfs
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The /proc  File System

The following example from the /etcivfstab file shows the
mounting of the proc file system on the /proc  mount point:

#device device mount FS fsck mount mount
#omount tofsck  point type pass atboot options

[proc - Iproc proc - no
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Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services July 2000, Revision A



@ Sun Educational Services

The tmpfs File System

The following example from the /etc/vstab

file shows the

mounting of tmpfs on the virtual memory subsystem at boot

fime:

#device device mount FS fsck mount mount
#omount tofsck  point type pass atboot options

swap - fmp tmpfs - yes

Solaris™ 8 Operating Environment System Administration 11
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The fdfs File System

The following example from the /etc/vstab

file shows the

mounting of the fd file system on the /dev/fd mount point at

system boot time:

#device device mount FS fsck mount mount
#omount tofsck  point type pass atboot options
fd - /devif[d fd - no

File Descriptor Usage

File Descriptor Description
/dev/fd0 stdin

/devifd1 stdout

/devifd2 stderr

/dev/fd3 file

Solaris™ 8 Operating Environment System Administration 11
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The swapfs File System

kernel

Buffer

Virtual -+ Backed by disk drive
addresses

Physical Mapped
addresses -
J ™=

Processes > swap
and Anonymous \p/
Daemons memory pages
N
swap -I
List available
swap space
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The swapfs File System

Swap space allocation

Allocated
used
swap -s
Reserved
‘ Available
Solaris™ 8 Operating Environment System Administration 11 Module 5, slide 8 of 18
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The swapfs File System

Using the swap command:

e As the system administrator, you can add swap files or
swap partitions.

e Command format: swap[ options ][ argument |
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The dumpadmCommand

e Command format:

/usr/sbin/dumpadm [-nuy] [-c content-type] [-d dump-device]
[ -m min k| min m | min%)] [-s savecore-dir] [-r root-dir]

e To view the current dump configuration, execute
dumpadmwith no arguments; for example:

# dumpadm

Dump content: kernel pages

Dump device: /dev/dsk/c0t0d0s1 (swap)
Savecore directory: /var/crash/hostl
Savecore enabled: yes
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The dumpadmCommand

e The default values are set in the /etc/dumpadm.conf
file; for example:

# cat /etc/dumpadm.conf

# dumpadm.conf

#

# Configuration parameters for system crash dump.

# Do NOT edit this file by hand -- use dumpadm(1m) instead.
#

DUMPADM_DEVICE=/dev/dsk/c0t0d0Os1
DUMPADM_SAVDIR=/var/crash/host1
DUMPADM_CONTENT=kernel

DUMPADM_ENABLE=yes
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The coreadm Command

¢ Command format:
v Regular users can run the following command:

coreadm [-p pattern] [pid]...
v root only can run the following command:

coreadm [-g pattern] [-1 pattern] [-d option ...]
[-e option ...]
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The coreadm Command

Using the coreadm with no options displays the typical
default settings from the /etc/coreadm.conf file.

# coreadm
global core file pattern:
Init core file pattern: core
global core dumps: disabled
per-process core dumps: enabled
global setid core dumps: disabled
per-process setid core dumps: disabled
global core dump logging: disabled
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The coreadm Command

Viewing the /etc/coreadm.conf file verifies those same
configuration parameters:

# cat /etc/coreadm.conf

#

# coreadm.conf

#

# Parameters for system core file configuration.
# Do NOT edit this file by hand -- use coreadm(1) instead.
#

COREADM_GLOB _PATTERN=

COREADM _INIT_PATTERN=core
COREADM_GLOB_ENABLED=no
COREADM_PROC _ENABLED=yes
COREADM_GLOB_SETID_ENABLED=no
COREADM_PROC_SETID _ENABLED=no
COREADM_GLOB LOG_ENABLED=no
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The coreadm Command

Example 1: Setting the core file name pattern as a regular user

$ coreadm -p core.%f.%p $$

Example 2: Dumping a user’s files into a subdirectory

$ coreadm -p SHOME/corefiles/%n.%f.%p $$
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The coreadm Command

Example 3: Enabling and setting the core file global name
Pattern

# coreadm -g /var/core/core.%f.%p -e global

Example 4: Checking the core file configuration for specific
process 1Ds

$ coreadm 278 5678
278 core.%f.%p
5678: /home/george/cores/%f.%p.%t
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Exercise: Managing Pseudo File
Systems and Swap Space

* Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress

Before continuing on to the next module,
check that you are able to accomplish the
following:

List Solaris pseudo file system types

Describe the relationship between
system processes and the /proc
directory

Describe how the tmpfs file system
improves performance

Use the dumpadmprogram to display
system dump configuration

Use the coreadm command to display
core file configuration

Create and add a swap file to the
swap space
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Module 6

NFS
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Objectives

Upon completion of this module, you should be able to:

e Describe the functions of an NFS server and an NFS
client

e Make resources available and unavailable for
mounting

e [Edit the /etc/dfs/dfstab file on an NFS server to
enable automatic sharing of resources

e Display a server’s available resources for mounting
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Objectives

* Mount a resource from another system

e Edit the /etc/vfstab file to mount resources on an
NEFS client

e Describe the function of these commands: mountall
umountall , shareall , and unshareall

Solaris™ 8 Operating Environment System Administration 11 Module 6, slide 3 of 22
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services July 2000, Revision A



@ Sun Educational Services
The NFS Distributed File System

The NFS environment;

e Contains the following components:

v NEFS server — A system that contains the file resources
to be shared with other systems on the network.

v NEFS client — A system that mounts the file resources
shared over the network and presents the file
resources as if they were local.
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The NFS-Distributed File System

NFS server NFS client
s s = = S
/ , 4 / N N
7 N\
r 3
I I
export | opt |
) I
g |
/
P\ N\ SO
rdbms |
NFSserver | 7 A o Shared direct -
<¢—— Shared directories
shares disk %\‘ and disk storage
storage with
NFES client bin lib share
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NFS Distributed File System
Components

NFS server

NFS client

Daemons:
mountd , nfsd, statd, and
lockd,nfslogd

Daemons:
statd and lockd

Files: Files:
- Jetc/dfs/dfstab - /etcivistab
- letc/mnttab
- letc/dfs/sharetab - Jeto/dis/fstypes
- Jetc/dfs/stypes yp
- Jetc/rmtab Commands:
- letc/nfs/nfslog.conf mount '
- letc/default/nfslogd
umount
- Jetc/nfs/nfslogtab
mountall umountall
) dfshares
Commands:
dfmounts
share
unshare
shareall
unshareall
dfshares
dfmounts
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The share Command

e When the mountd process is running, use the /ust/
sbin/share  command to make file resources available
for mounting by remote systems.

e Command format:

share [ -F FSType][-0 options ][-d description ] pathname
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The /etc/dfs/dfstab File

cat /etc/dfs/dfstab
Place share(1M) commands here for automatic execution
on entering init state 3.

#
#
#
#
#  Issue the command ‘/etc/init.d/nfs.server start' to run the NFS
# daemon processes and the share commands, after adding the very
#  firstentry to this file.

#

#  share [-F fstype] [-0 options] [-d "<text>"] <pathname>

[resource]

# eqg,
# share -F nfs -0 rw=engineering -d “home dirs” /export/home2
#
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NFS Access Management

Examples:

e #share-Fnfs-oro directory

This command line restricts access to NFS-mounted
resources to read-only access.

e # share -F nfs -0 ro,;rw=clientl directory

This command line restricts access to NFS-mounted
resources to read-only access; however, the NFS
server accepts both read and write requests from the
client named clientl
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NFS Access Management

Examples:

e # share -F nfs -0 root=client2 directory

This command line allows the root user on the
client named client2  to have superuser access to
the NFS-mounted resources.

e #share -F nfs -0 anon=0 directory

By setting the option anon=0, the effective UID for
access to shared resources is set to the UID of the
user that is accessing the shared resource.
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The unshare Command

* The /usr/shinfunshare command makes file
resources unavailable for mounting by remote systems.

e Command format:

unshare [ -F nfs ] pathname
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The shareall and unshareall
Commands

The /usr/sbin/shareall and /usr/sbin/unshareall
commands share and unshare all NFS resources.

e Theshareal command:

shareall [ -F nfs ]

e The unshareall command;:

unshareall [ -F nfs ]
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NFS Informational Commands

 The dfshares command:
v Displays the NFS resources currently being shared.

v Command format:
dfshares [ -F nf s ] [ host ]
e The dfmounts command:

v Displays mounted resource information.

v Command format:

dfimounts [ -F nfs ]
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The NFS Client

¢ The mount command:

v The /usr/sbin/mount command attaches either a
local or remote file resource to the file system
hierarchy.

v Command format:

mount[-F nfs][-o options | server:pathname mount _point
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The NFS Client

Recommended Mounting Options

NEFS File Read-write/ System Server Interrupt Security
Resource Read-only Startup Crash
fusr ro fg hard nointr suid
lexport/home w bg hard intr nosuid
[opt/frame ro bg soft — nosuid
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The NFS Client

e The umount command:

v The /usr/sbinflumount command detaches either a
local or remote file resource from the file system
hierarchy.

v Command format:

umount [ -F nfs | server:pathname | mount_point
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The mountall and umountall
Commands

e The mountall command:

v Without any arguments, the /usr/sbin/mountall
command mounts all file resources listed in the /
etc/vistab file with a mount-at-boot value of
yes .

v To limit the action of this command to remote file
resources, use the -r option.

v Command format:

mountall -r [ -F nfs ]
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The mountall and umountall
Commands

e The umountall command;:

v Without any arguments, the /usr/sbinfumountall
command unmounts all currently mounted file
resources. To limit the action of this command to
remote file resources, use the - option.

v Command format:

umountall -r [ -F nfs ]
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Summary of NFS Commands, Files,
and Daemons

NFS Server

NFS Client

Commands

Files

Daemons

share resource
unshare resource
shareall

unshareall
dfmounts
letc/init.d/nfs.server

letc/dfs/fstypes
letc/dfs/dfstab
letc/dfs/sharetab
letc/rmtab
letc/nfslog.conf
letc/nfs/nfslogtab

lusr/lib/nfs/nfsd
[usr/lib/nfs/mountd
lusr/lib/nfs/statd
Jusr/lib/nfs/lockd
Just/lib/nfs/nfslogd

mount server:directory |
mount-point

umount mount-point
mountall -r

umountall -r

dfshares  server
[etc/init.d/nfs.client

letc/dfs/fstypes
letc/i/fstab
letc/mnttab

lusrflib/nfs/statd
lusrflib/nfs/lockd
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Exercise: Configuring the NFS
Environment

* Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress

Before continuing on to the next module, check that you are
able to accomplish the following:

e Describe the functions of an NFS server and an NFS
client

e [istthe three conditions that must be met to share files
in the NFS environment

e Describe how the mount and mountall commands
access remote resources

e Make resources available and unavailable for
mounting
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Check Your Progress
Edit the /etc/dfs/dfstab file on an NFS server to
enable sharing of resources
Display a server’s available resources for mounting
Mount a resource from another system

Edit the /etc/ivfstab file to mount resources on an
NES client

Describe the function of these commands: mountall
umountall , shareall , and unshareall

Describe what the dfshares command displays
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Module 7

AutoFS
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Objectives

Upon completion of this module, you should be able to:

e List the benefits of using the automount utility

e Describe the purpose of each of the types of automount
maps

e Configure the auto_master map to specify which
direct, indirect, and special maps are read by the
automountd daemon.
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Objectives

* Create theauto_direct = map with the full path names
and mount options for automatically mounting remote
file resources.

* Modify the auto_home map as an example of an
indirect map providing a consistent view of home
directories across the network, regardless of where the
user is logged in.
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AutoFS Components

Server Client
/ /
- AN
export home N
‘ \
\
home /‘
\ userl user2 y

N /
N ﬁutoFS/ %

userl user2 -
Maps

letc/lauto_master
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Master Maps

The auto_master file associates a mount_point  with a map.
Itis a master list specifying all of the maps that autofs should
check. Names of direct and indirect maps listed here refer to
files in /etc . The following example shows what an

auto master file could contain:

# cat/etc/auto_master
# Master map for automounter

#

+auto_master

Inet -hosts -nosuid,nobrowse

/- auto_direct

/home auto_home -nobrowse

Ixin -xfn
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Direct Maps

Direct maps specify the absolute path name of the mount
point, the specific options for this mount, and the shared

resource to mount; for example:

# cat /etc/auto_direct

# Superuser-created direct map for automounter

#

lapps/frame -ro,soft  serverl:/export/fframemaker,v4.0
lopt/local -ro,soft  server2:/export/unbundled
lusr/share/man -ro,soft  server3,server4,server5:/usr/share/man
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Indirect Maps

The auto_home indirect map:

e Provides a consistent view of home directories across
the network, regardless of the system to which a user is
currently logged in; for example:

# cat /etc/auto_home
# Home directory mayp for automounter

#

+auto_home

stevenu host5:/export/home/stevenu

johnnyd host6:/export/home/johnnyd

wkd serverl:/export/home/wkd

Solaris™ 8 Operating Environment System Administration 11 Module 7, slide 7 of 11

Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services July 2000, Revision A



@ Sun Educational Services

The automount Command

* When making changes to the master map or creating a
direct map, make the change effective by running the
automount command.

e Command format:

automount [ -t duration | [ v ]
Run if the Entry Is Run if the Entry Is
A s
utomount Added or Deleted Modified
auto_master Yes Yes
direct map Yes No
indirect map No No
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Exercise: Using the Automounter

e Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress

Before continuing on to the next module, check that you are
able to accomplish the following:

o List the benefits of using the automount utility

e Describe the purpose of each of the types of automount
maps

* Configure the auto_master map to specify which
direct, indirect, and special maps get read by the
automountd daemon
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Check Your Progress

* Create theauto_direct = map with the full path names
and mount options for automatically mounting remote
file resources

* Modify the auto_home map as an example of an
indirect map providing a consistent view of home
directories across the network, regardless of where the
user is logged in
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Module 8

CacheFS
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Objectives

Upon completion of this module, you should be able to:

* Describe the CacheFS file system

e Use appropriate commands to configure the CacheFS
file system

e Use appropriate commands to check the status and
consistency of the CacheFS file system

* Set up CacheFsS file system logging
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Objectives

* Describe the steps necessary to perform a check of the

CacheFS file system
o List the steps to dismantle and delete a CacheFS file
system
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CacheFS File System

Disk cache
NFS
/cache/cache0

Client—»

Mount point

/data CD-ROM
— —
Front file system Back file system
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CacheFS File System

Using CacheFS Terminology

* The following terms are used when discussing the
CacheFsS file system:

v Back file system
v Front file system

v Consistency
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CacheFS File System

Using CacheFS File System Commands

* The following commands are available for
administering a CacheFsS file system:

v cfsadmin

v cachefsstat

v cachefslog

v cachefswssize

Solaris™ 8 Operating Environment System Administration 11 Module 8, slide 6 of 13
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services July 2000, Revision A



@ Sun Educational Services
CacheFS File System

Creating a CacheFS File System

e Setting up a CacheFS file system is basically a three-
step procedure.

Create cache
(cfsadmin )

'

Create mount_point
(mkdir )

Mount cacheFS
(mount -F cachefs )
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CacheFS Cache Directory Details

CacheFS Cache Directory Structure

cache

cacheO

0000000000049071 <\=")_ data_cache  .cfs mnt_points
(Cached data)

hostl:_export_data
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CacheFS Statistics and Consistency
Checking

The cachefsstat Command:

e Displays cache statistics. It displays information that
details the effectiveness of your cache.

e The following output shows statistics for a newly
created cache:

# cachefsstat /data

/data

cache hit rate: 100% (' 8 hits, O misses)
consistency checks: 24 (24 pass, 0 fail)
modifies: 0

garbage collection: 0
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Enhancing CacheFS File System
Caching

The tollowing display of cache statistics shows the default
values:

# cfsadmin -l /cache/cacheO
cfsadmin: list cache FS information
maxblocks 90%

minblocks 0%

threshblocks 85%

maxfiles  90%

minfles 0%

threshfiles 85%

maxfilesize 3MB

data_cache
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Exercise: Configuring CacheFS

e Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress

Before continuing on to the next module, check that you are
able to accomplish the following:

* Describe the CacheFS file system

e Use appropriate commands to configure the CacheFS
file system

e Use appropriate commands to check the status and
consistency of the CacheFS file system

e Set up CacheFsS file system logging
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Check Your Progress

* Describe the steps necessary to perform a check of the
CacheFS file system

o List the steps to dismantle and delete a CacheFS file
system
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Module 9

Role-Based Access Control
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Objectives

* Build an association between users and roles with
authorizations and execution profiles

* Define authorizations and their attributes
e Lista profile’s assigned authorizations

* Define the privileged operations that are assigned to a
profile

e Identify help files that are associated with profiles and
authorizations

e Configure a user’s execution profile to allow access to a
specified subset of system administrator privileges
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Overview

Role-based access control (RBAC) provides an alternative to
the all-or-nothing security model of traditional superuser-
based systems.

RBAC includes these features:

e Authorization — A right that grants access to a
restricted function

* Profile — A bundling mechanism for grouping
authorizations and commands

* Role — A special type of user account intended for
performing a specific set of administrative tasks
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Components of RBAC

RBAC relies on four databases:

e /etc/user attr — An extended user attributes database
that associates users with roles

e /etc/security/auth_attr — An authorization
attributes database that defines authorizations and their
attributes

e /etc/security/prof attr — An execution profile
attributes database that defines profiles and list the
profiles” assigned authorizations

* /etc/security/exec_attr — A profile execution
attributes database that defines privileged operations
assigned to a profile

Solaris™ 8 Operating Environment System Administration 11 Module 9, slide 4 of 19
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services July 2000, Revision A



@ Sun Educational Services
Delimiters Used with RBAC

* Colon (: ) — Use the colon as a field separator within
each database

name:qualifier:resl:res2:attribute

e Semicolon (; ) — Use the semicolon to separate key-
value pairs within attribute fields

....attribute_type=value;attribute profile=value;
attribute_auth=value

e Comma (,) — Use the comma to separate ordered list
within a specific attribute key

...;attribute_ profile=profile_accessl,profile _access2,
profile_access3;...
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Delimiters Used with RBAC

e Period (. ) — Use the period to separate the prefix from
suffixes within authorization names to define
execution profiles with finer granularity

solaris.system.date:::Set Date & Time::help=SysDate.html
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Component Interaction within RBAC

User attributes database : )E)Sle assignments

Profiles: authorizations _ _
@ commands with attributes commands with attributes

®

@ Profile attributes database Execution attributes database

@

Authorizations

a
\ Authorization attributes database
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user_attr Database

Field Name Description

user The name of the user as specified in the passwd (4) database.
qualifier Reserved for future use.

resl Reserved for future use.

res2 Reserved for future use.

attr An optional list of semicolon-separated (; ) key-value pairs

that describe the security attributes to be applied when the
user runs commands. There are four valid keys: auths ,
profiles ,roles , and type .

¢ auths specifies a comma-separated list of authorization
names chosen from names defined in the auth_attr  (4)
database. Authorization names might include the asterisk
(*) character as a wildcard. For example,
solaris.device.* means all of the Solaris device
authorizations.

e profles  contains an ordered, comma-separated list of
profile names chosen from prof_attr ~ (4). A profile
determines which commands a user can execute and with
which command attributes. At minimum, each user in
user_attr  should have the All profile, which makes all
commands available but without any attributes. The order
of profiles is important; it works similarly to UNIX search
paths. The first profile in the list that contains the
command to be executed defines which (if any) attributes
are to be applied to the command.

¢ roles can be assigned to the user using a comma-
separated list of role names. Note that roles are defined in
the same user_aftr ~ database. They are indicated by
setting the type value to role . You cannot assign roles to
other roles.

e type can be set to normal , if this account is for a normal
user, or to role , if this account is for a role. A role is
assumed by a normal user after the user has logged in.

Solaris™ 8 Operating Environment System Administration 11 Module 9, slide 8 of 19
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services July 2000, Revision A



@Sun Educational Services

auth_attr  Database

Field Name Description

authname A unique character string used to identify the authorization
in the format prefix.[suffiX] . Authorizations for the
Solaris Operating Environment use solaris  as a prefix. All
other authorizations should use a prefix that begins with the
reverse-order Internet domain name of the organization that
creates the authorization (for example, com.xyzcompany ).
The suffix indicates what is being authorized, typically the
functional area and operation.

When there is no suffix (that is, the authname consists of a
prefix and functional area and ends with a period), the
authname serves as a heading for use by applications in
their GUIs rather than as an authorization. The authname
solaris.printmgr. is an example of a heading.

When authname ends with the word grant , the authname
serves as a grant authorization and lets the user delegate
related authorizations (that is, authorizations with the same
prefix and functional area) to other users. The authname

solaris.printmgr.grant is an example of a grant
authorization; it gives the user the right to delegate such
authorizations as solaris.printmgr.admin and
solaris.printmgr.nobanner to other users.

resl Reserved for future use.

res2 Reserved for future use.

short_desc A terse name for the authorization suitable for displaying in

user interfaces, such as a GUL

long_desc A long description. This field identifies the purpose of the
authorization, the applications in which it is used, and the
type of user interested in using it. The long description can
be displayed in the help text of an application.

attr An optional list of semicolon-separated (; ) key-value pairs
that describe the attributes of an authorization. You can
specify zero or more keys.
The keyword help identifies a help file in HTML. You can
access help files from the index.html  file in the
lusr/lib/help/auths/locale/C directory.
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prof_attr

Database

Field Name Description

profname The name of the profile. Profile names are case-sensitive.

resl Reserved for future use.

res2 Reserved for future use.

desc A long description. This field should explain the purpose of
the profile, including what type of user would be interested
in using it. The long description should be suitable for
displaying in the help text of an application.

attr An optional list of key-value pairs separated by semicolons

(; ) that describe the security attributes to apply to the object
upon execution. You can specify zero or more keys. There
are two valid keys, help and auths .

* The keyword help identifies a help file in HTML. You can
access help files from the index.html  file in the
lust/lib/help/auths/locale/C directory.

e auths specifies a comma-separated list of authorization
names chosen from those names defined in the
auth_attr ~ (4) database. You can specify authorization
names using the asterisk (*) character as a wildcard.
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exec_attr Database

Field Name Description

name The name of the profile. Profile names are case-sensitive.

policy The security policy associated with this entry. Currently,
suser (the superuser policy model) is the only valid policy
entry.

type The type of entity whose attributes are specified. Currently,
the only valid type is cmd (command).

resl Reserved for future use.

res2 Reserved for future use.

id A string identifying the entity. You can use the asterisk wild

card. Commands should have the full path or a path with a
wild card. To specify arguments, write a script with the
arguments and point the id to the script.

attr An optional list of semicolon (; ) separated key-value pairs
that describe the security attributes to apply to the entity
upon execution. You can specify zero or more keys. The list
of valid key words depends on the policy being enforced.
There are four valid keys: euid , uid , egid , and gid .

e euid and uid contain a single user name or a numeric user
ID. Commands designated with euid run with the
effective UID indicated, which is similar to setting the
setuid bit on an executable file. Commands designated
with uid run with both the real and effective UIDs.

* egid and gid contain a single group name or numeric
group ID. Commands designated with egid run with the
effective GID indicated, which is similar to setting the
setgid bit on an executable file. Commands designated
with gid run with both the real and effective GIDs.

Solaris™ 8 Operating Environment System Administration 11 Module 9, slide 11 of 19
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services July 2000, Revision A



@ Sun Educational Services

Tools for Managing Role-Based Access
Control

A number of tools are available for managing with role-based
access control. The tools include:

e roleadd

e rolemod

e useradd
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Theroleadd Command

e Theroleadd command adds a role entry to the
letc/passwd |, /etc/shadow, and
letc/user_attr files.
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Therolemod Command

e Therolemod command modifies a role’s login
information on the system.

e [t changes the definition of the specified login and
makes the appropriate login-related system file and file
system changes.
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The useradd Command

e The useradd command adds a new user to the
letc/passwd |, /etc/shadow, and
letc/user_attr files.

Solaris™ 8 Operating Environment System Administration 11 Module 9, slide 15 of 19
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services July 2000, Revision A



@Sun Educational Services

RBAC Commands

Command Description

auths (1) Displays authorizations for a user.

makedbm(1M) Makes a dbmfile.

nscd (1M) Identifies the name service cache daemon, which is
useful for caching the user_attr , prof_attr , and
exec_attr  databases.

pam_roles (5)

pfexec (1)

policy.conf  (4)

profiles (1)
roles (1)

roleadd (1M)
(IM)
rolemod (1M)

roledel

useradd (1M)

userdel(1M)
usermod(1M)

Identifies the role account management module for
PAM. Checks for the authorization to assume role.

Identifies profile shells, used by profile shells to
execute commands with attributes specified in the
exec_attr  database

Identifies configuration file for security policy.
Lists granted authorizations.

Displays profiles for a specified user.
Displays roles granted to a user.

Adds a role account on the system.
Deletes a role’s account from the system.

Modifies a role’s account information on the
system.

Adds a user account on the system. The -R option
assigns a role to a user’s account.

Deletes a user’s login from the system.

Modifies a user’s account information on the
system.
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RBAC Database Format

The database field definitions are:

e /etc/user attr:

name:qualifier:resl:res2:attribute

e /[etc/security/auth_attr:

authname:resl:.res2:short_desc:long_desc:attr

e /[etc/security/prof _attr:

profname:resl.res2:desc:attr

e /etc/security/exec_atir:

name:policy:type:resl.res2:id:attr
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Exercise: Implementing System
Security

* Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress

* Build an association between users and roles with
authorizations and execution profiles

* Define authorizations and their attributes
e Lista profile’s assigned authorizations

* Define the privileged operations that are assigned to a
profile

e Identify help files that are associated with profiles and
authorizations

e Configure a user’s execution profile to allow access to a
specified subset of system administrator privileges
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Module 10

Solaris Management Console™
and Solaris AdminSuite
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Objectives

e List the benetfits of the Solaris Management Console™
e Install the Solaris Management Console software

* Add an application to the Solaris Management Console
o List the features of Solaris AdminSuite

e Install the Solaris AdminSuite software
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Objectives
e C(Create, and modify, user accounts using the Users
feature of Solaris AdminSuite

* Add hosts to the server using the Computers/
Networks feature of Solaris AdminSuite

* Manipulate mount states on existing file systems using
the Mounts/Shares feature of Solaris AdminSuite

e Configure serial ports using the Serial Ports feature of
Solaris AdminSuite
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Solaris Management Console

What is the Solaris Management Console?

e Solaris Management Console (SMC) is also known as
the Console

e [tisaJava™ technology-based tool for administration
of a Solaris Operating Environment-based server

e [tisused asalaunching mechanism for point-and-click
GUI administration tools

e [t enables users and administrators to register other
network servers and applications
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Benetfits of Using the Console

The benetfits of using the Console include:

e [treduces the number of remote logins required for
administration

e [tsimplifies user administration through centralization
of administration tools

e [t manages all SMC servers from one location

e Jtenables applications that are accessible to the SMC
server to be available to any SMC client

e [t is easier to use because the tools are GUI-based
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Solaris Management Console Install

Wizard Window

Installer : Solaris Management Console 1.0.2

M
-

SOLARIS Ahout...

Solaris YWeb Start will assist you in installing software for Solaris
Managerment Console 1.0.2.

SOLARIS™ MANAGEMENT CONSOLE™ 1.0.2

To go to the next screen, click Mext.

MNext = Exit
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SMC Install Wizard —Select Type ot
Install Window

Installer : Solaris Management Console 1.0.2

,‘}lf, Select Type of Install

SOLARIS

To install basic Solaris Management Console 1.0.2 preducts into their
default directory locations, select Default Install.

To choose specific Selaris Managerment Consele 1.0.2 products to install,
and to further custemize a preduct's installation, select Custorn Install.

Pleasze select ane of the following:

Default Custom
Install Install

] o)

< Back MNext = Exit
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SMC Install Wizard —Select Type ot
Install Window

Installer : Solaris Management Console 1.0.2

,‘}lf, Select Type of Install
-

SOLARIS

To install basic Solaris Management Console 1.0.2 preducts into their
default directory locations, select Default Install.

To choose specific Selaris Managerment Consele 1.0.2 products to install,
and to further custemize a preduct's installation, select Custorn Install.
Pleasze select ane of the following:

Default Custom
Install Install

< Back MNext = Exit
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SMC Install Wizard — Locale Selection
Window

Installer : Solaris Management Console 1.0.2

M Locale Selection
-

SOLARIS:
SOLARI Solaris Management Console 1.0.2 localized data for the languages
sheowing a8 checked box will be installed:

_|Japanese ( ja)

_| Gemran {de

_| Spanish [ es)

_|French {fr}

| Italian ( it )

_| wedish {sv)

_| Chinese { zh )

_| Chinese (Taiwan) [ zh_Tw

| Korean { ko

< Back MNext = Exit
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SMC Install Wizard — Select Install
Directory Window

Installer : Solaris Management Console 1.0.2

2
-
SOLARIS

Select Install Directory

FPlease enter the location where you want directories for Solaris
Managerment Console 1.0.2 to be installed.

This product will be installed into:

II/usrfsadm

Erowse...

< Back MNext =

Exit
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|
SMC Install Wizard — Component
Selection Window

Installer : Solaris Management Console 1.0.2

M Component Selection
-

SOLARIS:
SOLARI Solaris Management Console 1.0.2 components shewing a checked box

will be installed:

[ SMC Client 2.58MBE
[¥ SMC Server 3.6MB

< Back MNext = Exit
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SMC Install Wizard — Ready to Install
Window

Installer : Solaris Management Console 1.0.2

M Ready to Install
-

SOLARIS

The following iters will be installed:

| |Solaris Management Console 1.0.2  fusrsadm
SMC Client 2.5 MB
SMC Server 2.6 MB

< Back Install Mo Exit
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SMC Install Wizard — Installing
Window

Installer : Solaris Management Console 1.0.2

B Installing...
-
SOLARIS:

SOLARIS™ MANAGEMENT CONSOLE™ 1.0.2

Stop
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SMC Install Wizard — Installation
Summary Window

Installer : Solaris Management Console 1.0.2

,}ll’, Installation Summary

-
SOLARIS.

The Seolaris Managerment Consale 1.0.2 installation status is shown below:

Product Status Mon

Solaris Management Console 1.0.2 Installed fear's

See the cormesponding log file for mere infomation.

MNext =
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SMC Install Wizard — Additional
Information Window

Solaris Preduct Registry

To see installed preducts, or to add and remewve preducts, you can use
the Solaris Proeduct Registry. This registry (fus/bin/prodreg)can be
accessed by opening the Applications Manager in CDE, and then
opening the Systern_Admin itern. The Registry can also be accessed
frorm the Selaris Management Censole (if installed ).

Documentation

To read about installed preducts, see AnswerBook? docurnentation,
located on CDE front panel pull up above the Help icon, er ge to http:
Nidocs. sun.com

< Back Exit
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SMC Initial Console Window

Solaris Management Console

2, Please log in. Show Log
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SMC Applications View Console
Window

Solaris Management Console

Console View Help

Logged into hostl as userl.

Applications View rSMC Server Uiew|

@ [ Documentation
@ [ Infrastructure
o Jlobs

o [ Software

[ Selaris Management Console

SMC Application Categories

i| CJ Decumentation
[ Infrastructure
[ lobs

] software

This shows all the Application Categories on this Solaris
2| Management Consale.

Click on the circle next to the Category folder, or double—click on
2| the folder, to expand the folder and display the launchakle =

Solaris™ 8 Operating Environment System Administration 11
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SMC View of the AnswerBook
Application

Solaris Management Console

Console View Help Logged into hostl as userl.

Applications View rSMC Server Uiew|

3 Seolaris Management Console Application Name | Server Mame | Run As
® [ Documentation | @ Answerbook hosti User

3 Answerbook :
@ [ Infrastructure
o [lobs
o [ Software

This shows all the SMC Servers where you can run Answeroook

Double—click on one of the applications shown in the right-hand
2| Wiew Pane to launch the application on the SMC Ssrver listed.

- Show Log
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SMC Menu to Add an Application
Window

Console |giew Help

Solaris Management Console

Logged into hostl as userl.

Add Application...
Remoxe Application...
Modify Application...

Add SMC Server...
Remove SMC Server..

Log Out
Exit

T[] Software

SMC Application Categories

I Connectivity
3 Documentation
[ Infrastructure
[ lobs

] software

This shows all the Application Categories on this Solaris
2| Management Consale.

Click on the circle next to the Category folder, or double—click on
2| the folder, to expand the folder and display the launchakle =

I3
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SMC - Add Application Dialog Box

Add Application

Add an application to server hostl

Application Type:|xﬂpplication V|
l Application Category:| Connectivity V|

Run as:| User

Application Name:| |

Executable PatthRL:| |

Command Arguments:| |

) lcon Path/URL: | |

@ Use Default Icon

The Executable Path and Icon Path are relative to hostl

0K | | Cancel | | Help
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SMC —Completed Add Application

Dialog Box

| Add Application

Add an application to server hostl

Application Type:| X Application

Application Category:| Software

Run as:| User

Application Name:|AdminSuihe

Executable Path/URL: |;bpt-“SUNWseamG_D.-bin.v‘adrrﬁpp

Command Argume nts:|

) lcon Path/URL: |

@ Use Default Icon

The Executable Path and Icon Path are relative to hostl

0K | | Cancel | | Help
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AdminSuite Application
Install Wizard

Installer : Admin5uite 3.0.1

A
L

SOLARIS: Ahout...

Solaris YWeb Start will assist you in installing software for AdminSuite 2.
.1,

To go to the next screen, click Mext.

MNext = Exit
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AdminSuite Install Wizard —Select
Type of Install Window

Installer : Admin5uite 3.0.1

,‘}u/ Select Type of Install
LTI

SOLARIS:

To install basic AdminSuite 2.0.1 preducts inte their default directory
locations, select Default Install.

To choose specific AdminSuite 2.0.1 preducts to install, and te further
custornize a preduct's installation, select Custem Install.
Pleasze select ane of the following:

Default Custom
Install Install

< Back MNext = Exit
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AdminSuite Install Wizard — Locale
Selection Window

Installer : Admin5uite 3.0.1

,‘}u/ Locale Selection

LTI

SOLARIS:
SOLARI AdminSuite 3.0.1 localized data for the languages showing a checked box

will be installed:

_ | Korean { ko)

_| Chinese { zh )

_| Chinese (Taiwan) [ zh_Tw
_|Japanese ( ja)

_| Gemran {de

_| Spanish [ es)

_|French {fr}

| Italian ( it )

| Swedish ( sv)

< Back MNext = Exit
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AdminSuite Install Wizard — Install
Directory Selection Window

,‘}u/ Select Install Directory
L
SOLARIS

1 to be installed.

This product will be installed into:

: o

Please enter the location where you want directories for AdminSuite 2.0,

Erowse...

< Back MNext =
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AdminSuite Install Wizard —
Component Selection Window

Installer : AdminSuite 3.0.1

,‘}u/ Component Selection
L
SOLARIS

AdminSuite 2.0.1 compenents shewing a checked box will be installed:

[¥ AdminSuite 3.0.1 software packages 6.0MB

< Back Mext = Exit
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AdminSuite Install Wizard — Primary

Administrator Window

A
g
SOLARIS:

Installer : AdminSuite 3.0.1

Primary Administrator

Enter the name of the Primary Administrator.

The Primary Administrator can access all AdminSuite applications and can
grant access rights to other users. If this system is a NIS or NIS+ master
server, the Primary Administrater will have contrel of the name service
tables. If you de not set one now, you must leg on as reot when you start
AdminSuite and define a Primary Administrater with the Users application.

- Set Primary Administrator now
_) Set Primary Administrator later

User Name of Primary Administrator:

i

< Back MNext = Exit
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AdminSuite Install Wizard — Primary

Administrator Window

A
g
SOLARIS:

Installer : AdminSuite 3.0.1

Primary Administrator

Enter the name of the Primary Administrator.

The Primary Administrator can access all AdminSuite applications and can
grant access rights to other users. If this system is a NIS or NIS+ master
server, the Primary Administrater will have contrel of the name service
tables. If you de not set one now, you must leg on as reot when you start
AdminSuite and define a Primary Administrater with the Users application.

- Set Primary Administrator now
_) Set Primary Administrator later

User Name of Primary Administrator:

I userl

< Back MNext = Exit
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AdminSuite Install Wizard — Ready to
Install Window

Installer : AdminSuite 3.0.1

R Ready to Install
LTI
SOLARIS

The following iters will be installed:

AdminSuite 3.0.1  fopt
AdminSuite 3.0.1 software packages 6.0 MB

< Back Install Mo Exit
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AdminSuite Install Wizard —Installing
Window

Installer : AdminSuite 3.0.1

A
L

SOLARIS:

Installing AdminSuite 2.0.1
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AdminSuite Install Wizard —
Installation Summary Window

Installer : AdminSuite 3.0.1

,‘}u/ Installation Summary
L
SOLARIS

The AdminSuite 3.0.1 installation status is shown below:

Product Status Mon

AdminSuite 2.0.1 Installed fear's

T .'_.
] [

See the cormesponding log file for mere infomation.
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Solaris AdminSuite Banner Window

Solaris AdminSuite 3.0.1
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AdminSuite Log On Window

[~ AdminSuite Log On
@@ Context Help
Type your Solaris user User Marme: | |
name. Password: | |
Dormnain: | host1 (Server) v|
| oK | | Cancel |
Solaris™ 8 Operating Environment System Administration 11 Module 10, slide 33 of 84

Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services July 2000, Revision A



@ Sun Educational Services

Solaris AdminSuite — Domain Menu

Window Domain | Help

Switch Domain...
Add/Delete Domain...
host1 Security Policies...
[#&] Users :
Commputars/Natworks
Mounts/Shares
Serial Ports
[dE] Log Viewer
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Solaris™ 8 Operating Environment System Administration 11

Name Service Selection Window

| ou must be a primary

Security Policies for host1 _I

@@ Context Help

administrator to set
security policies far the
server shown in the title
har.

In User Rights on This
Server choose where
AdminSuite should look
for user rights
infarmatian. This
requires preparation.
(For more information,
see Help-»Help Topics
on Rights and
Comains. )

Almde s T honnoc t

1

User Rights on This Server

Toe manage all of the domains on this
server, search for user rights on:

i Server Only (host1)

) Name Service Only O

) Server first, then Name Service
@ Name Service first, then Server

Client—-Server Communication

Secure Messages;

1 0On
W Off

| 0K || Cancel
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Solaris AdminSuite — Host Window

Solaris AdminSuite — host1(Server)

Window Domain Help

olale

hostl s
[#&] users :
Computers/Networks
Mounts/Shares
Serial Ports

Log Wiewer

@ Context Help Help Topics...

Solaris AdminSuite 3.0 provides a set of tools for administering network users and netwaork,
components. To begin, select from the following tools:

® Users —to manage user accounts, groups, and mailing lists.

o Computers/Metworks - to manage names and IP addresses of computers and networks.

® Mounts/Shares - {available on a single server domain only) to view mounted and shared
file system resources; to mount and unmount local and remote file systems; share and
unshare directories, and view file system usage.

o Serial Ports - (available on a single server domain only) to manage serial ports and their
associated software for communicating with modems and alphanumeric terminals.

® Loqg Viewer —t0 view log files of events associated with Solaris AdminSuite 3.0

Status
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Solaris AdminSuite — Users Window

Solaris AdminSuite — host1(Server)
Window Domain Help
EEED
host1 Action View IEE

i
f& User Accounts ;
i Groups ﬁ

& Mailing Lists ; User Accounts
Computers/Metworks
Meunts/Shares :

serial Ports m

Log Viewer

Groups
=5
Mailing Lists
IJUser Accounts, Groups, Mailing Lists
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Solaris AdminSuite — Set Initial View
Window

& Context Help

If you have many users
and you want to view
speaific ones, you can
save time by filtering the
Lsers.

This filter dialog box
appears once, the first
time you open user
accounts. If you need
the filter dialog box in
the future, to change
which user accounts are
visihle, seled

-

Set Initial View

Initial View:

Choose what to display for this first time request,

i Show all User Accounts
3 Show Mo Usar Accounts
) Filter User dccaunts

AMD
OR

—~

| 0K || Cancel
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Solaris AdminSuite — All Users

Window

Window

Solaris AdminSuite — host1(Server)
Domain Help

Action

s W A

ofaTle

R

adm

R

il  noaccess

28 User Accounts

RN N [ [T
A R A R

daemon listen Ip

E A

nuucp root

A A R R

userl useri0
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Solaris AdminSuite — Users Sort By
Window

Solaris AdminSuite — host1(Server)

Window Domain Help
i | H I@
“
3 Action View | . | DN IEZII
Lser Nar - Large ":"“5 Descrmtlon User ID
“adm ¥ Details 0000 .o.dmm(oooo)
| bin Show all 0000-Adminioo0o0)
‘| daemen Filter... O000—-Admin(0000)
i listen Refresh Network Admin
i Letres 0000-[n(0000)
‘| noaccess Sort by ¥ Name Bi3
i nobody Solaris Description dy
Anuucp Solaris User ID pi0000)
root solaris i in(0000)
|amtp Salaris e weEeroh USer
A|sys Solaris 0000-Admin(Oooo)
HIE Solaris 54118 User Account
“usert Solaris Solaris
user1o Solaris Solaris
Afuserts solaris solaris
i|user12 Solaris Solaris
Huzeriz Solaris Solaris
| user1d Solari Solari
28 User Accounts
—
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Solaris AdminSuite — Users Action
Menu

Solaris AdminSuite — host1(Server)
Window Domain Help

gali e
Fasn e [ [0 00 [0 @

-

Add User...
Add Multiple Users...

Copy to Group or Mailing List ﬁ ﬁ

Delete on listen Ip
| FEind..
Connect to PC NetLink Server...
Properties ; 3
R y\ R R R
noaccess nobody nuucp root smtp
sys userf userl userl1 useril
E -
Solaris™ 8 Operating Environment System Administration 11 Module 10, slide 41 of 84

Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services July 2000, Revision A
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Add User Wizard

.

Steps:

1 Enter a user name.

2 Enter a uszer identification
number,

3 Enter the user’s password,

il 4 Select the user’s primary

group.

5 Create the user’s home
directory,

6 Specify the mail server,

7 Rewiew,

Add User Wizard

Use this wizard to create a new user account,

Enter a user name and a description for this user,

User Name: [,sera |

FullName/
Description: | |

A user name must: be unique within a demain;
contain 2 to 8 letters and numerals; start with a
latter; have at least one lowercase letter; not contain a
space of an underscore,

€[5 [camer
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Add User Wizard —Add User ID

i Add User Wizard

| Steps:
1 Enter a user name. Enter a unique number to identify this user account.
2 Enter a user identification "
numbe -
3 Enter the user’s password, D B |~
A 4 Select th " i
" gsoicp. B UERTs primary The user ID number must be a whole number from
5 Create the uzer’s home 100 to 2147453647,
directory,
B SIIJI’:CCif(;ﬂ;hE mail servar. The number displayed is the next available UID
7 Review. nurmber, Press the arrow buttons to move through the
list of numbers, or type in a number yourself,
@ @ Cancel
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@ Sun Educational Services

Add User Wizard — Add User
Password

= Add User Wizard
il Steps:
1 Enter a user narme. You may choose to let the user set the password, or
A 2 Enter a user identification set it yourself now.
| number,
3 Enter the user’s password,
il @ 5elect the user's primary i User Must Set Password
group, At First Logon
5 (d:irreeitti:yhe user's home @ User Must Use This Password
6 Specify the mail server. At First Logon:
7 Review. Password:

EEEEE T

Confirm Password:

The password must contain a combination of 6 to 16
characters, Within the first 6, there must be at least 2
alphabetic characters and at least one number, The
password is case sensitive,

€3] camar
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Add User Wizard — Add User Group
Selection

= ST
= Add User Wizard
| Steps:
1 Enter a user name. Cheose a group from the drop—down list:
2 Enter a user identification
number. .
3 Enter the user's password. Primary Group: |sallg -
il 4 Select the user's primary T "
group, . other =
5 Croats the user's home
directory, H , ) sall8
B Specify the mail server, file—sharing with other <1200
7 Review. staff
sundprog ]
sSunnhetmgr |
sSVS x
@ @ Cancel
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Add User Wizard — Add User Home
Directory

Steps:

1 Enter a user name,
2 Enter a user identification
number,

3 Enter the user’s password.

4 Select the user's primary
group,

5 Create the user’s home
directory,

B Specify the mail server,

7 Review,

Add User Wizard

Enter the server name and the path for this user’s
harne directory,

Home Directory
Server: hostl

path: |/export/home |

The home directory server must be running
fdminSuite 3.0

The standard home directory path is:

fexport/home/username

The user name will be added to the end of the path
when the directory is created,

€9 coner |
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Add User Wizard — Add User Mail
Server

Steps:

1 Enter a user name,
2 Enter a user identification
number,

3 Enter the user’s password.

4 Select the user's primary
group,

5 Create the user’s home
directory,

B Specify the mail server,

7 Review.

Add User Wizard

& rmailbow will be created for this user. This will
enable the user to send and receive mail.

Please note the mail server and mailbow,

Mail Server: hostl

Mailbox: Avar/mailfusera

=g
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Add User Wizard — Add User

Attributes Confirmation

.

Steps:

1 Enter a user name.

2 Enter a user identification
nurnber,

3 Enter the user’s password,

4 Select the user’s primary

group,

5 Create the user’s home
directory,

6 Specify the mail server,

7 Review.

Add User Wizard

This is the information vou provided for the new user
account

User Mame: usera

FullName/
Description:

User ID Number: 21041
Primary Group: sall18

Home Directory
Server: hostl

Path: fexport/home/usera
Mail Server: hostl

To create the new user account, click Finish,
To change an entry, click back to it

Later, change entries with the User Properties dialeg,

@| Finish || Cancel |
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@ Sun Educational Services

Solaris AdminSuite — New User
Listing

Solaris AdminSuite — host1(Server)

Window Domain Help

ofaTle

[ anon e [3] [2]5] [B]2] [0 (@)
2 User Name [ Twpe [ Description | User D |
e SGIars SAT TS USer ACCOUnT TTUUU [
| user solaris solaris 11001 [
fuserto Solaris Solaris 11010

il user11 Solaris Solaris 11011
useri2 Solaris Solaris 11012
luser1a Solaris Solaris 11013
fuser1a Solaris Solaris

i|user1s Solaris Solaris

userz Solaris Solaris

‘| usera Solaris Solaris

userd Solaris Solaris

‘| users solaris solaris

“users Solaris Solaris

il user7? Solaris Solaris

userg Solaris Solaris

‘| users Solaris Solaris

“|usera Solaris

fuucp Solaris QO00—yucp(OO00)
s

29 User Accounts
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Solaris AdminSuite — Users Group
Selection

Solaris AdminSuite — host1(Server)
Window Domain Help
olallije
hostl :y:tiun View ’7’7 rr - '. FF
[&] Users User Narme | Tyne | Descrlntlon | User ID.
& User Accounts - Rl o e e :
2 usert Solarls Solarls 11001
fith Groups | userto Solaris Solaris 11010
&% Mailing Lists usertl Solaris Solaris 11011
Aluser1z Solaris Solaris 11012
[E]l Computers/Networks fuser13 salaris salaris 11013
Mounts/Shares fuser1a Solaris Solaris 11014
Serial Ports fuser1s Solaris Solaris 11015 =
@] Log Viewer userz Solaris Solaris 11002
“user3 Solaris Solaris 11003
i usera Solaris solaris 11004
‘| users Salaris Solaris 11005
fusers Solaris Solaris 11006
‘| user? Salaris Solaris 11007
userg Solaris Solaris 11008
‘|usera salaris salaris 11009
“usera Solaris 21041 |2
uucp Salaris O000—yuC.., S|+
I29 User Accounts
i
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Set Initial View Window

f can save time by

M View_s»Filter

& Context Help

If wou have many
groups and you want to
view specific ones, you

filtering the groups.

This filter dialog box
appears once, the first
time you open groups. If
you need the filter dialog
box in the future, to
change which groups
are visible, seled

Set Initial View

Initial View:
Choose what to display for this first time request,

i Show &1 Groups
3 Show Mo Groups
i Filter Groups

AMD
OR

~

| 0K || Cancel
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Solaris AdminSuite — Groups Window

[~ Solaris AdminSuite — host1(Server)
Window Domain Help
i} I b I@
q . S
hostl »| Action View @ @
[&] users [Group Name| Group D] |
A& User Accounts Openwinde. 5000
i Groups SAE 2500

adm 4
bin 2
cplus 700
cprg 170
csh 180

= Mailing Lists
Computers/Metworks
Mounts/Shares
Serial Ports

Log Wiewer

noacoess EQo02

J30 Groups
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Solaris AdminSuite — Groups View
Sort By Menu

] Solaris AdminSuite — host1(Server) BE
Window Domain Help
@[ o
q . :
hosti b acion  [wiew] (i (A& 0 W (QJF= |
[&] users Croup War 0 Largl-a Icons T T
& User Accounts root ¥ Details
|other Show All
ik Groups 1 S
5 wailing List |bin Filter..
= Mailing Lists :
= ? : S::;S Refresh
Computers/Metworks | [30M
Mounts/Shares |uuep N
) | mail 5 Group ID
Serial Ports |ty 7
[d] Log viewer 1lp 8
| nuucp 9
| staff 10
| daemon 12
|sysadmin 14
| fire 20
51300 20
|sundprog 100
|funda 105
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Solaris AdminSuite — Groups Action
Menu

Selaris AdminSuite — host1(Server)

Window Domain Help
7} I B |®
‘ H | == J—
hostr ‘e vew | A E[B[E D
[#&] users Add Group... T |
d User Accounts Delete -
ik Groups Find...
& Mailing Lists Paste U.ser(s) into Group
Computers/Metweorks | Properties
Auucp 5
Maounts,Shares 3
) / i mail 53
Serial Ports |ty -
[d] Log viewer Alp 8
A nuucp 3
| staff 10
i| daemon 12
‘|sysadmin 14
i fire 20
ifsl=z00 30
:|sundprog 100
‘| funda 105 |
al1g 112 7
30 Groups
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Solaris AdminSuite — Add Group

Window

§® Context Help

For large numbers of
users, close this dialog
hox. Then:

1. Create a group with
no members.

2. |In User Accounts,
select users to he
members and then
select Action-»>Copy to
Group or Mailing List.

3. Returnto Groups,
select the group you just
created and choose
Action -» Paste
User(s) into Group.

Add Group

Group ldentification

o

Croup Mame: test
Croup ID Number: 16 =
Group Members
rootusera
| 0K || Cancel
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Solaris AdminSuite — New Group
Listing

Solaris AdminSuite — host1(Server)
Window Domain Help
[ @
q = =
host1 | Action Miew w @ QE
(] users [ Group Name|_ Group ID_] [ | ]
& User Accounts 1" c =
2| mail 5
ik Groups i noaccess EO002
= Mailing Lists o nebody BOOOT
Adnuucp 5|
n
Computers/Networks other ]
Mounts/Shares root 0
Serial Ports H EAREE! 118
[d] Log Viewer {51300 30
o| staff 10
sundprog 100
“|sunnetmar 3000
il sys 3
A sysadmin 14
A sysint 1000
ol test 16
Aty 7
Huucp 5
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Group Properties Window

@ Context Help

or delete names of
existing members.

To add a number of
users, close this dialog
bax. Then:

1. In User Accounts,
select users to be
members and then click
Action->Copy to
Group or Mailing List.

2. Return to Groups,
select this group and
choose Action -»
Paste User(s) into
Group.

Group ldentification

Group Name:
Group 1D Number:

Group Members

sysadmin

14

LSEra

| 0K || Cancel
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Solaris AdminSuite — Computers/
Networks Selections

Solaris AdminSuite — host1(Server)

Window Domain Help
i I H IIB
host1 :ctinn View ﬁ{ @Q I_Ei EZIZ [
[&] users 1
i| Contents of domain server—hostl
& User ficcounts :
Groups B
m,. i 3 B. E..
=5 Mailing Lists : ,(: ,(
Computers/Networks Computers 10 127
&2 Cormputars
@y 10 (arpanet)
@; 127 (loophack)
g5 192.9.200.0 ;
Mounts/Shares | 192392000
Serial Ports :
[d] Log Viewer
-
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& Context Help

Specify criteria for
dizplaying subsets of the
computers or
subnetworks on your
netwaork.

Depending on the size
of wour network,
displaying selected
subsets of your
computers or
subnetworks can
dramatically decrease
disnlay times

1]

Initial View:

Set Initial View Window

Choose what to display for this first time request,

@ Show &ll Computers
1 Show No Computers
1 Filter Computers

AND
QR

| 0K || Cancel
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Solaris AdminSuite — Computers
(Local Host) Window

Solaris AdminSuite — host1(5erver)

Window Domain Help
£ Iﬂ I@
q . . - : e e
hostl ction View %_ @ I_Di o [
[#&] users : i
o Computers in domain server-hostl
@ User Accounts ‘
ith Groups
& Mailing Lists
[E] Computers/Networks LXK10CEEB host1 localhost proto143

g2 Computers

@y 10 (arpanet)

@7 127 (loopback)

gy 192.9.200.0
Mounts/Shares
Serial Ports

[dE] Log Viewer

&) Context Help | Help Topics... |
4 Computers |
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Solaris AdminSuite — Computers View
Sort By Menu

Solaris AdminSuite - host1(Server)

I Window Domain Help
i Iﬂ I'B
q E =
hosti etian 0= |
[&] Users : ® Large lcons 1
A Comp il t1
& User Accounts ; C Details
ik Groups Show all

i Filter...
Fmalinglsrs | b@ e
o m ter M
Computers/Metworks | SIDITIFMEL IRITE

ﬁgComputers LXK10 Columns to Display... O 1P Address

u Show Networks... O Description

@Eg 10 {arpanst) Refresh D aliases

@Eg 127 (leopback) O Ethernet Address
g¢ 192.9.200.0 ® Ascending

Maunts/Shares O Descending
Serial Ports :

Log Viewer

[ & Context Help | Help Topics... |
4 Computers |
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Solaris AdminSuite — Computers
Action Menu

I_ Solaris AdminSuite — host1(Server) -

Window Domain Help

=T ENC

host1

[#&] Users
& User Accounts
i Groups
&= Mailing Lists
Commputars/Natw
&2 Computars
g7 10 {arpanet)

gy 192.3.200.0
Mounts/Shares
Serial Ports
[dE] Lon Viewer

e EIEEIERE

Open

Add Computer...

Delete
Rename...

nain server—hostl

Find...
Select All

Fmsﬂ localhost proto143

Properties

g7 127 (loopback)

Help Topics...

4 Computers
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Add Computer Window

& Context Help

Specify a unigue IP
address for this
computer ar
subnetwiork,

IP addresses are
numerical strings
comprized of four
numbers from 0 through
255 separated by
periods; that is:

n.nanan

where 7 is a number
from 0 through 255 The
first numhber must he
between 1 and 223, and

FY

Add Computer

Computer Identification

Mame: [ses—guest-2

IP Address: [192.9.200.20

Additional Information

filiases: |

Description: system for testing adding a host

Ethernet Address: |

| 0K || Apply || Cancel
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Solaris AdminSuite - New Computer

Confirmation Window

@y 10 Garpanefd |2

&y 127 (loopback) | -

B 19282000 |
Mounts/Shares
Serial Ports

Log Yiewer

] Solaris AdminSuite — host1(Server) B
Window Domain Help
£ I | I'ﬁ
q = =
host1 »|Action View E‘: @ 0 IBZZI ’@
[&] Users =
4 User Accounts 7| Computers in domain server—hostl
: hafrie [ 1P Address [ Description | Aliases
ﬁﬁ Croups LxK10CEBE 1929200253 hetpri
= Mailing Lists ses—guest—2 192.9.200.20 system for testi..
i host 192.9.200.1 loghost
:
Computers/Netwo il proto143 172.204.143 Second interfa...
=8 Computers | o ahost 127.0.0.1

ﬁ Context Help

| Help Topics... |

5 Computers
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Rename Computer Window

o
Current Computer Mame: ses—quest—2
Mew Computer Name: [host20
IP Address: 192.9.200.20
Descripticon: system for testing adding a host

| (0] 4 || Cancel
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Solaris AdminSuite — Renamed
Computer Confirmation Window

Solaris AdminSuite - host1(Server)

hus@ﬂUsers :é;ﬂctinn view IE @ @Ig— @

4 User Accounts Computars in domain server—hostl

: hafrie [ 1P Address [ Description | Aliases
ﬁﬁ Croups LxK10CEBE 1929200253 hetpri
& Mailing Lists 2| host20 192920020 system for testi..
‘[ host 192.9.200.1 loghost
:
Computers/Netwo il proto143 172.204.143 Second interfa...
=8 Computers | o ahost 127.0.0.1

@y 10 Garpanefd |2

&y 127 (loopback) | -

B 19282000 |
Mounts/Shares
Serial Ports

Log Yiewer

[ @ cContext Help | Help Topics... |
5 Computers |
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Solaris AdminSuite — Mounts/Shares
Window

[~ Solaris AdminSuite — host1(Server)
I Window Domain Help
| I B I'ﬁ
hostl : Action
[&] users .
Computers/Metwo Q @ :|!|
Maounts/Shares Mounts Shares File System Usage
2 Maounts i
& Shares

ilp File System Usa
Serial Ports :
Log Wiewer

e

Mounts, Shares, File System Usage
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Solaris AdminSuite — Mounted
Resource Window

Solaris AdminSuite — host1(Server)

Window Domain Help

ETETENCY

r Action View @ ﬂ: I?! I;l‘ﬁ‘ ?! ?‘* @
‘[ Mount Point [Mounted Reso.. Type [ Mount Status | fecass
- Sdev/dsk/cOt0., swap At Boot Read/write
o/ fdev/dsk/cOt0.., ufs Now, At Boot  Read/Write
i /dev/fd fd fd Mow, At Boot Read/wWrite
fetc/mnttab mnttab mntfs Mo Read/Write
‘| fexport/home  fdew/dsk/cOto. ufs Now, At Boot  Read/write
| ront fdev/dsk/cot0., ufs Now, At Boot  Read/write
| fproc Jproc proc Now, &t Boot Read/wWrite
ftmp S ap tmpfs Wow, AT Boot Read/write
i fusr fdev/dsk/cOto.., ufs Mowe, Bt Boot Read/write
fvardrun Swap tmpfs I Read/\write

i

10 Mounts
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Solaris AdminSuite - Mounted
Resource View Sort By Menu

Solaris AdminSuite — host1(Server)

Window Domain Help

|| & | B I@
4 T \- . .
| action [ERWN D ol 90| el e ©)
‘I Mount Poil SOFEBY ¥ 0 Mounted Resource  |unt Status | Acess

- Refresh ® Mount Point ot Read/write
: / FOevIO5Kd o Type At Boot Readf'w'r!te
: Sdev/fd fd O Mount Status at Boot Read/ write
|/ete/mnttab - minttab o Read/write
i\ fexport/home  Fdew/dsk/ = - atBoot  Read/write
i fopt fdev/dsk/ @Agcendlr}g atBoot  Read/write
A/ proc fproc O Descending at Boot  Read/write
| Smp Swap tmpfs Now, At Boot Read/ write
| fusr fdew/dsk/cOt0., ufs Mowe, At Boot  Read/write
fvarfrun SWap tmpfs W o Read/write

i
I1I] Mo unts
—|
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Solaris AdminSuite — Mounted

Resource Action Menu

| Solaris AdminSuite — protol 41 (Server)
Domain Help
F @
'
: ¥ &) & | g
[ — v @
: Add Mount.. ed Resource Tybe Mount Statu
| Mount b lskscOtOdo,., swap &t Boot
1 Directory Mounted Now
Delete Mount Directory Mounted At Boot
Resolve Conflict ... Directory Mounted Now and At Boot
Properties proc Mo, At Boot
ftmp SwWap tmpfs Moy, AL Boot
Fwarfrun swap tmpfs My
| =
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Solaris AdminSuite —/mnt File System
Selected

Solaris AdminSuite - host1(Server)

Window Domain Help
4
¥— & 1 -a-

T - ol =] (el ] [0
(] Users ‘[Mount Fel.[Mounted .. Tvpe |MountSta.] Access
Computers/Networks | :— Sdev/Sdsk.. swap At Boot Read write
Mounts/Shares i/ Jdev/dsk. ufs Mow, At B.. Read/Write

- i rdevstd fd fd Now, At B.. Read/Write
+ Mounts i fetc/mntt., mnttab mntfs NG Read/write
& Shares Ffexportfh.,, Sdev/dsk.. ufs Mowe, At B., Read/write

A Amnt Jdewfdsks.. ufs Mot Read write

il File System Usage

, fopt fdev/dsk., ufs Mow, At B.. Read/write

Serial Ports | iprec fproc proc Mowe, At B... Read/write
Log Wiewer | stmp Swap tmpfs Now, At B... Read/write
§§ Fusr Sdev/sdsk.. ufs Mo, Bt B, Read/write

fvarfrun swap tmpfs Mo Read/write

I11 Mounts
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Mount Properties Window

Mount Properties for /dev/dsk/c112d0s0

© | Moun dvanced

rMounted Resource

fdev/dsk/ci1t2d0s0

rMount Point

Directory: |/mnt Erowse...

rMount S5tatus

Now

rAcCcess

@ Read/Write
1 Read Only

| 0K || Cancel
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Mount Properties Window, Advanced

Mount Properties for /dev/dsk/c1t2d0s0 1

@ | [Mount ﬂd\ranced|

Mounted Resource Settings

¥l Mount file system with large files

[_] Force direct inputfoutput {(no caching)
[] lgnore access time updates on files
[C] Log UFS transactions

[w] Honor Set UVID mode

vl Honor disk space quotas

[w] Allow waiting processes to be halted

Handling a Damaged File System

i Force a system shut—down
) Lock the file system

2 Unmount the file system

Force a shut—-down if damage is detected

more than once in |1 week(s) hd

| 0K || Cancel |
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Solaris AdminSuite — File System

Usage Window

il

Solaris AdminSuite — host1(Server)

I Window Domain Help
] I B I@
q
hostl bl Wiew @@
[iR] Users File Syst.[Mounted| % Used [Total(MB)[ Used({ME)[Availabl.,
Computers/Networks | 2| /dev/ds.. / 40 9387 3477 5346
Mounts/Shares | /devids.. fopt 4 4593 148 4076
& Mount il fdevids.. fusr 0 0 ] 0
F ounts | 7devrds... sexport.. E 4693 212 4011
&, Shares A fdevids.. fmnt 1 188.3 ] 169.5
. : A fproc Jproc 0 0 0 0
ili [File System Usage| |:
ahi [Flla oY % | ¢ /devitd 0 0 0 0
Serial Ports mnttab  Jetc/m.. 0 0 0 0
Log Viewer il swap Fvarfrun 0 5E.1 0 5E.1
2| swap Jtmp 1 564 0.3 5E.1

I10 File Systems
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Solaris AdminSuite — File System Sort
Criteria

Solaris AdminSuite — host1(Server)

Window Domain Help

tlal[Te

swap ftmp

SOFtBY k| ® File System 1| TotaliMB) Used(ME} | AvailableME]
i| Refresh & Mount Point 40 338.7 3477 3348
[7@ev/@sKICU-. | O percentage Used 4 469.3 14.8 4076
;gevﬁgstjcg... QI RTEE0 g 4592 21 g 401 ?
n By S as kS I, . . .
: O Used MB
|devssiiet.. | S SE hlw;‘; 1 188.3 0 1635
il /proc e e y ] 0 ]
ifd ® Ascending 0 0 ] ol
‘| minttab O Descending ] 0 ] 0
i swap Fearfrun ] 56.1 ] 56.1
1 564 0.3 561

e

0 File Systems
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Solaris AdminSuite — Serial Ports
Window

Solaris AdminSuite — host1(5erver)

Window Domain Help

TDI_I_
0s " ion iew -
h|ﬂt1Users Ei A . H . ’_

-

: Port Mame | Description Service Status
Computers/Networks 7| a Enahled
Maounts/Shares o Enabled

Serial Ports
Log Wiewer

@ Context Help Help Topics..

lUse Serial Ports to manage existing serial ports (the type of port that transmits
information bit-by—hit over a single line).

To begin configuring a port for modems and alphanumeric terminals: Select the port you
want to configure and follow the directions in the context-sensitive help.

For additional information about serial ports, see Help->Help Topics.

2 Serial Ports
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Solaris AdminSuite — Serial Ports View
Sort By Menu

= Solaris AdminSuite — host1(Server) I

Window Domain Help
] I B |®
1 .
hostl »| Action
[&] users Pert N
Computers/Networks ifa

Mounts/Shares b
Serial Ports :
Log Wiewer

i- @ |

Columns to Display...

Refresh

w Port Name

O Port Monitor

O Description

O Service Program
D Service Status

® Ascending
C Descending

Solaris™ 8 Operating Environment System Administration 11
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Columns to Display Window

°

AVAIIADIE LUITUITITS:

Service Program
Part Monitor

-

add » Description

LUITUITINS LU LS pidy:

Port Mame

Service Status

| 0K || Cancel
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Solaris AdminSuite — Serial Ports
Window

Solaris AdminSuite - host1(Server)

Window Domain Help

ofaf e

q =
. . ¥ - >
(o w210 @
Port Marne | Description | Service Status [ Service Program [ Port Monitor
HE! Enabled Suse/fhindlogin ZEMeh
‘b Enabled fusr/hinglogin ZEmah

2 Serial Ports
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Solaris AdminSuite — Serial Ports
Action Menu

Solaris AdminSuite — host1(Server)

I Window Domain Help

Bl

»._ view 27| [ [@
Terminal..
Delete Port Service Modem {Dial In}...
Properties Modem {(Dial Qut)...

Modem (Dial In/Out)...

Service Program

[ Port Moniter

usribinglogin
usrfbinflogin

Z5MCn
Z5Mon

I2 Serial Ports

Solaris™ 8 Operating Environment System Administration 11
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services July 2000, Revision A

Module 10, slide 80 of 84



@ Sun Educational Services

Configure Serial Port Window

Configu re Serial Port a: Modem - Di
E Basic|

Port Mame: a

Description:  [Modem — Dial Inand Qut |

Service Status:
® Enabled

) Disabled

Baud Rata: |EIEOO |v|

Login Prompt: |ttya login:

| 0K || Cancel
| ————————————————————————— |
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Properties for Serial Port Window

Properties for Serial Port a _|
E Basic| Advanced |

Carrier Detection:
® Software

i Hardware
[C] Connect on Carrier
vl Bidirectional

[ Initialize only

Timesout (seconds): Mevar w

Part Monitor: [zsmaon |
Service Prograrm: [fusr/bin/login |
| OK | | Cancel
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Check Your Progress

e List the benetfits of the Solaris Management Console

e Install the Solaris Management Console software

* Add an application to the Solaris Management Console
o List the features of Solaris AdminSuite

e Install the Solaris AdminSuite software
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Check Your Progress
* C(reate, and modify, user accounts using the Users
feature of Solaris AdminSuite

* Add hosts to the server using the Computers/
Networks feature of Solaris AdminSuite

* Manipulate mount states on existing file systems using
the Mounts/Shares feature of Solaris AdminSuite

e Configure serial ports using the Serial Ports feature of
Solaris AdminSuite
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Module 11

Naming Services Overview
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Objectives

Upon completion of this module, you should be able to:

* Describe the name service concept
e List the name services available
 Compare name services functionality

* Describe the name service switch process and
determine which configuration is appropriate for your
network
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Name Services Overview

Introduction to Name Service Functionality

Name
server

4
Y

Database

4
(/etc/nsswitch.conf
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Name Services Overview

Available Name Services

e Some common name service solutions address specific
needs or architectures, as follows:

v Domain Name Service (DNS)

v Network Information Service (NIS)

v Network Information Service Plus (NIS+)

v Lightweight Directory Access Protocol (LDAP)
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DNS Overview

‘ Nameless root
OENONONONC
OO ONO
() @) (=) () (») &)
4— solaris.corp.sun.com
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An Example of the NIS+ Hierarchical
Namespace

solar.com.
eng.solar.com. sales.solar.com. fin.solar.com.
dev.eng.solar.com. soft.eng.solar.com.
Solaris™ 8 Operating Environment System Administration 11 Module 11, slide 6 of 11
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The /etc/nsswitch.nis Template

# letc/nsswitch.nis:

#

# An example file that could be copied over to /etc/nsswitch.conf; it
# uses NIS (YP) in conjunction with files.

#

# “hosts:” and “services:” in this file are used only if the

# letc/netconfig file has a “-” for nametoaddr _libs of “inet”

transports.

jade!7

# the following two lines obviate the “+” entry in /etc/passwd and /
etc/group.

passwd: files nis

group: files nis

# consult /etc “files” only if nis is down.

hosts: nis [NOTFOUND=return] files

ip nodes: files

#Uncomment the following line and comment out the above to resolve
#both IPv4 and IPv6 addresses from the ipnodes databases. Note that
#lPv4 addresses are searched in all of the ipnodes databases before
#searching the hosts databases. Before turning this option on, consult
#the Network Administration Guide for more details on using IPV6.

networks: nis [NOTFOUND-=return] files
protocols: nis [NOTFOUND-=return] files
rpc: nis [NOTFOUND=return] files
ethers: nis [NOTFOUND-=return] files
netmasks: nis [NOTFOUND-=return] files
bootparams: nis [NOTFOUND=return] files
publickey: nis [NOTFOUND-=return] files
netgroup: nis

automount: files nis

aliases: files nis

# for efficient getservbyname() avoid nis

services: files nis

sendmailvars: files

printers: user files nis

auth_attr: files nis

prof_atr: files nis
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The Name Service Switch

Database Sources

Source

Description

files
nisplus
nis

compat

dns

Idap

Refers to the client’s local /etc  files
Refers to an NIS+ table
Refers to an NIS map

Supports an old-style “+” syntax for passwd
and group information

Applies only to the hosts entry

Refers to a Directory Information Tree (DIT)

Solaris™ 8 Operating Environment System Administration 11
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The Name Service Switch

Name Service Search Return Status Codes

Status Code Description

SUCCESS The requested entry was found

UNAVAIL The source was unavailable

NOTFOUND The source contains no such entry

TRYAGAIN The source returned a “I am busy, try later” message

Status Code Actions

Action Description
continue Try the next source
return Stop looking for the entry
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Exercise: Reviewing Naming Services

e Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress

Before continuing on to the next module, check that you are
able to accomplish the following:

* Describe the name service concept
e List the name services available
 Compare name services functionality

* Describe the name service switch process and
determine which configuration is appropriate for your
network
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Module 12

NIS
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Objectives

Upon completion of this module, you should be able to:

* Describe the NIS components, master server, slave
server, and client, and the NIS processes

e Configure an NIS master, slave, and client
e List the steps to add a new NIS map

e Use commands to update and propagate an NIS map
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Introducing NIS Concepts

ASCII

make

Maps

Client

Solaris™ 8 Operating Environment System Administration 11
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services July 2000, Revision A
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Client

push

Client

Maps
Slave
server
Client
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NIS Processes

Two main processes involved in running an NIS domain are:

* ypserv
e ypbind

Three daemons used in an NIS domain on the master server
are:

e rpc.yppasswdd

e ypxird
e rpc.ypupdated
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NIS Processes

NIS processes and daemons

Ascl |make

Solaris™ 8 Operating Environment System Administration 11

Maps

Client

ypbind

ypserv
ypbind
rpc.yppasswadd

ypxird
rpc.ypupdated

Master
server

Client

ypbind

Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services July 2000, Revision A

push

Client

ypserv
ypbind

Slave

server

Client

ypbind  ypbind

Maps

Module 12, slide 5 of 14



@ Sun Educational Services

Structure of NIS Maps

NIS Maps File Names

e The syntax for the NIS maps is:
map. key .pag or map. key .dir
where:
map— The base name of the map
key — The map’s sort key
pag — The map’s data
dir — An index to the .pag file if the .pag file is large
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Important Files on the NIS Master
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Accessing and Testing the NIS Service

e ypcat - Prints values from the NIS database.

Example: Print the information from the hosts

database

$ ypcat hosts
129.0.0.1
192.9.200.1
192.9.200.2
192.9.200.6
192.9.200.8
192.9.200.101
192.9.200.102

localhost
hostl loghost
host2
host6
host8
serverl
server?

Solaris™ 8 Operating Environment System Administration 11
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Accessing and Testing the NIS Service

e ypmatch —Prints the value of one or more keys from the
NIS database.

Example: Match individual host entries
$ ypmatch hostl serverl hosts
192.9.200.1 hostl

192.9.200.101 serverl

Example: Match a specific user in the password
database

$ ypmatch userl passwd

userl:Q7icloNRPEmMak:11001:10:Userl.export/
home/userl:/bin/ksh

Solaris™ 8 Operating Environment System Administration 11 Module 12, slide 9 of 14
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services July 2000, Revision A



@ Sun Educational Services

Accessing and Testing the NIS Service

e ypwhich — Returns the name of the NIS server that
supplies the NIS map services to an NIS client.

Example: Return the name of the NIS master server

$ ypwhich
serverl

When used with the -m option, ypwhich provides a
list of all databases and name of the master server.

Example: List all databases on masterserver

$ ypwhich -m

auto.home serverl
auto.master serverl
timezone.byname serverl
netmasks.byaddr serverl
publickey.byname serverl

<output omitted>
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Updating the NIS Password Map

Updating the NIS Password Map

Master server

running
rpc.yppasswdd
make Maps
ASCIl ——————»| Maps push
Master Slave
server server
Client Client Client Client
yppasswd passwd
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Updating the NIS Slave Server Map

Updating passwd Maps on Slave Servers with Scripts

Slave server runs
lustllib/netsvelyplypxfr_1perhour

Maps
ASCII Lke» Maps push
Master Slave
server server
Client Client Client Client
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Exercise: Configuring NIS

e Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress

Before continuing on to the next module, check that you are
able to accomplish the following:

* Describe the NIS components, master server, slave
server, and client, and the NIS processes

e Configure an NIS master, slave, and client
e List the steps to add a new NIS map

e Use commands to update and propagate an NIS map
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Module 13

JumpStart™ — Automatic Installation
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Objectives

Upon completion of this module, you should be able to:

* Define the JumpStart™ feature

e List the main components for setting up a JumpStart
network installation

* Briefly describe the add_install_client script
syntax

e Set up the boot services function on a subnet using the
setup_install_server script

* Describe the JumpStart client boot sequence

Solaris™ 8 Operating Environment System Administration 11 Module 13, slide 2 of 20
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Objectives
e List the files necessary to support the JumpStart boot
operation
* Describe the syntax of the add_install_client script

as it relates to the boot server

e Describe the use of the sysidcfg  file with and without
name service support

e Set up a JumpStart install server system to provide the
Solaris 8 Operating Environment release software
necessary to install a new system

e Describe the user of the add to install_server and
modify install server scripts
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Objectives
e Add install clients to the install servers and boot
servers

* C(reate a configuration server with customized rules
and class files

e Use the pfinstall command to test configuration and
installation files

e Boot install clients

e Configure the NIS name service support for the
JumpStart program
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What Is the JumpStart Program?

e Auto-install

e Complimentary program to the Sunlnstall™ program.
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The syslog Facility

Programs/ Collects and distributes Processes Destinations
generates messages messages messages
kernel —p-syslogd Logs messages
Daemons Writes messages
User processes Forwards messages

logger command syslog()  function
Reads

letc/syslog.conf
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Who Should Use the JumpStart
Program and Why?

e Frees administrators from interactive installation

* Enables administrators to install several systems in a

day

e Installs the Solaris Operating Environment and
additional software

e Simplifies administration for widely-used application
updates
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JumpStart Components

* Boot and system identification services
e Installation services

e Configuration services
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Improper Configuration

e (Can cause the failure of the JumpStart client to boot

e (Can prevent the client from finding the operating
environment image server

e Can cause the JumpStart client to revert to an
interactive installation

e Might fail to start disk partitioning, file system
creation, and subsequent loading of the operating
environment
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Adding Install Clients

e Command syntax of add_install_client script:

# .Jadd install client -e ethernet_addr \
- Ip_addr -s install_svr: /distr \

-c config_swr: /config _dir p \

sysid _config_svr: /config_dir client_namel
client_arch
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Adding Install Clients

 Example:

# ./Jadd_install client -e \
8:0:20:2f:90:3d - 192.9.200.2 \

-Ss serverl:/export/install -c \
serverl:/export/config -p \
serverl:/export/config clientl sun4u
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Boot Services Setup

* Configuring:
v The JumpStart client booting sequence
v The boot operation support files
v Adding a bootable OE image

v Using add_install_client to specify separate
boot server
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JumpStart Client Boot Sequence

Client Server
Issues RARP request to

get Internet address

Passes Internet address
back in RARP response

E Usestftp torequestits

boot program

Returns boot —

Sends a whoami request

Sends hostname

Q getfile request for

—— boot parameters

rpc.bootparamd  returns
location of root and swap

boot NFS mounts the
client’s root file system

mountd returns file
handle to client’s root

boot starts
Iplatform/'uname -m‘/kernel/unix
running

%

Client mounts file systems from
== install server

Client runs Suninstall
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JumpStart Client Boot Sequence

* The boot PROM issues an RARP request

e The server responds to client with an IP address

ok boot net -v

Boot device:/pci@1F,0/pci@1,1/network@1,1 File and args: -v
2b000 Using RARP/BOOTPARAMS...

Internet address is: 192.9.200.100

hostname: clientl

e The client’s boot PROM sends the tftp  request for the
boot program

e The server returns the client’s boot file information
found in the Aftpboot ~ directory

C009C864.SUN4U -> inetboot.sun4u.Solaris_8-1
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JumpStart Client Boot Sequence
e The server copies the boot program to the client’s
memory using tftpd
e The client runs the boot program

 Theboot program uses the whoami request to discover
the client’s host name

e The server’s rpc.bootparamd  responds with the
location of the client’s root and swap space

e The client mounts the root file system and starts the
Nt  program

* The client mounts the configuration directory and
installs itself
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Boot Operation Support Files

e /etc/ethers

e /etc/hosts

e ftftpboot directory
e /etc/bootparams

o /etc/dfs/dfstab
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Exercise: Configuring for a JumpStart
Installation

* Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress

Before continuing on to the next module, check that you are
able to accomplish the following:

* Define the JumpStart feature

e List the main components for setting up a JumpStart
network installation

* Briefly describe the add_install_client script
syntax

e Set up the boot services function on a subnet using the
setup_install server script

e Describe the JumpStart client boot sequence
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Check Your Progress

List the files necessary to support the JumpStart boot
operation

Describe the syntax of the add_install_client script
as it relates to the boot server

Describe the use of the sysidcfg  file with and without
name service support

Set up a JumpStart install server system to provide the
Solaris 8 Operating Environment release software
necessary to install a new system

Describe the user of the add to_install server and
modify install server scripts
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Check Your Progress
e Add install clients to the install servers and boot
servers

* C(reate a configuration server with customized rules
and class files

e Use the pfinstall command to test configuration and
installation files

e Boot install clients

e Configure the NIS name service support for the
JumpStart program
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Module 14

Solaris Administrator Workshop
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Objectives

Upon completion of this module, you
should be able to:

e Install the Solaris 8 Operating
Environment using both Solaris
WebStart and the interactive methods

e Partition a disk to a given format

* Build new file systems and mount the
file systems for use

e Configure an automount

e Set up an NIS domain

* C(Create additional swap space
* Set up an NFS mount

e Configure RBAC to allow a non-root
user to shut down a system

e C(reate a local and a network printer
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Exercise: Solaris Operating
Environment Installation Workshop

* Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress

Before continuing on, check that you are able
to accomplish the following:

Install the Solaris 8 Operating
Environment using both Solaris
WebStart and the interactive methods

Partition a disk to a given format

Build new file systems and mount the
file systems for use

Configure an automount

Set up an NIS domain

Create additional swap space
Set up an NFS mount

Configure RBAC to allow a non-root
user to shut down a system

Create a local and a network printer
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