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Course Goal

is Solaris 8™ Operating Environment System
rse provides you with knowledge and skil
 Solaris Operating Environment, including
tallation, file system managment, backups,
r administration, and device management
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Course Overview

e primary objective of this course is to teac
inistrators the basics of administering Su

 will perform basic administration tasks in

• Installing a standalone system

• Adding users

• Backing up and restoring file systems

• Adding printer support.

• Managing disks and creating file system
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Module-by-Module Overv

• Module 1 – "Introducing the Solaris 8 O
Environment System Administration"

• Module 2 – "Adding Users"

• Module 3 – "System Security"

• Module 4 – "The Directory Hierarchy"

• Module 5 – "Device Configuration"

• Module 6 – "Disks, Slices, and Format"

• Module 7 – "The Solaris Operating Env
File System"
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• Module 8 – "Mounting File Systems"

• Module 9 – "Maintaining File Systems

• Module 10 – "Scheduled Process Contr

• Module 11 – "The Solaris Operating En
Print Service"

• Module 12 – "The Boot PROM"

• Module 13 – "System Boot Process"

• Module 14 – "Installing the Solaris 8 Op
Environment on a Standalone System"

• Module 15 – "Administering the Softw
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• Module 16 – "Administering the Softw

• Module 17 – "Backup and Recovery"
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Course Objectives

Upon completion of this course, you shou

● Define basic system administration task

● Add users and groups to the system

● Configure user initialization files

● Implement basic system security

● Create ACLs (access control lists) on file

● Identify disks configured on a system
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● Define disk slices on a new disk

● Create and mount a file system

● Repair a corrupted file system

● View and manage processes

● Configure and administer printers

● Identify the default boot device

● Describe the boot process

● Change system run levels
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● Install the Solaris 8 Operating Environm
on a standalone workstation

● Add software packages

● Add a software patch

• Perform a root file system backup and 
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Skills Gained by Modul

 Module

Skills Gained 1 2 3 4 5 6 7 8 9 10 11 12

Define basic system administration
tasks and terms

Add users and groups to the system

Configure user initialization files

Implement basic system security

Create ACLs on files

Identify disks configured on a
system

Define disk slices on a new disk

Create and mount a file system

Repair a corrupted file system

View and manage processes

Configure and administer printers

Identify the default boot device

Describe the boot process
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Change system run levels

Install the Solaris 8 Operating
Environment software on a
standalone workstation

Add software packages

Add software patch

Perform a root file system backup
and restore

 Module

Skills Gained 1 2 3 4 5 6 7 8 9 10 11 12



Solari , slide xiii of xxii
Copyrig

ing

Day 4 Day 5
Sun Educational Services

s™ 8 Operating Environment System Administration I
ht 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services August 2000, Revision A.2

Guidelines for Module Pac

Module Day 1 Day 2 Day 3

"About This Course" A.M.

"Introducing the Solaris 8 Operating
Environment System Administration"

A.M.

"Adding Users" A.M.

"System Security" P.M.

"The Directory Hierarchy" P.M.

"Device Configuration" A.M.

"Disks, Slices, and Format" A.M./P.M.

"The SolarisOperating Environment ufs  File
System"

P.M.

"Mounting File Systems" A.M.

"Maintaining File Systems" A.M.

"Scheduled Process Control" P.M.

"The Solaris Operating Environment LP Print
Service"

P.M.
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"The Boot PROM"

"System Boot Process"

"Installing the Solaris 8 Operating
Environment on a Standalone"

"Administering the Software Packages"

"Administering the Software Patches"

"Backup and Recovery"

Module Day 1 Day 2 Day 3
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Topics Not Covered

• Basic UNIX commands – Covered in SA
Fundamentals of Solaris 8 for System Adm

• The vi  editor – Covered in SA-118: Fun
Solaris 8 for System Administrators

• Basic UNIX file security – Covered in S
Fundamentals of Solaris 8 for System Adm

• JumpStart™ – Covered in SA-288: Solar
Environment System Administration II

• Solstice™ AdminSuite™ – Covered in S
8 Operating Environment System Admini
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• NFS™ environment configuration – Co
288: Solaris™ 8 Operating Environment S
Administration II

• Naming services – Covered in SA-288:
Operating Environment System Administ

• Troubleshooting – Covered in ST-350: S
Fault Analysis Workshop

• System tuning – Covered in SA-400: Co
Tuning
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How Prepared Are You

be sure you are prepared to take this cours
wer yes to the question below?

• Can you use basic UNIX® commands t
Solaris Operating Environment directo
search for or manipulate directories an

• Can you use the vi text editor to create

• Can you change access permissions on
directories?
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Introductions

• Name

• Company affiliation

• Title, function, and job responsibility

• Solaris Operating Environment experie

• Reasons for enrolling in this course

• Expectations for this course
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How to Use Course Mater

• Objectives

• Lecture

• Exercise

• Check Your Progress
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How to Use the Icons

Additional resources

Demonstration

Discussion
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Exercise objective

Caution

Warning

!
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Typographical Conventions
Symbols

• Courier  is used for the names of comm
directories, as well as on-screen comput

• Courier bold is used for characters an
you type.

• Courier italic is used for variables
line placeholders that are replaced with
value.

• Palatino italics is used for book titles, new
terms, or words that are emphasized.
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Objectives

on completion of this module, you should

• Define the roles of a Solaris Operating 
system administrator

• Define common system administration
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oles of the System Administr
a Standalone System

• Managing users’ accounts

• Maintaining system security

• Configuring new devices

• Installing and partitioning disk drives

• Managing file systems

• Scheduling system-related jobs

• Maintaining print services
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oles of the System Administr
a Standalone System

• Managing the boot PROM

• Configuring system initialization files

• Installing the Solaris Operating Enviro

• Administering software packages and 

• Performing backup and recovery opera

• Managing disaster recovery

• Recovering critical file systems and reb
successfully
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oles of the System Administr
Client-Server Systems

• Configuring a network environment

• Setting up the syslog  utility

• Configuring and administering a netw
(NFS) environment

• Configuring cacheFS  file systems

• Using automount

• Setting up name services



Solari Module 1, slide 6 of 9
Copyrig

R ator for

inSuite™

ment using the
Sun Educational Services

s™ 8 Operating Environment System Administration I
ht 2000 Sun Microsystems, Inc. All Rights Reserved.  Enterprise Services August 2000 Revision A.2

oles of the System Administr
Client-Server Systems

• Configuring boot protocols

• Installing and configuring Solstice Adm

• Installing the Solaris Operating Environ
Jumpstart™ program
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System Administration Te

e common system administration terms i

• Host

• Host name

• Internet (IP) address

• Ethernet address

• Server

• Client
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istributed Computing Envir

Host 1 Host 2

Client
process

Server
process

Client
process
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Check Your Progress

• Define the roles of a Solaris Operating 
system administrator

• Define common system administration
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Objectives

on completion of this module, you should

• Create and manage user accounts on th
using the admintool  utility

• Describe the format of the files /etc/pass
/etc/shadow for securing login access

• Describe the format of the /etc/group
maintaining shared and restricted acce
directories

• Add, modify, and delete user accounts
system with the commands useradd , u
userdel
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Objectives

• Add, modify, and delete group accoun
system with the commands groupadd ,
groupdel

• Define the two different types of shell in

• Describe the shell startup activities duri
three main Solaris Operating Environm

• List the shell initialization files used to 
work environment at login

• Describe the purpose of the /etc/skel

• Modify the initialization files to custom
work environment
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Setting Up User Accoun

h user account consists of five main comp

• User name

• Password

• User’s home directory

• User’s login shell

• User initialization files



Solari Module 2, slide 5 of 25
Copyrig

ts

Bef u must
det  new user:
Sun Educational Services

s™ 8 Operating Environment System Administration I
ht 2000 Sun Microsystems, Inc. All Rights Reserved.  Enterprise Services August 2000 Revision A.2

Managing User Accoun

ore adding user accounts to the system, yo
ermine the following information for each

• Login name

• User identification (UID) number

• Group identification (GID) number

• Comment

• home directory

• Login shell

• Password aging
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Managing User Accounts w
admintool

intool enables you to maintain and mod
s from the following categories:

• Users

• Groups

• Hosts

• Printers

• Serial ports

• Software
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Storing User and Group Acc
Information

e Solaris Operating Environment stores use
up account information in the following sy

• /etc/passwd  – Authorized system use
account entries in the /etc/passwd  file

• /etc/shadow  – All passwords are encr
maintained in a separate shadow file n
shadow .

• /etc/group – The /etc/group file def
system group accounts.
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Creating and Managing Acc
from the Command-lin

e following command-line tools add, modi
r accounts and group accounts on the loca

• useradd  – Adds a new user account

• usermod  – Modifies a user’s account

• userdel  – Deletes a user’s account

• groupadd  – Adds a new group accoun

• groupmod  – Modifies a group account

• groupdel  – Deletes a group account
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Creating Accounts with use

• The useradd command adds an entry f
into the /etc/passwd  and /etc/shadow

• The useradd command also copies all t
files in the /etc/skel directory to the u
directory automatically.

• Command format:

dd [-u uid ][-g gid ][-G gid  [, gid,..  ]][-d dir ][-m][-s shell ][-c
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Modifying a User Account
usermod

• The usermod  command modifies the co
existing in a user account.

• Command format:

od [ -u uid  [ -o ] ] [ -g group  ] [ -G group  [ , group  . . . ] ] [ -d
shell  ] [ -c comment ] [ -l newlogname  ] [ -f inactive  ] [ -e
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Deleting User Accounts wit
userdel Command

• The system administrator can use the u
command to delete a user login accoun
system.

• This command also removes the user’s
and all of its contents, if requested to d

• Command format: userdel [ -r ] lo
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Creating Accounts with grou

• As root , you can create new group acc
local system using the groupadd  comm

• This command adds an entry for the ne
the /etc/group  file.

• Command format:
groupadd [-g gid [ -o ]] groupname
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Modifying a Group Accoun
groupmod

• The groupmod command modifies the d
specified group by modifying the appr
the /etc/group  file.

• Command format:

groupmod [-g gid [ -o ]][-n name] groupname
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Deleting Group Accounts wi
groupdel Command

• You can use the groupdel command to
account from the system.

• It deletes the appropriate entry from th
file.

• Command format: groupdel groupnam
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xercise: Adding Users and G

• Objectives

• Tasks

• Discussion

• Solutions
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Using the Initialization Fi

• When users log in to the system, their l
for and execute two different types of i
files.

▼ The first type controls the system-wi
environment.

▼ The second type controls the user’s e
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System-Wide Initialization

• The system initialization files are main
system administrator to provide an env
the entire community of users who logi

• These files are provided by the Solaris 
Environment and reside in the /etc  di

• The two main system initialization files

▼ /etc/profile

▼ /etc/.login .



Solari Module 2, slide 18 of 25
Copyrig

by the system
homedirectory.

file is to define
ironment, such
riables, and
Sun Educational Services

s™ 8 Operating Environment System Administration I
ht 2000 Sun Microsystems, Inc. All Rights Reserved.  Enterprise Services August 2000 Revision A.2

User Initialization Files

• The user’s initialization files are set up 
administrator and placed in each user’s

• The primary job of a user initialization 
the characteristics of a user’s work env
as a user’s search path, environment va
windowing environment.
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Shell
Pathname

/bin/sh

/bin/ksh

/bin/csh

/bin/zsh

/bin/bash

/bin/tcsh
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Initialization Files for the Six

Shells
System-wide
Initialization
Files

User Initialization
Files Read at Login

User Initialization
Files Read When a
New Shell is Start
After Login

Bourne /etc/profile $HOME/.profile

Korn /etc/profile $HOME/.profile
$HOME/.kshrc

$HOME/.kshrc

C /etc/.login $HOME/.cshrc

Z /etc/zshenv
/etc/zprofile
/etc/zshrc
/etc/zlogin

$HOME/.zshenv
$HOME/.zprofile
$HOME/.zlogin

$HOME/.zshrc

BASH /etc/profile $HOME/.bash_profile
$HOME/.bash_login
$HOME/.profile

$HOME/.bashrc

TC /etc/csh.cshrc
/etc/csh.login

$HOME/.cshrc
or
$HOME/.login

$HOME/.tcshrc
or
$HOME/.cshrc
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Shell Variables

Variable Name Set By Description

LOGNAME Set at login Defines the user’s login name.

HOME Set at login Sets the path to the user’s home dire
cd .

SHELL Set at login Sets the path to the default shell.

PATH Set at login Sets the default path the shell searc

MAIL Set at login Sets the path to the user’s mailbox.

TERM Not set by default Defines the terminal.

LPDEST Not set by default Sets the user’s default printer.

PWD Set by shell Defines the current working directo

PS1 Set by shell Defines the shell prompt for the Bo

prompt Set by shell Defines the shell prompt for the C s
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Setting Environment Varia

Shell User’s Initialization File

Bourne or Korn Shell VARIABLE=value ; export VARIABLE

For example:

PS1=”$HOSTNAME ! $ “ ; export PS1

C Shell setenv variable value

For example:

setenv prompt “\! ‘uname -n‘ % “
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Default User Initialization

Shell
Initialization File
Templates

User’s
Initialization F

Bourne /etc/skel/local.profile $HOME/.profile

Korn /etc/skel/local.profile $HOME/.profile

C /etc/skel/local.login $HOME/.login

/etc/skel/local.cshrc $HOME/.cshrc
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xercise: Using the Initializati

• Objectives

• Tasks

• Discussion

• Solutions
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Check Your Progress

• Create and manage user accounts on th
using the admintool  utility

• Describe the format of the files /etc/pass
etc/shadow for securing login access

• Describe the format of the /etc/group
maintaining shared and restricted acce
directories

• Add, modify, and delete user accounts
system with the commands useradd , u
userdel
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Check Your Progress

• Add, modify, and delete group accoun
system with the commands groupadd ,
groupdel

• Define the two different types of shell in

• Describe the shell startup activities duri
three main Solaris Operating Environm

• List the shell initialization files used to 
work environment at login

• Describe the purpose of the /etc/skel

• Modify initialization files to customize
environment
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Objectives

on completion of this module, you should

• Create the /var/adm/loginlog file to s
attempts

• Monitor system usage with the comma
last , and rusers

• Use the su  command to become the roo
another user on the system

• Modify the /etc/default/login  file t
access
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Objectives

• Use the commands id and groups to id
their group memberships

• Change a file’s owner or a file’s group 
commands chown and chgrp , respectiv

• Create, modify, and delete access contr
on files

• Explain how the special permissions se
and the Sticky Bit can affect system sec

• Control remote login access by maintai
network files: /etc/hosts.equiv , $H
and /etc/ftpusers
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anaging System Security Ov

e basic steps that you should take to man
 user, file, system, and network level inclu

• Maintaining password and login contr

• Monitoring system usage

• Restricting access to data contained in 

• Tracking root  logins

• Monitoring setuid  programs

• Controlling remote access on the netwo
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The pwconv Command

• The pwconv  command creates and upd
/etc/shadow  file with information fro
/etc/passwd  file.

• It is the pwconv  command that relies on
value of x  in the password field of /etc/

• The x indicates the password for the use
in the /etc/shadow  file.
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Recording Failed Login Atte

• You can save failed login attempts to a
useful tool for determining if attempts
to break into a system.

• You can record failed login attempts in
adm/loginlog .

• By default, the loginlog  file does not e
logging, this file must be created with r
permissions for root  only. For exampl

# touch /var/adm/loginlog
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Monitoring System Acce

• All systems should be monitored routi
unauthorized user access.

• Use the who command to see who is on
looks in the /var/adm/utmpx  file to ob
information.

• The who command displays a list of use
logged on to the local system.

• If a user is logged on remotely, the rem
for that user is displayed.



Solari Module 3, slide 8 of 54
Copyrig

ion

users either
mand.

homedirectory
ta contained in
file, login shell,
motely.
Sun Educational Services

s™ 8 Operating Environment System Administration I
ht 2000 Sun Microsystems, Inc. All Rights Reserved.  Enterprise Services August 2000 Revision A.2

Displaying User Informat

• To display detailed information about 
locally or remotely, use the finger  com

• finger displays the user’s login name,
path, login time, login device name, da
the comment field of the /etc/passwd
and the name of the host if logged in re

• Command format:

finger -m username
finger -m username@remotehostname
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isplaying a Record of Login A

• Use the last command to display a rec
and logouts with the most recent activi
the output.

• The last command looks in the /var/ad
which records all logins and logouts.

• Each entry includes user name, the log
host logged in from, the date and time 
time of log out, and the total login time
minutes, including entries for system r
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isplaying Users on Remote S

• The rusers  command produces outpu
who command, but displays users logge
hosts.

• A remote host will only respond to the
command, if its rpc.rusersd  daemon 
the network server daemon that returns
on the remote hosts.

• Command format: rusers [ -l ]
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Accessing root Privileg

• You should only log in to the root acco
administration tasks. Avoid performin
as root .

• This protects the system from unautho
reducing the likelihood that the system
unattended with root  logged in.

• You can become root  on a system by e

▼ Logging in directly as root and supp
password.

▼ Logging in as a regular user, then in
command and supplying the root  p
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Effective User ID and Effec
Group ID

• When you run the su  command, the U
changed to the new user. These are refe
effective user ID (EUID) and effective gro

• Access to files and directories is determ
value of the EUID and EGID for the sw
rather than the UID and GID of the user
logged in to the system.

• This is important because file and direc
determined based on the value of the E
of the user that you have become.
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Using the whoami Comm

• The whoami  command displays the swi
effective current user ID.
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Using the su Command to Be
root

use the su  command to become root :

1. Log in directly (from the login windo
user.

2. At the shell prompt, in a terminal win
and press Return. Type the root pass
press Return.

$ su
Password:

#
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Using the su Command to Be
root

3. To display the original login, type the
who am i and press Return.

# who am i
user1 pts/11 Apr 25 15:45

4. To determine the login name of the u
switched to, type whoami and press R

# whoami
root
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Using the su Command to Be
root

5. To determine where you are currently
pwd and press Return. The location is
user’s home directory.

# pwd

6. To exit the root session and return to
user, type exit and press Return.

# exit
$
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Using the su Command to Be
Another Regular User

switch to another user and have that user’

1. At the shell prompt, type su with the
option, the name of the user, and pres
the password for the user account and

$ su - user2
Password:
$
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Using the su Command to Be
Another Regular User

2. Determine the login name of the user
to by typing whoami and pressing Ret

$ whoami
user2

3. Determine where the user is located,
press Return. The location is the new
directory.

$ pwd
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Using the su Command to Be
Another Regular User

4. To display the login name of the user
logged in as, type who am i and pres

$ who am i
user1 pts/4 Apr 25 15:55 (:0.0)

5. To return to the original user status a
directory, type the following comman
Return.

$ exit
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Exercise: User Access

• Objectives

• Tasks

• Discussion

• Solutions
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Check Your Progress

• Create the /var/adm/loginlog file to s
attempts

• Monitor system usage with the comma
last  and rusers

• Use the su  command to become root  o
on the system

• Modify the /etc/default/login  file t
access
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Determining a User’s Gro
Membership

e groups  command displays group membe
r.

• For example, to see what groups you b

# groups
staff class

• To list the groups that a specific user be

# groups user5
staff class sysadmin
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Identifying a User Accou

e id command is used to identify users by li
rname, group ID, and group name.

• To view your account information:

$ id
uid=101(user1) gid=300(class)

• To view all account information for a s

$ id -a user1
uid=101(user1) gid=300(class) groups=14(sysadmin)
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Changing a File’s Owners

e chown command is used to change the or
le or directory to another user on the syste

• Changing File Ownership

▼ In this example user1  owns a file na

d /export/home/user1
 -l file7
r--r-- 1 user1 staff 672 Jun 1 15:11

▼ Give this file to a new user named u

hown user2 file7
 -l file7

r--r-- 1 user2 staff 672 Jun 1 15:12
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Changing Directory Owner

• In this example, user1  owns a director

 -ld dir4
xr-xr-x 8 user1 staff 512 Apr 22
1 dir4

• Give this directory and all of its conten
subdirectories) to user2

hown -R user2 dir4
 -ld dir4
r-xr-x 8 user2 staff 512 Jun 1 15:14
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hanging User and Group Ow
Simultaneously

• You can use the chown command to ch
ownership and group membership of a
at the same time:

# chown user3:class file2

• You can use the -R  option to recursivel
directory hierarchy, changing ownersh
membership on the directory and its co

# chown -R user3:class dir1
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# ls
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to a new group
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# ls
-rw- file4
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hanging a File’s Group Own

e chgrp command is used to change the gr
a file or a directory to another group on the

• For example, the file called file4 curre
a group named staff

 -l file4
r--r-- 1 user1 staff 874 Jun 1 15:08

• Use the chgrp command to give this file
named class

hgrp class file4
 -l file4

r--r-- 1 user1 class 874 Jun 1 15:09
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Special File Permission

ree types of special permissions are availabl
s and public directories.

• Set user identification (setuid ) permis

• Set group identification (setgid ) perm

• Sticky Bit permission
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The setuid Permission

en set user identification (setuid ) permiss
cutable file, a user or process that runs this
ranted access based on the owner of the file
tead of the user who started the executable

• The setuid  permission displays as an 
owner’s execute field, for example:

s r-xr-x 1 root sys 17156 Jan 5 17:03 /u

• To set the setuid permissions on an exe
the chmod command and the octal valu
example:

# chmod 4555 executable_file
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The setgid Permission

e set group identification (setgid ) permiss
uid , except the effective group ID of the u
cess is changed to the group owner of the 

• The setgid  permission displays as an 
group’s execute field, for example:

- s --x 1 root mail 61288 Jan 5 16:57 /us

• To set a setgid permission on an execu
chmod command and the octal value 20

# chmod 2555 executable_file
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The Sticky Bit Permissio

e Sticky Bit is a special permission that pro
thin a publically writable directory.

• The Sticky Bit displays as the letter “t ”
execute field, for example:

 -ld /tmp
xrwxrw t 6 root sys 719 May 31 03:30

• To set the Sticky Bit permission on a di
chmod command and the octal value 10
example:

# chmod 1777 public_directory
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Exercise: File Owners, Group
Special Permissions

• Objectives

• Tasks

• Discussion

• Solutions
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Check Your Progress

• Use the commands id and groups to id
their group memberships

• Change a file’s owner or a file’s group 
commands chown and chgrp , respectiv

• Explain how the special permissions se
and the Sticky Bit can affect system sec
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Access Control Lists

cess Control Lists (ACLs) provide greater c
ess permissions and provide better file sec
ner, group, other, specific users and specifi
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ACL Commands

Ls can be set or viewed using these comm

Command/Option Description

getfacl filename(s) Display ACL entries on a file(s).

setfacl -m acl_entries Creates or modifies ACL entries on files

setfacl -s acl_entries Removes old ACL entries on a file(s) and
replaces with new ACL entries.

setfacl -d acl_entries Deletes one or more ACL entries on a
file(s).

setfacl -f acl_file Specify an ACL configuration file
containing list of permissions to be set on
other files. acl_file  is used an
argument with this command only.

setfacl -r Recalculates permissions for the ACL
mask.1
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ACL Entries

 ACL entry consists of the following fields
ons

ACL Fields Description

entry-type Type of entry to set file permissions for
owner, owner’s group, specific users,
additional groups, or the ACL mask.

UID or GID The user’s name or identification number
(UID).
The group’s name or identification number
(GID).

perm Permissions set for entry-type. Permissions
can be set symbolically using r , w, x , and -
or by using octal values from 0 to 7.
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ACL Entry Examples

• u[ser]::perm  – Sets permissions for f

• g[roup]::perm  – Sets permissions for 

• o[ther]:perm  – Sets permissions for u
the owner or owner’s group.

• u[ser]:UID:perm  or u[ser]:username:pe
permissions for a specific user.

• g[roup]:GID:perm  or g[roup]:groupnam
Sets permission for a specific group.

• m[ask]:perm  – Sets ACL mask. Indica
maximum permissions allowed for all 
the owner) and for all groups.
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Adding ACL Permissions on

add ACL permissions on a file, use the setf
mand.

• This example creates an ACL entry on f
specific user named user8  with permi
and write this file:

# setfacl -m user:user8:6 file.txt
# getfacl file.txt

# file: file.txt
# owner: user1
# group: class
user::rwx
user::user8:rw- #effective:r--
group::r- #effective:r--

mask:r--
other:---
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odifying ACL Permissions o

is example modifies the permissions of a file
d and write.

# setfacl -m m:6 file.txt

# getfacl file.txt
# file: file.txt
# owner: user1

# group: class
user::rwx
user::user8:rw- #effective:rw-
group::r- #effective:r--
mask:rw-
other:---
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 #
-rwx file.txt
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Determining if a File has an

ere are two ways to determine if a file has a

• By using the getfacl  command

• By using the ls -l  command

ing the ls -l command on any file with an
s (+) sign at the end of the permission mod
mple:

ls -l file.txt
r----- + 1 user1 class 167 Apr 18 11:13
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Deleting an ACL Entry on a

delete an ACL entry from a file, use the set
mand and specify the entry type and the U

GID (groupname).

• This example deletes an ACL entry fro

# setfacl -d u:user8 file.txt
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Replacing an Entire ACL on

replace the entire ACL on a file, you must s
 of user, group, other, mask permissions an

• This example sets the file owner permi
and write, group permissions to read o
permissions to none on file.txt .

tfacl -s user::rw-,group::r--,other:---,mask:rw-,user:user8:rw- file.txt
tfacl file.txt
 file: file.txt
 owner: user1
 group: class
ser::rw-
ser:user8:rw- #effective:rw-
roup::r-- #effective:r--
ask:rw-
ther:---
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Exercise: Access Control L

• Objectives

• Tasks

• Discussion

• Solutions
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Check Your Progress

• Create, modify, and delete access contr
on files
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Managing Remote Access Is

e three network files provide certain schem
ic security issues involving remote user ac
tem.

• The /etc/hosts.equiv  file

• The $HOME/.rhosts  file

• The /etc/ftpusers  file
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The /etc/hosts.equiv a
$HOME/.rhosts Files

ically, when login access to a local host is 
ote user, the first file read is the /etc/passw

• If there is no entry in the local host’s /et
for the remote user, access is denied.

e /etc/hosts.equiv and $HOME/.rhosts
ndard password-based authentication to d
ote user is allowed access to the local host

• Based on information contained in thes
they exist), determines if remote user a
or denied.
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Entries in /etc/hosts.equiv
and $HOME/.rhosts Fil

ese two files have the same format, althoug
ries in each file have a different effect.

• The /etc/hosts.equiv  file applies to 
system, while individual users can mai
$HOME/.rhosts  files in their home dire

th files contain a list of one-line entries, wh

• hostname

• hostname username

• +
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The /etc/hosts.equiv F

regular users, this file is used to identify re
ote users considered to be trusted.

• If a local host’s /etc/hosts.equiv  file
remote host name, all regular users of t
are trusted and need not supply a passw
the local host.

• Useful for sites where it is common for
have accounts on many different system
the security risk of sending ASCII pass
network.

• The /etc/hosts.equiv  file does not e
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The $HOME/.rhosts Fil

ile the /etc/hosts.equiv  file applies sy
n-root users, the .rhosts  file applies to a 

• All users, including root , can create an
their own .rhosts  files in their home 

• If a remote host name is listed in this fi
considered to be a trusted host and rem
is granted on the local host.

• The $HOME/.rhosts  file does not exist 
must be created in the user’s home dire



Solari Module 3, slide 51 of 54
Copyrig

Th es of users
pro system.

 for each

count entries:
Sun Educational Services

s™ 8 Operating Environment System Administration I
ht 2000 Sun Microsystems, Inc. All Rights Reserved.  Enterprise Services August 2000 Revision A.2

Restricting FTP Logins

e file /etc/ftpusers  is used to list the nam
hibited from running an ftp  login on the 

• Each line entry contains the login name
restricted user.

• The default ftpusers  file lists these ac

root
daemon
bin
sys
adm
lp
uucp
nuucp
listen
nobody
noaccess
nobody4
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The /etc/shells File

e /etc/shells  file contains a list of the sh
tem. This file does not exist by default.

• If this file does not exist, then getusers
uses its own list of shells.

creating this file, each shell to be recognize
st have a single line entry, consisting of the

ative to /  (root), for example:

uch /etc/shells
n/sh
/sh
/ksh
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xercise: Managing Remote S
Issues

• Objectives

• Tasks

• Discussion

• Solutions
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Check Your Progress

• Control remote login access by maintai
network files: /etc/hosts.equiv , $HO
and /etc/ftpusers
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Objectives

on completion of this module, you should

• Identify the four main file types in the 
Operating Environment

• Describe the functions provided by reg
directories, symbolic links, device files,

• Define the function of each subdirectory
within the root  directory
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Solaris File Types

e Solaris Operating Environment supports a
s, which provide a means of storing data, a
ices, or allowing inter-process communica

• Of the different types of files that exist,
described as the main file types in the So
Environment, which include:

▼ Regular or ordinary files

▼ Directories

▼ Symbolic links

▼ Device files
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# cd 
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# cd 
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(outpu
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Identifying the File Type

e the ls –l command to distinguish the dif

• The character in the first column of info
indicates file type, for example:

/etc ; ls -l
-xr-x   2 adm      adm          512 Apr  3 10:42 acct
wxrwx   1 root     root          14 Apr  3 11:05 aliases -> ./mail/aliases
-r--   1 root     bin           50 Apr  3 10:45 auto_home
t truncated)

/devices/pci@1f,0/pci@1,1/ide@3 ; ls -l
----   1 root     sys      136,  0 Apr  3 11:11 dad@0,0:a
----   1 root     sys      136,  0 Apr  3 11:11 dad@0,0:a,raw
t truncated)
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File Types

e characters that identify each file type incl

• -  – Regular files

• d – Directories

• l  – Symbolic links

• b – Block special device files

• c – Character special device files
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ile Names, Inodes, and Data

 files in the Solaris Operating Environmen
 name and a record called an inode. Most fi
 of data blocks.

• File names are the objects most often us
manipulate files.

• Inodes are the objects the system uses t
information about a file.

• Data blocks are units of disk space used
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ile Names, Inodes, and Data

lename is associated with an inode, and an
ess to data blocks.

filename inode number

data blocks
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Regular Files

egular file holds data.

file1 inode 1282

data blocks

Data

Text
Binaries
Images
Application Data
Databases

Creation Methods

Text Editors
Compliers
Application Programs
Database Programs
Commands (e.g. touch)

Purpose

Regular files store data
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Directories

ectories store information that associates fi
de numbers.

dir1 inode 4221

data blocks

Data Creation Metho

Purpose

Directories store data that

Directory
Information

mkdir name

associates file names with
inode numbers

file1 = inode 1282
dirA = inode 5314
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Symbolic Links

ymbolic link is a file that points to another
k contains the pathname of the file to whic

1 inode 3561

data blocks

ta

gle

Creation Method

ln -s pathname target

Purpose

Symbolic links refer to other file names.
A symbolic link contains the pathname
of the file to which it points

hname

./file1

inode 1282

data blocks

. /file1
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Device Files

evice file provides access to a device.

ta

ajor and Minor
vice Numbers

Creation Methods

devfsadm (Solaris 8)
drvconfig (<= Solaris 7)
mknod (Solaris 1)

Purpose

Device files activate devices.

inode 90681

dad@0,0:a

Their major and minor device
numbers refer to specific device
drivers and individual devices
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A Device File Example

is example shows the relationship between
@0,0:a  and the disk device it controls. Th

ormation for dad@0,0:a  contains major nu
nor number 0.
Device File

dad@0,0:a

Kernel Modules
(Device Drivers)

Disk Device

ode 90681

136, 0

unix

dad driver (136)



Solari Module 4, slide 13 of 20
Copyrig

iles

De special devices
and

 device files.

crw--

ice files.

brw--
Sun Educational Services

s™ 8 Operating Environment System Administration I
ht 2000 Sun Microsystems, Inc. All Rights Reserved.  Enterprise Services August 2000 Revision A.2

Two Categories of Device F

vice files fall into two categories: character-
 block-special devices.

• Character Device Files:

▼ The file type “c” identifies character

-----   1 root     sys      136,  0 Apr  3 11:11 dad@0,0:a,raw

• Block Device Files:

▼ The file type “b” identifies block dev

-----   1 root     sys      136,  0 Apr  3 11:11 dad@0,0:a
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Hard Links

ard link is the association between a file n
de. A hard link is not a separate type of fil

file1 inode 1282

data blocks

inode 4221

data blocks

dir1

file1 = inode 12
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A Hard Link Example

ing the ln  command, you can create new h
ular files.

• The command ln file1 file2 would
directory entry called file2 , associated
inode associated with file1 .

file1
inode 1282

data blocks

inode 4221

data blocks

dir1

file1 = inode 12

file2

file2 = inode 12
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The root Subdirectorie

e Solaris Operating Environment is compri
rarchy of critical system directories and fil
essary for the operating system to function

• /  – Root of the overall filesystem nam

• /bin  – Location for standard system c
binary files.

• /dev  – Primary location for logical dev

• /devices  – Primary location for physi
names.



Solari Module 4, slide 17 of 20
Copyrig

s

ative

nly shared file

int for users

endent
rt of the boot

point for file
Sun Educational Services

s™ 8 Operating Environment System Administration I
ht 2000 Sun Microsystems, Inc. All Rights Reserved.  Enterprise Services August 2000 Revision A.2

The root Subdirectorie

• /etc – Host-specific system administr
configuration files and databases.

• /export – Default directory for commo
systems.

• /home  – Default directory or mount po
home directories.

• /kernel  – Directory of platform-indep
loadable kernel modules required as pa
process.

• /mnt  – Convenient, temporary mount 
systems.
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The root Subdirectorie

• /opt  – Default directory or mount poi
application packages.

• /sbin – Essential executables used in 
process and in manual system failure 

• /tmp – Temporary files; cleared during

• /usr  – Mount point for the /usr  file s

• /var  – Directory for varying files, whi
includes temporary, logging, or status
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Exercise: Identifying File Ty

• Objectives

• Tasks

• Discussion

• Solutions
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Check Your Progress

• Identify the four main file types in the 
Operating Environment

• Describe the functions provided by reg
directories, symbolic links, device files,

• Define the function of each subdirectory
within the root  directory
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Objectives

on completion of this module, you should

• Describe the disk components: sectors,
cylinders

• Define the term disk slice

• Identify a disk device by its logical dev
physical device name, and instance nam

• Describe the purpose of the /etc/path_to_

• List a system’s device configuration inf
the prtconf  command
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Objectives

• Display the system’s current disk confi
the format  commands

• Show how to invoke a reconfiguration 
adding a peripheral device to the syste

• Describe how devices are reconfigured
devfsadm  command
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Basic Architecture of a Di

HeadsPlatters

Spindle Head actu



Solari Module 5, slide 5 of 24
Copyrig

tter
Sun Educational Services

s™ 8 Operating Environment System Administration I
ht 2000 Sun Microsystems, Inc. All Rights Reserved.  Enterprise Services August 2000 Revision A.2

Components of a Disk Pla
Cylinder – A stack of concentric tracks

Track
Sector = 512 bytes
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Disk Slices Defined

ks can be divided into individual partition
es.

• Slices are groupings of cylinders comm
organize data by function.

• A disk under SunOS™ can be divided i
labeled slice 0 through slice 7.

• By convention, slice 2 is used to represe
disk.
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The Boot Disk

2

root system files

swap

User system files

User data files

Optional
software

0 root (/ )

1 swap

7 /export/home

5 /opt

6 /
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How Slices Reside on Di

h slice is defined by a starting cylinder an
inder, which determine the size of a slice.

Slice 2

Slice 0

Slice 1 Slice 5 Slice 6

Sl
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Disk Slice Naming Conven

e full name of a slice is represented by an e
ing which includes the controller number, t
mber, the disk number, and the slice numb

Controller number

Target number

Disk number
(Logical Unit Number, LUN)

Slice number

c#t #d#s#
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An Embedded SCSI Configu
System Board

c0

d0

s0

s1

c0t0d0s0
c0t0d0s1

d0

s5

s6

s0

s6

c0t1d0s5
c0t1d0s6

c0t6d0
c0t6d0

t0 t1

SCSI Host
Adapter

SCSI
target
controller

SCSI
target
controller
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An IDE Configuration
System Board

IDE
Host Adapter

c0
s0

d0 d0

t0 t1

s0

c0t0d0s0 c0t1d0s0

Master
PRIMARY

Slave

s0

d0 d0

t2 t3

s0

c0t2d0s0

Master
SECONDARY

Slave

c0t3d0s0
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Device Naming Conventi

the Solaris Operating Environment, all dev
ferent types of name, depending on how the
erenced.

• Logical device names

• Physical device names

• Instance names
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# ls
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Logical Device Names

gical device names are used to refer to a de
mand line.

• All logical device names are kept in the

• Logical device names are symbolic links
device names kept in the /devices  dir

gical device name for a disk contains the con
get number, disk number, and slice numbe

 /dev/dsk
d0s0  c0t0d0s4  c0t3d0s0  c0t3d0s4  c0t6d0s0  c0t6d0s4
d0s1  c0t0d0s5  c0t3d0s1  c0t3d0s5  c0t6d0s1  c0t6d0s5
d0s2  c0t0d0s6  c0t3d0s2  c0t3d0s6  c0t6d0s2  c0t6d0s6
d0s3  c0t0d0s7  c0t3d0s3  c0t3d0s7  c0t6d0s3  c0t6d0s7
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Physical Device Names

ysical device names uniquely identify the p
the hardware devices on the system

• Physical device names are maintained i
directory.

-l /dev/dsk/c0t0d0s0
xrwx   1 root     root 46 Jun 16 19:07 /dev/dsk/c0t0d0s0 -> ../../devices/

1f,0/pci@1,1/ide@3/dad@0,0:a
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The /devices directory Stru
/devices

pci@1f pseudo

pci@1,1

ebus@1 ide@3

se@14, disk@0,0 cdrom@2,0

pts@0:

fdthree@14,
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Instance Names

tance names are abbreviated names assign
nel  for each device on the system.

• An instance name is simply a shortened
physical device name, for example:

▼ sdn

▼ dadn
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The /etc/path_to_inst

the Solaris Operating Environment, the sys
h device, its instance name and number al
ysical name in the /etc/path_to_inst  fil

• These names are used by the kernel  to
possible device.

• This file is read only at boot time.

• Maintained by the kernel
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# mo
#
#       C
#
“/pci@
“/pci@
“/pci@
“/pci@
“/pci@
“/pci@
“/pci@
“/pci@
“/pci@
“/pci@
“/pci@
“/pci@
“/pci@
“/pci@
“/optio
“/pseu
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Sample /etc/path_to_inst

re /etc/path_to_inst

aution! This file contains critical kernel state

1f,0” 0 “pci”
1f,0/pci@1,1/ide@3/sd@2,0” 2 “sd”
1f,0/pci@1,1/ide@3/dad@0,0” 0 “dad”
1f,0/pci@1,1/ebus@1” 0 “ebus”
1f,0/pci@1,1/ebus@1/fdthree@14,3023f0” 0 “fd”
1f,0/pci@1,1/ebus@1/su@14,3062f8” 1 “su” )
1f,0/pci@1,1/ebus@1/se@14,400000” 0 “se” )
1f,0/pci@1,1/ebus@1/su@14,3083f8” 0 “su”
1f,0/pci@1,1/ebus@1/ecpp@14,3043bc” 0 “ecpp”
1f,0/pci@1,1/ebus@1/SUNW,CS4231@14,200000” 0 “audiocs”
1f,0/pci@1,1/ebus@1/power@14,724000” 0 “power”
1f,0/pci@1,1/network@1,1” 0 “hme”
1f,0/pci@1,1/SUNW,m64B@2” 0 “m64”
1f,0/pci@1” 1 “simba”
ns” 0 “options”
do” 0 “pseudo”
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Syste
Memo
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SUNW
    opti
    pci,
        p
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    pse
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The prtconf Command

e prtconf  command displays system confi
ormation; listing all instances of devices.

onf | grep -v not
m Configuration: Sun Microsystems sun4u
ry size: 64 Megabytes

m Peripherals (Software Nodes):
,Ultra-5_10

ons, instance #0
 instance #0
ci, instance #0
  ebus, instance #0
      power, instance #0
      se, instance #0
      su, instance #0
      su, instance #1
      fdthree, instance #0
  network, instance #0
  SUNW,m64B, instance #0
  ide, instance #0
      dad, instance #0
      sd, instance #2
ci, instance #1
udo, instance #0
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AVAIL

Speci
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The format Command

e format  command displays logical and ph
es for all currently available disks.

at
hing for disks...done

ABLE DISK SELECTIONS:
0. c0t0d0 < SUN4.2G cyl 3880 alt 2 hd 16 sec 135 >

/pci@1f,0/pci@1,1/ide@e/dad@0,0
1. c1t3d0 <SUN4.2G cyl 3880 alt 2 hd 16 sec 135>

/pci@if,0/pci@1/isptwo@4/sd@3,0
fy disk (enter its number):
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he Solaris 8 Operating Environ
Device Reconfiguration

e Solaris 8 Operating Environment device re
andled with the devfsadm  command.

• Limit Configuration to a Specific Device 

# devfsadm -c disk

• Specify Multiple Device Classes

# devfsadm -c disk -c tape -c audio

• Limit Configuration to a Specific Device 

# devfsadm -i dad
# devfsadm -i sd
# devfsadm -i st
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re- Solaris 8 Operating Envir
Device Reconfiguration

-Solaris 8 Operating Environment device r
andled with the drvconfig  command

• To add a new disk device:

# drvconfig -i dad
# disks

• To add a new tape drive:

# drvconfig -i st
# tapes
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Exercise: Disk Configuration
Naming

• Objectives

• Tasks

• Discussion

• Solutions
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Check Your Progress

• Describe the disk components: sectors,
cylinders

• Define the term disk slice

• Identify a disk device by its logical dev
physical device name, and instance nam

• Describe the purpose of the /etc/path_to_

• List a system’s device configuration inf
the prtconf  command

• Display the system’s current disk confi
the format  commands
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Objectives

on completion of this module, you should

• Explain the term disk slice

• Describe and create a disk label

• Define and modify a partition table usi
utility

• Describe the purpose of the /etc/format.d

• Use the format utility to save and retri
partition tables
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Objectives

• Demonstrate how to view the disk’s VT
different commands: verify  and prtvto

• Use the fmthard  command to update 
disk
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Disk Slices and the format U

e format  utility is a system administration
marily to prepare hard disk drives for use 
erating Environment.

• The main reason a system administrato
format  utility is to divide a disk into d

• To divide a disk into slices, you will ne

▼ Identify the correct disk

▼ Plan the layout of the disk

▼ Use the format  utility to divide into

▼ Label the disk with new slice inform
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Disk Labels and Partition Ta

Slice 6

Slice 0

Slice 1

0

8892

2520

2840

2521

2841

Disk
Labe
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Disk Partition Table

e partition table primarily defines partition
 number of cylinders in a partition.

ent partition table (original):
l disk cylinders available 8892 + 2 (reserved cylinders)

Tag Flag Cylinders Size Blocks
0 root wm 0 - 2520 1.14GB (2521/0/0) 2382345
1 swap wu 2521 - 2840 147.66MB (320/0/0) 302400
2 backup wm 0 - 8892 4.01GB (8892/0/0) 8402940
3 unassigned wm 0 0 (0/0/0) 0
4 unassigned wm 0 0 (0/0/0) 0
5 unassigned wm 0 0 (0/0/0) 0
6 usr wm 2841 - 8892 2.73GB (6051/0/0) 5718195
7 unassigned wm 0 0 (0/0/0) 0
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Defining Disk Slices

k slices are defined by an offset and a size in
set is the distance from cylinder 0.

Offset 0

 Size Size

Offset 2521 Offset 2841

Size

Slice 2 – Overlaps Entire Disk

Slice 0 Slice 1 Slice 6

2521 Cylinders 320 Cylinders 6051 Cylinders
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Disk Space and Undesira
Conditions

en creating or changing disk slices, two ty
desirable conditions can occur:

• Wasted disk space

• Overlapping disk space
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Wasted Disk Space

sted disk space occurs when one or more c
cated to a disk slice.

Offset - 0

Offset - 2521

Size – 2521 cyl Size – 320 cyl

Offset - 0

Offset - 2521

Size – 320 cylSize – 2500 cyl wasted
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Overlapping Disk Slice

erlapping disk slices occurs when one or m
 allocated to more than one disk slice.

Size – 320 cylSize – 2590 cyl

Offset - 0 Offset - 2521

Offset - 0

Size – 2521 cyl Size – 320 cyl

Offset - 2521
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The /etc/format.dat F

e format  utility reads the file /etc/format.dat

• This file is a table of available disk type
predefined partition tables which can b
partition a disk quickly.

On disk In memory /etc/format.da

verify print selectlabel

Disk
VTOC

Current
partition

table
partitio
table

Predefinamedisk
save
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Viewing a Disk’s VTOC

ere are two methods available for locating 
k’s label, or VTOC.

• Use the verify  command from the form

• Use the prtvtoc  command from the co
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0
0
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7853760
0
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Reading a Disk’s VTOC wit
verify Command

format> verify
Primary label contents:
ascii name  = <SUN4.2G cyl 3880 alt 2 hd 16 sec 135>
pcyl        = 3882
ncyl        = 3880
acyl        =    2
nhead       =    16
nsect       =   135
Part Tag Flag Cylinders Size Blocks

0 root wm 0 - 189 200.39MB (190/0/0)
1 swap wu 190 - 311 128.67MB (122/0/0)
2 backup wm 0 - 8892 4.00GB (8892/0/0)
3 unassigned wm 0 0 (0/0/0)
4 unassigned wm 0 0 (0/0/0)
5 unassigned wm 0 0 (0/0/0)
6 usr wm 312 - 8892 3.67GB (3568/0/0)
7 unassigned wm 0 0 (0/0/0)

format> quit
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# prtv
* /dev
* Dim
*
*
*
*
*    38
*    38
* Flag
*   1: u
*  10: 
*         
* Part
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Reading a Disk’s VTOC wit
prtvtoc Command

toc /dev/rdsk/c1t3d0s2
/rdsk/c0t0d0s2 partition map
ensions:

512 bytes/sector
135 sectors/track
16 tracks/cylinder

2160 sectors/cylinder
82 cylinders
80 accessible cylinders
s:
nmountable
read-only
                 First     Sector    Last
ition  Tag  Flags    Sector     Count    Sector  Mount Directory

0 2 00 0 408240 408239 /
1 3 01 410400 671760 1082159
2 5 00 0 8380800 8380799
6 4 00 673920 7706880 8380799 /usr
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Exercise: Disks, Slices, and F

• Objectives

• Tasks

• Discussion

• Solutions
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Check Your Progress

• Explain the term disk slice

• Describe and create a disk label

• Define and modify a partition table usi
utility

• Describe the purpose of the /etc/format.d

• Use the format utility to save and retri
partition tables

• Demonstrate how to view the disk’s VT
different commands: verify  and prtvto

• Use the fmthard  command to update 
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Objectives

on completion of this module, you should

• Describe the three different types of file
Solaris Operating Environment

• Define the term file system

• List the components that are contained
of a file system

• Create a new ufs file system using the n
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ile System Types Supported
Solaris Operating Environm

e Solaris Operating Environment supports
es of file systems:

• Disk-based file systems

▼ ufs , hsfs , pcfs , udf

• Distributed file systems

▼ nfs

• Pseudo file systems

▼ tmpfs , swapfs , fdfs , procfs
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The Solaris ufs File Syste

e Solaris Operating Environment stores dat
rarchy. This file hierarchy is referred to as 
ectory tree, which is formed by a number o

root (/)

dev etc eusr

default init.d shadow

passwd

opt

login su

var

admrdsk dsk

kernel

libbin

user1
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The Solaris ufs File Syste

root  (/ )

devusr expo

ho

opt var

The root  (/ ) filesystem

kernel

init.d adm

The /export/home  files

bin lib

The /usr  filesystem

/dev/dsk/c0t0d0s0

/dev/dsk/c0t0d0s6 /dev/dsk/c0t0d0s7

user1 user2 user3

etc

rdsk dsk
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Basic Disk Structures

• The Disk Label (VTOC)

• The Boot Block

• The Superblock

• Cylinder Groups

▼ Cylinder Group Blocks

▼ Inode Table

▼ Data Blocks
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B
ackup S

uperblock

C
ylinder G

roup B
lock

Inode Table

8 K
bytes

D
ata B

locks

B
ackup S

uperblock

C
ylinder G

roup B
lock

Inode Table

8 K
bytes

D
ata B

locks

F
irst

C
ylinder

G
roup

S
econd

C
ylinder

G
roup

ufs Filesystem
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0

1

2

3

4

5

6

7

8

9

10

11

12

13

14

File Type
Access
Modes

UID (Owner)
GID (Group)

File Size
Time/Date
Link Count

Data Block

Inode#

Data
Blocks

8K Data Block

Indirect Block

Double Indirect Block

Triple Indirect Block

shadow
inode

pointer

shadow inode

2048 direct
pointers

2048 direct
pointers

2048 direct
pointers

2048 indirect
pointers

2048 indirect
pointers

2048 indirect
pointers

Up to
2048
Data
Blocks

Up to
2048
Data
Blocks

Up to
2048
Data
Blocks

Up to
2048
Data
Blocks

Up to
2048
Data
Blocks

2048 direct
pointers

Single-
Indirect
Pointer

Double-
Indirect
Pointer

Triple-
Indirect
Pointer

Twelve
Direct
Block
Pointers

Twelve
Data

Blocks
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Data Blocks and Fragmenta

e method used by the ufs  filesystem to sto
a file which is not large enough to fill one d
led fragmentation.

• Data blocks can be divided into eight fra
bytes each, for the storage of small files

Data Block

8192 bytes

1024
bytes

Fragment
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Data Blocks and Fragmenta

e content of two files can be stored in fragm
a block.

e ufs  file system does not allow fragments o
e stored in two different data blocks.

Two files stored in one Data Block

8192 bytes

Block A

file 1 file 2

A single file expanding in another data bloc

8192 bytes

Block B

file 1



Solari Module 7, slide 11 of 14
Copyrig
Sun Educational Services

s™ 8 Operating Environment System Administration I
ht 2000 Sun Microsystems, Inc. All Rights Reserved.  Enterprise Services August 2000 Revision A.2

Shadow Inode
File (ufs) Inode Shadow Inode

File Data ACL List

Data Block Data Block

owner perms
group perms
other perms
shadow address
file data address

ACL

user1:rwx
group5:r-x



Solari Module 7, slide 12 of 14
Copyrig

s

To use the newfs
com

# new
newfs
/dev/r
        2
super
 32, 2
 2184
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Creating ufs File System

construct a ufs  file system on a disk slice, 
mand.

fs /dev/rdsk/c1t3d0s0
: construct a new filesystem /dev/rdsk/c1t3d0s0: (y/n)? y
dsk/c1t3d0s0: 410720 sectors in 302 cylinders 17 tracks 80 sectors
00.5MB in 19 cyl groups (16 c/g, 10.62MB/g, 5120 i/g)
-block backups (for fsck -F ufs -o b=#) at:
1872, 43712, 65552, 87392, 109232, 131072, 152912, 174752, 196592,
32, 240272, 262112, 283952, 305792, 327632, 349472, 371312, 393152
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Exercise: Disks, Slices, and F

• Objectives

• Tasks

• Discussion

• Solutions
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Check Your Progress

• Describe the three different types of file
Solaris Operating Environment

• Define the term file system

• List the components that are contained
of a file system

• Create a new ufs file system using the n
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Objectives

on completion of this module, you should

• Define the term mount point

• Identify mounted and unmounted file 

• Mount file systems using the command
mountall

• Describe some of the commonly used o
mount  command: noatime , nolargefiles
logging

• Describe the purpose and format of the
and /etc/vfstab  files
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Objectives

• Define the procedure for mounting diff
file systems

• List the system files used to determine 
type

• Unmount local and remote file systems
commands umount  and umountall

• Forcibly unmount a busy file system

• Describe how to mount and access file s
on removable media devices, such as d
CD-ROMs
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Working with File System

en a file system has been created, it must be
aris directory tree, at a mount point.

• A mount point is a directory that is the
connection for a file system.

• File systems are commonly referred to b
their mount points.
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/  (root )

devetc exportusr

home

opt var

The root (/) filesystem

kernel

dskdefault adm

The /export/home  filesystem

bin lib

The /usr  filesystem

The /opt  filesystem

on /dev/dsk/c0t0d0s0

on /dev/dsk/c0t0d0s6

on /dev/dsk/c0t0d0s5

on /dev/dsk/c0t0d0s7

user1 user2 user3

application1
application2

share
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# mo
/ on /de
/usr on
/proc o
/dev/fd
/etc/mn
/var/run
/tmp on
/export

/export

m
po

date and time
mounted
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Identifying Mounted File Sy

determine which file systems are currently
mount  command.

• The mount  command maintains the /etc

unt
v/dsk/c0t0d0s0 read/write/setuid/intr/largefiles/onerror=panic/dev=2200000 on Thu Apr 13 17:26:29 2000
 /dev/dsk/c0t0d0s6 read/write/setuid/intr/largefiles/onerror=panic/dev=2200006 on Thu Apr 13 17:26:30 2000
n /proc read/write/setuid/dev=2d80000 on Thu Apr 13 17:26:28 2000
 on fd read/write/setuid/dev=2e80000 on Thu Apr 13 17:26:31 2000
ttab on mnttab read/write/setuid/dev=2f4000 on Thu Apr 13 17:26:34 2000
 on swap read/write/setuid/dev=1 on Thu Apr 13 17:26:34 2000
 swap read/write/setuid/dev=2 on Thu Apr 13 17:26:38 2000
/home on /dev/dsk/c0t0d0s7 /read/write/setuid/largefiles/onerror=panic/dev=2200007 on Mon Mar 6 17:58:21 2000

/home on /dev/dsk/c0t0d0s7 /read/write/setuid/largefiles/onerror=panic/dev=2200007 on Mon Mar 6 17:58:21 2000

ount
int

device
name

mount
options
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Mounting File Systems

• To mount a local file system manually:

# mount /dev/dsk/c0t0d0s7 /export/home

▼ The default action mounts a file syst
options: read/write , setuid , nologg
largefiles , and onerror

• To mount a filesystem as read-only:

# mount -o ro /dev/dsk/c0t0d0s7 /export/home

• To use multiple mount options on the c

# mount -o ro,nosuid /dev/dsk/c0t0d0s7 /expo
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# cat
#devic mount
#to m options

#/dev -
fd -
/proc -
/dev/d -
dev/d -
/dev/d -
/dev/d noatime
/dev/d ogging
swap -
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The Virtual File System Ta

e /etc/vfstab  file lists all the file system
omatically mounted at system boot time.

 /etc/vfstab
e device mount FS fsck mount

ount to fsck point type pass at boot

/dsk/c1d0s2 /dev/rdsk/c1d0s2 /usr ufs 1 yes
- /dev/fd fd - no

- /proc proc - no
sk/c0t0d0s1 - - swapfs - no
sk/c0t0d0s0 /dev/rdsk/c0t0d0s0 / ufs 1 no
sk/c0t0d0s6 /dev/rdsk/c0t0d0s6 /usr ufs 1 no
sk/c0t0d0s3 /dev/rdsk/c0t0d0s3 /opt ufs 1 yes
sk/c0t0d0s7 /dev/rdsk/c0t0d0s7 /export/home ufs 1 yes l

- /tmp tmpfs - yes
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he /usr/sbin/mountall Co

• To manually mount all file systems list
vfstab  file:

# mountall

• To mount only the local file systems list
vfstab  file:

# mountall -l
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Unmounting File System

 can use the /usr/sbin/umount  comman
mount a file system.

• To manually unmount a file system usin
name:

# umount /export/home

• To manually unmount a file system usi
point:

# umount /dev/dsk/c0t0d0s7



Solari Module 8, slide 11 of 21
Copyrig

isted in the

 listed in the
Sun Educational Services

s™ 8 Operating Environment System Administration I
ht 2000 Sun Microsystems, Inc. All Rights Reserved.  Enterprise Services August 2000 Revision A.2

The /usr/sbin/umountall
Command

• To manually unmount all file systems l
/etc/mnttab  file:

# umountall

• To unmount only the local file systems
/etc/mnttab  file:

# umountall -l
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Commands to Unmount a B
File System

ere are two methods available to make a fil
ilable for unmounting if it is busy.

• fuser command – To list all the process
file system, and kill them if necessary:

# fuser -cu mount_point
# fuser -ck mount_point

• umount -f command – To force the un
system:

# umount -f mount_point
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Removable Media Devic
Management

access file systems on diskettes or CD-ROM
erating Environment provides a standard 
erred to as Volume Management.

• Volume Management provides three m

▼ It automatically mounts diskettes an

▼ It allows access to diskettes and CD-
having to become root

▼ It can give other systems on the netw
access to any diskettes and CD-ROM
inserted in the local system



Solari Module 8, slide 14 of 21
Copyrig

ttes

To s simple for
use member
loc

ts the device
e volcheck

unts the device
Sun Educational Services

s™ 8 Operating Environment System Administration I
ht 2000 Sun Microsystems, Inc. All Rights Reserved.  Enterprise Services August 2000 Revision A.2

Accessing Mounted Diske
and CD-ROMs

make working with diskettes and CD-ROM
rs, each device is mounted in an easy-to-re
ation by vold .

• For diskettes, vold  automatically moun
after you insert the diskette and run th
command.

• For CD-ROMs, vold  automatically mo
when you insert the CD into the drive.
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Accessing Mounted Diskett
and CD-ROMs

old detects that a mounted diskette or CD-R
le system, the device is mounted at the follow

old detects that a mounted diskette or CD-R
tain a file system, the raw device is accessibl

lowing paths:

Media Device Access File Systems On

First Diskette Drive /floppy/floppy0

First CDROM Drive /cdrom/cdrom0

Media Device Access Raw Device On

First Diskette Drive /vol/dev/aliases/floppy0

First CDROM Drive /vol/dev/aliases/cdrom0
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dministering Volume Manag

restrict regular users from accessing diskett
 the system, root  can terminate the volum
vice.

• To stop volume management from run
system temporarily:

# /etc/init.d/volmgt stop

• To restart the volume management ser

# /etc/init.d/volmgt start
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Mounting Different Types of
Systems

unting a hsfs  file system type:

• As root , to mount a file system residing
CD-ROM, when volume management se
stopped:

# mount -F hsfs -o ro /dev/dsk/c0t6d0s0 /cdro

unting a pcfs  file system type:

• As root , to mount a file system residing
when volume management services are 

# mkdir /pcfs
# mount -F pcfs /dev/diskette /pcfs
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Determining a File System’s

e mount  commands needs the file system t
cified.

• It can be explicitly specified for mount
command line, or mount can determine
the following files.

▼ /etc/vfstab  for FS type  field

▼ /etc/default/fs  for local file syste

▼ /etc/dfs/fstypes  for remote file s

determine a file system’s type for use with

# grep mount-point fs-table
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Exercise: Mounting File Sys

• Objectives

• Tasks

• Discussion

• Solutions
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Check Your Progress

• Define the term mount point

• Identify mounted and unmounted file 

• Mount file systems using the command
mountall

• Describe some of the commonly used o
mount  command: noatime , nolargefiles
logging

• Describe the purpose and format of the
and /etc/vfstab  files
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Check Your Progress

• Define the procedure for mounting diff
file systems

• List the system files used to determine 
type

• Unmount local and remote file systems
commands umount  and umountall

• Forcibly unmount a busy file system

• Describe how to mount and access file s
on removable media devices, such as d
CD-ROMs



Sun

Solaris™ 8 O August 2000

ms
 Educational Services

perating Environment System Administration I

Module 9

 Maintaining File Syste



Solari Module 9, slide 2 of 15
Copyrig

Up  be able to:

system

s

file when
Sun Educational Services

s™ 8 Operating Environment System Administration I
ht 2000 Sun Microsystems, Inc. All Rights Reserved.  Enterprise Services August 2000 Revision A.2

Objectives

on completion of this module, you should

• Describe why fsck  is necessary

• Describe how to check and repair a file

• Display disk space usage by filesystem

• Display disk usage of a directory

• Display disk usage by user name

• Demonstrate how to repair the /etc/vfstab
the system fails to boot up completely

•
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The File System Check Prog

e systems can become damaged from a var

• Corrupted from a power failure

• Asoftware error in the kernel, a hardw

• Improper shutdown of the system
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ata Inconsistencies Checked

e file system check program, fsck , checks 
sistency in file systems and corrects or rep

onsistencies or damage found.

• The lost+found  Directory

• Superblock Consistency

• Data Block Consistency

• Cylinder Group Block Consistency
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# fsc
** /de
** La
** Ph
** Ph
** Ph
** Ph
** Ph
7 files
#
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Phases of fsck

k runs through five phases for each file sys
/vfstab  file that has a device to fsck  a
ry.

k /dev/rdsk/c0t0d0s7
v/rdsk/c0t3d0s7
st Mounted on /export/home
ase 1 - Check Blocks and Sizes
ase 2 - Check Pathnames
ase 3 - Check Connectivity
ase 4 - Check Reference Counts
ase 5 - Check Cyl groups
, 14 used, 279825 free (17 frags, 347891 blocks, 0.0% fragmentation)
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Using fsck

• To check a single unmounted file syste

# fsck /dev/rdsk/c0t0d0s7

• To check a file system using its mount 
name, as listed in the /etc/vfstab  file

# fsck /opt

• To check and repair a file system in non
mode and exit if a serious problem req
intervention is encountered.

# fsck -o f,p /dev/rdsk/c0t0d0s5
/dev/rdsk/c0t0d0s5: 77 files, 9621 used, 46089 free
/dev/rdsk/c0t0d0s5: (4 frags, 57 blocks, 0.0% fragmentation)
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Troubleshooting with fsc

• Reconnect an Allocated Unreferenced F

** Phas e 3 - Check Connectivity
UNREF FILE I=788 OWNER=root MODE=100644
SIZE=19994 MTIME=Jan 18 10:49 1999
RECONNECT?y

• Adjust a Link Counter

** Phas e 4 - Check Reference Counts
LINK COUNT DIR I=2 OWNER=root MODE=40755
SIZE=512 MTIME=Jan 18 15:59 1999 COUNT 4 SHOULD BE
ADJUST? y

• Salvage the Free List

** Phas e 5 - Check Cyl groups
CG 0: BAD MAGIC NUMBER
FREE BLK COUNT(S) WRONG IN SUPERBLK
SALVAGE? y
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# fsc
Altern
** /dev
** Cur
** Pha
** Pha
** Pha
** Pha
** Pha
171 fil
#

e backup
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Using Backup Superbloc

sck  fails because of a corrupted superbloc
or message indicating that it must be run u
rnative superblock backup to recover the 

k -o b=32 /dev/rdsk/c1t3d0s0
ate super block location: 32.
/rdsk/c1t3d0s0
rently Mounted on
se 1 - Check Blocks and Sizes
se 2 - Check Pathnames
se 3 - Check Connectivity
se 4 - Check Reference Counts
se 5 - Check Cyl groups
es, 3762 used, 5984 free (79 frags, 748 blocks, 0.1% fragmentation)

• To list the locations of all the alternativ
superblocks in the file system:

# newfs -N /dev/rdsk/ c#t#d#s#
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Monitoring File System Us

ere are four useful commands available for
tem usage:

• df  — Displays the number of free disk

• du — Summarizes disk usage

• ff  — Lists files names and statistics for

• quot  — Summarizes file system owner
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/dev
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The df Command

e df command is used to display the amou
upied by mounted file systems.

f -k
ystem            kbytes    used   avail capacity  Mounted on
/dsk/c0t3d0s0      38111   19196   18877    51%    /
/dsk/c0t3d0s6     565503  361529  203409    64%    /usr
c                      0       0       0     0%    /proc
                     0       0       0     0%    /dev/fd
/dsk/c0t3d0s1      25159    4886   20248    20%    /var
/dsk/c0t3d0s5      27439   20362    7050    75%    /opt
p                   45980      12   45968     1%    /tmp
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The du Command

e du command displays the number of disk
2 bytes) used by directories and files.

• To display disk usage in kilobytes:

# cd /opt ; du -k
8 ./lost+found
11392 ./netscape

• To display disk usage including files:

# du -ak /usr
16 /usr/lost+found
6 /usr/kvm
723057 /usr

• To display a disk usage summary:

# du -sk /usr
723057 /usr
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The ff Command

e ff  command provides a list of pathname
mbers of files in the file system.

# ff /dev/dsk/c1t3d0s5
/dev/dsk/c1t3d0s5:
inode# pathname
inode# pathname
inode# pathname
inode# pathname
inode# pathname
inode# pathname
inode# pathname
inode# pathname
inode# pathname
inode# pathname



Solari Module 9, slide 13 of 15
Copyrig

Th  space
(in

ers on all

s and space
stem:
Sun Educational Services

s™ 8 Operating Environment System Administration I
ht 2000 Sun Microsystems, Inc. All Rights Reserved.  Enterprise Services August 2000 Revision A.2

The quot Command

e quot  command displays how much disk
 Kbytes) is being used by users.

• To display disk space being used by us
mounted file systems:

# quot -af

• To display a count of the number of file
owned by each user for a specific file sy

# quot -f /dev/dsk/c1t0d0s5
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Exercise: Maintaining File Sy

• Objectives

• Tasks

• Discussion

• Solutions
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Check Your Progress

• Describe why fsck  is necessary

• Describe how to check and repair a file

• Display disk space usage by filesystem

• Display disk usage of a directory

• Display disk usage by user name

• Demonstrate how to repair the /etc/vfsta
the system fails to boot up completely
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Objectives

on completion of this module, you should

• Start the CDE Process Manager to mon
active processes

• Report active process statistics using th
command

• Schedule the automatic execution of co
programs, or scripts using the comman
crontab

• Define the files used to control user acc
commands at  and crontab
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Objectives

• Create and execute an at  job

• Describe the location and format of a cr

• Demonstrate the steps to create, view, e
a crontab  file
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Viewing Processes and PI

• The ps  (process status) Command

• The CDE Process Manager

▼ /usr/dt/bin/sdtprocess &

• The prstat  Command
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CDE Process Manager

e Solaris CDE environment provides a Proc
ndow to monitor and control processes runn
tem.
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# prs
PID CPU PROCESS/NLWP
191 prstat/1
164 statd/4
<outp
Total:
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The prstat Command

e prstat  command interactively examine
ormation about active processes on the sys

• By default, prstat  displays informatio
processes sorted by CPU usage.

tat
USERNAME SIZE RSS STATE PRI NICE TIME
root 2576K 1216K cpu0 31 0 0:00.18 0.1%
daemon 3120K 552 sleep 59 0 0:00.00 0.0%

ut truncated>
 59 processes, 150 lwps, load averages: 0.00, 0.00, 0.01
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cheduling the Automatic Exe
of Commands

• The crontab  Command:

▼ Used to view, edit or remove a cronta

▼ A crontab  file is used to execute com
scripts repetitively, at regularly sched

• The at  Command:

▼ Used to execute a job at a specified t

• The cron  daemon is responsible for sc
running crontab  and at  jobs.
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The crontab File

10 3 * * 0 /usr/lib/newsyslog

The minute field can hold values between 0 a

The hour field can hold values between 0 and

The day-of-month field can hold values bet

The month field, can hold values between 1 a
December.

The day-of-week field can hold values betw
Sunday is 0.

The commandfield contains the command to b
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#iden

# The
#
# The
# day
#
10 3 *
10 3 *
15 3 *
1 2 * *
30 3 *
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Crontab for the root Us

e root  crontab file contains the following 
default:

t "@(#)root       1.19    98/07/06 SMI"   /* SVr4.0 1.1.3.1       */

 root crontab should be used to perform accounting data collection.

 rtc command is run to adjust the real time clock if and when
light savings time changes.

 * 0,4 /etc/cron.d/logchecker
 * 0   /usr/lib/newsyslog
 * 0 /usr/lib/fs/nfs/nfsfind
 * [ -x /usr/sbin/rtc ] && /usr/sbin/rtc -c > /dev/null 2>&1
 * * [ -x /usr/lib/gss/gsscred_clean ] && /usr/lib/gss/gsscred_clean
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Controlling crontab Acc

ntrol access to crontab with two files in the
ectory:

• /etc/cron.d/cron.deny

• /etc/cron.d/cron.allow
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# at -
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The at Command

• To execute the at  command:

8:45 pm
d /export/home/user2 -name core -exec rm {} \;

Press Control-d here>
ands will be executed using /bin/ksh
1550468.a at Thu Apr  2 14:45:00 2000

• To display information about execution

l [ job_id ]
3900.a Thu Apr  2 14:45:00 2000
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Rank
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# ls -l 
-r-S---
-r-S---
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The at Command

• To display the jobs queued to run at sp
ranking order:

Execution Date Owner Job Queue JobName
Apr  2, 2000 14:45 user2 891550468.a a stdin

• To remove a job from the at  queue:

-r 891550468.a

• To view all the at  jobs currently sched
queue:

/var/spool/cron/atjobs
---   1 user2 staff 634 Apr 2 14:45 891550468.a
---   1 user1 staff 321 Apr 2 21:02 952725600.a
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Controlling at Access

ntrol access to at  with two files in the /etc/c
ectory:

• /etc/cron.d/at.deny

• /etc/cron.d/at.allow
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Exercise: Process Contro

• Objectives

• Tasks

• Discussion

• Solutions
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Check Your Progress

• Start the CDE Process Manager to mon
active processes

• Report active process statistics using th
command

• Schedule the automatic execution of co
programs, or scripts using the comman
crontab

• Define the files used to control user acc
commands at  and crontab

• Create and execute an at  job
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Check Your Progress

• Describe the location and format of a cr

• Demonstrate the steps to create, view, e
a crontab  file
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Objectives

on completion of this module, you should

• Describe the basic functions of the Sola
service

• Define the important LP print service d
and daemons

• Describe the function of a print server a

• Define the terms local printer, network
remote printer

• Use the Solaris 8 Print Manager to confi
printer
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Objectives

• List the resources used by the print serv
destination printer

• Discuss the differences between the loc
process and a remote printing process

• Use the print service administration co
accept , reject , enable , disable , a

• Configure the LP print services from the
using lpadmin
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Print Management Tool

• Solaris Print Manager – A graphical us
which provides the ability to configure
printers.

• Solaris Print Manager is new to Solaris
preferred over admintool as the meth
and modifying printers and adding acc
printers.

• admintool – A graphical user interfac
to set up and manage printers on a loca

• LP print service commands – A comma
interface which is used to configure an
Mounting Filesystems
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Types of Printer Configurat

• Local printer

• Network printer

• Remote printer
Pri
Clie

host1Print
Server

printerBprinterA

host2

host3

ho
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Solaris 8 Print Manager

• To start the Solaris Print Manager:

# /usr/sadm/admin/bin/printmgr &

▼ Add Access to Printer

▼ New Attached Printer

▼ New Network Printer
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Printing the Solaris Opera
Environment

ers submit print requests from print clients
 command.

• Examples of Using the Print Command

$ /bin/lp filename
or
$ /usr/ucb/lpr filename
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Printing the Solaris Opera
Environment

e following are examples of specifying the 
nter.

• Submitting a Print Request Atomic Sty

$ /bin/lp -d printerB filename

$ /usr/ucb/lpr -P printerB filename

• Submitting a Print Request POSIX Styl

$ /bin/lp -d host1:printerA filename

$ /usr/ucb/lpr -P host1:printerA filena
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lp/lpr

Printer name
specified on

command line?

No

PRINTERor
LPDESTvariable

set?

No

Printer identified in
$HOME/.printers?

No

Printer identified in
/etc/printers.conf?

Print request
sent to printer

Yes

Yes

Yes

Yes

Print request
not completed

Printer identified in NIS
printers.conf.byname?

Yes

No

No
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/

$ lp file
$ lp -d printer file
$ lp -d server:printer file

var usr

share lib

requests tmp

client1 server1client1 server1

1-1 1
1-1
1-2 

spool

lp

lp

postscript
printe

lib

v P. . .

terminfo

vt100
vt200

printe

configur

PS
PSR

postscript
banner.ps

"Dynamic"
Spooling Area

"Static"
Configuration Area

inetd

in.lpd

lpsched

printer1 <--
server1

/dev/term/a

client1

var

h

bin

lpadmin

sbin

model

printe
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/var/spool/lp/requests

lp/lpr

lpsched

interface program

Document

lp sends the request to lpsched

lpsched spools the print request

lpsched matches the printer type and

lpsched identifies the destination

lpsched filters the print request (if necessary)

lpsched starts the printer’s

The interface program

Text
File

Filter

PS
File

the file content type

printer for the print client

interface program

downloads the file to the printer
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Remote Printing in a Solaris
Solaris 8 Environment

lp/lpr

 Transfer request to print server

 Spool area

inetd

 lpschedin.lpd Send to prin

Print Client Side

Print Server Side
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he accept and reject Com

ese commands are used by root  on the pr
mit or prevent print requests be queued on
nter.

• Using the accept  Command to Allow

# accept printer-name

• Using the reject  Command to Preven

# reject [-r “reason” ] printer-name
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he enable and disable Com

ese commands are used by root  on the pr
ivate or to deactivate printers.

• Using the enable  Command to Activa

# /usr/bin/enable printer-name

• Using the disable  Command to Deac

sr/bin/disable [-c | -W] [-r “reason”] pr
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The lpmove Command

e the lpmove  command to move one or all 
m one printer to another printer.

# lpmove source_printer-name target_printer-n
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nfiguring the LP Print Servic
lpadmin Command

e lpadmin command is most commonly us
 purpose of:

• Creating printer classes

• Setting or changing a system’s default 
destination

• Removing a printer’s configuration fro
service
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Creating a Printer Class

rinter class is created when the first printer
nter class name. After a class is created, oth
added to it at any time.

• To create a printer class called bldg2 :

# lpadmin -p printer-name -c class-name

• To add another printer to this class:

# lpadmin -p printer-name -c class-name
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Setting or Changing a Syste
Default Printer

e lpadmin  command can set or change an 
nter or a printer class to be the system’s def
 all print requests.

# lpadmin -d printername
or
# lpadmin -d printer-classname
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Setting or Changing a Syste
Default Printer

• To set or change the default destination

# lpadmin -d printerE
# lpstat -d
system default destination: printerE

• To set or change the default destination

# lpadmin -d bldg2
# lpstat -d
system default destination: bldg2

• To remove the default printer or printe

# lpadmin -d



Solari Module 11, slide 20 of 23
Copyrig

H Service

e LP print

ervices using
Sun Educational Services

s™ 8 Operating Environment System Administration I
ht 2000 Sun Microsystems, Inc. All Rights Reserved.  Enterprise Services June 2000 Revision A

alt and Restart the LP Print

• To temporarily halt and then restart th
service using lpshut  and lpsched:

# /usr/lib/lpshut
Print services stopped.

# / usr/lib/lpsched
Print services started.

• To manually stop or start the LP print s
the print service script /etc/init.d/lp:

# / etc/init.d/lp stop
Print services stopped.

# / etc/init.d/lp start
Print services started.
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Exercise: LP Print Servic

• Objectives

• Tasks

• Discussion

• Solutions
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Check Your Progress

• Describe the basic functions of the Sola
service

• Define the important LP print service d
and daemons

• Describe the function of a print server a

• Define the terms local printer, network pr
printer

• Use the Solaris 8 Print Manager to confi
printer

• List the resources used by the print serv
destination printer
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Check Your Progress

• Discuss the differences between the loc
process and a remote printing process

• Use the print service administration co
accept , reject , enable , disable , a

• Configure the LP print services from the
using lpadmin
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Objectives

on completion of this module, you should

• Describe the main functions of the boot
NVRAM

• Explain the basic elements of POST and
the Stop  key to control POST

• Invoke some common boot PROM com
ok prompt to customize how the syste

• Use boot  command options to boot a s
different situations
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Objectives

• Demonstrate how to display the device
the configured devices using the show-
command

• Use the probe- commands to identify w
devices (disks, tape drives, or CDROM
connected to the system

• Determine a system’s default boot devi
devalias  command

• Create a custom device alias name for a
device using the nvalias  or nvedit  c
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Objectives

• Delete a custom device alias name with
command.

• Use the eeprom  command within Solar
change the values of NVRAM paramet

• Demonstrate the steps to interrupt an u
system
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asic Elements of the Boot PRO
NVRAM

SPARC C

Non-vola

Configuration
information

Binary
machine
instructions

Bat

EEP

hos

Time 
Ethe
addr

(NVR
Power On Self Test

(POST)

Generic
device drivers

User Interface
Commands

Default
parameters

Boot PROM



Solari Module 12, slide 6 of 40
Copyrig

T)

Wh vel power on
sel

ST phase, the
 performs the

vers, and build
Sun Educational Services

s™ 8 Operating Environment System Administration I
ht 2000 Sun Microsystems, Inc. All Rights Reserved.  Enterprise Services August 2000 Revision A.2

Power On Self Test (POS

en a system’s power is turned on, a low-le
f test (POST) is initiated.

• At the successful completion of the PO
boot PROM firmware takes control and
following initialization sequence:

▼ Initialize the system

▼ Probe the memory and then the CPU

▼ Probe bus devices, interpret their dri
a device tree

▼ Install the console
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The OpenBoot Goal

e overall goal of the OpenBoot Institute of 
ctronics Engineers, (IEEE) standard is to p
abilities to:

• Test and initialize system hardware

• Determine the systems hardware confi

• Boot the operating system

• Provide interactive debugging facilities

• Enable the use of third party devices



Solari Module 12, slide 8 of 40
Copyrig

ation

All s a third-party
boa n device driver.
Sun Educational Services

s™ 8 Operating Environment System Administration I
ht 2000 Sun Microsystems, Inc. All Rights Reserved.  Enterprise Services August 2000 Revision A.2

Third Party Device Configur

versions of the OpenBoot architecture allow
rd to identify itself and load its own plug-i

I/O Bus

Sun does not have a
driver for this interface

Third-Party I/O Bus Card

ID-PROM

Custom Driver

System Board

Boot PROM



Solari Module 12, slide 9 of 40
Copyrig

tions

Sys

red with only
e boot PROM

, 420, and 450
Sun Educational Services

s™ 8 Operating Environment System Administration I
ht 2000 Sun Microsystems, Inc. All Rights Reserved.  Enterprise Services August 2000 Revision A.2

Basic BootPROM Configura

tems containing a single system board:

• The following Sun systems are configu
one system board, which holds both th
and NVRAM chip.

▼ SPARCstation™ 4, 5, 10, and 20

▼ Ultra™ 1, 2, 5, 10, 30, 60, 80, 220, 250
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Basic BootPROM Configura

tems Containing Multiple System Boards

• The following Suns systems contain mu
boards, which have a special boot PROM
arrangement.

▼ Enterprise 3X00, Enterprise 4X00, En
and Enterprise 6X00

System Board 0

NVRAM

System Board 1

NVRAM

Clock Board

EEPROM

Host ID & Enet

NVRAM Image Boot PROM Boot PROM
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Controlling the POST Pha

e Stop key, located on the left-side of the ke
ffect the POST phase.

• To skip the POST phase at power up, p
system while holding down the Stop  k

• To run extensive POST diagnostics dur
using STOP-d

• To reset the NVRAM parameter setting
values during power up using STOP-n

• To halt the Solaris Operating Environm
PROM monitor prompt, use Stop -a
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Basic Boot PROM Comma

e boot PROM monitor provides a user inte
oking OpenBoot commands.

• Some commonly used OBP commands

▼ ok banner

▼ ok boot

▼ ok help

▼ ok printenv

▼ ok setenv

▼ ok reset
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Basic Boot PROM Comma

▼ ok set-defaults

▼ ok probe-ide

▼ ok probe-scsi

▼ ok probe-scsi-all
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The banner Command

e banner command lists several lines of use
ut the system, such as the model name, am
mory, host ID, Ethernet address, and the b
sion number, (e.g. 1.x , 2.x , or 3.x ).

banner
 Ultra 5/10 UPA/PCI (UltraSPARC-IIi 270MHz), Keyboar
sent
nBoot 3.11, 128 MB memory installed, Serial #11900965

ernet address 8:0:20:b5:98:25, Host ID: 80b59825.
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The boot Command

e boot  command is used to boot the Solari
vironment from the ok  prompt.

ok boot

• s — Boots the system to a single-user m

ok boot -s

• a — Boots the system interactively.

boot -a
er filename of the kernel (kernel/unix):
er default directory for modules (kernel, /usr/kernel):
er name of system file (etc/system):
er default root file system type (ufs):
er physical name of root device:
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The boot Command

• r  — Performs a reconfiguration boot.

ok boot -r

• V — Boots the system while displaying
device information to the console.

ok boot -V

ok boot -rV

ok boot -sV
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The help Command

e the help command to obtain help on the m
tained in the OpenBoot firmware.

lp
’help command-name’ or ’help category-name’ for more help
NLY the first word of a category description)

ples:  help select   -or-   help line
in categories are:
ated loops
ng new commands
ric output
 (number base conversions)
etic
ry access
ditor
m and boot configuration parameters
t I/O devices
y eject
r on reset
diagnostic routines)
e execution
wnload and boot
rc (making new commands permanent)
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The printenv Comman

e printenv  command can be used to list a
ameters.

intenv
le Name         Value                          Default Value

k-test?        true                           true
itiator-id     7                              7
ard-click?       false                          false
ode             9600,8,n,1,-                   9600,8,n,1,-
ode             9600,8,n,1,-                   9600,8,n,1,-
robe-list       1,2,3,4                        1,2,3,4
robe-list       1,2,3                          1,2,3
vel            max                            max

t-device         screen                         screen
device          keyboard                       keyboard
ommand          boot                           boot
oot?            true                           true
evice           net                            net
evice           disk net                       disk net
ac-address?    false                          false

vramrc?          false                          false
witch?          false                          false
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The setenv Command

e setenv  command is used to change the c
igned to NVRAM parameters.

ok printenv auto-boot?
auto-boot? = true
ok
ok setenv auto-boot? false
auto-boot? = false
ok reset
Resetting ...
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The reset Command

e reset  command halts the system, clears 
isters, and then either:

• Reboots the system if the auto-boot? p
to true

• Redisplays the ok prompt if the auto-boo
is set to false
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The set-defaults Comm

e set-defaults  command is used to reset
heir default values. It only affects those pa
e assigned default values.

ok set-defaults
Setting NVRAM parameters to default values.
ok

• To reset only a specific parameter to its
use the set-default  command.

ok set-default parameter-name
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Device Tree
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To View Device Path Nam

pci@1f,0

pci@1,1

disk@0,0 cdrom@2,0

PROM monitor level (ok prompt)

   / (root node level)

SUNW,m

ide@3

sd@3,0 st@4,0

ebus@1

pci@1

isptwo@4
network@1,1
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ok sh
/SUNW
/pci@
/virtua
/mem
/pci@
/pci@
/pci@
/pci@
/pci@
/pci@
/pci@
/pci@
/pci@
/pci@
/pci@
/pci@
/pci@
/pci@
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e the show-devs  command to view the en

ow-devs
,UltraSPARC-IIi@0,0

1f,0
l-memory
ory@0,10000000
1f,0/pci@1
1f,0/pci@1,1
1f,0/pci@1/pci@1
1f,0/pci@1/pci@1/SUNW,isptwo@4
1f,0/pci@1/pci@1/SUNW,hme@0,1
1f,0/pci@1/pci@1/SUNW,isptwo@4/st
1f,0/pci@1/pci@1/SUNW,isptwo@4/sd
1f,0/pci@1,1/ide@3
1f,0/pci@1,1/SUNW,m64B@2
1f,0/pci@1,1/network@1,1
1f,0/pci@1,1/ebus@1
1f,0/pci@1,1/ide@3/cdrom
1f,0/pci@1,1/ide@3/disk
1f,0/pci@1,1/ebus@1/fdthree@14,3023f0

/pci@1f,0/pci@1,1/ebus@1/ecpp@14,3043bc
/pci@1f,0/pci@1,1/ebus@1/su@14,3062f8
<output truncated>
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Boot Disk Device Path Exam

• Disk Device Path on an Ultra System W

Beginning of

Bus Devices

Device Type

/pci@1f,0/pci@1,1/ide@3/dad@0,0

Device Path

IDE
Address

and Controllers

(IDE Disk)
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Boot Disk Device Path Exam

• Disk Device Path on an Ultra System W
Bus

Beginning of

Bus Devices

Device Type

/pci@1f,0/pci@1/isptwo@4/sd@3,0

Device Path

Target
Address

and Controllers

(SCSI Disk)
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sing probe- Commands to I
Devices

identify the peripheral devices, such as dis
CD-ROMs currently connected to the syste

mands:

• probe-ide

• probe-scsi

• probe-scsi-all
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The probe-scsi Comm

e probe-scsi  command identifies the peri
sks, tape drives, or CDROMs) attached to t
SI controller, by their target address. For ex

probe-scsi
et 3
 0   Disk SEAGATE ST1480 SUN0424626600190016
get 6
t 0   Removable Read Only device SONY CDROM
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The probe-scsi-all Com

e probe-scsi-all  command identifies the
ices attached to the on-board SCSI control
ipheral devices attached to separate SBus 
trollers.

probe-scsi-all
@1f,0/pci@1/pci@1/SUNW,isptwo@4
et 3
 0   Disk FUJITSU MAB3045S SUN4.2G1907
get 4
t 0   Removable Tape EXABYTE EXB-8505SMBANSH20
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The probe-ide Comma

e probe-ide  command identifies the perip
rently only disks and CDROMs, attached t
 controller.

probe-ide
Device 0 ( Primary Master )

ATA Model : ST 34342A

Device 1 ( Primary Slave )
Not Present

Device 2 ( Secondary Master )
Removable ATAPI Model : C

Device 3 ( Secondary Slave )
Not Present
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Identifying the Boot Dev

identify the current boot device for the sys
alias  command.

evalias
n /pci@1f,0/pci@1,1/SUNW,m64B@2

/pci@1f,0/pci@1,1/network@1,1
/pci@1f,0/pci@1,1/ide@3/cdrom@2,0:f

/pci@1f,0/pci@1,1/ide@3/disk@0,0
/pci@1f,0/pci@1,1/ide@3/disk@3,0
/pci@1f,0/pci@1,1/ide@3/disk@2,0
/pci@1f,0/pci@1,1/ide@3/disk@1,0
/pci@1f,0/pci@1,1/ide@3/disk@0,0
/pci@1f,0/pci@1,1/ide@3

/pci@1f,0/pci@1,1/ebus@1/fdthree
/pci@1f,0/pci@1,1/ebus@1/se:b
/pci@1f,0/pci@1,1/ebus@1/se:a

ard! /pci@1f,0/pci@1,1/ebus@1/su@14,3083f8:forcemode
ard /pci@1f,0/pci@1,1/ebus@1/su@14,3083f8
e /pci@1f,0/pci@1,1/ebus@1/su@14,3062f8

aliases
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Creating Custom Device Al

create a new device alias name to access the
ernal device, use the command nvalias .

nvalias  alias-name device-path

• Using nvalias  to create custom device

ok show-disks
(select a disk from the list)
ok nvalias mydisk /pci@1f,0/pci@1/pci@1/
SUNW,isptwo@4/sd
ok setenv boot-device mydisk
boot-device = mydisk
ok boot
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emoving a Custom Device A

remove a custom device alias name, use th
nalias .

nvunalias alias-name

• Removing custom device aliases:

ok nvunalias mydisk
ok setenv boot-device disk
boot-device = disk
ok reset
Resetting ...

envedit  Command

 Sun systems with PROM versions 1.x  an
lias  command may not be available to cr
ice alias names.
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Sample nvedit Session

ok setenv use-nvramrc? true
use-nvramrc? = true
ok nvedit
0: devalias mydisk /pci@1f,0/pci@1,1/ide@3/d
1: Control-c
ok nvstore
ok reset
Resetting ...
ok boot mydisk
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The eeprom Command

• To list all parameters with default and 

# eeprom

• To list a single parameter and its value

# eeprom boot-device
boot-device=disk

• To change the value of the default boot

# eeprom boot-device=disk2

• To change the value of the auto-boot?

# eeprom auto-boot?=true
auto-boot?=true
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terrupting an Unresponsive

en a system freezes, or stops responding t
ill need to be interrupted.

• To interrupt an unresponsive system:

▼ Attempt a remote login on the unres
to locate and kill the offending proce

▼ Attempt to reboot the unresponsive 
gracefully.

▼ Hold down the Stop-a key sequence o
of the unresponsive system. The syst
the ok  prompt. Synchronize the file s
the sync  command.
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Exercise: OpenBoot Prom

• Objectives

• Tasks

• Discussion

• Solutions
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Check Your Progress

• Describe the main functions of the boot
NVRAM

• Explain the basic elements of POST and
the Stop  key to control POST

• Invoke some common boot PROM com
ok  prompt to customize how the system

• Use boot  command options to boot a s
different situations

• Demonstrate how to display the device
the configured devices using the show-
command
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Check Your Progress

• Use the probe- commands to identify w
devices (disks, tape drives, or CDROM
connected to the system

• Determine a system’s default boot devi
devalias  command

• Create a custom device alias name for a
device using the nvalias  or nvedit  c

• Delete a custom device alias name with
command.
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• Use the eeprom command within the So
System to view or change the values of
parametersCheck Your Progress

• Demonstrate the steps to interrupt an u
system
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Objectives

on completion of this module, you should

• Describe the four phases of the boot pr

• Identify the directories that contain the
loadable modules

• Modify the kernel ’s configuration file

• Describe the eight Solaris Operating En
levels

• Define a system’s current run level usin
command

• Explain the purpose of the /etc/inittab
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Objectives

• Describe the steps in the init  process 
system to multiuser mode

• List the directories that hold the run co
used to stop and start system processes

• Describe the steps to add a new run co

• Use the following commands to shut do
init , shutdown , halt , poweroff , an
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Solaris Run Levels

Run Level Function

0 Shuts down the Solaris Operating Environment and
boot PROM ok  prompt so that it is safe to turn off p
system.

s or S Runs as single user with all file systems mounted an

1 To run in a single-user administrative state with acc
available file systems.

2 For multi-user operations. Multiple users can access
system daemons are running except for the NFS ser

3 For multi-user operations with NFS resource-sharin
Specified as the default run level in the /etc/inittab

4 This level is currently not implemented.

5 Shuts down the Solaris Operating Environment and
system.

6 Shuts down the system to run level 0, and then reboo
operations, (or the level set in the default in the /etc/i



Solari Module 13, slide 5 of 25
Copyrig

D Level

To brought to:

# w
0 S

Number of times
at this run level
since last reboot

Previous
run level
Sun Educational Services

s™ 8 Operating Environment System Administration I
ht 2000 Sun Microsystems, Inc. All Rights Reserved.  Enterprise Services August 2000 Revision A.2

etermining the Current Run

determine the run level a system has been 

ho -r
. run level 3 Jun 9 08:3 0 3

Current run level Date and Time
of last run level
change

Current
run level
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PROM runs POST

boot locates boot-device

boot reads bootblk

boot loads bootblk

bootblk loads secondary
boot program  (ufsboot )

ufsboot loads kernel
32-bit kernel

or
64-bit kernel

kernel initializes itself
and loads modules

Reads configuration file
/etc/system

kernel starts
/etc/init

init starts rc scripts

Boot PROM phase

Boot Programs phase

Kernel Initialization phase

init  phase
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The Virtual Filesystem Ta
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Kernel and Modules Loade
Memory

MEM

unix

Static C

genunix

Device
Module

Stream
Module

FS Mod

Sched Mo

64-bit Kernel
/platform/‘uname -m‘/kernel/sparcv9/genunix
/platform/‘uname -m‘/kernel/sparcv9/unix

/platform/‘uname -m‘/kernel/genunix
/platform/‘uname -m‘/kernel/unix

/kernel
/usr/kernel
/platform/‘uname -m‘/kernel
/platform/‘uname -i‘/kernel

32-bit Kernel

Module directories
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mple /etc/system File

nt  "@(#)system     1.18    97/06/27 SMI" /* SVR4 1.5 */
STEM SPECIFICATION FILE

ddir:
t the search path for modules. This has a format similar to the csh

iable. If the module isn’t found in the first directory it tries the
nd

d so on. The default is /kernel /usr/kernel
 Example:
         moddir: /kernel /usr/kernel /other/modules

t device and root filesystem configuration:
e following may be used to override the defaults provided by the boot
ram:
 rootfs:         Set the filesystem type of the root.

 rootdev:        Set the root device.  This should be a fully
                 expanded physical pathname.  The default is the
                 physical pathname of the device where the boot
                 program resides.  The physical pathname is
                 highly platform and configuration dependent.
 Example:
         rootfs:ufs
         rootdev:/sbus@1,f8000000/esp@0,800000/sd@3,0:a
 (Swap device configuration should be specified in /etc/vfstab.)

lude:
dules appearing in the moddir path which are NOT to be loaded, even if
enced.
te that ‘exclude’ accepts either a module name, or a filename which
des the

ectory.
 Examples:
         exclude: win
         exclude: sys/shmsys

ceload:
use these modules to be loaded at boot time, (just before mounting the

system) rather than at first reference. Note that forceload expects a
name which includes the directory. Also note that loading a module

t necessarily imply that it will be installed.
 Example:
         forceload: drv/foo

:
t an integer variable in the kernel or a module to a new value.
is facility should be used with caution.  See system(4).
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The /etc/inittab Fi

e inittab  file defines three items for the i

• The system’s default run level.

• What processes to start, monitor, or res
terminated.

• What actions to take when the system e
level.

Each line entry in the /etc/inittab
A 1 to 4 character identifier for the entry.id
One or more run levels to which this entry rstate
How the process (in the next field) is to beaction
The command or script to execute.process

s3:3:wait:/sbin/rc3  > /dev/msglog 2<> /dev/msglog </dev/cons
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s1:1:r
s2:23
s3:3:w
s5:5:w
s6:6:w
fw:0:w
of:5:w
rb:6:w
sc:234
co:23
l cons
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The /etc/inittab File

sinit:/sbin/autopush -f /etc/iu.ap
sinit:/sbin/soconfig -f /etc/sock2path
init:/sbin/rcS sysinit >/dev/msglog 2<>/dev/msglog </dev/console
itdefault:
234:powerfail:/usr/sbin/shutdown -y -i5 -g0 >/dev/msglog 2<>/dev/msglog
ait:/sbin/rcS >/dev/msglog 2<>/dev/msglog </dev/console
ait:/sbin/rc0 >/dev/msglog 2<>/dev/msglog </dev/console

espawn:/sbin/rc1 >/dev/msglog 2<>/dev/msglog </dev/console
:wait:/sbin/rc2 >/dev/msglog 2<>/dev/msglog </dev/console
ait:/sbin/rc3 >/dev/msglog 2<>/dev/msglog </dev/console
ait:/sbin/rc5 >/dev/msglog 2<>/dev/msglog </dev/console
ait:/sbin/rc6 >/dev/msglog 2<>/dev/msglog </dev/console
ait:/sbin/uadmin 2 0 >/dev/msglog 2<>/dev/msglog </dev/console
ait:/sbin/uadmin 2 6 >/dev/msglog 2<>/dev/msglog </dev/console
ait:/sbin/uadmin 2 1 >/dev/msglog 2<>/dev/msglog </dev/console
:respawn:/usr/lib/saf/sac -t 300

4:respawn:/usr/lib/saf/ttymon -g -h -p "‘uname -n‘ console login: " -T sun -d /dev/console -
ole -m ldterm,ttcompat
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The init Process

e following illustrates the process of bringi
 default run level 3.

 init  process
/etc/inittab  file

Sets initdefault  to run level 3

Executes commands with a
sysinit entry in the action field

Executes commands with a run
level 3 entry in the rstate  field
fields

/sbin/autopush

/sbin/rc2

/sbin/rc3

/usr/lib/saf/sac

/usr/lib/saf/ttymon

System Logi

/sbin/soconfig

/sbin/rcS
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Run Control Scripts

aris provides a series of run control (rc ) scr
rt processes normally associated with run l

• Each run level has an associated rc scrip
/sbin  directory.

d /sbin
 -i rc*
54 rc0       47156 rc2       47154 rc5       47158 rcS
55 rc1       47157 rc3       47154 rc6

/

sbin

rc1 rc2 rc3 rc5 rc6 rcSrc0
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The /etc/rc #.d Director

 each /sbin/rc  script there is a correspon
ed /etc/rc #.d .

• The /etc/rc #.d  directories contain ad
that start and stop system processes for

/

/etc

rcS.d rc0.d rc1.d rc2.d rc3

K#script
S#script

K#script

K#script

S#script

K#script

S#script

S#sc
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The /etc/init.d Directo

n control scripts are located in the /etc/init.d

• These files are hard linked to correspon
control scripts in the /etc/rc#.d  direc

/

/etc

cron dtlogin lp

init.d

nfs.server
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Accessing Mounted Diskette
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System Shutdown Procedu

The commands for system shutdown procedures include:

• /sbin/init  (run levels S, 1, 0, 5 or 6

• /usr/sbin/shutdown  (run levels S,

• /usr/sbin/halt

• /usr/sbin/poweroff

• /usr/sbin/reboot
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The /sbin/init Comma

The init command can be used to shutdown , poweroff , or reboot a system in
executes the rc0 kill scripts, however, this command does not warn logged in user
shutdown, and there is no delay.

To shutdown the system to single-user mode, use either run level S or 1, for exam

# init S

To shutdown the system to stop Solaris and display the ok prompt:

# init 0

To shutdown the system and turn its power off:

# init 5

To shutdown the system and then reboot to multi-user mode:

# init 6
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System Shutdown Comma

e /usr/sbin/shutdown  Command

• To shutdown the system to single-user

# shutdown -iS

• To shutdown the system and display th

# shutdown -i0

• To shutdown the system and power of

# shutdown -i5

• To shutdown and reboot to multi-user 

# shutdown -i6



Solari Module 13, slide 22 of 25
Copyrig

Th

diate

Th

s power:

Th

ot to multi-user
Sun Educational Services

s™ 8 Operating Environment System Administration I
ht 2000 Sun Microsystems, Inc. All Rights Reserved.  Enterprise Services August 2000 Revision A.2

e /usr/sbin/halt  Command

• The halt  command performs an imme
shutdown:

# halt

e /usr/sbin/poweroff  Command

• To shutdown the system and turn off it

# poweroff

e /usr/sbin/reboot  Command

• To shutdown the system and then rebo
mode:

# reboot



Solari Module 13, slide 23 of 25
Copyrig

ss
Sun Educational Services

s™ 8 Operating Environment System Administration I
ht 2000 Sun Microsystems, Inc. All Rights Reserved.  Enterprise Services August 2000 Revision A.2

Exercise: The Boot Proce

• Objectives

• Tasks

• Discussion

• Solutions
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Check Your Progress

• Describe the four phases of the boot pr

• Identify the directories that contain the
loadable modules

• Modify the kernel ’s configuration file

• Describe the eight Solaris run levels

• Define a system’s current run level usin
command

• Explain the purpose of the /etc/inittab

• Describe the steps in the init  process 
system to multiuser mode
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Check Your Progress

• List the directories that hold the run co
used to stop and start system processes

• Describe the steps add a new run contr

• Use the following commands to shutdo
init , shutdown , halt , poweroff , an



Sun

Solaris™ 8 O August 2000

 8
on a
 Educational Services

perating Environment System Administration I

Module 14

 Installing the Solaris
Operating Environment 

Standalone System



Solari Module 14, slide 2 of 40
Copyrig

Up  be able to:

vailable for the

 a Solaris 8

 CDROM

8 Software on a
olaris Web Start
Sun Educational Services

s™ 8 Operating Environment System Administration I
ht 2000 Sun Microsystems, Inc. All Rights Reserved.  Enterprise Services August 2000 Revision A.2

Objectives

on completion of this module, you should

• State the different installation methods a
Solaris 8 software

• Explain the hardware requirements for
installation

• Identify the different Solaris 8 software
editions

• List the five Solaris Software Groups

• Demonstrate how to install the Solaris
networked, standalone system, using S
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olaris Software Installation O

• Solaris Web Start 3.0 Installation

• Solaris Interactive Installation Program

• Solaris Installation Over the Network

• Solaris JumpStart Installation

• Solaris Custom JumpStart Installation
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ardware Requirements of a S
Installation

esktop Solaris 8 installation requires:

• A SPARC-based or an Intel-based syste

• 64 Mbytes of memory

• 2.3 Gbytes of disk space

• Access to a CDROM drive
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Solaris Software Arrangem

• Software Packages

• Software Clusters

• Cluster Configurations

 Cluster Configuration

CDE DEMOS

CDE DTBUILDER

CDE HELP Developer E

CDE Includes

CDE developer man pag

CDE man pages

Software Cluster Software Packag

Developer

CDE
Developer
Software

CDE
Developer
Software
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Cluster Configurations

e cluster configurations are referred to during
cess as the Solaris Software Groups. There

e software groups available, which include

• Entire Solaris Software Group Plus OEM

• Entire Solaris Software Group - SUNW

• Developer Solaris Software Group - SU

• End User Solaris Software Group - SUN

• Core Solaris Software Group - SUNWC
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Pre-Installation Informati

or to the Solaris software installation on a n
ndalone system, the following information

• Host name

• Host IP address

• Name service type

• Subnet mask

• Geographic location and Time zone

• Root password

• Language
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Software Installation Using S
Web Start
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Preconfiguration Checkl



Solari Module 14, slide 10 of 40
Copyrig
Sun Educational Services

s™ 8 Operating Environment System Administration I
ht 2000 Sun Microsystems, Inc. All Rights Reserved.  Enterprise Services August 2000 Revision A.2

Network Connectivity
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DHCP
ynamic Host Configuration P
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Host Name
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IP Address
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Netmask
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IPv6
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Name Service
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Time Zone
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Date and Time
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Root Password
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Power Management
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Proxy Server Configurati
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Confirmation Informatio
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Solaris Web Start Installation
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Insert CD
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Select Type of Install
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Select Software Localizati
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Select System Locale
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Select Products
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Additional Products
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64 Bit Selection
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elect Solaris Cluster Configu
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Disk Selection
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Layout File Systems
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Disk
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Ready to Install
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Installing
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Installation Summary
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Details
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Exercise: Solaris Operatin
Environment

• Objectives

• Tasks

• Discussion

• Solutions
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Check Your Progress

• State the different installation methods a
Solaris 8 software

• Explain the hardware requirements for
installation

• Identify the different Solaris 8 software
editions

• List the five Solaris Software Groups

• Demonstrate how to install Solaris 8 so
networked, standalone system, using S
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Objectives

on completion of this module, you should

• Describe a software package

• View software package information usi
command

• Add a software package from the Solar
ROM using the pkgadd  command

• Verify the attributes and content of a so
using the pkgchk  command

• Remove a software package installed on
the pkgrm  command
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Objectives

• View, add, and remove software packa
admintool

• Add and remove a software package fr
directory using the pkgadd  and pkgrm
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Software Packages

tware packages contain:

• Files that describe the package and the
space required.

• The actual software files to be installed

• Scripts that are run when the package i
removed.

ls for viewing, adding and removing softw

• Package administration commands: pk
pkginfo , and pkgchk

• admintool
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The pkginfo Command

e pkginfo command is used to display inf
 software packages that have been installe
tem.

info | more
e output omitted>
ation SUNWAxg        Solaris XGL 3.3 AnswerBook
ation SUNWaadm       Solaris 7 System Administrator Collection
      SUNWab2m       Solaris Documentation Server Lookup
      SUNWab2r       Solaris Documentation Server
      SUNWab2s       Solaris Documentation Server
      SUNWab2u       Solaris Documentation Server

ation SUNWabda       Sun Ultra 5/10 Hardware AnswerBook
ation SUNWabe        Solaris 7 User Collection
ation SUNWabsdk      Solaris 7 Software Developer Collection
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# pkg

PKGIN
NAM
CAT
ARC

 VERS
 BASE
  VEN
    DE
  PST
INSTR
 HOTL
  STA
   FILE
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isplaying Detailed Informati
Specific Package

view information for a specific software pa
name on the command line, for example:

info -l SUNWman

ST: SUNWman
E: On-line Manual Pages
EGORY: system
H: sparc
ION: 41.0,REV=31
DIR: /usr

DOR: Sun Microsystems, Inc.
SC: System Reference Manual Pages
AMP: tinkertoym09133331
ELEASE: May 19 2000 16:50
INE: Please contact your local service provider

TUS: Completely Installed
S: 6420 installed pathnames

3 shared pathnames
74 directories

73925 blocks used (approx)
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isplaying Information for So
Packages on CDROM

• Displaying Detailed Information for Al
CDROM

kginfo -d /cdrom/cdrom0/s0/Solaris_8/Product | more
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NAM
CAT
ARC

 VERS
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  VEN
    DE
  PST
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 HOTL
  STA
   FILE
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isplaying Information for So
Packages on CDROM

• Displaying Detailed Information for Se
on CDROM

info -d /cdrom/cdrom0/s0/Solaris_8/Product -l SUNWaudio
INST: SUNWaudio
E: Audio applications
EGORY: system
H: sparc
ION:  3.6.20,REV=1.1999.12.03
DIR:  /

DOR:  Sun Microsystems, Inc.
SC:  Audio binaries
AMP:  dtbuild38s19991204142646
ATE: May 19 2000 16:35
INE:  Please contact your local service provider

TUS:  spooled
S: 5 spooled pathnames

     2 directories
     3 executables
     4 package information files

681 blocks used (approx)
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The pkgrm Command

rm SUNWaudio

llowing package is currently installed:
Waudio       Audio applications

         (sparc) 3.6.4,REV=1.98.12.03

u want to remove this package? y

moving installed package instance <SUNWaudio>
rifying package dependencies.
ING:

 <SUNWolrte> package depends on the package
ently being removed.
ING:

 <SUNWolaud> package depends on the package
ently being removed.
ING:

 <SUNWoldcv> package depends on the package
ently being removed.
ING:

 <SUNWxwkey> package depends on the package
ently being removed.
ndency checking failed.

u want to continue with the removal of this package [y,n,?,q] y
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Copyr
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## Ve
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This p
permi

Do yo

Install

## Ins

Install
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The pkgadd Command

add -d /cdrom/cdrom0/s0/Solaris_8/Product SUNWaudio

ssing package instance <SUNWaudio> from </cdrom/sol_8_sparc/s0/Solaris_8/Product>

 applications
) 3.6.4,REV=1.98.12.03
ight 1999 Sun Microsystems, Inc. All rights reserved.
 </> as the package base directory.
cessing package information.
cessing system information.
ckage pathnames are already properly installed.
rifying package dependencies.
rifying disk space requirements.
ecking for conflicts with packages already installed.
ecking for setuid/setgid programs.

ackage contains scripts which will be executed with super-user
ssion during the process of installing this package.

u want to continue with the installation of <SUNWaudio> [y,n,?] y

ing Audio applications as <SUNWaudio>

talling part 1 of 1.

ation of <SUNWaudio> was successful.
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The pkgchk Command

e pkgchk  command checks installation com
hname, file contents, and file attributes of 

• To check the contents and attributes of
package currently installed on the syste

# pkgchk SUNWaudio

• To list the files contained in a software 

# pkgchk -v SUNWaudio
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The pkgchk Command

• To check any file to determine if its con
attributes have changed since it was in
software package.

# pkgchk -p /etc/passwd
ERROR: /etc/passwd
file size <414> expected <3391> actual
file cksum <34239> expected <17254> actual
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# gre
/usr/b
/usr/sh

ermine if a

# gre
/cdrom ys
31276
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entifying the Directory Loca
Command

• Search the /var/sadm/install/contents
determine if a particular file was instal
directory where it is located.

p showrev /var/sadm/install/contents
in/showrev f none 0755 root sys 30116 42078 943868705 SUNWadmc
are/man/sman1m/showrev.1m f none 0444 bin bin 6398 62569 943312114 SUNWman

• Search on the distribution media to det
particular file exists.

p showrev /cdrom/cdrom0/s0/Solaris_8/Product/*/pkgmap
/sol_8_sparc/s0/Solaris_8/Product/SUNWadmc/pkgmap:1 f none usr/bin/showrev 0755 root s
 44676 938676470
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dding and Removing Packag
admintool

# admintool &
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Software Window
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Software Details
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Delete Software



Solari Module 15, slide 18 of 27
Copyrig

e

Sun Educational Services

s™ 8 Operating Environment System Administration I
ht 2000 Sun Microsystems, Inc. All Rights Reserved.  Enterprise Services August 2000 Revision A.2

Adding Software Packag
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Set Source Media

• CD with Volume Management

• CD without Volume Management

• Hard Disk
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Add Software
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Customize Installation
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Using a Spool Directory

e pkgadd  command, by default, looks in th
ol/pkg  directory for any packages speci
mand line.

• To copy a package into the /var/spool/pkg

gadd -d /cdrom/cdrom0/s0/Solaris_8/Product -s spool
Waudio
sferring <SUNWaudio> package instance



Solari Module 15, slide 23 of 27
Copyrig

# m
# p
pkg
Tran
# ls
SUN
Sun Educational Services

s™ 8 Operating Environment System Administration I
ht 2000 Sun Microsystems, Inc. All Rights Reserved.  Enterprise Services August 2000 Revision A.2

Spooling Packages

A different directory location can be specified using the -s option.

kdir /export/pkgs
kgadd -d /cdrom/cdrom0/s0/Solaris_8/Product -s /export/
s SUNWaudio
sferring <SUNWaudio> package instance
 /export/pkgs
Waudio
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To Remove Packages From S
Directory

tware packages are removed from a spool
pkgrm  command with the -s  option.

kgrm -s spool SUNWaudio

grm -s /export/pkgs SUNWaudio
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Exercise: Software Packa
Administration Comman

• Objectives

• Tasks

• Discussion

• Solutions
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Check Your Progress

• Describe a software package

• View software package information usi
command

• Add a software package from the Solar
CDROM using the pkgadd  command

• Verify the attributes and content of a so
using the pkgchk  command

• Remove a software package installed on
the pkgrm  command
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Check Your Progress

• View, add, and remove software packa
admintool

• Add and remove a software package fr
directory using the pkgadd  and pkgrm
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Objectives

on completion of this module, you should

• List the locations to access patches

• Explain how to access patches from the
Web and anonymous ftp

• Describe the different patch formats

• Prepare a patch for installation

• Install a patch using the patchadd  com
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Objectives

• Demonstrate how to verify what patch
installed

• Remove a patch using the patchrm  com
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Patch Distribution

• To access patches via the World Wide W
following URLs:

http://sunsolve.sun.com United States
http://sunsolve.sun.com.au Australia
http://sunsolve.sun.fr France
http://sunsolve.sun.de Germany
http://sunsolve.sun.co.jp Japan
http://sunsolve.sun.se Sweden
http://sunsolve.sun.ch Switzerland
http://sunsolve.sun.co.uk United Kingdom

• Publicly available patches can be access
URL:

http://metalab.unc.edu/pub/sun-info/sun-patches/
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Patch Distribution

• To access patches via ftp

sunsolve.sun.com
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Patch Informational Docum

Patch Document Contents

Solaris8.PatchReport A summary of all recommended patches for the
Solaris 8 release.

8_Recommended.zip A patch cluster containing all the recommended
patches for the Solaris 8 release.

8_Recommended.README Instructions for how to install the recommended
patches for Solaris 8.
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Title: Solaris 8 Patch Report Update as of 17/Apr/00
==========================================================================
                       Report Notes Section:
This report is generated to provide a summary list of patches released and
available from Sun Microsystems for the listed product. There are updates
of this report twice each month. <output truncated>.....
==========================================================================
                       Quick Reference Section:
==========================================================================
New Patches Released Since Last Report:
---------------------------------------
This is the first Report.

Update Revs Released Since Last Report:
---------------------------------------
This is the first Report.

Solaris 8 Recommended Patches:
------------------------------------------------
(No Official Recommended List At This Time)

Solaris 8 Patches Containing Security Fixes:
------------------------------------------------

Solaris 8 Patches Containing Y2000:
---------------------------------------

Solaris 8 Obsoleted Patches:
------------------------------------------------

==========================================================================
Solaris 8 Complete Listing of Released Patches:
Total Patches:  30
Total Bugfixes: 59

SunOS Released Patch List:
-------------------------------------------------------
Patch-ID# 108604-03
Synopsis: SunOS 5.8: Elite3D AFB Graphics Patch
BugId’’s fixed with this patch: 4234045 4294963 4300089 4303885 4308725
Changes incorporated in this version: 4303885 4308725
Date: Mar/16/00

Patch-ID# 108605-03
Synopsis: SunOS 5.8: Creator 8 FFB Graphics Patch
BugId’’s fixed with this patch: 4234045 4294963 4303885 4308725
Changes incorporated in this version: 4303885 4308725
Date: Mar/16/00

Patch-ID# 108609-01
Synopsis: SunOS 5.8: Buttons/Dials Patch
BugId’’s fixed with this patch: 4299526 <output truncated>.....
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Patch Formats

ches come in three different formats depen
aris version and where the patch had been

• Solaris 8 and Solaris 7 patches are in zip

105050-01.zip

• Solaris 2.6 (and earlier) patches are com
in a tar.Z  format.

104040-01.tar.Z

• The Solaris 2.6 (and earlier) Patch Upd
contains patches that are gzip  compres

112340-01.tar.gz
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Preparing Patches for Instal

• For Solaris 8 and Solaris 7 the unzip co
to extract the patch files.

# /usr/bin/unzip 105050-01.zip

• For Solaris 2.6 patches the zcat  comma
uncompress the patch files and tar to c
directories.

# /usr/bin/zcat 104040-01.tar.Z | tar xvf -

• For Solaris 2.6 patches retrieved from th
CDROM the gzcat  command is used t
and create patch directories.

# /usr/bin/gzcat 112340-01.tar.gz | tar xvf -
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Patch Contents

Patch 105050-01

(Optional)

(New information for the /var/sadm/pkg/ pkg_name/pkginfo f

(Path to new files
and directories

in the patch)

(New files to be i

README.106793-01 SUNWcsu

SUNWhea backoutpatch

pkginfoinstall pkgmap reloc

Copyright scripts

(Installation instructions)

Install.info

(Optional)
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Managing Patches

ere are two commands available to the syst
inistrator for managing patches:

• patchadd  — Used to install unpacked
Solaris system.

• patchrm  — Used to remove patches in
Solaris system.
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Patch Installation on Solaris 2
Later Versions

Solaris 2.6 and above, the patchadd comm
he Solaris Operating Environment to insta

# cd /tmp
# patchadd 105050-01
Checking installed patches...
Verifying sufficient filesystem capacity (dry run meth
Installing patch packages...
Patch number 105050-01 has been successfully ins
See /var/sadm/patch/105050-01/log for details.
Patch packages installed:

SUNWhea
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The /var/sadm Directo

/

var

sadm

patchpkg

105050-01

README.105050-

SUNWheaSUNWcsu

savepkginfo

savepkginfo

(Updated
by patch) 105050-01

undo.Z
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Checking Current Patch St

ere are two commands available that provi
ut currently installed patches.

# showrev -p
Patch: 106793-01 Obsoletes: Requires: Incompati
Packages: SUNWhea
. . .

# patchadd -p
Patch: 106793-01 Obsoletes: Requires: Incompatibles
Packages: SUNWhea
. . .
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atch Removal on Systems at
2.6 and Later

Solaris 2.6 and above, the patchrm comm
he Solaris Operating Environment to remo

# patchrm 106793-01

Checking installed packages and patches...

Backing out patch 106793-01...

Patch 106793-01 has been backed out.

#
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Exercise: Patch Maintenan

• Objectives

• Tasks

• Discussion

• Solutions
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Check Your Progress

• List the locations to access patches

• Explain how to access patches from the
Web and anonymous ftp

• Describe the different patch formats

• Prepare a patch for installation

• Install a patch using the patchadd  com

• Demonstrate how to verify what patch
installed

• Remove a patch using the patchrm  com
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Objectives

on completion of this module, you should

• Identify the logical device names for ta

• Define the two different types of file sy

• Back up a file system to tape using the
command

• Describe how to backup a file system to
drive

• Explain the purpose of the /etc/dumpda
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Objectives

• Restore a file system from tape using th
command

• Describe the procedure for recovering

• Use the tar  command to manage mult

• Use the mt command to control the act
drive
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Logical Tape Device Nam

 tape devices have logical device names th
erence the device on the command line.

/dev/rmt/ #hn

Logical tape number
Tape density (l ,m,h,c,u )
No rewind
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The /etc/dumpdates Fi

h line in /etc/dumpdates  file shows the
ked up, the level of the last backup, and th
e of the backup.

# cat /etc/dumpdates
/dev/rdsk/c0t2d0s6 0 Fri Jun 2 19:12:27 2000
/dev/rdsk/c0t2d0s0 0 Fri Jun 2 20:44:02 2000
/dev/rdsk/c0t2d0s4 5 Thu Jun 8 19:42:21 200
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A Sample Backup Strateg

3 54 6

3 54 6

0

Mon Tue Wed Thu

M T W Th F

3
3
3
3 2

2

6
6
6
6

2
2

4
4
4
4

5
5
5
5

Level 0 Monthly

Sat
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Planning File System Back

termining the Number of Tapes

• To determine the size of the file system
to tape:

# ufsdump 0S filesystem_name
<number reported>

# ufsdump 3S filesystem_name
<number reported>
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Backing Up to Tape

perform a full level 0 backup of the /export
tem:

dump 0uf /dev/rmt/0 /export/home
P: Writing 32 Kilobyte records
P: Date of this level 0 dump: Mon Jun 5 2000 14:10:15 PM MDT
P: Date of last level 0 dump: the epoch
P: Dumping /dev/rdsk/c0t0d0s7 (host1:/export/home) to /dev/rmt/0.
P: Mapping (Pass I) [regular files]
P: Mapping (Pass II) [directories]
P: Estimated 125206 blocks (61.14MB).
P: Dumping (Pass III) [directories]
P: Dumping (Pass IV) [regular files]
P: Tape rewinding
P: 125182 blocks (61.12MB) on 1 volume at 747 KB/sec
P: DUMP IS DONE
P: Level 0 dump on Mon Jun 5 2000 14:10:15 PM MDT
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Performing Remote Backu

e ufsdump command can be used to perform
ote tape device.

dump 0uf host2:/dev/rmt/0 /export/home
P: Writing 32 Kilobyte records
P: Date of this level 0 dump: Mon 5 Jun 2000 03:10:57 PM MST
P: Date of last level 0 dump: the epoch
P: Dumping /dev/rdsk/c0t0d0s7 (host1:/export/home) to host2:/dev/rmt/0.
P: Mapping (Pass I) [regular files]
P: Mapping (Pass II) [directories]
P: Estimated 125206 blocks (61.14MB).
P: Dumping (Pass III) [directories]
P: Dumping (Pass IV) [regular files]
P: Tape rewinding
P: 125182 blocks (61.12MB) on 1 volume at 704 KB/sec
P: DUMP IS DONE
P: Level 0 dump on Mon 5 Jun 2000 03:10:57 PM MST
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Exercise: Backup and Reco

• Objectives

• Tasks

• Discussion

• Solutions
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Check Your Progress

• Identify the logical device names for ta

• Define the two different types of file sy

• Back up a file system to tape using the
command

• Describe how to back up a file system t
drive

• Explain the purpose of the /etc/dumpda

• Restore a file system from tape using th
command

• Describe the procedure for recovering 
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Check Your Progress

• Use the tar  command to manage mult

• Use the mt command to control the act
drive
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