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Preface

About This Course
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Course Goal

This Solaris 8™ Operating Environment System Administration I
course provides you with knowledge and skills to administer
the Solaris Operating Environment, including standalone
installation, file system managment, backups, process control,
user administration, and device management.
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Course Overview

The primary objective of this course is to teach new system
administrators the basics of administering Sun workstations.
You will perform basic administration tasks including

Installing a standalone system
Adding users

Backing up and restoring file systems
Adding printer support.

Managing disks and creating file systems
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Course Map

Introduction

Solaris 8
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Users, Initialization Files, and Security

Adding System
Users Security

Devices, Disks, and File Systems

The Directory Device Disks, Slices,
Hierarchy Configuration and Format
Solaris ufs Mounting Maintaining

File System File Systems File Systems

Processes and Printing

Scheduled The Solaris
Process LP Print
Control Service

System Firmware, Boot Process, and Run Levels

The System Boot
Boot Prom Process

Software Installation and Administration

Installing Administration Administration Backup and
Solaris 8 on a of Software of Software Recovery
Standalone Packages Patches
System
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Module-by-Module Overview

¢ Module 1 - "Introducing the Solaris 8 Operating
Environment System Administration”

e Module 2 - "Adding Users"

¢ Module 3 - "System Security"

e Module 4 - "The Directory Hierarchy"
* Module 5 - "Device Configuration”

e Module 6 — "Disks, Slices, and Format"

e Module 7 — "The Solaris Operating Environment ufs
File System"
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* Module 8 — "Mounting File Systems"
* Module 9 — "Maintaining File Systems

e Module 10 — "Scheduled Process Control"

e Module 11 - "The Solaris Operating Environment LP
Print Service”

e Module 12 - "The Boot PROM"
* Module 13 - "System Boot Process”

* Module 14 - "Installing the Solaris 8 Operating
Environment on a Standalone System"

* Module 15 - "Administering the Software Package"
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¢ Module 16 — "Administering the Software Patches"

e Module 17 - "Backup and Recovery"
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Course Objectives

Upon completion of this course, you should be able to:

. Define basic system administration tasks and terms
. Add users and groups to the system

. Configure user initialization files

. Implement basic system security
. Create ACLs (access control lists) on files

. Identity disks configured on a system
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. Define disk slices on a new disk

. Create and mount a file system

. Repair a corrupted file system
. View and manage processes

. Configure and administer printers

. Identify the default boot device
. Describe the boot process

. Change system run levels
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. Install the Solaris 8 Operating Environment software
on a standalone workstation

. Add software packages

. Add a software patch

e Perform a root file system backup and restore
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Skills Gained by Module

Skills Gained

I Module

10

11

12

13

14

15

16

17

Define basic system administration
tasks and terms

Add users and groups to the syste

Configure user initialization files

Implement basic system security

Create ACLs on files

Identify disks configured on a
system

Define disk slices on a new disk

Create and mount a file system

Repair a corrupted file system

View and manage processes

Configure and administer printers

Identify the default boot device

Describe the boot process
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Module

Skills Gained 1 |2

3

10

11

12

13

14

15

16

17

Change system run levels

Install the Solaris 8 Operating
Environment software on a
standalone workstation

Add software packages

Add software patch

Perform a root file system backup
and restore
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Guidelines for Module Pacing

Module Day 1 Day 2 Day3 Day4 Day5

"About This Course" AM.

"Introducing the Solaris 8 Operating AM.
Environment System Administration”

"Adding Users" AM.

"System Security" PM.

"The Directory Hierarchy" PM.

"Device Configuration” AM.
"Disks, Slices, and Format" AM./PM.

"The SolarisOperating Environment ufs File PM.
System"

"Mounting File Systems" AM.
"Maintaining File Systems" AM.
"Scheduled Process Control" PM.

"The Solaris Operating Environment LP Print PM.
Service"
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Module Day 1 Day 2 Day3 Day4 Day5
"The Boot PROM" AM.
"System Boot Process" AM./

PM.
"Installing the Solaris 8 Operating P.M.
Environment on a Standalone"
"Administering the Software Packages" AM.
"Administering the Software Patches" AM.
"Backup and Recovery" PM.
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Topics Not Covered

e Basic UNIX commands — Covered in SA-118:
Fundamentals of Solaris 8 for System Administrators

e Thevi editor — Covered in SA-118: Fundamentals of
Solaris 8 for System Administrators

e Basic UNIX file security — Covered in SA-118:
Fundamentals of Solaris 8 for System Administrators

* JumpStart™ — Covered in SA-288: Solaris™ 8 Operating
Environment System Administration 11

e Solstice™ AdminSuite™ —Covered in SA-288: Solaris™
8 Operating Environment System Administration 11
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e NFS™ environment configuration — Covered in SA-
288: Solaris™ 8 Operating Environment System
Administration I

e Naming services — Covered in SA-288: Solaris™ §
Operating Environment System Administration 11

e Troubleshooting — Covered in ST-350: Sun Systems
Fault Analysis Workshop

e System tuning — Covered in SA-400: Concepts and
Tuning
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How Prepared Are You?

To be sure you are prepared to take this course, can you
answer yes to the question below?

¢ (Can you use basic UNIX® commands to navigate the
Solaris Operating Environment directory tree, and
search for or manipulate directories and files?

e Canyouusethevi texteditor to create or modity files?

e (Can you change access permissions on files and
directories?
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Introductions

e Name

e Company affiliation

e Title, function, and job responsibility

e Solaris Operating Environment experience
e Reasons for enrolling in this course

e Expectations for this course
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How to Use Course Materials

e Objectives
o [ecture
e Exercise

* Check Your Progress
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How to Use the Icons

Additional resources

Discussion

g Demonstration
3 ¢
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Exercise objective

Caution

Warning
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Typographical Conventions and
Symbols

e Courier isused for the names of command, files, and
directories, as well as on-screen computer output.

e Courier bold is used for characters and numbers that

you type.

e Courier italic is used for variables and command-
line placeholders that are replaced with a real name or
value.

e Palatino italics is used for book titles, new words or
terms, or words that are emphasized.
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Module 1

Introducing the Solaris 8 Operating
Environment System Administration
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Objectives

Upon completion of this module, you should be able to:

e Define the roles of a Solaris Operating Environment
system administrator

* Define common system administration terms
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Roles of the System Administrator for
a Standalone System

 Managing users’ accounts

* Maintaining system security

e Configuring new devices

e Installing and partitioning disk drives
* Managing file systems

e Scheduling system-related jobs

* Maintaining print services
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Roles of the System Administrator for
a Standalone System

* Managing the boot PROM

e Configuring system initialization files

* Installing the Solaris Operating Environment software
* Administering software packages and patches

* Performing backup and recovery operations

* Managing disaster recovery

* Recovering critical file systems and rebooting
successfully
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Roles of the System Administrator for
Client-Server Systems

e Configuring a network environment
e Setting up the syslog utility

* Configuring and administering a network file system
(NFS) environment

e Configuring cacheFS file systems
e Using automount

* Setting up name services

Solaris™ 8 Operating Environment System Administration | Module 1, slide 5 of 9
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services August 2000 Revision A.2



@ Sun Educational Services

Roles of the System Administrator for
Client-Server Systems

e Configuring boot protocols
e Installing and configuring Solstice AdminSuite™

e Installing the Solaris Operating Environment using the
Jumpstart™ program

Solaris™ 8 Operating Environment System Administration | Module 1, slide 6 of 9
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System Administration Terms

Some common system administration terms include:

e Host

e Host name

e Internet (IP) address
e Ethernet address

* Server
e C(Client
Solaris™ 8 Operating Environment System Administration | Module 1, slide 7 of 9
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Distributed Computing Environment

Solaris™ 8 Operating Environment System Administration |

Host 1

Server
process

Host 2

Client
process

Client
p-\ Process
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Check Your Progress

e Define the roles of a Solaris Operating Environment
system administrator

* Define common system administration terms
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Module 2

Adding Users
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Objectives

Upon completion of this module, you should be able to:

* C(Create and manage user accounts on the local system

using the admintool  utility

Describe the format of the files /etc/passwd  and
letc/shadow  for securing login access

Describe the format of the /etc/group  file for
maintaining shared and restricted access to files and
directories

Add, modity, and delete user accounts on the local
system with the commands useradd , usermod , and
userdel

Solaris™ 8 Operating Environment System Administration | Module 2, slide 2 of 25
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Objectives

e Add, modity, and delete group accounts for the local
system with the commands groupadd , groupmod , and
groupdel

* Define the two different types of shell initialization files

e Describe the shell startup activities during login for the
three main Solaris Operating Environment shells

o List the shell initialization files used to set up a user’s
work environment at login

* Describe the purpose of the /etc/skel directory

* Modity the initialization files to customize a user’s
work environment

Solaris™ 8 Operating Environment System Administration | Module 2, slide 3 of 25
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Setting Up User Accounts

Each user account consists of five main components:

e User name

e Password

e User’s homedirectory
e User’s login shell

e User initialization files

Solaris™ 8 Operating Environment System Administration |
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services August 2000 Revision A.2

Module 2, slide 4 of 25



@ Sun Educational Services

Managing User Accounts

Before adding user accounts to the system, you must
determine the following information for each new user:

* Login name

e User identification (UID) number

e Group identification (GID) number
e Comment

 homedirectory

* Login shell

* Password aging

Solaris™ 8 Operating Environment System Administration | Module 2, slide 5 of 25
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Managing User Accounts with
admintool

admintool  enables you to maintain and modify local system
files from the following categories:

* Users

* Groups

e Hosts

* Printers

* Serial ports

e Software

Solaris™ 8 Operating Environment System Administration | Module 2, slide 6 of 25
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Storing User and Group Account
Information

The Solaris Operating Environment stores user account and
group account information in the following system files:

e Jetc/passwd — Authorized system users have login
account entries in the /etc/passwd  file.

e /etc/shadow — All passwords are encrypted and
maintained in a separate shadow file named /etc/
shadow.

e Jetc/group  —The /etc/group  file defines the default
system group accounts.

Solaris™ 8 Operating Environment System Administration | Module 2, slide 7 of 25
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Creating and Managing Accounts
from the Command-line

The following command-line tools add, modity, and delete
user accounts and group accounts on the local system:

e useradd - Adds a new user account

e usermod — Modifies a user’s account

e userdel - Deletes a user’s account

e groupadd - Addsanew group account
e groupmod — Modifies a group account

e groupdel - Deletes a group account

Solaris™ 8 Operating Environment System Administration | Module 2, slide 8 of 25
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Creating Accounts with useradd

e Theuseradd command adds an entry for the new user
into the /etc/passwd  and /etc/shadow files.

e Theuseradd command also copies all the initialization
files in the /etc/skel ~ directory to the user’s new home
directory automatically.

e Command format:

useradd [-u ud]-g gd][-G gid [, gid,.. ]]-d dir 1[-m][-s shell ][-c  comment] loginname

Solaris™ 8 Operating Environment System Administration | Module 2, slide 9 of 25
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services August 2000 Revision A.2



@ Sun Educational Services

Moditying a User Account with
usermod

¢ The usermod command modifies the components
existing in a user account.

e Command format:

usermod [ -u uid [-0]][-9 group 1[-G group [, group ...]][-d dir 1[-m]]
[-s shell ][-c comment ][ -l newlogname ][ -f inactive ][ -e expire ] login
Solaris™ 8 Operating Environment System Administration | Module 2, slide 10 of 25
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Deleting User Accounts with the
userdel Command

* The system administrator can use the userdel
command to delete a user login account from the
system.

e This command also removes the user’s homedirectory
and all of its contents, if requested to do so.

e Command format: userdel [ -] login

Solaris™ 8 Operating Environment System Administration | Module 2, slide 11 of 25
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Creating Accounts with groupadd

e Asroot , you can create new group accounts on the
local system using the groupadd command.

e This command adds an entry for the new group into
the /etc/group  file.

e Command format:

groupadd  [-g gid [ -0 ]] groupname

Solaris™ 8 Operating Environment System Administration | Module 2, slide 12 of 25
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Moditying a Group Account with
groupmod

e Thegroupmod command modifies the definitions of the
specified group by modifying the appropriate entry in
the /etc/group  file.

e Command format:

groupmod [-g gid [ -0 ]J[[-n name] groupname

Solaris™ 8 Operating Environment System Administration | Module 2, slide 13 of 25
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Deleting Group Accounts with the
groupdel Command

* You can use the groupdel command to delete a group
account from the system.

e [t deletes the appropriate entry from the /etc/group
file.

e Command format: groupdel groupname

Solaris™ 8 Operating Environment System Administration | Module 2, slide 14 of 25
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Exercise: Adding Users and Groups

e Objectives
e Tasks
e Discussion

e Solutions
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Using the Initialization Files

* When users log in to the system, their login shells look
for and execute two ditferent types of initialization
files.

v The first type controls the system-wide
environment.

v The second type controls the user’s environment.

Solaris™ 8 Operating Environment System Administration | Module 2, slide 16 of 25
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System-Wide Initialization Files

e The system initialization files are maintained by the
system administrator to provide an environment for
the entire community of users who login to the system.

e These files are provided by the Solaris Operating
Environment and reside in the /etc  directory.

e The two main system initialization files are:

v /etc/profile
v /etc/login

Solaris™ 8 Operating Environment System Administration | Module 2, slide 17 of 25
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User Initialization Files

e The user’s initialization files are set up by the system
administrator and placed in each user’s homedirectory.

e The primary job of a user initialization file is to define
the characteristics of a user’s work environment, such
as a user’s search path, environment variables, and
windowing environment.

Solaris™ 8 Operating Environment System Administration | Module 2, slide 18 of 25
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Initialization Files for the Six Shells

System-wide User Initialization

Shells Initialization User Initialization Files Read When a Shell
. Files Read at Login New Shell is Started =~ Pathname
Files .
After Login
Bourne /etc/profile $HOME/.profile /bin/sh
Korn letc/profile $HOME/.profile $HOME/ kshrc /bin/ksh
$HOME/ kshrc
C letcl.login $HOME/.cshrc /bin/csh
Z letc/zshenv $HOME/.zshenv $HOME/.zshrc /bin/zsh
letc/zprofile $HOME/.zprofile
letc/zshrc $HOME/.zlogin
letc/zlogin
BASH letc/profile $HOME/.bash_prdfile $HOME/.bashrc /bin/bash
$HOME/.bash_login
$HOME/.profile
TC letc/csh.cshrc $HOME/.cshrc $HOME/.tcshrc /bin/tcsh
[etc/csh.login or or
$HOME/ login $HOME/.cshrc
Solaris™ 8 Operating Environment System Administration | Module 2, slide 19 of 25
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Shell Variables

Variable Name Set By Description
LOGNAME Set at login Defines the user’s login name.
HOME Set at login S(ejts the path to the user’s homedirectory. Default argument for
ca.
SHELL Set at login Sets the path to the default shell.
PATH Set at login Sets the default path the shell searches to find commands.
MAIL Set at login Sets the path to the user’s mailbox.
TERM Not set by default Defines the terminal.
LPDEST Not set by default Sets the user’s default printer.
PWD Set by shell Defines the current working directory.
PS1 Set by shell Defines the shell prompt for the Bourne or Korn shell.
prompt Set by shell Defines the shell prompt for the C shell.
Solaris™ 8 Operating Environment System Administration | Module 2, slide 20 of 25
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Setting Environment Variables

Shell User’s Initialization File

Bourne or Korn Shell ~ VARIABLE=value ; export VARIABLE
For example:

PS1="$HOSTNAME ! $ “; export PS1

C Shell setenv variable value
For example:

setenv prompt “\! ‘uname -n‘ % “
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Default User Initialization Files

Initialization File User’s

Shell Templates Initialization Files

Bourne letc/skelllocal.profile  $HOME/.profile

Korn letc/skelllocal.profle  $HOME/.profile

C letc/skelllocal.login $HOME/.Iogin
letc/skelllocal.cshre $HOME/.cshrc

Solaris™ 8 Operating Environment System Administration | Module 2, slide 22 of 25
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Exercise: Using the Initialization Files

e Objectives
e Tasks
e Discussion

e Solutions

Solaris™ 8 Operating Environment System Administration | Module 2, slide 23 of 25
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Check Your Progress

e C(Create and manage user accounts on the local system
using the admintool  utility

e Describe the format of the files /etc/passwd  and /
etc/shadow  for securing login access

e Describe the format of the /etc/group  file for
maintaining shared and restricted access to files and
directories

 Add, modity, and delete user accounts on the local
system with the commands useradd , usermod , and
userdel

Solaris™ 8 Operating Environment System Administration | Module 2, slide 24 of 25
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Check Your Progress

e Add, modity, and delete group accounts for the local
system with the commands groupadd , groupmod , and
groupdel

* Define the two different types of shell initialization files

e Describe the shell startup activities during login for the
three main Solaris Operating Environment shells

o List the shell initialization files used to set up a user’s
work environment at login

* Describe the purpose of the /etc/skel directory

* Modity initialization files to customize a user’s work
environment

Solaris™ 8 Operating Environment System Administration | Module 2, slide 25 of 25
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Module 3

System Security
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Objectives

Upon completion of this module, you should be able to:

Create the var/adm/loginlog file to save failed login
attempts

Monitor system usage with the commands finger ,
last , and rusers

Use the su command to become the root wuser or
another user on the system

Modity the /etc/default/login file to restrict root
access

Solaris™ 8 Operating Environment System Administration | Module 3, slide 2 of 54
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Objectives

e Usethecommandsid and groups toidentify users and
their group memberships

* Change a file’s owner or a file’s group using the
commands chown and chgrp , respectively

* C(Create, modify, and delete access control lists (ACLs)
on files

e Explain how the special permissions setuid , setgid
and the Sticky Bit can affect system security

e Control remote login access by maintaining three basic
network files: /etc/hosts.equiv . $HOME/.rhosts ,
and /etc/ftpusers

Solaris™ 8 Operating Environment System Administration | Module 3, slide 3 of 54
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Managing System Security Overview

Some basic steps that you should take to manage security at
the user, file, system, and network level include:

Maintaining password and login control
Monitoring system usage

Restricting access to data contained in files
Tracking root logins

Monitoring setuid programs

Controlling remote access on the network
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The pwconv Command

e The pwconv command creates and updates the
fetc/shadow  file with information from the
letc/passwd  file.

e [tisthe pwconv command that relies on the special
value of x in the password field of /etc/passwd

e TheX indicates the password for the user already exists
in the /etc/shadow file.
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Recording Failed Login Attempts

* You can save failed login attempts to a file, which is a
useful tool for determining if attempts are being made
to break into a system.

* You can record failed login attempts in the file var/
adm/loginlog

e By default, the loginlog  file does not exist. To enable
logging, this file must be created with read and write
permissions for root only. For example:

# touch /var/adm/loginlog
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Monitoring System Access

e All systems should be monitored routinely for
unauthorized user access.

e Use the who command to see who is on the system. It
looks in the Narfadm/utmpx  file to obtain this
information.

e The who command displays a list of users currently
logged on to the local system.

e If a userislogged on remotely, the remote host name
for that user is displayed.
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Displaying User Information

e To display detailed information about users either
locally or remotely, use the finger command.

e finger displays the user’s login name, homedirectory
path, login time, login device name, data contained in
the comment field of the /etc/passwd  file, login shell,
and the name of the host if logged in remotely.

e Command format:

finger -m username
finger -m username@remotehostname
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Displaying a Record of Login Activity

e Usethelast command to display a record of all logins
and logouts with the most recent activity at the top of
the output.

e Thelast command looks in the varfadmMwtmpx  file,
which records all logins and logouts.

e Each entry includes user name, the login device, the
host logged in from, the date and time logged in, the
time of log out, and the total login time in hours and
minutes, including entries for system reboot times.
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Displaying Users on Remote Systems

e Therusers command produces output similar to the
who command, but displays users logged in on remote
hosts.

* A remote host will only respond to the rusers
command, if its rpc.rusersd ~ daemon is enabled. It is
the network server daemon that returns the list of users
on the remote hosts.

e Command format: rusers [ - ]

Solaris™ 8 Operating Environment System Administration | Module 3, slide 10 of 54
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services August 2000 Revision A.2



@ Sun Educational Services

Accessing root Privileges

* You should only log in to the root account to perform
administration tasks. Avoid performing routine work
as root .

e This protects the system from unauthorized access,
reducing the likelihood that the system will be left
unattended with root logged in.

* You can become root on a system by either:

v Logging in directly asroot and supplying the root
password.

v Logging in as a regular user, then invoke the su
command and supplying the root password.
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Effective User ID and Effective
Group ID

* When you run the su command, the UID and GID are
changed to the new user. These are referred to as the
effective user ID (EUID) and effective group 1D (EGID).

e Access to files and directories is determined by the
value of the EUID and EGID for the switched user,

rather than the UID and GID of the user who originally
logged in to the system.

e This is important because file and directory access is
determined based on the value of the EUID and EGID
of the user that you have become.
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Using the whoami Command

e The whoami command displays the switched user’s
effective current user ID.
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Using the su Command to Become
root

To use the su command to become root

1. Log in directly (from the login window) as a regular
user.

2. At the shell prompt, in a terminal window, type su
and press Return. Type the root password and
press Return.

$ su
Password:

#
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Using the su Command to Become
root

3. To display the original login, type the command
who am | and press Return.

# who am |
userl pts/11 Apr 25 1545 (:0.0)

4. To determine the login name of the user you
switched to, type whoami and press Return.

# whoami
root
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Using the su Command to Become
root

5. To determine where you are currently located, type
pwd and press Return. The location is the original
user’s home directory.

# pwd

6. To exit the root session and return to the original
user, type exit and press Return.

# exit
$
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Using the su Command to Become
Another Regular User

To switch to another user and have that user’s environment:

1. At the shell prompt, type su with the dash (-)
option, the name of the user, and press Return. Type
the password for the user account and press Return.

$ su - user2
Password:
$
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Using the su Command to Become
Another Regular User

2. Determine the login name of the user you switched
to by typing whoami and pressing Return.

$ whoami
user2

3. Determine where the user is located, type pwd and
press Return. The location is the new user’s home
directory.

$ pwd
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Using the su Command to Become
Another Regular User

4. To display the login name of the user you originally
logged in as, type who am | and press Return.

$ who am |
userl pts/4 Apr 25 1555 (:0.0)

5. To return to the original user status and home
directory, type the following command and press
Return.

$ exit
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Exercise: User Access

e Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress

Create the var/adm/loginlog file to save failed login
attempts

Monitor system usage with the commands finger ,
last and rusers

Use the su command to become root or another user
on the system

Modity the /etc/default/login file to restrict root
dCCess
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Determining a User’s Group
Membership

The groups command displays group memberships for the
user.

e For example, to see what groups you belong to:

# groups
staff class

e To list the groups that a specific user belongs to:

# groups users
staff class sysadmin
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Identitying a User Account

Theid command is used to identify users by listing their UID,
username, group ID, and group name.

e To view your account information:

$ id
uid=101(userl) gid=300(class)

e To view all account information for a specific user:

$ id -a userl
uid=101(userl) gid=300(class) groups=14(sysadmin)
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Changing a File’s Ownership

The chown command is used to change the original owner of
a file or directory to another user on the system.

* Changing File Ownership

v In this example userl owns a file named file7

# cd /export/home/userl

# Is -l file7

-rW-I--f-- 1 wuserl staff 672Junl15:11 file7
#

v Give this file to a new user named user2

# chown user2 file7
# Is -l file7
-PW-F--r-- 1 wuser2 staff 672Jun115:12 file7
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Changing Directory Ownership

¢ In this example, userl owns a directory called dir4

# Is-ld dir4

drwxr-xr-x 8 userl staff 512 Apr 22
12:51 dir4

#

e Give this directory and all of its contents (files and
subdirectories) to user2

# chown -R user2 dir4

# Is-Id dird
drwxr-xr-x 8 user2 staff 512 Jun 1 15:14 dir4
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Changing User and Group Ownership
Simultaneously

* You can use the chown command to change both the
ownership and group membership of a file or directory
at the same time:

# chown user3:.class file2

* You can use the -R option to recursively descend a
directory hierarchy, changing ownership and group
membership on the directory and its contents:

# chown -R user3:.class dirl
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Changing a File’s Group Ownership

The chgrp command is used to change the group ownership
of a file or a directory to another group on the system.

e For example, the file called file4  currently belongs to
a group named staff

# Is -l file4
-rW-I---- 1 userl staff 874 Jun 1 15:08 filed
e Usethechgrp command to give this file to a new group
named class
# chgrp class filed4
# Is -l file4
-rW-I---- 1 userl class 874 Jun 1 15:09 filed4
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Special File Permissions

Three types of special permissions are available for executable
files and public directories.

e Set user identification (setuid ) permission
e Set group identification (setgid ) permission

e Sticky Bit permission
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The setuld Permission

When set user identification (setuid ) permission is set on an
executable file, a user or process that runs this executable file
is granted access based on the owner of the file (usually root )
instead of the user who started the executable.

e Thesetuid permission displaysasan “s” in the
owner’s execute field, for example:

-r- sr-xr-x 1 root sys 17156 Jan 5 17:03  /usr/bin/su

e Tosetthesetuid permissionson an executable fileuse
the chmod command and the octal value 4000, for
example:

# chmod 4555 executable file
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The setgid Permission

The set group identification (setgid ) permission is similar to
setuid , except the effective group ID of the user or the
process is changed to the group owner of the file.

e Thesetgid permission displaysasan “s” in the
group’s execute field, for example:

-r-Xx-- s--x 1 root mail 61288 Jan 5 16:57 /usr/bin/mail

e Tosetasetgid permissionon anexecutable file usethe
chmod command and the octal value 2000 for example:

# chmod 2555 executable file
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The Sticky Bit Permission

The Sticky Bit is a special permission that protects the files
within a publically writable directory.

e The Sticky Bit displays as the letter “t ” in the other’s
execute field, for example:

#ls -ld tmp
drwxrwxrw t 6 root  sys 719 May 31 03:30 ltmp

e To set the Sticky Bit permission on a directory, use the
chmod command and the octal value 1000, for
example:

# chmod 1777 public _directory
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Exercise: File Owners, Groups, and
Special Permissions

* Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress
e Usethecommandsid and groups toidentify users and
their group memberships

* Change a file’s owner or a file’s group using the
commands chown and chgrp , respectively

e Explain how the special permissions setuid , setgid
and the Sticky Bit can affect system security
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Access Control Lists

Access Control Lists (ACLs) provide greater control over file
access permissions and provide better file security for the file
owner, group, other, specific users and specific groups.
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ACL Commands

ACLs can be set or viewed using these commands:

Command/Option Description

getfacl filename(s) Display ACL entries on a file(s).

setfacl -m acl_entries Creates or modifies ACL entries on files
setfacl -s acl_entries Removes old ACL entries on a file(s) and

replaces with new ACL entries.

setfacl -d acl_entries Deletes one or more ACL entries on a
file(s).
setfacl -f acl _file Specify an ACL configuration file

containing list of permissions to be set on
other files. acl _file is used an
argument with this command only.

setfacl -r Recalculates permissions for the ACL
mask.!
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ACL Entries

An ACL entry consists of the following fields, separated by

colons

ACL Fields Description

entry-type Type of entry to set file permissions for
owner, owner’s group, specific users,
additional groups, or the ACL mask.

UID or GID The user’s name or identification number
(UID).
The group’s name or identification number
(GID).

perm Permissions set for entry-type. Permissions

can be set symbolically using r, w X, and -
or by using octal values from 0 to 7.
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ACL Entry Examples

e U[ser]::perm — Sets permissions for file owner.
e g[roup]::perm — Sets permissions for owner’s group.
e Qfther]:perm — Sets permissions for users other than

the owner or owner’s group.

e u[ser:.UID:perm or u[ser].username:perm — Sets
permissions for a specific user.

e g[roup].GID:perm or g[roup]:groupname:perm —
Sets permission for a specific group.

e mlask]perm - Sets ACL mask. Indicates the
maximum permissions allowed for all users, (except
the owner) and for all groups.
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Adding ACL Permissions on a File

To add ACL permissions on a file, use the setfacl -m
command.

e This example creates an ACL entry on file.txt for a

specific user named user8 with permissions to read
and write this file:

# setfacl -m user:user8:6  file.txt
# getfacl file.txt
# file: file.txt
# owner: userl
# group: class
USer::rwx
user::user8:rw- #effective:r--
group::r- #effective:r--
mask:r--
other:---
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Moditying ACL Permissions on a File

This example modifies the permissions of a file’s ACL mask to

read and write.

# setfacl -m m:6 file.txt

# getfacl file.txt
# file: file.txt
# owner: userl
# group: class

user::rwx

user::user8:rw- #effective:rw-
group::r- #effective:r--
mask:rw-

other:---

Solaris™ 8 Operating Environment System Administration |
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services August 2000 Revision A.2

Module 3, slide 39 of 54



@ Sun Educational Services

Determining if a File has an ACL

There are two ways to determine if a file has an ACL:

* By using the getfacl command
e Byusingthels-l] command

Using thels-l command on any file with an ACL displays a
plus (+) sign at the end of the permission mode field. For
example:

# s -l file.txt
-rWX[----- + 1 userl class 167 Apr 18 11:13 file.txt
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Deleting an ACL Entry on a File

To delete an ACL entry from a file, use the setfacl -d
command and specify the entry type and the UID (username)
or GID (groupname).

e This example deletes an ACL entry from file.txt

# setfacl -d uuser8  file.txt

Solaris™ 8 Operating Environment System Administration | Module 3, slide 41 of 54
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services August 2000 Revision A.2



@ Sun Educational Services

Replacing an Entire ACL on a File

To replace the entire ACL on a file, you must specify the basic
set of user, group, other, mask permissions and filename(s).

e This example sets the file owner permissions to read

and write, group permissions to read only, and other
permissions to none on file.txt

# setfacl -s user::rw-,group::r--,other:---,mask:rw-,user:user8:rw- file.txt
# getfacl file.txt

# file: file.txt
# owner: userl
# group: class

user::rw-
user:usersg:rw- #effective:rw-
group::r-- #effective:r--
mask:rw-
other:---
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Exercise: Access Control Lists

e Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress

* C(Create, modify, and delete access control lists (ACLs)
on files
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Managing Remote Access Issues

The three network files provide certain schemes for handling
basic security issues involving remote user access of a local
system.

e The /etc/hosts.equiv file
e The $HOME/.rhosts file
e The /etc/ftpusers file
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The /etc/hosts.equiv and
$HOME/.rhosts  Files

Typically, when login access to a local host is requested by a
remote user, the first file read is the /etc/passwd file.

e [f there is no entry in the local host’s /etc/passwd  file
for the remote user, access is denied.

The /etc/hosts.equiv and $HOME/.rhosts  files bypass this
standard password-based authentication to determine if a
remote user is allowed access to the local host.

e Based on information contained in these two files, (if
they exist), determines if remote user access is granted
or denied.
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hostl
host5

Acces
correct?
Login
prompt

Password
prompt

No

userl
hostl
Access
denied

fetc/hosts.equiv
hostl
in
$HOME/.rhosts

Yes

Remote
User
Local
Host
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Entries in /etc/hosts.equiv
and SHOMEI/rhosts  Files

These two files have the same format, although the same
entries in each file have a different effect.

e The /etc/hosts.equiv file applies to the entire

system, while individual users can maintain their own
$HOME/.rhosts files in their home directories

Both files contain a list of one-line entries, which can include:
e hostname

e hostname username

° +
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The /etc/hosts.equiv File

For regular users, this file is used to identify remote hosts and
remote users considered to be trusted.

e [f alocal host’s /etc/hosts.equiv file contains the a
remote host name, all regular users of that remote host
are trusted and need not supply a password to log in to
the local host.

e Useful for sites where it is common for regular users to
have accounts on many ditferent systems, eliminating
the security risk of sending ASCII passwords over the
network.

e The /etc/hosts.equiv file does not exist by default.
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The $HOME/.rhosts  File

While the /etc/hosts.equiv file applies system-wide for
non-root users, the .rhosts  file applies to a specific user.

e All users, including root , can create and maintain
their own .rhosts  files in their home directory.

e [f a remote host name is listed in this file, it is
considered to be a trusted host and remote user access
is granted on the local host.

e The $HOME/.rhosts file does not exist by default, it
must be created in the user’s homedirectory.
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Restricting FIP Logins

The file /etc/ftpusers is used to list the names of users
prohibited from running an ftp login on the system.

e Each line entry contains the login name for each
restricted user.

e The default ftpusers file lists these account entries:

root
daemon
bin

Sys
adm

Ip

uucp
nuucp
listen
nobody
noaccess
nobody4
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The /etc/shells File

The /etc/shells file contains a list of the shells on the
system. This file does not exist by default.

e If this file does not exist, then getusershells(3c)
uses its own list of shells.

By creating this file, each shell to be recognized by the system
must have a single line entry, consisting of the shell’s path,
relative to/ (root), for example:

# touch /etc/shells
/sbin/sh

/bin/sh

/bin/ksh
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Exercise: Managing Remote Security
Issues

* Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress

e Control remote login access by maintaining three basic
network files: /etc/hosts.equiv , $SHOME/.rhosts ,
and /etc/ftpusers
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Module 4

The Directory Hierarchy
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Objectives

Upon completion of this module, you should be able to:

e Identify the four main file types in the Solaris
Operating Environment

* Describe the functions provided by regular files,
directories, symbolic links, device files, and hard links

* Define the function of each subdirectory found directly
within the root directory
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Solaris File Types

The Solaris Operating Environment supports a standard set of
files, which provide a means of storing data, activating
devices, or allowing inter-process communication.

e Of the different types of files that exist, four could be
described as the main file types in the Solaris Operating
Environment, which include:

v Regular or ordinary files
v Directories
v Symbolic links

v Device files
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Identifying the File Types

Use thels- command to distinguish the different file types.

e The character in the first column of information
indicates file type, for example:

# cdl/etc;ls-l

drwxr-xr-x 2adm adm 512 Apr 310:42 acct

| rwxrwxrwx 1 root  root 14 Apr 3 11:05 aliases -> ./mail/aliases
- rw-r—-r-- 1root bin 50 Apr 3 10:45 auto_home

(output truncated)

# cd /devices/pci@1f,0/pci@1,l/ide@3 ; Is -l

brw------- lroot sys 136, 0Apr 311:11 dad@0,0:a
Crw-----—- lroot sys 136, 0Apr 311:11 dad@0,0:a,raw
(output truncated)
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File Types

The characters that identify each file type includes:

- —Regular files

e d - Directories

e | —Symbolic links

* b - Block special device files

* ¢ — Character special device files

Solaris™ 8 Operating Environment System Administration | Module 4, slide 5 of 20
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File Names, Inodes, and Data Blocks

All files in the Solaris Operating Environment make use of a
file name and a record called an inode. Most files also make
use of data blocks.

* Filenames are the objects most often used to access and
manipulate files.

e Inodes are the objects the system uses to record
information about a file.

e Data blocks are units of disk space used to store data.

Solaris™ 8 Operating Environment System Administration | Module 4, slide 6 of 20
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File Names, Inodes, and Data Blocks

A filename is associated with an inode, and an inode provides
access to data blocks.

flename ——»|node number

\

data blocks
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A regular file holds data.

Regular Files

filel  —— node 1282
Data
Text data blocks
Binaries
Images >
Application Data
Databases

Ryirpose

Creation Methods

Text Editors

Compliers

Application Programs
Database Programs
Commands (e.g. touch)

Regular files store data

Solaris™ 8 Operating Environment System Administration |
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services August 2000 Revision A.2
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Directories

Directories store information that associates file names with
inode numbers.

dirl —p] inode 4221

s

Data Creation Methods
Directory data blocks mkdir name
Information  _

filel = inode 1282
dirA = inode 5314

Purpose

Directories store data that
associates file names with
inode numbers
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Symbolic Links

A symbolic link is a file that points to another file. A symbolic
link contains the pathname of the file to which it points.

Creation Method

linki —®| inode 3561 In -s pathname target
Data \ .
. ffilel 1 jnode 1282
Single data blocks
Pathname \
|7—> Jfilel —4———
data blocks
Purpose
Symbolic links refer to other file names.
A symbolic link contains the pathname
of the file to which it points
Solaris™ 8 Operating Environment System Administration | Module 4, slide 10 of 20
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Device Files

A device file provides access to a device.

Data

Major and Minor
Device Numbers

dad@0,0:a
Creation Methods
inode 90681 ,
devfsadm (Solaris 8)
drvconfig (<= Solaris 7)
mknod (Solaris 1)
Purpose

Device files activate devices.
Their major and minor device
numbers refer to specific device
drivers and individual devices

Solaris™ 8 Operating Environment System Administration |
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A Device File Example

This example shows the relationship between a device file
dad@0,0:a and the disk device it controls. The inode
information for dad@0,0:a contains major number 136 and
minor number 0.

Device File Kernel Modules Disk Device
(Device Drivers)
dad@0,0:a
unix
inode 90681
136, 0
p-| dad driver (136)
Solaris™ 8 Operating Environment System Administration | Module 4, slide 12 of 20
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Two Categories of Device Files

Device files fall into two categories: character-special devices
and block-special devices.

e (haracter Device Files:

L1 77
C

v The file type “c” identifies character device files.

Crw------- lroot sys 136, 0 Apr 311:11 dad@0,0:a,raw

e Block Device Files:

v The file type “b” identifies block device files.

brw------- lroot sys 136, 0 Apr 311:11 dad@0,0:a
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Hard Links

A hard link is the association between a file name and an
inode. A hard link is not a separate type of file.

filel

Solaris™ 8 Operating Environment System Administration |

—

inode 1282

™

data blocks

dirk, —p

Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services August 2000 Revision A.2

inode 4221

\

data blocks

filel = inode 1282
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A Hard Link Example

Using the In command, you can create new hard links to
regular files.

e The command Infilel file2 would create a new
directory entry called file2 , associated with the same
inode associated with filel

filel —p]
file2 » inode 1282 dirl —| inode 4221
data blocks data blocks
filel = inode 1282
file2 = inode 1282
Solaris™ 8 Operating Environment System Administration | Module 4, slide 15 of 20
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Theroot Subdirectories

The Solaris Operating Environment is comprised of a
hierarchy of critical system directories and files that are
necessary for the operating system to function properly.

e |/ —Root of the overall filesystem name space.

e /bin - Location for standard system commands, and
binary files.

e /dev —Primary location for logical device names.

* /devices - Primary location for physical device
names.
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Theroot Subdirectories

e J/etc — Host-specific system administrative
configuration files and databases.

e /export —Default directory for commonly shared file
systems.

e /home — Default directory or mount point for users
home directories.

e /kemel - Directory of platform-independent
loadable kernel modules required as part of the boot
process.

e /mnt — Convenient, temporary mount point for file
systems.

Solaris™ 8 Operating Environment System Administration | Module 4, slide 17 of 20
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Theroot Subdirectories

e /opt — Default directory or mount point for add-on
application packages.

e /shin - Essential executables used in the booting
process and in manual system failure recovery.

e Mmp - Temporary files; cleared during boot sequence.
 fusr —Mount point for the /usr file system.

e Nar - Directory for varying files, which usually
includes temporary, logging, or status files.
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Exercise: Identitying File Types

e Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress

e Identify the four main file types in the Solaris
Operating Environment

* Describe the functions provided by regular files,
directories, symbolic links, device files, and hard links

* Define the function of each subdirectory found directly
within the root directory
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Module 5

Device Configuration
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Objectives

Upon completion of this module, you should be able to:

* Describe the disk components: sectors, tracks, and
cylinders

e Define the term disk slice

e Identify a disk device by its logical device name,
physical device name, and instance name

e Describe the purpose of the /etc/path_to_inst file

e Listasystem’s device configuration information using
the prtconf command

Solaris™ 8 Operating Environment System Administration | Module 5, slide 2 of 24
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Objectives
e Display the system’s current disk configuration using
the format commands

e Show how to invoke a reconfiguration boot after
adding a peripheral device to the system

* Describe how devices are reconfigured using the
devfsadm command
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Basic Architecture of a Disk

Spindle Head actuator arm
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Components of a Disk Platter

Cylinder — A stack of concentric tracks
Track

Sector = 512 bytes

4l

= —

— L
—  —
— L
S R
\\—//
— L
— L
— L
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Disk Slices Defined

Disks can be divided into individual partitions, known as
slices.

e Slices are groupings of cylinders commonly used to
organize data by function.

e A disk under SunOS™ can be divided into eight slices,
labeled slice 0 through slice 7.

* By convention, slice 2 is used to represent the entire
disk.
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The Boot Disk

O root (/)
\/ -4—swap
Optional

software

-¢— User system files
R

7 lexporthhome

~_

-4— User data files
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How Slices Reside on Disk

Each slice is defined by a starting cylinder and an ending
cylinder, which determine the size of a slice.

Slice 2

Solaris™ 8 Operating Environment System Administration | Module 5, slide 8 of 24
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Disk Slice Naming Convention

The full name of a slice is represented by an eight-character
string which includes the controller number, the target

number, the disk number, and the slice number.
c#t #d#HsH

Controller number -= ‘

Target number =

Disk number =
(Logical Unit Number, LUN)

Slice number =

Solaris™ 8 Operating Environment System Administration | Module 5, slide 9 of 24
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An Embedded SCSI Configuration

System Board

igs' tHOSt SCS| scsl SCS
apter target target target
0 controller controller controller
c
t0 11 t6
do do do
sO sb sO
sl s6 s6
c0t0d0s0 cOt1d0os5 c0t6d0s0
c0t0d0s1 cOt1d0s6 c0t6d0s6
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An IDE Configuration

System Board Master PRIMARY Siave
IDE t0 tl
Host Adapter d0 do

cO _
sO sO
c0t0d0s0 c0t1d0s0
SECONDARY
Master Slave
t2 t3
do do
sO sO
c0t2d0s0 c0t3d0s0

Solaris™ 8 Operating Environment System Administration |
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Device Naming Conventions

In the Solaris Operating Environment, all devices have three
different types of name, depending on how the device is being
referenced.

* Logical device names
e Physical device names

¢ [nstance names

Solaris™ 8 Operating Environment System Administration | Module 5, slide 12 of 24
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services August 2000 Revision A.2



@ Sun Educational Services

Logical Device Names

Logical device names are used to refer to a device on the
command line.

e Alllogical device names are kept in the /dev directory.

* Logical device names are symbolic links to the physical
device names kept in the /devices  directory.

Logical device name for a disk contains the controller number,
target number, disk number, and slice number:

# |s /dev/dsk

c0t0d0sO c0t0d0s4 c0t3d0sO cO0t3d0s4 cO0t6d0sO cOted0s4
c0t0dOs1 c0t0d0s5 cO0t3d0s1l cOt3d0s5 cOtedOsl cOt6d0s5
c0t0d0s2 c0t0d0s6 cO0t3d0s2 cO0t3d0s6 cOted0s2 cOt6dOs6
c0t0d0s3 c0t0d0s7 c0t3d0s3 cO0t3d0s7 cO0ted0s3 cOtedOs7
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Physical Device Names

Physical device names uniquely identify the physical location
of the hardware devices on the system

e Physical device names are maintained in the /devices
directory.
# Is -1 /dev/dsk/c0t0dOsO

Inwxrwxrwx 1 root  root 46 Jun 16 19:07 /dev/dsk/cOtOd0s0 -> ../../devices/
pci@1f,0/pci@1,l/ide@3/dad@0,0:a

Solaris™ 8 Operating Environment System Administration | Module 5, slide 14 of 24
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The /devices directory Structure

/devices
pci@1f pseudo
pci@1,1 pts@0:
ebus@1 ide@3
fdthree @14, se@14, disk@0,0 cdrom@2,0

Solaris™ 8 Operating Environment System Administration |
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Instance Names

Instance names are abbreviated names assigned by the
kernel  for each device on the system.

* An instance name is simply a shortened name for the
physical device name, for example:

v sdn
v dadn
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The /etc/path _to Inst File

In the Solaris Operating Environment, the system records, for
each device, its instance name and number along with its
physical name in the /etc/path_to_inst file.

* These names are used by the kernel to identity every
possible device.

e This file is read only at boot time.

* Maintained by the kernel
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Sample /etc/path_to_Inst File

# more /etc/path_to_inst

#

#  Caution! This file contains critical kernel state

#

“Ipci@1f,0” 0 “pci”

“Ipci@1f,0/pci@1,1l/ide@3/sd@2,0” 2 “sd”
“Ipci@1f,0/pci@1,l/ide@3/dad@0,0” 0 “dad”
“Ipci@1f,0/pci@1,1/ebus@1” 0 “ebus”
“Ipci@1f,0/pci@1,1l/ebus@ l/fdthree@14,3023f0” 0 “fd”
“Ipci@1f,0/pci@1,1/ebus@1/su@14,3062f8" 1%su” )
“Ipci@1f,0/pci@1,1/ebus@1/se@14,400000” 0“se” )
“Ipci@1f,0/pci@1,1/ebus@1/su@14,3083f8" 0 “su”
“Ipci@1f,0/pci@1,1/ebus@l/ecpp@14,3043bc” 0 “ecpp”
“Ipci@1f,0/pci@1,1/ebus@1/SUNW,CS4231@14,200000” 0 “audiocs”
“Ipci@1f,0/pci@1,1l/ebus@l/power@14,724000” 0 “power”
“Ipci@1f,0/pci@1,1/network@1,1” 0 “hme”
“Ipci@1f,0/pci@1,1/SUNW,m64B@2” 0 “m64”
“Ipci@1f,0/pci@1” 1 “simba”

“loptions” 0 “options”

“loseudo” 0 “pseudo”
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The priconf Command

The prtconf command displays system configuration
information; listing all instances of devices.

# prtconf | grep -v not
System Configuration: Sun Microsystems sun4u
Memory size: 64 Megabytes
System Peripherals (Software Nodes):
SUNW,Ultra-5_10
options, instance #0
pci, instance #0
pci, instance #0
ebus, instance #0
power, instance #0
se, instance #0
su, instance #0
su, instance #1
fdthree, instance #0
network, instance #0
SUNW,m64B, instance #0
ide, instance #0
dad, instance #0
sd, instance #2
pci, instance #1
pseudo, instance #0
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The format Command

The format command displays logical and physical device
names for all currently available disks.

# format
Searching for disks...done

AVAILABLE DISK SELECTIONS:
0.c0t0d0O<  SUN4.2G cyl 3880 alt 2 hd 16 sec 135 >
Ipci@1f,0/pci@1,1/ide@e/dad@0,0
1. c1t3d0 <SUNA4.2G cyl 3880 alt 2 hd 16 sec 135>
Ipci@if,0/pci@ L/isptwo@4/sd@3,0
Specify disk (enter its number):
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The Solaris 8 Operating Environment
Device Reconfiguration

The Solaris 8 Operating Environment device reconfiguration
is handled with the devfsadm command.

e Limit Configuration to a Specitic Device Type
# devfsadm -c disk

e Specify Multiple Device Classes
# devfsadm -c disk -c tape -c audio

e Limit Configuration to a Specific Device Driver

# devfsadm -i dad
# devfsadm -1 sd
# devfsadm -i st
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Pre- Solaris 8 Operating Environment
Device Reconfiguration

Pre-Solaris 8 Operating Environment device reconfiguration
is handled with the drvconfig  command

e To add a new disk device:

# drvconfig -i dad
# disks

 To add a new tape drive:

# drvconfig -iI st
# tapes
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Exercise: Disk Configuration and
Naming

* Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress
* Describe the disk components: sectors, tracks, and
cylinders
¢ Define the term disk slice

e Identify a disk device by its logical device name,
physical device name, and instance name

* Describe the purpose of the /etc/path_to_inst file

e Listasystem’s device configuration information using
the prtconf command

e Display the system’s current disk configuration using
the format commands
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Module 6

Disks, Slices, and Format
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Objectives

Upon completion of this module, you should be able to:

e Explain the term disk slice
e Describe and create a disk label

* Define and modify a partition table using the format
utility

e Describe the purpose of the /etc/format.dat file

 Use the format utility to save and retrieve customized
partition tables
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Objectives

* Demonstrate how to view the disk’s VIOC using two
different commands: verify  and prvtoc

e Use the fmthard command to update the VIOC on a
disk
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Disk Slices and the format  Utility

The format utility is a system administration tool used
primarily to prepare hard disk drives for use in the Solaris
Operating Environment.

 The main reason a system administrator uses the
format utility is to divide a disk into disk slices.

e To divide a disk into slices, you will need to:

v Identify the correct disk
v Plan the layout of the disk
v Use the format utility to divide into slices

v Label the disk with new slice information
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Disk Labels and Partition Tables

Slice 6

Slice 1

Slice 0
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Disk Partition Table

The partition table primarily defines partition boundaries and
the number of cylinders in a partition.

Current partition table (original):
Total disk cylinders available 8892 + 2 (reserved cylinders)

Part Tag Flag Cylinders Size Blocks
0 root  wm 0 - 2520 1.14GB  (2521/0/0) 2382345
1 swap wu 2521 - 2840 147.66MB  (320/0/0) 302400
2 backup  wm 0 - 8892 4.01GB  (8892/0/0) 8402940
3 unassigned wm 0 0 (0/0/0) 0
4 unassigned wm 0 0 (0/0/0) 0
5 unassigned wm 0 0 (0/0/0) 0
6 usr  wm 2841 - 8392 273GB  (6051/0/0) 5718195
7 unassigned  wm 0 0 (0/0/0) 0
Solaris™ 8 Operating Environment System Administration | Module 6, slide 6 of 16
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Defining Disk Slices

Disk slices are defined by an offset and a size in cylinders. The
offset is the distance from cylinder 0.

Slice 2 — Overlaps Entire Disk

AN
a8 B

Slice 0 Slice 1 Slice 6
Size Size Size
2521 Cylinders 320 Cylinders 6051 Cylinders
Offset 0 Offset 2521 Offset 2841
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Disk Space and Undesirable
Conditions

When creating or changing disk slices, two types of
undesirable conditions can occur:

* Wasted disk space
e Overlapping disk space
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Wasted Disk Space

Wasted disk space occurs when one or more cylinders are not

allocated to a disk slice.

Size — 2521 cyl Size — 320 cyl
gffset -0 Offset - 2521
Size — 2500 cyl| wasted Size — 320 cyl
gﬁset -0 Offset - 2521

Solaris™ 8 Operating Environment System Administration |
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Overlapping Disk Slices

Overlapping disk slices occurs when one or more cylinders

are allocated to more than one disk slice.

Size — 2521 cyl

Size — 320 cyl

Offset - 0 Offset - 2521

A

Size — 2590 cyl - Size — 320 cyl

Offset - 0 Offset - 2521

Solaris™ 8 Operating Environment System Administration |
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The /etc/format.dat File

The format utility reads the file /etc/format.dat

e This file is a table of available disk types and a set of
predefined partition tables which can be used to
partition a disk quickly.

On disk In memory [etc/format.dat

L
disk Current name Predefined
» save -
partition partition

table tables
L B e —— L B e ——

verify label print select

Disk
VTOC
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Viewing a Disk’s VIOC

There are two methods available for locating and viewing a
disk’s label, or VTOC.

e Use the verfy command from the format utility.

e Usethe prtvtoc command from the command line.
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Reading a Disk’s VTOC with the
verify Command

format>  verify

Primary label contents:
ascii name =<SUN4.2G cyl 3880 alt 2 hd 16 sec 135>

pcyl =3882
ncyl =3880
acyl = 2
nhead = 16
nsect = 135
Part Tag
0 root
1 swap
2 backup
3 unassigned
4 unassigned
5 unassigned
6 usr
7 unassigned

format>  quit

Solaris™ 8 Operating Environment System Administration |
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Flag Cylinders
wm 0 - 189

wu 190 - 311
wm 0 - 8892
wm 0
wm 0
wm 0

wm 312 - 8892
wm 0

Size

200.39MB

128.67MB
4.00GB

Blocks
(190/0/0)
(122/0/0)
(8892/0/0)
(0/0/0)
(0/0/0)
(0/0/0)
(3568/0/0)
(0/0/0)

410400
263520

8402940
0
0
0

7853760
0
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Reading a Disk’s VTOC with the
privioc  Command

# prtvtoc /dev/rdsk/c1t3d0s2
* [dev/rdsk/cOt0d0s?2 partition map

* Dimensions:

* 512 bytes/sector

* 135 sectors/track

* 16 tracks/cylinder
* 2160 sectors/cylinder
* 3882 cylinders

*

3880 accessible cylinders
* Flags:

* 1: unmountable

* 10: read-only

* First Sector Last
* Partition Tag Flags Sector Count Sector Mount Directory
0 2 00 0 408240 408239 /
1 3 01 410400 671760 1082159
2 5 00 0 8380800 8380799
6 4 00 673920 7706880 8380799 Jusr
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Exercise: Disks, Slices, and Format

e Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress

Explain the term disk slice
Describe and create a disk label

Define and modity a partition table using the format
utility

Describe the purpose of the /etc/format.dat file

Use the format utility to save and retrieve customized
partition tables

Demonstrate how to view the disk’s VTOC using two
different commands: verify  and prtvtoc

Use the fmthard command to update a disk’s VTOC
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Module 7

The Solaris Operating Environment
ufs File System
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Objectives

Upon completion of this module, you should be able to:

* Describe the three different types of file systems in the
Solaris Operating Environment

e Define the term file system

e List the components that are contained in the structure
of a file system

* (Createanew Ufs file system using the newfs command
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File System Types Supported by the
Solaris Operating Environment

The Solaris Operating Environment supports three different
types of file systems:

* Disk-based file systems
v ufs ,hsfs ,pcfs ,udf

e Distributed file systems
v nfs

e Pseudo file systems

v tmpfs ,swapfs ,fdfs , procfs
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The Solaris ufs File System

The Solaris Operating Environment stores data in a logical file
hierarchy. This file hierarchy is referred to as the Solaris
directory tree, which is formed by a number of file systems.

root (/)
/ dev kemel etc\export
rdsk dsk default initd shadow home
passwd login su userl  user2 user .
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The Solaris ufs File System

The root

(/) filesystem

root (/)

dev kernel et|c var export tmp
| |
rds/@ init.d adm home
/dev/dsk/cOt0d0s0O

opt /usr
bin lib

/dev/dsk/cOt0d0s6

i

The fusr filesystem

Solaris™ 8 Operating Environment System Administration |

/
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userl

/dev/dsk/cOt0d0s7

user2 user3

4

The /export/home filesystem
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Basic Disk Structures

e The Disk Label (VTOC)
e The Boot Block

e The Superblock

* Cylinder Groups

v Cylinder Group Blocks
v Inode Table
v Data Blocks

Solaris™ 8 Operating Environment System Administration | Module 7, slide 6 of 14
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services August 2000 Revision A.2



@ Sun Educational Services

ufs Filesystem
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Data Blocks and Fragmentation

The method used by the ufs filesystem to store the contents
of a file which is not large enough to fill one data block is
called fragmentation.

e Datablocks can be divided into eight fragments of 1024
bytes each, for the storage of small files.

Data Block

8192 bytes

1024
bytes

Fragment
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Data Blocks and Fragmentation

The content of two files can be stored in fragments of the same

data block.

Block A

Two files stored in one Data Block

8192 bytes

file 1

| file 2 |

The ufs file system does not allow fragments of the same file
to be stored in two different data blocks.

A single file expanding in another data block

Block B

8192 bytes

file 1

Solaris™ 8 Operating Environment System Administration |
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Shadow Inode

File (ufs) Inode Shadow Inode

owner perms ACL
group perms —

other perms
shadow address
file data address

Data Block * Data Block *

File Data ACL List
userl:rwx
group5:r-x
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Creating ufs File Systems

To construct a ufs file system on a disk slice, use the newfs
command.

# newfs /dev/rdsk/c1t3d0s0

newfs: construct a new filesystem /dev/rdsk/c1t3d0s0: (y/n)? y

/dev/rdsk/c1t3d0s0: 410720 sectors in 302 cylinders 17 tracks 80 sectors
200.5MB in 19 cyl groups (16 c/g, 10.62MB/g, 5120 i/g)

super-block backups (for fsck -F ufs -0 b=#) at:

32, 21872, 43712, 65552, 87392, 109232, 131072, 152912, 174752, 196592,

218432, 240272, 262112, 283952, 305792, 327632, 349472, 371312, 393152
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Exercise: Disks, Slices, and Format

e Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress
* Describe the three different types of file systems in the
Solaris Operating Environment
* Define the term file system

e List the components that are contained in the structure
of a file system

* (Createanew Ufs file system using the newfs command
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Module 8

Mounting File Systems
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Objectives

Upon completion of this module, you should be able to:

* Define the term mount point
e Identify mounted and unmounted file systems

* Mount file systems using the commands mount and
mountall

* Describe some of the commonly used options of the
mount command: noatime , nolargefiles , and

logging

* Describe the purpose and format of the /etc/mnttab
and /etc/vfstab files
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Objectives

* Define the procedure for mounting different types of
file systems

e List the system files used to determine a file system’s
type

¢ Unmount local and remote file systems using the
commands umount and umountall

e Forcibly unmount a busy file system

* Describe how to mount and access file systems residing

on removable media devices, such as diskettes and
CD-ROMs
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Working with File Systems

When a file system has been created, it must be attached to the
Solaris directory tree, at a mount point.

* A mount point is a directory that is the point of
connection for a file system.

* File systems are commonly referred to by the names of
their mount points.
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Identitying Mounted File Systems

To determine which file systems are currently mounted, use
the mount command.

e The mount command maintains the /etc/mnttab file.

# mount

/ on /dev/dsk/c0t0d0s0 readiwrite/setuid/intr/largefiles/onerror=panic/dev=2200000 on Thu Apr 13 17:26:29 2000

Jusr on /dev/dsk/cOt0d0s6 read/write/setuid/intrlargefiles/onerror=panic/dev=2200006 on Thu Apr 13 17:26:30 2000

/proc on /proc read/write/setuid/dev=2d80000 on Thu Apr 13 17:26:28 2000

/dev/fd on fd read/write/setuid/dev=2e80000 on Thu Apr 13 17:26:31 2000

[etc/mnttab on mnttab read/write/setuid/dev=2f4000 on Thu Apr 13 17:26:34 2000

Narfrun on swap read/iwrite/setuid/dev=1 on Thu Apr 13 17:26:34 2000

/tmp on swap read/write/setuid/dev=2 on Thu Apr 13 17:26:38 2000

lexportthome on /dev/dsk/cOt0d0s7 /readAwrite/setuid/largefiles/onerror=panic/dev=2200007 on Mon Mar 6 17:58:21 2000

lexportlhome on /dev/dsk/cOt0d0s7 /readAwrite/setuid/largefiles/onerror=panic/dev=2200007 on Mon Mar 6 17:58:21 2000

mount device mount date and time
point name options mounted
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Mounting File Systems

To mount a local file system manually:

# mount /dev/dsk/cOtOdOs7 /export/home

v The default action mounts a file system with the
options: readiwrite  , setuid , nologging ,
largefiles , and onerror

To mount a filesystem as read-only:
# mount -o ro /dev/dsk/cOt0dOs7 /export/home

To use multiple mount options on the command line:

# mount -o ro,nosuid /dev/dsk/cOt0dOs7 /export/home
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The Virtual File System Table

The /etc/vfstab file lists all the file systems that are to be
automatically mounted at system boot time.

# cat/etc/ivistab

#device device mount FS fsck mount mount
#to mount to fsck point type pass  atboot options
#/dev/dsk/c1d0s2 /dev/rdsk/c1d0s2 lusr ufs 1 yes -

fd - /devifd fd - no

[proc - lproc proc - no
/dev/dsk/cOt0dOs1 - - swapfs - no -
dev/dsk/c0t0d0s0 /dev/rdsk/cOt0d0s0 / ufs 1 no -
/dev/dsk/cOt0d0s6 /dev/rdsk/cOt0d0s6 fusr ufs 1 no -
/dev/dsk/c0t0d0s3 /dev/rdsk/cOt0d0s3 lopt ufs 1 yes noatime
/dev/dsk/cOt0Od0s7 /dev/rdsk/cOt0OdOs7 lexporthome ufs 1 yes logging
swap - Amp tmpfs - yes

Solaris™ 8 Operating Environment System Administration |
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The /usr/shin/mountall Command

 To manually mount all file systems listed in the /etc/
vistab file:

# mountall

 Tomount only the local file systems listed in the /etc/
vistab file:

# mountall -l
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Unmounting File Systems

You can use the /usr/sbinfumount command to manually
unmount a file system.

 Tomanually unmount a file system using the directory
name:

# umount /export/home

* To manually unmount a file system using the mount
point:

# umount /dev/dsk/c0t0d0s7

Solaris™ 8 Operating Environment System Administration | Module 8, slide 10 of 21
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services August 2000 Revision A.2



@ Sun Educational Services

The /usr/shinfumountall
Command

* To manually unmount all file systems listed in the
letc/mnttab  file:

# umountall

 Tounmount only the local file systems listed in the
letc/mnttab  file:

# umountall -l
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Commands to Unmount a Busy
File System

There are two methods available to make a file system
available for unmounting if it is busy.

e fuser command -To listall the processes accessing the
file system, and kill them if necessary:

# fuser -cu mount_point
# fuser -ck mount_point

e umount -f command — To force the unmount of a file
system:

# umount -f  mount point
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Removable Media Device
Management

To access file systems on diskettes or CD-ROMS, the Solaris
Operating Environment provides a standard interface
referred to as Volume Management.

e Volume Management provides three major benefits:

v It automatically mounts diskettes and CD-ROMs

v It allows access to diskettes and CD-ROMs without
having to become root

v It can give other systems on the network automatic
access to any diskettes and CD-ROMs currently
inserted in the local system
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Accessing Mounted Diskettes
and CD-ROMs

To make working with diskettes and CD-ROMs simple for
users, each device is mounted in an easy-to-remember
location by vold .

e For diskettes, vold automatically mounts the device
after you insert the diskette and run the volcheck
command.

 For CD-ROMs, vold automatically mounts the device
when you insert the CD into the drive.
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Accessing Mounted Diskettes
and CD-ROMs

If vold detects that a mounted diskette or CD-ROM contains
a file system, the device is mounted at the following locations:

Media Device Access File Systems On
First Diskette Drive foppy/floppyO
First CDROM Drive /cdrom/cdromO

If vold detects that a mounted diskette or CD-ROM does not
contain a file system, the raw device is accessible at the
following paths:

Media Device Access Raw Device On
First Diskette Drive Nvolldev/aliases/floppy0
First CDROM Drive Nvol/dev/aliases/cdromO
Solaris™ 8 Operating Environment System Administration | Module 8, slide 15 of 21
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Administering Volume Management

To restrict regular users from accessing diskettes or CD-ROMs
on the system, root can terminate the volume management
service.

e To stop volume management from running on a
system temporarily:

# /etc/init.divolmgt stop
e To restart the volume management service:

# /letc/init.divolmgt start
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Mounting Ditferent Types of File
Systems

Mounting a hsfs file system type:

e Asroot ,to mount a file system residing on a
CD-ROM, when volume management services are

stopped:

# mount -F hsfs -0 ro /dev/dsk/cOt6d0sO /cdrom

Mounting a pcfs file system type:

e Asroot ,tomount a file system residing on a diskette,
when volume management services are stopped:

# mkdir /pcfs
# mount -F pcfs /dev/diskette /pcfs
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Determining a File System’s Type

The mount commands needs the file system type to be
specified.

e [t can be explicitly specified for mount on the
command line, or mount can determine it by searching

the following files.

v letcivistab for FS type field

v [etc/default/fs for local file system type

v [etc/dfs/fstypes for remote file system type

To determine a file system’s type for use with mount :

# grep mount-point fs-table
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Exercise: Mounting File Systems

e Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress

* Define the term mount point
e Identify mounted and unmounted file systems

* Mount file systems using the commands mount and
mountall

* Describe some of the commonly used options of the
mount command: noatime , nolargefiles ,and

logging

* Describe the purpose and format of the /etc/mnttab
and /etc/vistab files
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Check Your Progress

* Define the procedure for mounting different types of
file systems

e List the system files used to determine a file system’s
type

¢ Unmount local and remote file systems using the
commands umount and umountall

e Forcibly unmount a busy file system

* Describe how to mount and access file systems residing

on removable media devices, such as diskettes and
CD-ROMs
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Module 9

Maintaining File Systems
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Objectives

Upon completion of this module, you should be able to:

* Describe why fsck is necessary

* Describe how to check and repair a filesystem
* Display disk space usage by filesystems

e Display disk usage of a directory

* Display disk usage by user name

* Demonstrate how to repair the /etcivistab file when
the system fails to boot up completely
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The File System Check Program

File systems can become damaged from a variety of reasons:

* Corrupted from a power failure
e Asoftware error in the kernel, a hardware failure

* Improper shutdown of the system
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Data Inconsistencies Checked by fsck

The file system check program, fsck , checks for data
consistency in file systems and corrects or repairs any
inconsistencies or damage found.

e The lost+tfound  Directory

e Superblock Consistency

e Data Block Consistency

e C(Cylinder Group Block Consistency
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Phases of fsck

fsck runsthrough five phases for each file system listed in the
/etc/vistab file that has a device to fsck and fsck pass
entry.

# fsck /dev/rdsk/cOtOd0s7

** [dev/rdsk/cOt3d0s7

** | ast Mounted on /export/home

** Phase 1 - Check Blocks and Sizes

** Phase 2 - Check Pathnames

** Phase 3 - Check Connectivity

** Phase 4 - Check Reference Counts

** Phase 5 - Check Cyl groups

7 files, 14 used, 279825 free (17 frags, 347891 blocks, 0.0% fragmentation)
#
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Using fsck

e To check a single unmounted file system

# fsck /dev/rdsk/c0t0dOs7

e To check a file system using its mount point directory
name, as listed in the /etc/vistab file

# fsck /opt

* To check and repair a file system in non-interactive
mode and exit if a serious problem requiring
intervention is encountered.

# fsck -o f,p /dev/rdsk/c0t0d0s5

/dev/rdsk/c0t0d0s5: 77 files, 9621 used, 46089 free
/dev/rdsk/c0t0d0s5: (4 frags, 57 blocks, 0.0% fragmentation)
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Troubleshooting with fsck

e Reconnect an Allocated Unreferenced File

** Phas e 3 - Check Connectivity

UNREF FILE 1=788 OWNER=root MODE=100644
SIZE=19994 MTIME=Jan 18 10:49 1999
RECONNECTY¥

e Adjust a Link Counter

* Phas e 4 - Check Reference Counts

LINK COUNT DIR =2 OWNER=root MODE=40755

SIZE=512 MTIME=Jan 18 1559 1999 COUNT 4 SHOULD BE 3
ADJUST? y

e Salvage the Free List

** Phas e 5 - Check Cyl groups

CG 0: BAD MAGIC NUMBER

FREE BLK COUNT(S) WRONG IN SUPERBLK
SALVAGE?y
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Using Backup Superblocks

If fsck fails because of a corrupted superblock it returns an
error message indicating that it must be run using an
alternative superblock backup to recover the file system.

# fsck -0 b=32 /devirdsk/c1t3d0sO

Alternate super block location: 32.

** [dev/rdsk/c1t3d0sO

** Currently Mounted on

** Phase 1 - Check Blocks and Sizes

** Phase 2 - Check Pathnames

** Phase 3 - Check Connectivity

** Phase 4 - Check Reference Counts

** Phase 5 - Check Cyl groups

171 files, 3762 used, 5984 free (79 frags, 748 blocks, 0.1% fragmentation)

#
e To list the locations of all the alternative backup
superblocks in the file system:
# newfs -N /dev/rdsk/ CHIFA#SH
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Monitoring File System Usages

There are four useful commands available for monitoring file
system usage:

e df — Displays the number of free disk blocks and files
 du— Summarizes disk usage
o ff — Lists files names and statistics for a file system

 uot — Summarizes file system ownership
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The df Command

The df command is used to display the amount of disk space

occupied by mounted file systems.

# df -k

Filesystem kbytes used avail capacity Mounted on

/dev/dsk/cOt3d0sO 38111 19196 18877 51% /

/dev/dsk/cOt3d0s6 565503 361529 203409 64% /usr

Jproc O O O 0% /proc

fd O 0O O 0% /devid
/dev/dsk/cOt3d0s1l 25159 4886 20248 20% INar
/dev/dsk/cOt3d0s5 27439 20362 7050 75% /opt
swap 45980 12 45968 1% /tmp
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The du Command

The du command displays the number of disk blocks
(512 bytes) used by directories and files.

e To display disk usage in kilobytes:

# cd /opt ; du -k
8 Jost+found
11392 Jnetscape

e To display disk usage including files:

# du -ak /usr

16 /usr/lost+found
6 /usr/kvm
723057  Jusr

e To display a disk usage summary:

# du -sk /usr
723057  lusr
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Theff Command

The ff command provides a list of pathnames and inode
numbers of files in the file system.

# ff /dev/dsk/c1t3d0s5
/dev/dsk/c1t3d0s5:
inode# pathname
inode# pathname
inode# pathname
inode# pathname
inode# pathname
inode# pathname
inode# pathname
inode# pathname
inode# pathname
inode# pathname

Solaris™ 8 Operating Environment System Administration | Module 9, slide 12 of 15
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services August 2000 Revision A.2



@ Sun Educational Services

The quot Command

The quot command displays how much disk space
(in Kbytes) is being used by users.

e To display disk space being used by users on all
mounted file systems:

# quot -af

e To display a count of the number of files and space
owned by each user for a specific file system:

# quot -f /dev/dsk/c1tOd0Os5
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Exercise: Maintaining File Systems

e Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress

® Describe why fsck is necessary

* Describe how to check and repair a filesystem
* Display disk space usage by filesystems

e Display disk usage of a directory

* Display disk usage by user name

* Demonstrate how to repair the /etcivfstab file when
the system fails to boot up completely
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Module 10

Scheduled Process Control
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Objectives

Upon completion of this module, you should be able to:

e Start the CDE Process Manager to monitor and control
active processes

e Report active process statistics using the prstat
command

¢ Schedule the automatic execution of commands,
programs, or scripts using the commands at and
crontab

e Define the files used to control user access to the
commands at and crontab
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Objectives

e C(Create and execute an at job
e Describe the location and format of a crontab  file

* Demonstrate the steps to create, view, edit, and remove
a crontab file
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Viewing Processes and PIDs

* The ps (process status) Command

 The CDE Process Manager
v /usr/dt/bin/sdtprocess &

e Theprstat Command
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CDE Process Manager

The Solaris CDE environment provides a Process Manager
window to monitor and control processes running on the local
system.

Process Edit Wiew Sample ﬂelp|

Filter: ] | sample Every [0 3 Secs  Find: [ dtnail ]

D | Mame Owner |CPU°/0 RAM| Swap|5tarted| Parent| Command | ‘

144 automoun root 0. G456 2584  Dec 06 1 fusrflibfautofs/autonountd =
585 cat root 0. 210 840  Dec_09 566 sbinscat Stmp/. removablesnotifyd

162 cron root 0. 416 1664  Dec_06 1 fusrfsbinfcron

231 dmispd root 0. 46 2584 Dec_0R 1 Jusr/Tibfdwi fdnispd

538 dsdm root  O. 518 2072 Dec_09 1 fusrfdt/bin/dsdm

5816 dtexec root 0. 97 2783 08:15:19 560 Jusr/dt/binfdtexec -open 0 -ttprocid 2.sRcB82 01 552 12f |-
5819 dtexec root 0. £97 2788 08:17:42 560 fusrfdt/binfdtexec -open 0 -ttprocid 2.sRc82 01 552 12
5845 dtexec root 0. £97 2788 08:20:25 560 fusr/dt/bin/dtexec -open 0 -ttprocid 2.sRcB2 01 552 12
562 dtfile root 0. 1946 7784  Dec_09 553 dtfile -session dtHOIR]_

235 dtlogin root 0

245 dtlogin root 0. GE36 Dec 06 235 fusr/dt/bin/dtlogin -daeman

dtmail

Jusr/dt/binidtmail

i

i

i

1]

1]

1]

1]

1

i

.0 1618  B472  Dec_06 1 fusr/dt/binsdtlogin -daemon
i]

9 9528 08:20:25

0 7388 Dec_D9 539 Jusr/dt/bin/dtsession
1]

1]

4

i

i

i

553 dtsessio root  O. u
561 dtterm root 0. £596  Dec_09 553 fusr/fdt/binfdtterm -session dtOKMT_z
563 dtterm root 0. EEO0 Dec_09 553 fusr/fdt/binfdtterm -session dt¥enQG_
560 dtwm root 0. 8168 Dec_09 553 dtum
5796 fa.htmll root 0. 486 1944 07:56:36 1 fesportShome/framnemaker,vS.1/bin/sun=m. 5. sparc/fa.htn
247 fhconsol root 0. 513 2052  Dec_06 1 fusr/fopenwinfbinffhconsole -d :0
501 fhconsaol root 0. 513 2052  Dec_09 491 fusr/openwin/binsfbconsole
]
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The prstat Command

The prstat command interactively examines and displays
information about active processes on the system.

* By default, prstat displays information about all
processes sorted by CPU usage.

# prstat

PID USERNAME SIZE RSS STATE PRI NICE TIME CPU PROCESS/NLWP
191 root 2576K 1216K cpuO 31 0 0:00.18 0.1% prstat/1

164 daemon 3120K 552 sleep 59 0 0:00.00 0.0% statd/4

<output truncated>

Total: 59 processes, 150 wps, load averages: 0.00, 0.00, 0.01
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Scheduling the Automatic Execution
of Commands

e Thecrontab Command:

v Used to view, edit or remove a crontab file.

v Acrontab file is used to execute commands or
scripts repetitively, at regularly scheduled intervals

e Theat Command:
v Used to execute a job at a specified time once.

e Thecron daemon is responsible for scheduling and
running crontab and at jobs.
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The crontab File

* 0 fusr/lib/newsyslog

3*
TAAAA

The minute field can hold values between 0 and 59.

The hour field can hold values between 0 and 23.
The day-of-month  field can hold values between 1 and 31.

The month field, can hold values between 1 and 12, January to
December.

The day-of-week field can hold values between 0 and 6.
Sunday is 0.

L The commandfield contains the command to be run by cron.
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Crontab for theroot User

The root crontab file contains the following command lines
by default:

#ident"@@#yroot  1.19 98/07/06 SMI" /*SVr4.01.1.31 ¥

# The root crontab should be used to perform accounting data collection.
#

# The rtc command is run to adjust the real time clock if and when

# daylight savings time changes.

#

10 3 ** 0,4 /etc/cron.d/logchecker

103**0 /usrflib/newsyslog

15 3 ** 0 Just/lib/fs/nfs/nfsfind

1 2 ***[ -x Jusr/shin/rtc ] && /ust/sbin/rtc -c > /dev/null 2>&1

30 3 *** [ -x Jusr/lib/gss/gsscred_clean ] && /ust/lib/gss/gsscred_clean
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Controlling crontab  Access

Control access to crontab with two files in the /etc/cron.d
directory:

e /etc/cron.d/cron.deny

e /etc/cron.d/cron.allow
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The at Command

e To execute the at command:

# at 8:45 pm

at> find /export/home/user2 -name core -exec rm {} \;
at> <Press Control-d here>

commands will be executed using /bin/ksh

job 891550468.a at Thu Apr 2 14:45:00 2000

e To display information about execution times of jobs:

# at-1[job_id]
897543900.a Thu Apr 2 14:45:00 2000
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The at Command

e To display the jobs queued to run at specified times by
ranking order:

# atq
Rank Execution Date Owner Job Queue JobName
1st Apr 2,200014:45  user2 891550468.a a stdin

e Toremove ajob from the at queue:

# at -r 891550468.a

e To view all the at jobs currently scheduled in the
queue:

# Is -l var/spool/cron/atjobs
-r-S------ 1 user2 staff 634 Apr 2 14:45 891550468.a
-r-S------ 1 userl staff 321 Apr 2 21:02 952725600.a
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Controlling at Access

Control access to at with two files in the /etc/cron.d
directory:

e /etc/cron.d/at.deny

e /etc/cron.d/at.allow
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Exercise: Process Control

e Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress
e Start the CDE Process Manager to monitor and control
active processes

e Report active process statistics using the prstat
command

¢ Schedule the automatic execution of commands,
programs, or scripts using the commands at and
crontab

e Define the files used to control user access to the
commands at and crontab

* C(Create and execute an at job
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Check Your Progress

e Describe the location and format of a crontab  file

* Demonstrate the steps to create, view, edit, and remove
a crontab file
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Module 11

The Solaris Operating Environment
LP Print Service
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Objectives

Upon completion of this module, you should be able to:

e Describe the basic functions of the Solaris LP print
service

* Define the important LP print service directories, files,
and daemons

* Describe the function of a print server and a print client

* Define the terms local printer, network printer, and
remote printer

e Use the Solaris 8 Print Manager to configure a network
printer
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Objectives
e Listthe resources used by the print service to locate the
destination printer

e Discuss the differences between the local printing
process and a remote printing process

e Use the print service administration commands:
accept ,reject ,enable ,disable ,and lpmove

e Configure the LP print services from the command line
using Ipadmin
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Print Management Tools

e Solaris Print Manager — A graphical user interface
which provides the ability to configure and manage
printers.

e Solaris Print Manager is new to Solaris 8 and is
preferred over admintool asthe method for installing
and modifying printers and adding access to remote
printers.

e admintool - A graphical user interface which is used
to set up and manage printers on a local system.

e LP print service commands — A command-line
interface which is used to configure and manage
Mounting Filesystems
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Types of Printer Configurations

e Local printer
* Network printer

* Remote printer

Print
Clients

printerA printerB
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Solaris 8 Print Manager

e To start the Solaris Print Manager:

# [usr/sadm/admin/bin/printmgr &

Print Manager Frinter Tools Help

Printer Mame | Printer Server | Description

Default Printer: Host: hostl

v Add Access to Printer
v New Attached Printer

v New Network Printer
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Printing the Solaris Operating
Environment

Users submit print requests from print clients using the Ip or
lor command.

 Examples of Using the Print Command:

$ /bin/lp filename

or
$ /usr/ucb/lpr filename
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Printing the Solaris Operating
Environment

The following are examples of specifying the destination
printer.

* Submitting a Print Request Atomic Style

$ /bin/lp -d printerB filename

$ /Jusr/ucb/lpr -P printerB filename

* Submitting a Print Request POSIX Style

$ /bin/lp -d hostl:printerA filename

$ /usr/ucb/lpr -P hostl:printerA filename
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$ Ip file
$ Ip -d printer file
$ Ip -d server:printer file

serverl
/dev/term/a

printerl <-- clientl

var usr etc

!
/
I
| |
S
I

spool

I

shIare |iIb bin s[I)in Ip printers.conf
IIIb II) Ipadmin [ ‘

| printers interfaces

terminfo postscript model | fd |
| printerl | printer1
postscript | postscript.fd
h v P banner.ps configuration

Ip

requests tmp

|
I I I I
clientl serverl clientl serverl

11 1
"Dynamic"” 1-1
Spooling Area 1-2

vt100 PS

PSR "Static"

Configuration Area

Locating the Destination Printer
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Ip/lpr

Y

Ip sends the request to Ipsched

Ipsched

Nar/spoollp/requests

+

Text
File

Filter

PS
File

Ipsched spools the print request

Ipsched matches the printer type and
the file content type

Ipsched identifies the destination
printer for the print client

Ipsched filters the print request (if necessary)

Ipsched starts the printer’s
interface program

The interface program
downloads the file to the printer

|
» interface program

S AN

— (
Document

L 1
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Remote Printing in a Solaris 2.6 to
Solaris 8 Environment

Print Client Side

Ip/lpr

Transfer request to print server

Print Server Side

inetd

¢

in.lpd — Ipsched  —®Send to printer

Spool area
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The accept andreject Commands

These commands are used by root on the print server to
permit or prevent print requests be queued on a specific
printer.

e Using the accept Command to Allow Queuing

# accept printer-name

e Using thereject Command to Prevent Queuing

# reject [-r “reason” | printer-name
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The enable and disable Commands

These commands are used by root on the print server to
activate or to deactivate printers.

e Using the enable Command to Activate a Printer

# [usr/bin/enable printer-name

e Using the disable Command to Deactivate a Printer

# [usr/bin/disable [-c [-W] [-r “reason”] printer-name
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The Ipomove Command

Use the Ipomove command to move one or all print requests,
from one printer to another printer.

# Ipmove source printer-name target _printer-name
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Configuring the LP Print Service Using
lpadmin  Command

The Ilpadmin command is most commonly used by root for
the purpose of:

* Creating printer classes

e Setting or changing a system’s default printer
destination

* Removing a printer’s configuration from the LP print
service
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Creating a Printer Class

A printer class is created when the first printer is added to the
printer class name. After a class is created, other printers can
be added to it at any time.

e To create a printer class called bldg2 :

# lpadmin -p  printer-name -c class-name

 To add another printer to this class:

# lpadmin -p  printer-name -c class-name
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Setting or Changing a System’s
Detault Printer

The Ipadmin  command can set or change an individual
printer or a printer class to be the system’s default destination
for all print requests.

# lpadmin -d  printername
or
# lpadmin -d  printer-classname
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Setting or Changing a System’s
Detault Printer

e To set or change the default destination printer:
# Ipadmin -d printerE

# Ipstat -d
system default destination: printerkE

e To set or change the default destination printer class:
# Ipadmin -d bldg2

# lpstat -d
system default destination: bldg2

* Toremove the default printer or printer class:

# Ipadmin -d
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Halt and Restart the LI Print Service

* To temporarily halt and then restart the LP print
service using Ipshut and Ipsched:

# [usr/lib/lpshut
Print services stopped.

# [ usr/lib/lpsched
Print services started.

* To manually stop or start the LP print services using
the print service script /etc/init.d/Ip:

# [ etc/init.d/lp stop
Print services stopped.

# [ etc/init.d/lp start
Print services started.
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Exercise: LP Print Service

e Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress
Describe the basic functions of the Solaris LP print
service

Define the important LP print service directories, files,
and daemons

Describe the function of a print server and a print client

Define the terms local printer, network printer and remote
printer

Use the Solaris 8 Print Manager to configure a network
printer

List the resources used by the print service to locate the
destination printer
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Check Your Progress
* Discuss the differences between the local printing
process and a remote printing process

e Use the print service administration commands:
accept ,reject ,enable ,disable ,and Ipmove

e Configure the LP print services from the command line
using Ipadmin
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Module 12

The Boot PROM
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Objectives

Upon completion of this module, you should be able to:

e Describe the main functions of the boot PROM and
NVRAM

e Explain the basic elements of POST and the purpose of
the Stop key to control POST

e Invoke some common boot PROM commands from the
ok prompt to customize how the system boots

e Use boot command options to boot a system in
different situations
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Objectives

* Demonstrate how to display the device tree to list all
the configured devices using the show-devs
command

e Use the probe- commands to identify what peripheral
devices (disks, tape drives, or CDROMs) are currently
connected to the system

* Determine a system’s default boot device using the
devalias command

e (reate a custom device alias name for a new boot
device using the nvalias  or nvedit commands
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Objectives
e Delete a custom device alias name with the nvunalias
command.

e [Use the eeprom command within Solaris to view or
change the values of NVRAM parameters

* Demonstrate the steps to interrupt an unresponsive
system
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Basic Elements of the Boot PROM and
NVRAM

Boot PROM NO”('I‘Q?/'QK?\A?AM
IPower( PO(;lSS_I_e)If Test Configuration EEPROM
< information Time of Day
Ethernet
Generic address
device drivers hostid
User Interf |
ser Interface Batter
Commands y
Default
parameters
e Binary
machine
instructions

» SPARC CPU chip
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Power On Self Test (POST)

When a system’s power is turned on, a low-level power on
self test (POST) is initiated.

e At the successful completion of the POST phase, the
boot PROM firmware takes control and performs the
following initialization sequence:

v Initialize the system
v Probe the memory and then the CPU

v Probe bus devices, interpret their drivers, and build
a device tree

v Install the console
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The OpenBoot Goal

The overall goal of the OpenBoot Institute of Electrical and
Electronics Engineers, (IEEE) standard is to provide the
capabilities to:

e Test and initialize system hardware

* Determine the systems hardware configuration
* Boot the operating system

* Provide interactive debugging facilities

* Enable the use of third party devices
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Third Party Device Configuration

All versions of the OpenBoot architecture allows a third-party
board to identify itself and load its own plug-in device driver.

I/O Bus
-+ — - — - — — — — — 7 >

Boot PROM | V |

Custom Driver
Sun does not have a —
driver for this interface

System Board

ID-PROM
Third-Party 1/0 Bus Card
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Basic BootPROM Configurations

Systems containing a single system board:

* The following Sun systems are configured with only

one system board, which holds both the boot PROM
and NVRAM chip.

v SPARCstation™ 4, 5, 10, and 20
v Ultra™ 1, 2,5, 10, 30, 60, 80, 220, 250, 420, and 450

Solaris™ 8 Operating Environment System Administration |
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Basic BootPROM Configurations

Systems Containing Multiple System Boards

e The following Suns systems contain multiple System
boards, which have a special boot PROM and NVRAM

arrangement.
v Enterprise 3X00, Enterprise 4X00, Enterprise 5X00,
and Enterprise 6X00
Clock Board /SYSW
| Host ID & Enet NVRAM T NVRAM
EEPROM
NVRAM Image Boo’g PROM Boot PROM
/ /
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Controlling the POST Phase

The Stop key, located on the left-side of the keyboard, is used
to etfect the POST phase.

e To skip the POST phase at power up, power on the
system while holding down the Stop key.

* To run extensive POST diagnostics during power up
using STORd

e To reset the NVRAM parameter settings to the default
values during power up using STOPRN

e To halt the Solaris Operating Environment to get to the
PROM monitor prompt, use Stop -a
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Basic Boot PROM Commands

The boot PROM monitor provides a user interface for
invoking OpenBoot commands.

* Some commonly used OBP commands:

v

v

ok
ok
ok
ok
ok
ok

banner
boot
help
printenv
setenv
reset
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Basic Boot PROM Commands

v 0k set-defaults
v 0k probe-ide

v 0k probe-scsi

v ok probe-scsi-all
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The banner Command

The banner command lists several lines of useful information
about the system, such as the model name, amount ot
memory, host ID, Ethernet address, and the boot PROM
version number, (e.g. 1.X ,2.X , or 3.X ).

ok banner

Sun Ultra 5/10 UPA/PCI (UltraSPARC-Ili 270MHz), Keyboard
Present

OpenBoot 3.11, 128 MB memory installed, Serial #11900965.
Ethernet address 8:0:20:b5:98:25, Host ID: 80b59825.
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The boot Command

The boot command is used to boot the Solaris Operating
Environment from the ok prompt.

ok boot

* s — Boots the system to a single-user mode.

ok boot -s

* a— Boots the system interactively.

ok boot -a

Enter filename of the kernel (kernel/unix):

Enter default directory for modules (kernel, /usr/kernel):
Enter name of system file (etc/system):

Enter default root file system type (ufs):

Enter physical name of root device:

Solaris™ 8 Operating Environment System Administration | Module 12, slide 15 of 40
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services August 2000 Revision A.2



@ Sun Educational Services

The boot Command

* 1 — Performs a reconfiguration boot.
ok boot -r

* V— Boots the system while displaying more detailed
device information to the console.

ok boot -V
ok boot -rv

ok boot -sV
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The help Command

Use the help command to obtain help on the main categories
contained in the OpenBoot firmware.

ok help
Enter 'help command-name’ or 'help category-name’ for more help
(Use ONLY the first word of a category description)
Examples: help select -or- help line
Main categories are:
Repeated loops
Defining new commands
Numeric output
Radix (number base conversions)
Arithmetic
Memory access
Line editor
System and boot configuration parameters
Select I/O devices
Floppy eject
Power on reset
Diag (diagnostic routines)
Resume execution
File download and boot
nvramrc (making new commands permanent)
ok
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The printenv

The printenv
parameters.

ok printenv
Variable Name Value

tpe-ink-test?  true
scsi-initiator-id 7
keyboard-click?  false
ttyb-mode 9600,8,n,1,-
ttya-mode 9600,8,n,1,-
pcia-probe-ist  1,2,3,4
pcib-probe-ist  1,2,3

diag-level max
output-device screen
input-device keyboard
boot-command boot
auto-boot? true
diag-device net
boot-device disk net
local-mac-address? false
use-nvramrc? false

diag-switch? false
ok

Default Value

true

7

false
9600,8,n,1.-
9600,8,n,1,-
12,34
12,3
max
screen
keyboard
boot
true
net
disk net
false
false
false
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The setenv Command

The setenv command is used to change the current values
assigned to NVRAM parameters.

ok printenv auto-boot?
auto-boot? = true

ok

ok setenv auto-boot? false
auto-boot? = false

ok reset

Resetting
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Thereset Command

The reset command halts the system, clears all butfers and
registers, and then either:

* Reboots the system if the auto-boot?  parameter is set
to true

* Redisplays the ok prompt if the auto-boot?  parameter
is set to false
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The set-defaults Command

The set-defaults command is used to reset all parameters
to their default values. It only affects those parameters that
have assigned default values.

ok set-defaults
Setting NVRAM parameters to default values.
ok

e To reset only a specific parameter to its default value,
use the set-default command.

ok set-default parameter-name
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Device Iree
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To View Device Path Names

PROM monitor level (ok prompt)

/ (root node level)
pci@1f,0
pci@1 pci@1,1
| |
ebus@1 network@1,1
isptwo@4
— ide@3
sd@3,0 st@4,0 |
disk@0,0 cdrom@2,0
SUNW,m64b@2
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Use the show-devs command to view the entire device tree.

ok show-devs

ISUNW,UItraSPARC-Ili@0,0

lpci@1f,0

Nirtual-memory

/memory@0,10000000

lpci@1f,0/pci@1

lpci@1f,0/pci@1,1

Ipci@1f,0/pci@1/pci@1

Ipci@1f,0/pci@1/pci@1/SUNW,isptwo@4

Ipci@1f,0/pci@1/pci@1/SUNW,hme@0,1

Ipci@1f,0/pci@1/pci@1/SUNW,isptwo@4/st

Ipci@1f,0/pci@1/pci@1/SUNW,isptwo@4/sd

lpci@1f,0/pci@1,1/ide@3

Ipci@1f,0/pci@1,1/SUNW,m64B@?2

lpci@1f,0/pci@1,1/network@1,1

lpci@1f,0/pci@1,1l/ebus@1

Ipci@1f,0/pci@1,1/ide@3/cdrom

Ipci@1f,0/pci@1,1/ide@3/disk

Ipci@1f,0/pci@1,1/ebus@1/fdthree@14,3023f0
Ipci@1f,0/pci@1,1/ebus@ /ecpp@14,3043bc
Ipci@1f,0/pci@1,1/ebus@1/su@14,3062f8
<output truncated>
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Boot Disk Device Path Example

* Disk Device Path on an Ultra System With PCI Bus

/pci@lf,O/pci@1,1/ide@3/da @0,0
Beginning of
Device Path

Bus Devices
and Controllers
Disk
Number

Device Type IDE
(IDE Disk) Address
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Boot Disk Device Path Example

e Disk Device Path on an Ultra System With PCI-SCSI

Bus
/pci@1f,0/pci@1/isptwo@4/sd@3,0
Beginning of
Device Path
Bus Devices
and Controllers
Disk
Device Type Target Number
(SCsSI Disk) Address
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Using probe- Commands to Identity
Devices

To identity the peripheral devices, such as disks, tape drives
or CD-ROMs currently connected to the system, use the OBP
commands:

* probe-ide
® probe-scsi

® probe-scsi-all
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The probe-scsi Command

The probe-scsi  command identifies the peripheral devices
(disks, tape drives, or CDROMs) attached to the on-board
SCSI controller, by their target address. For example:

ok probe-scsi

Target 3

Unit0 Disk SEAGATE ST1480 SUN0424626600190016
Target 6

Unit 0 Removable Read Only device SONY CDROM
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The probe-scsi-all Command

The probe-scsi-all command identifies the peripheral
devices attached to the on-board SCSI controller and all
peripheral devices attached to separate SBus or PCI SCSI
controllers.

ok probe-scsi-all

/pci@1f,0/pci@1/pci@1/SUNW,isptwo@4

Target 3

Unit0 Disk FUJITSU MAB3045S SUN4.2G1907

Target 4

Unit 0 Removable Tape EXABYTE EXB-8505SMBANSH20090
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The probe-ide n Command

The probe-ide  command identifies the peripheral devices,
currently only disks and CDROMs, attached to the on-board
ide controller.

ok probe-ide
Device O ( Primary Master )
ATA Model : ST 34342A
Device 1 ( Primary Slave )
Not Present
Device 2 ( Secondary Master )
Removable ATAPI Model : CRD-8240B
Device 3 ( Secondary Slave )

Not Present
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Identitying the Boot Device

To identify the current boot device for the system, use the
devalias command.

ok devalias

screen lpci@1f,0/pci@1,1/SUNW,m64B@2

net lpci@1f,0/pci@1,1/network@1,1

cdrom Ipci@1f,0/pci@1,1/ide@3/cdrom@2,0:f

disk Ipci@1f,0/pci@1,l/ide@3/disk@0,0

disk3 Ipci@1f,0/pci@1,1l/ide@3/disk@3,0

disk2 Ipci@1f,0/pci@1,1l/ide@3/disk@2,0

disk1 Ipci@1f,0/pci@1,1l/ide@3/disk@1,0

disk0 Ipci@1f,0/pci@1,l/ide@3/disk@0,0

ide lpci@1f,0/pci@1,1/ide@3

floppy Ipci@1f,0/pci@1,1/ebus@1/fdthree

ttyb Ipci@1f,0/pci@1,1/ebus@1/se:b

ttya Ipci@1f,0/pci@1,1/ebus@1/se:a

keyboard! Ipci@1f,0/pci@1,1/ebus@1/su@14,3083f8:forcemode
keyboard Ipci@1f,0/pci@1,1/ebus@1/su@14,3083f8

mouse Ipci@1f,0/pci@1,1/ebus@1/su@14,3062f8

name aliases
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Creating Custom Device Aliases

To create anew device alias name to access the newly attached
external device, use the command nvalias

ok nvalias alias-name device-path

e Using nvalias to create custom device aliases

ok show-disks

(select a disk from the list)

ok nvalias mydisk /pci@1f,0/pci@1/pci@1/
SUNW,isptwo@4/sd

ok setenv boot-device mydisk
boot-device = mydisk

ok boot
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Removing a Custom Device Aliases

To remove a custom device alias name, use the command
nvunalias

ok nvunalias alias-name

* Removing custom device aliases:

ok nvunalias mydisk

ok setenv boot-device disk
boot-device = disk
ok reset

Resetting

Thenvedit Command
On Sun systems with PROM versions 1.x and 2.X , the
nvalias command may not be available to create custom
device alias names.
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Sample nvedit Session

ok setenv use-nvramrc? true

use-nvramrc? = true

ok nvedit

0: devalias mydisk /pci@1f,0/pci@1,1/ide@3/disk@0,0
1: Control-c

ok nvstore

ok reset

Resetting ...

ok boot mydisk
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The eeprom Command

e To list all parameters with default and current values:
# eeprom
* To list a single parameter and its value:

# eeprom boot-device
boot-device=disk

* To change the value of the default boot device:
# eeprom boot-device=disk2

e To change the value of the auto-boot?  parameter:

# eeprom auto-boot?=true
auto-boot?=true
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Interrupting an Unresponsive System

When a system freezes, or stops responding to the keyboard,
it will need to be interrupted.

* Tointerrupt an unresponsive system:

v Attempt a remote login on the unresponsive system
to locate and kill the offending process.

v Attempt to reboot the unresponsive system
gracefully.

v Hold down the Stop-a key sequence on the keyboard
of the unresponsive system. The system is placed at
the ok prompt. Synchronize the file systems using
the sync command.
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Exercise: OpenBoot Prom

e Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress

e Describe the main functions of the boot PROM and
NVRAM

e Explain the basic elements of POST and the purpose of
the Stop key to control POST

* Invoke some common boot PROM commands from the
ok prompt to customize how the system will boot

 Use boot command options to boot a system in
different situations

* Demonstrate how to display the device tree to list all
the configured devices using the show-devs
command
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Check Your Progress

Use the probe- commands to identify what peripheral
devices (disks, tape drives, or CDROMs) are currently
connected to the system

Determine a system’s default boot device using the
devalias command

Create a custom device alias name for a new boot
device using the nvallas  or nvedit commands

Delete a custom device alias name with the nvunalias
command.
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e Use the eeprom command within the Solaris Operating
System to view or change the values of NVRAM
parametersCheck Your Progress

* Demonstrate the steps to interrupt an unresponsive
system
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Module 13

System Boot Process
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Objectives

Upon completion of this module, you should be able to:

Describe the four phases of the boot process

Identity the directories that contain the kernel and its
loadable modules

Modify the kemnel ’s configuration file

Describe the eight Solaris Operating Environment run
levels

Define a system’s current run level using the who -r
command

Explain the purpose of the /etc/inittab file
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Objectives
* Describe the steps in the init  process to bring a
system to multiuser mode

o List the directories that hold the run control scripts
used to stop and start system processes and services

* Describe the steps to add a new run control script

e Use the following commands to shut down the system:
Init , shutdown , halt , poweroff , and reboot
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Solaris Run Levels

Run Level Function

0 Shuts down the Solaris Operating Environment and displays the
boot PROM ok prompt so that it is safe to turn off power to the
system.

sorS Runs as single user with all file systems mounted and accessible.

1 To run in a single-user administrative state with access to all
available file systems.

2 For multi-user operations. Multiple users can access the system. All
system daemons are running except for the NFS server daemons.

3 For multi-user operations with NFS resource-sharing available.
Specified as the default run level in the /etc/inittab tile.

4 This level is currently not implemented.

5 Shuts down the Solaris Operating Environment and powers off the
system.

6 Shuts down the system to run level 0, and then reboots to multi-user
operations, (or the level set in the default in the /etc/inittab file).
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Determining the Current Run Level

To determine the run level a system has been brought to:

# who -r
run level 3 Jun9 08:3 0 3 0 S

Date and Time Current Previous
Current run level

of last run level run level run level

change

Number of times
at this run level
since last reboot
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Boot PROM phase

PROM runs POST

Y

boot locates boot-device

Y

boot reads bootblk

Y

boot loads bootblk

v

Boot Programs phase

bootblk loads secondary
boot program  (ufsboot )

v

ufsboot loads kernel
32-bit kernel
or
64-bit kernel

Kernel Initialization phase

v

kernel initializes itself
and loads modules

Y

Reads configuration file
letc/system

v

init  phase

kernel starts
fetc/init

Y

init starts rc scripts
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The Virtual Filesystem Table
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32-bit Kernel

Iplatform/'uname -m'‘/kermnel/genunix
Iplatform/'uname -m‘/kernel/unix

64-bit Kernel
Iplatform/‘uname -m‘/kernel/sparcv9/genunix
Iplatform/'uname -m'‘/kernel/sparcv9/unix

Module directories

/kernel

fusr/kernel
Iplatform/'uname -m‘/kermnel
Iplatform/'uname -i'’kernel
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unix

Device Driver
Modules
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Sched Modules
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Sample [etc/system  File

*ident "@@#)system 1.18 97/06/27 SMI" /* SVR4 1.5%/

* SYSTEM SPECIFICATION FILE

* moddir:

* Set the search path for modules. This has a format similar to the csh
path

*variable. If the module isn't found in the first directory it tries the
second

* and so on. The default is /kernel /usr/kernel

*  Example:

* moddir: /kernel fusr/kernel /other/modules

* root device and root filesystem configuration:

* The following may be used to override the defaults provided by the boot
program:

*  rooffs: Set the filesystem type of the root.

rootdev: Set the root device. This should be a fully
expanded physical pathname. The default is the
physical pathname of the device where the boot
program resides. The physical pathname is
highly platform and configuration dependent.
Example:
rootfs:ufs
rootdev:/sbus@1,f8000000/esp@0,800000/sd@3,0:a
(Swap device configuration should be specified in /etcivfstab.)

L S T R R

*

* exclude:

* Modules appearing in the moddir path which are NOT to be loaded, even if
referenced.

* Note that ‘exclude’ accepts either a module name, or a filename which
includes the

* directory.

*  Examples:

* exclude: win

* exclude: sys/shmsys

*

*forceload:

* Cause these modules to be loaded at boot time, (just before mounting the
root

* filesystem) rather than at first reference. Note that forceload expects a
* filename which includes the directory. Also note that loading a module
does

* not necessarily imply that it will be installed.

*  Example:

* forceload: drv/foo
*

* set:

* Set an integer variable in the kernel or a module to a new value.
* This facility should be used with caution. See system(4).
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The /etc/inittab File

The inittab  file defines three items for the init  process:

e The system’s default run level.

 What processes to start, monitor, or restart if
terminated.

 What actions to take when the system enters a new run
level.

Each line entry in the /etc/inittab file four fields:

id A 1 to 4 character identifier for the entry.

rstate One or more run levels to which this entry applies.
action How the process (in the next field) is to be treated.
r process The command or script to execute.

s3:3:wait:/sbin/rc3 > /dev/imsglog 2<> /dev/msglog </dev/console
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The /etc/inittab File

ap::sysinit:/sbin/autopush -f /etc/iu.ap

ap::sysinit:/shin/soconfig -f /etc/sock2path

fs::sysinit:/shin/rcS sysinit >/dev/imsglog 2<>/dev/imsglog </dev/console
is:3:initdefault:

p3:51234:powerfail:/usr/shin/shutdown -y -i5 -g0 >/dev/msglog 2<>/dev/msglog
sS:s:wait:/shin/rcS >/dev/imsglog 2<>/dev/imsglog </dev/console
s0:0:wait:/shin/rcO >/dev/msglog 2<>/dev/imsglog </dev/console
sl:1:respawn:/sbin/rcl >/devimsglog 2<>/devimsglog </dev/console
s2:23:wait//shin/rc2 >/devimsglog 2<>/dev/msglog </dev/console
s3:3:wait:/shin/rc3 >/dev/imsglog 2<>/dev/imsglog </dev/console
s5:5:wait:/shin/rc5 >/dev/imsglog 2<>/dev/imsglog </dev/console
s6:6:wait:/shin/rc6 >/dev/msglog 2<>/dev/imsglog </dev/console
fw:0:wait:/shinfuadmin 2 0 >/dev/msglog 2<>/dev/msglog </dev/console
of:5:wait:/shin/uadmin 2 6 >/dev/msglog 2<>/dev/msglog </dev/console
rb:6:wait:/shinfuadmin 2 1 >/dev/msglog 2<>/devimsglog </dev/console
sc:234:respawn:/ust/lib/saf/sac -t 300

co:234:respawn:/ust/lib/saf/ittymon -g -h -p "“uname -n‘ console login: " -T sun -d /dev/console -
| console -m |dterm,ttcompat
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Theinit Process

The following illustrates the process of bringing a system to
the default run level 3.

[etc/inittab file /shbin/autopush
init  process > |
Sets initdefault to run level 3 Isbin/soconfig
P |
Executes commands with a /“' /sDinvrcS
sysinit  entry in the action field |
/sbin/rc2
_ |
Executes commands with a runSe—al ;
level 3 entry in the rstate  field sbin/rc3
fields |
lusr/lib/saf/sac

ust/lib/saf/ttymon

System Login
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Run Control Scripts

Solaris provides a series of run control (rc ) scripts to stop and
start processes normally associated with run levels.

 Eachrunlevel has an associated rc scriptlocated in the
/[sbin  directory.

rcO rcl rc2 rc3 rcs rcé rcS

# cd /sbin

# Is -i rc*

47154 rcO 47156 rc2 47154 rch 47158 rcS
47155 rcl 47157 rc3 47154 rc6
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The letc/rc  #.d Directories

For each /sbinfrc  script there is a corresponding directory
named /etc/rc  #.d .

e The/etc/rc #.d directories contain additional scripts
that start and stop system processes for that run level.

letc
rcS.d rc0.d rcl.d cm.L rc3 .d
I
K#script L
| e I Stscript
r Stscript cript S
K#script K#script K#script cript
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The /etc/init.d Directory

Run control scripts are located in the /etc/init.d directory.

e These files are hard linked to corresponding run
control scripts in the /etc/rc#.d directories.

letc
init.d

cron dtlogin Ip nfs.server
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Accessing Mounted Diskettes and
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System Shutdown Procedures

The commands for system shutdown procedures include:

e /sbin/init (runlevels S, 1,0, 5 or 6)

e /usr/shin/shutdown (runlevels S, 1, 0,5 or 6)
e /usr/sbin/halt

e /usr/sbin/poweroff

e /usr/sbin/reboot
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The /sbin/init Command

The init command can be used to shutdown , poweroff , or reboot a system in a clean and orderly manner. It
executes the rcO kill scripts, however, this command does not warn logged in users that the system is being
shutdown, and there is no delay.

To shutdown the system to single-user mode, use either run level S or 1, for example:

# initS

To shutdown the system to stop Solaris and display the ok prompt:

# init0

To shutdown the system and turn its power off:

# init5

To shutdown the system and then reboot to multi-user mode:

# init6
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System Shutdown Commands

The /usr/sbin/shutdown Command

e To shutdown the system to single-user mode:
# shutdown -iS

e To shutdown the system and display the ok prompt:
# shutdown -i0

* To shutdown the system and power off:
# shutdown -i5

* To shutdown and reboot to multi-user mode:

# shutdown -6
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The /usr/sbin/halt Command

e The halt command performs an immediate
shutdown:

# halt

The /usr/sbin/poweroff Command

* To shutdown the system and turn off its power:

# poweroff

The /usr/shin/reboot Command

* Toshutdown the system and then reboot to multi-user
mode:

# reboot
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Exercise: The Boot Process

e Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress

Describe the four phases of the boot process

Identity the directories that contain the kernel and its
loadable modules

Modity the kernel ’s configuration file
Describe the eight Solaris run levels

Define a system’s current run level using the who -r
command

Explain the purpose of the /etc/inittab file

Describe the steps in the init  process to bring a
system to multiuser mode
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Check Your Progress
e List the directories that hold the run control scripts
used to stop and start system processes and services.
* Describe the steps add a new run control script

e Use the following commands to shutdown the system:
Init , shutdown , halt , poweroff , and reboot
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Module 14

Installing the Solaris 8
Operating Environment on a
Standalone System
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Objectives

Upon completion of this module, you should be able to:

e State the different installation methods available for the
Solaris 8 software

* Explain the hardware requirements for a Solaris 8
installation

e Identity the ditferent Solaris 8 software CDROM
editions

e List the five Solaris Software Groups

* Demonstrate how to install the Solaris 8 Software on a
networked, standalone system, using Solaris Web Start
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Solaris Software Installation Options

e Solaris Web Start 3.0 Installation

e Solaris Interactive Installation Program
e Solaris Installation Over the Network

e Solaris JumpStart Installation

e Solaris Custom JumpStart Installation
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Hardware Requirements of a Solaris 8
Installation

A desktop Solaris 8 installation requires:

e A SPARC-based or an Intel-based system
e 64 Mbytes of memory

e 2.3 Gbytes of disk space

* Access to a CDROM drive
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Solaris Software Arrangement

e Software Packages
e Software Clusters

® (luster Configurations

Cluster Configuration Software Cluster Software Packages

Developer

( | CDE DEMOS
| CDE DTBUILDER
| CDE HELP Developer Env
| CDE Includes

| CDE developer man pages '
1

Developer
Software

Software

A

| CDE man pages
Y
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Cluster Configurations

The cluster configurations are referred to during the installation
process as the Solaris Software Groups. There are currently
five software groups available, which include:

e Entire Solaris Software Group Plus OEM - SUNWCXall
e Entire Solaris Software Group - SUNWCall

* Developer Solaris Software Group - SUNWCprog

* End User Solaris Software Group - SUNWCuser

e (Core Solaris Software Group - SUNWCreq
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Pre-Installation Information

Prior to the Solaris software installation on a networked
standalone system, the following information is required.

e Hostname

 Host IP address

* Name service type

* Subnet mask

e Geographic location and Time zone
* Root password

e Language
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Software Installation Using Solaris
Web Start

Salaris Web Start will assist vou in installing software for Solaris,

Welcome to & &5

To go to the next sareen, click Nest,

Mext > Exit
Solaris™ 8 Operating Environment System Administration | Module 14, slide 8 of 40
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Preconfiguration Checklist

The following screens will gather information about this
system.

This information will be used to configure:

— Network

— Name Service

— Date and Time

— Root Password

— Proxy Server Information

— Power Management

To go to the next screen, click Mext

Mes=t >
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Network Connectivity

Network Connectivity

Select the network option for this system:

Networked:
i Networked

_INon—netwarked

ML
-t
SOLARIS®
Mext >
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DHCP
Dynamic Host Configuration Protocol

[=
DHCP
Please specify whether or not this system should use DHCP to
configure it's network interfaces, Choose Yes if DHCP is to be used,
ar Mo if the interfaces are to be configured manually.
Use DHCP:
_Ives
(& No
< Back Next =
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Host Name

On this screen you must enter a host name, which identifies this
systern on the network, The name must be unigue within the
damain in which it resides; creating a duplicate host name will
cause problems on the network after you install Salaris,

f host name must he at least two characters; it can contain
letters, digits, and minus signs (=),

Host Name:
Thost1
- |
-
SOLARIS®
< Back Mext =
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IP Address

On this screen you must enter the Internet Protocol (IP) Address

for this systern, It must be unique and follow your site’s address
conventions, of a system,/netwaork failure could result,

IP &ddresses contain four sets of numbers separated by periods

(for example 129.200,9.1),

IP Address:
|1192.8.200.1
>
-
SOLARIS®
< Back Mext =
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Netmask

Netmask

On this screen you must specify the netmask of your subnet,

& default netmask is shown; do not accept the default unless you
are sure it is correct for your subnet. & netmask must contain four
sets of numbers separated by periods (for example 255.255.255.0),

Netmask:

1255,255,255.0

< Back Nexzt =
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IPv6

IPvE

On this screen you should specify whether or not IPvE, the nesxt
generation Internet Protocol, will be enabled on this machine.
Enabling IPv& will have no effect if this machine is not on

a network that provides IPYE service, 1Pvgd service will not be
affected if IPvE is enabled.

Enahle IPvG:

(™ Yes

Mo

< Back Next =
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Name Service

Name Service

On this screen you must provide name service information. Select
the name service that will be used by this systerm, of None if your
systerm will either, net use a name service at all, or if it will use

a name service not listed here

Name Service:
INIS+

INIS

_IDNS

@ Mone

< Back Nexzt =
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Time Zone

On this screen you must select how to specify vour default time
Zohe.

Specify timezone by:
(@ Ceographic region
_Joffset from GMT

_ITime zane file

< Back Nexzt =
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Date and Time

fccept the default date and time or enter new values,

Date and time: Thu Feb 10 14:15:49 MST 2000

Year @4 digitsh |§2000
Month (1-12) IEOQ
Day (1-31k |E10
Hour {0—-23) IE‘I4

Minute (0-533 |15

< Back Nexzt =
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Root Password

Type in an alphanumeric string te be used as the root password for
the computer you are setting up.

seateestcdestcdeall

Retype the above password for confirmation.

I Aol

< Back Nexzt =
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Power Management

Power Management

Do you want Power Management turned on of turned off?

_ITurn Power Management On

|(3 Turn Power Management Off

You can choose to be asked the preceding question every time you
reboct the system. alternatively, you can choose never to be asked
about Power Management again. which do you prefer?

_hsk at each reboot,

(@ Don't ask; leave Power Management as set above.

< Back Nexzt =
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Proxy Server Configuration

Proxy Server Configuration

& network prosy is used to provide additional security between
your computer and the Internet (usually along with a firewall), If
vou are not sure of vour settings, pleaze see your system
administratar,

The default iz a direct connection to the Internet, Check this if you
do not need to go through a proxy server to gain access to the
internet. Otherwise, provide the information in the space provided
b [,

(@ Direct connection to the Internet

_JUse Proxy Configuration Below
Host: I Port: II

< Back | Nexzt = |
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Confirmation Information

»

Ty

-

SOLARIS

Selection Summary

Haost Marme: hostl

IP Address: 192.9.200.1
Systermn part of a subnet: Yes
Netmask 255.255.255.0
Enable IPvE: Yes

Narme Service: None

Prowy Configuration:

Direct connection to the internet (no proxyd
Time Zone: Mountain
Power Management:

Turn Power Management Off

Do not ask about Power Management at reboot,

|

£l

Confirm

Solaris™ 8 Operating Environment System Administration |
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Solaris Web Start Installation Kiosk

e [T < > C

= Web Start Kiosk Proxy Information =

& network proxy is used to provide additional security between your computer
| and the Internet (usually along with a firesall). If you are not sure of the |
| settings wou should use, please see your system administrator. |

The default i a direct connection to the Internet. Select this if you do not
need to go through a pro<y server to gain acces to the internet.

Otherwise, enter the information in the space provided below.

@ Direct connection to the Internet

i Use Proxy Configuration Below

Host: [T | Por
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Insert CD

Insert CD
Please insert the Solaris 8 Software CD.
Onee the CD has been inserted, click OK,
< Back oK Exit
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Select Type of Install

li

To install basic Selaris preducts inte their default directory
locations, select Default Install.

Custom install provides a choice of which Solaris products to
install, For each preduct, it alse provides an eption to further

customize the products install,

Please select one of the following:

Default Custom
Install Install
J =]

Next = Exit
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Select Software Localizations

Select the gesgraphic regions and software localizations you want
to install, The Enaglish version of Solaris will be installed by default,

_ldustralaszia
_I English {dustralia) (en_aU )
_l English (Mew Zealand) {en_NZ )

W Morth America

1 English {Canada) { en_Ca } J

W  English (United States) (en_US )
_ French § fr}
_ French (Canadad { fr_CA )

_I'western Europe

1 Fomlicl flleibad I mm A e F om0

< Back | Nexzt = | Exit

Solaris™ 8 Operating Environment System Administration |
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services August 2000 Revision A.2

Select Software Localizations

Module 14, slide 26 of 40



@ Sun Educational Services

Select System Locale

aller: Solaris Ftware

Select the initial locale to be used after the system has been
installed:

l_

Morth America

_JEnglish {United States) (en_US }

(® Englizh (United States,IS08359—1) { en_US.ISO23E53-1 )
_JEnglish {(United States,1SC3859-15) { en_U5.ISO8853-15)
POSIH

_English (POSIX CI{C}

< Back Nexzt = Exit
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Select Products

Cioect, 3.4 MY
| Selaris 8 Collection 1954 ME

| Solaris 8 Software 20,6 MI

The AnswerBeok? Documentation Server displays Solaris
docurmentation through your browser, |t gives you the ability to
easily and quickly nawigate, view, search, and print the extensive
documentation set provided with Solaris,  This product requires
the Developer Solaris Software Group

< Back Nexzt = Exit
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Additional Products

stice DiskSuite: 1
[ Live Upgrade

[ O

2 M

Solstice DiskSuite provides tocls that increase the availability,
flexibility, safety and performance of UNIX storage subsystems, It
allowes users and administraters to implement R&ID-S, disk
mirraring, fully autematic recovery, "hot spares” and more, This
product requires the End User Selaris Software Group,

< Back Nexzt = Exit
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64 Bit Selection

>

T

-

SOLARIS

64— Bit Selection

Do you want B4—bit support? B4—bit support is required in
arder to use this product in B4—bit architecture
environments,

Software will be installed with B4—hit support

@ Yes (Recommended).

_ING Software will be installed with 32-hit suppart only.

< Back Mext = Exit
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Select Solaris Cluster Configuration

li

Select Solaris Cluster Configuration

Please zelect the Solaris software group you want to install:

|(5 Entire Solaris Software Group Plus OEM

) Entire Solaris Software Group

) Developer Solaris Software CGroup
) End User Solaris Software Group
) Core Solaris Software Group

< Back Nexzt = Exit
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Disk Selection

aller: Solaris ftware

Select which disks you want to lay out the file systems on.

Available Disks: Selected Disks:
c0t0do (hootdisk)

Addid »o

o BE v

Required disk space: 1541MB
Selected disk space: 2028MB

< Back Nexzt = Exit
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Layout File Systems

aller: Solaris Ftware

To modify the layout, click "Madify"..

li

Disk/File System Size I
g cotodo
! 1128 MB

Swap 513 MB

< Back Nexzt = | Exit
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Disk

Disk cOtOdo
Disk cOt0d0 - 2,028 MB

Hexportfhome
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Ready to Install

The follewing items will be installed:

Solaris Operating Environment: Solaris 8 Software k|
Solaris Software Group: Entire Solaris Software Group Plus OEM
Region and Locales:
North Armerica
English {United Statesi {en_US )
English (POSIE CI(C )
Swstern Locale: English (United States, |SOS8253-1) { en_US. 1508859~

Products:
Solaris 8 Software 2 of 2 206 MB !
Solstice Disksuite 4.2.1 184 ME
] ]
< Back Install Mow Exit
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Installing

Installer: Solaris & Software
Installing . ..

e
[
SOLARIS

Salaris 8 Software [ Initializing... ]

Taotal
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Installation Summary

Installation Summary

The Solaris installation status is shown below:

Product Status Information

Salaris 8 Software Installed Details...

Click an the "Details..." Button beside each product status for more
Information,

Mext =

Solaris™ 8 Operating Environment System Administration |
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Details

JStmpdinstall_log

L1

Processing profile
—Selecting cluster (SUMWCKall)
—Selecting locale (en_LUS)

Installing 84 bit Solaris packages
— Configuring boot device
— Configuring swap (c0tddos1)
— Preserving slice swap (cOtQd0s1)
— Configuring fexport/home (cOt0d0s7)
— Configuring / {c0t0d0sm

Verifying disk configuration

VYerifying space allocation

.| Lt

Disrniss
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Exercise: Solaris Operating
Environment

* Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress
e State the different installation methods available for the
Solaris 8 software

e Explain the hardware requirements for a Solaris 8
installation

e Identify the ditferent Solaris 8 software CDROM
editions

o List the five Solaris Software Groups

* Demonstrate how to install Solaris 8 software on a
networked, standalone system, using Solaris Web Start
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Module 15

Administration of Software Packages
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Objectives

Upon completion of this module, you should be able to:

* Describe a software package

e View software package information using the pkginfo
command

e Add a software package from the Solaris Software CD-
ROM using the pkgadd command

e Verity the attributes and content of a software package
using the pkgchk command

* Remove a software package installed on the disk using
the pkgrm command

Solaris™ 8 Operating Environment System Administration | Module 15, slide 2 of 27
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Objectives

* View, add, and remove software packages using the
admintool

* Add and remove a software package from a spool
directory using the pkgadd and pkgrm

Solaris™ 8 Operating Environment System Administration | Module 15, slide 3 of 27
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Software Packages

Software packages contain:

e Files that describe the package and the amount of disk
space required.

e The actual software files to be installed on the system.

* Scripts that are run when the package is added and
removed.

Tools for viewing, adding and removing software include:

e Package administration commands: pkgadd , pkgrm,
pkginfo , and pkgchk

e admintool
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The pkginfo Command

The pkginfo command is used to display information about

the software packages that have been installed on the local
system.

# pkginfo | more

<some output omitted>

application SUNWAxg  Solaris XGL 3.3 AnswerBook
application SUNWaadm  Solaris 7 System Administrator Collection
system SUNWab2m  Solaris Documentation Server Lookup
system SUNWab2r  Solaris Documentation Server

system SUNWab2s  Solaris Documentation Server

system SUNWab2u  Solaris Documentation Server
application SUNWabda  Sun Ultra 5/10 Hardware AnswerBook
application SUNWabe Solaris 7 User Collection

application SUNWabsdk  Solaris 7 Software Developer Collection
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Displaying Detailed Information for a

Specific Package

To view information for a specific software package, specity

its name on the command line, for example:

# pkginfo -l SUNWman

PKGINST: SUNWman
NAME: On-line Manual Pages
CATEGORY: system
ARCH: sparc

VERSION: 41.0,REV=31
BASEDIR: fusr
VENDOR: Sun Microsystems, Inc.
DESC: System Reference Manual Pages
PSTAMP: tinkertoym09133331
INSTRELEASE: May 19 2000 16:50

HOTLINE: Please contact your local service provider
STATUS: Completely Installed
FILES: 6420 installed pathnames
3 shared pathnames
74 directories

73925 blocks used (approx)

Solaris™ 8 Operating Environment System Administration |
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Displaying Information for Software
Packages on CDROM

e Displaying Detailed Information for All Packages on
CDROM

# pkginfo -d /cdrom/cdrom0Q/sO/Solaris_8/Product | more

Solaris™ 8 Operating Environment System Administration | Module 15, slide 7 of 27
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Displaying Information for Software

Packages on CDROM

e Displaying Detailed Information for Selected Package

on CDROM

# pkginfo -d /cdrom/cdrom0/s0/Solaris_8/Product -| SUNWaudio
PKGINST:  SUNWaudio
NAME: Audio applications
CATEGORY: system
ARCH: sparc
VERSION: 3.6.20,REV=1.1999.12.03
BASEDIR: /
VENDOR: Sun Microsystems, Inc.
DESC: Audio binaries
PSTAMP: dtbuild38519991204142646
INSTDATE: May 19 2000 16:35
HOTLINE: Please contact your local service provider
STATUS: spooled
FILES: 5 spooled pathnames
2 directories
3 executables
4 package information files
681 blocks used (approx)
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The pkgrm Command

# pkgrm SUNWaudio

The following package is currently installed:
SUNWaudio  Audio applications
(sparc) 3.6.4,REV=1.98.12.03

Do you want to remove this package? y

## Removing installed package instance <SUNWaudio>

## Verifying package dependencies.

WARNING:
The <SUNWoIrte> package depends on the package
currently being removed.

WARNING:
The <SUNWolaud> package depends on the package
currently being removed.

WARNING:
The <SUNWoldcv> package depends on the package
currently being removed.

WARNING:
The <SUNWxwkey> package depends on the package
currently being removed.

Dependency checking failed.

Do you want to continue with the removal of this package [y,n,?,q] y
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The pkgadd Command

# pkgadd -d /cdrom/cdromO/sO/Solaris_8/Product SUNWaudio
Processing package instance <SUNWaudio> from </cdrom/sol_8_sparc/sO/Solaris_8/Product>

Audio applications
(sparc) 3.6.4,REV=1.98.12.03
Copyright 1999 Sun Microsystems, Inc. All rights reserved.
Using </> as the package base directory.
## Processing package information.
## Processing system information.
2 package pathnames are already properly installed.
## Verifying package dependencies.
## Verifying disk space requirements.
## Checking for conflicts with packages already installed.
## Checking for setuid/setgid programs.

This package contains scripts which will be executed with super-user
permission during the process of installing this package.

Do you want to continue with the installation of <SUNWaudio> [y,n,?] y
Installing Audio applications as <SUNWaudio>

## Installing part 1 of 1.

Installation of <SUNWaudio> was successful.
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The pkgchk Command

The pkgchk command checks installation completeness,
pathname, file contents, and file attributes of a package.

e To check the contents and attributes of a software
package currently installed on the system.

# pkgchk SUNWaudio
e To list the files contained in a software package.

# pkgchk -v SUNWaudio
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The pkgchk Command

e To check any file to determine if its content and
attributes have changed since it was installed with its
software package.

# pkgchk -p /etc/passwd

ERROR: /etc/passwd

fle size <414> expected <3391> actual

file cksum <34239> expected <17254> actual
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Identitying the Directory Location of a
Command

e Search the Nar/sadm/install/contents file to
determine if a particular file was installed, and the
directory where it is located.

# grep showrev /var/sadm/install/contents
lusr/bin/showrev f none 0755 root sys 30116 42078 943868705 SUNWadmc
fusr/share/man/smanlm/showrev.1m f none 0444 bin bin 6398 62569 943312114 SUNWmMan

e Search on the distribution media to determine if a
particular file exists.

# grep showrev /cdrom/cdrom0/s0/Solaris_8/Product/*/pkgmap
fcdrom/sol_8_sparc/sO/Solaris_8/Product/SUNWadmc/pkgmap:1 f none usr/bin/showrev 0755 root sys
31276 44676 938676470
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Adding and Removing Packages With
admintool

# admintool &

[T

Admintool: Users
File  Edit Ernwsel Help
T+ users
User Hame — D Comiment
—— Groups -
acin - dq Aclmin
bin Hosts 2
daemaon Printers 1
guest ) 1
listen Senal Ports B Hetwork Admin
1p Software |1 Line Printer Adnin
nosccess | GOOUZ Mo Access User
nakbody BO001 MNokbody
nobocyd [Slatartat Sun0S 4,x HNobody
nuucE 9 uucp Admin
root. 0 Super—lUzer
=Ys 3
LiLCR 5 uucp Admin

Host: mudpie
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Software Window

I Admintool: Software

FHle Edit Browse Properties Help ‘

Al Software | Size (MB)
Aeptrace utility and support shared chjects (ed-hity 1.0 A&
Beptrace support objects for uchlib (&d bit) 5,8/Generic =

Beptrace Utility fed hit) 5,8/Gerneric
Fpptrace Utility (ed hit} 5,8/Generic
Archive Libraries 5,8/ Generic
Archive Libraries (6d-bit} 5.8/Generic
Audio 1,4

Fudio drivers and applications 1.0
fudio Applications 5.8/ Generic
Fudio Drivers 5,8/Generic

]

Show Details...

Host: hostl
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Software Details

Admintool: Software Details
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Delete Software

.
I Admintool: Software
File | Edit Browse Properties Help ‘
Add...

oty re |

Size (MB)
I@m utility and support shared chjects (6d-hit) 1.0 |
— race support objects for uchlib {6d bit) 5.8/Generic =
Apptrace Utility (64 hit) 5,8/Generic
fApptrace Utility (&4 hit} 5,8/Generic
Archive Libraries 5,8/Generic
Archive Libraries {&d-hit? 5.8/Generic
Fucdio 1."11
Audio applic

Audio demo =

Audio drivers and applications 1.0
Audio Applicationz 5,.8/Generic
Audio Drivers 5,8/Generic

£

Show Details...

Host: hostl

Admintool: Warning

Do you really want to Delete the following software?

ATE

SUNWaudio
SUNWaudmo
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Adding Software Package

Admintool: Software

File Edit Browse Properties

Help ‘

All Software |

Size (MB)
il Al

Apptrace support objectz for uchlib (6d bit! 5,8/ Generic
fApptrace Utility (&4 hit} 5,8/Generic
Apptrace Utility (64 hit) 5,8/Generic
Archive Libraries 5,8/Generic
Archive Libraries (6d-bit} 5.8/Generic
Audio drivers and applications 1.0
Audio Applicationz 5,.8/Generic
Audio Drivers 5,8/Generic
Audio Drivers (bd-hit) 5,8 /Generic
Audio Header Files 5.8/Generic
Authentication Management Infrasztructure 5,8/ /Generic
Authentication Management Infrastructure (6d bit) 5,8/ Generic

Show Details...

)

Host: hostl
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Set Source Media

Admintool: Set Source Media

Software Location: CD with Volume Management

CD Path: I}“cdromfodromﬂfsﬂ

e CD with Volume Management
e CD without Volume Management
e Hard Disk

Solaris™ 8 Operating Environment System Administration | Module 15, slide 19 of 27
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services August 2000 Revision A.2



@ Sun Educational Services
Add Software

T Admintool: Add Software
Set Source Media...l Source Media: fcdromfsol_7_sparcfsi
Software Description
1 bI-BIT SOUFCE LOMPaubiTy, (UsF) 9./1GE [ i 3
Al Hame: Audio £
1 64-hit iconv conversion for Eastem Euro| |~ Abhbreviation: SUNWCaud
. ) ) Vendor: Sun Microsystems, Inc
I 64-hit iconv conversion for IS0 Latin cha Description: Audio tools and demos
_I Archive Libraries 5.7/Generic SSUITEEE SR (L)
! 0 Ivar 0
I Archive Libraries (64-bit) 5.7/Genenc fusr <1 fexport 0
. fopt 0 fusriopenwil
= Audio 1.4
-1 AutoF3S, (Root) 5.7/Generic -
|5 I = N
Total (MB): 2 £
Custumize...l Space Meter...l -l ! -
Add | Cancel | Help |
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Customize Installation

T Admintool: Customize Installation 1
Audio 1.4 Description
= Audio applications 3.6.1 a [ hame: Putio apphcations | [~
. Ahbreviation: SUNWaudio
W Audio demo programs 3.6.1 2 Vendor: Sun Microsystems J
Description: Audio binaries
Estimated Size (MB): 4
] I
Installation Directory:
¥
J—
Unresolved Dependencies
i
A
Total (MB): 2 |
Select All|  Deselect Al H -
oK | Cancel | Help |
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Using a Spool Directory

The pkgadd command, by default, looks in the /var/
spool/pkg  directory for any packages specified on the
command line.

* To copy a package into the /var/spool/pkg directory:

# pkgadd -d /cdrom/cdromO/s0O/Solaris_8/Product -s spool
SUNWaudio
Transferring <SUNWaudio> package instance
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Spooling Packages

A different directory location can be specified using the -s option.

# mkdir /export/pkgs

# pkgadd -d /cdrom/cdromO/sO/Solaris_8/Product -s /export/
pkgs SUNWaudio

Transferring <SUNWaudio> package instance

# Is /export/pkgs

SUNWaudio
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To Remove Packages From Spool
Directory

Software packages are removed from a spool directory using
the pkgrm command with the -S option.

# pkgrm -s spool SUNWaudio

# pkgrm -s /export/pkgs SUNWaudio
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Exercise: Software Package
Administration Commands

* Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress

* Describe a software package

e View software package information using the pkginfo
command

* Add a software package from the Solaris Software
CDROM using the pkgadd command

e Verity the attributes and content of a software package
using the pkgchk command

* Remove a software package installed on the disk using
the pkgrm command
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Check Your Progress

* View, add, and remove software packages using the
admintool

* Add and remove a software package from a spool
directory using the pkgadd and pkgrm
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Module 16

Managing Software Patches
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Objectives

Upon completion of this module, you should be able to:

e List the locations to access patches

e Explain how to access patches from the World Wide
Web and anonymous ftp

* Describe the different patch formats
* Prepare a patch for installation

e Install a patch using the patchadd command
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Objectives

* Demonstrate how to verify what patches are currently
installed

* Remove a patch using the patchrm command
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Patch Distribution

e To access patches via the World Wide Web, use the

following URLs:

http://sunsolve.sun.com United States
http://sunsolve.sun.com.au  Australia
http://sunsolve.sun.fr France
http://sunsolve.sun.de Germany
http://sunsolve.sun.co.jp Japan
http://sunsolve.sun.se Sweden
http://sunsolve.sun.ch Switzerland

http://sunsolve.sun.co.uk United Kingdom

e Publicly available patches can be accessed by using the
URL:

http://metalab.unc.edu/pub/sun-info/sun-patches/
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Patch Distribution

e To access patches via ftp

sunsolve.sun.com
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Patch Informational Documents

Patch Document Contents

Solaris8.PatchReport A summary of all recommended patches for the
Solaris 8 release.

8 _Recommended.zip A patch cluster containing all the recommended
patches for the Solaris 8 release.

8 Recommended.README  Instructions for how to install the recommended
patches for Solaris 8.
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Title: Solaris 8 Patch Report Update as of 17/Apr/00

Report Notes Section:
This report is generated to provide a summary list of patches released and
available from Sun Microsystems for the listed product. There are updates
of this report twice each month. <output truncated>.....

Quick Reference Section:

New Patches Released Since Last Report:

This is the first Report.

Update Revs Released Since Last Report:

This is the first Report.

Solaris 8 Recommended Patches:

(No Official Recommended List At This Time)

Solaris 8 Patches Containing Security Fixes:

Solaris 8 Patches Containing Y2000:

Solaris 8 Obsoleted Patches:

Solaris 8 Complete Listing of Released Patches:
Total Patches: 30
Total Bugfixes: 59

SunOS Released Patch List:

Patch-ID# 108604-03

Synopsis: SunOS 5.8: Elite3D AFB Graphics Patch

Bugld”s fixed with this patch: 4234045 4294963 4300089 4303885 4308725
Changes incorporated in this version: 4303885 4308725

Date: Mar/16/00

Patch-ID# 108605-03

Synopsis: SunOS 5.8: Creator 8 FFB Graphics Patch

Bugld”s fixed with this patch: 4234045 4294963 4303885 4308725
Changes incorporated in this version: 4303885 4308725

Date: Mar/16/00

Patch-ID# 108609-01
Synopsis: SunOS 5.8: Buttons/Dials Patch
Bugld”s fixed with this patch: 4299526 <output truncated>.....
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Patch Formats

Patches come in three different formats depending on the
Solaris version and where the patch had been retrieved.

e Solaris 8 and Solaris 7 patches are in zip format.

105050-01.zip

e Solaris 2.6 (and earlier) patches are compressed tar files
inatar.Z format.

104040-01.tar.Z

e The Solaris 2.6 (and earlier) Patch Update CDROM
contains patches that are gzip compressed tar files.

112340-01.tar.gz
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Preparing Patches for Installation

e For Solaris 8 and Solaris 7 the unzip command is used
to extract the patch files.

# [usr/bin/unzip 105050-01.zip

e For Solaris 2.6 patches the zcat command is used to
uncompress the patch files and tar to create the patch
directories.

# /[usr/bin/zcat 104040-Ol.tar.Z | tar xvf -

e For Solaris 2.6 patches retrieved from the Patch Update
CDROM the gzcat command is used to uncompress
and create patch directories.

# /[usr/bin/gzcat 112340-01.tar.gz | tar xvf -
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Patch Contents

Patch 105050-01

(Packages

== N containing files
Install.info to be patched)
(Optional) - _
README.106793-01 SUNWcsu installpateh

~
(Installation instructions) SUNWhea backc;utpatch

%\ (gaaris 2.6 and

_ _ earlier patches
install pkginfo pkgmap reloc only)

Copyright  scripts _ _
(Optional) (Path to new files (New files to be installed)

and directories

in the patch)

(New information for the Nar/[sadm/pkg/  pkg _namelpkginfo  file)
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Managing Patches

There are two commands available to the system
administrator for managing patches:

e patchadd — Used to install unpacked patches to a
Solaris system.

e patchrm — Used to remove patches installed on a
Solaris system.
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Patch Installation on Solaris 2.6 and
Later Versions

For Solaris 2.6 and above, the patchadd command is available
in the Solaris Operating Environment to install a patch.

# cd ftmp
# patchadd 105050-01
Checking installed patches...
Verifying sufficient filesystem capacity (dry run method)
Installing patch packages...
Patch number 105050-01 has been successfully installed.
See Nar/sadm/patch/105050-01/log for details.
Patch packages installed:
SUNWhea

Solaris™ 8 Operating Environment System Administration | Module 16, slide 12 of 17
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services August 2000 Revision A.2



@ Sun Educational Services

The /var/[sadm  Directory

/
|
var
|
sadm
pkg patch
|
105050-01
SUNWcsu SUNWhea
README.105050- log
pkginfo save
pkginfo save
(Updated

by patch) 105050-01

undo.Z
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Checking Current Patch Status

There are two commands available that provide information
about currently installed patches.

# showrev -p

Patch: 106793-01 Obsoletes: Requires: Incompatibles:
Packages: SUNWhea

# patchadd -p

Patch: 106793-01 Obsoletes: Requires: Incompatibles:
Packages: SUNWhea
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Patch Removal on Systems at Solaris
2.6 and Later

For Solaris 2.6 and above, the patchrm command is available
in the Solaris Operating Environment to remove a patch.

# patchrm 106793-01
Checking installed packages and patches...
Backing out patch 106793-01...

Patch 106793-01 has been backed out.

#
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Exercise: Patch Maintenance

e Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress

o List the locations to access patches

e Explain how to access patches from the World Wide
Web and anonymous ftp

e Describe the different patch formats
* Prepare a patch for installation
e Install a patch using the patchadd command

* Demonstrate how to verify what patches are currently
installed

* Remove a patch using the patchrm command
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Module 17

Backup and Recovery
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Objectives

Upon completion of this module, you should be able to:

e Identity the logical device names for tape drives
* Define the two different types of file system backups

e Back up a file system to tape using the ufsdump
command

* Describe how to backup a file system to a remote tape
drive

e Explain the purpose of the /etc/dumpdates  file
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Objectives

* Restore a file system from tape using the ufsrestore
command

* Describe the procedure for recovering file systems
e Usethetar command to manage multiple archives

e Use the mt command to control the actions of the tape
drive
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Logical Tape Device Names

All tape devices have logical device names that are used to
reference the device on the command line.

/devirmt/  #hn

Logical tape number TT

Tape density (I ,mh,c,u )
No rewind
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The /etc/dumpdates  File

Each line in /etc/dumpdates  file shows the file system
backed up, the level of the last backup, and the day, date, and
time of the backup.

# cat /etc/dumpdates

/devirdsk/cOt2dOs6 O Fri Jun 2 19:12:27 2000
/dev/rdsk/cOt2dOsO O Fri Jun 2 20:44:02 2000
/devirdsk/cOt2dOs4 5 Thu Jun 8 19:42:21 2000
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A Sample Backup Strategy

Sat Mon Tue Wed Thu Fri
%:ﬂ -
-
z %%:ﬂ gg Eg
o o] = = °
Level O Monthly 4 5 6

3 2
M T WThF
—
3 45 6 2
3 45 6 2
3 45 6 2
3 45 6 2
o
2
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Planning File System Backups

Determining the Number of Tapes

e To determine the size of the file system to be backed up
to tape:

# ufsdump 0S filesystem name
<number reported>

# ufsdump 3S filesystem name
<number reported>
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Backing Up to Tape

To perform a full level O backup of the /exportthome  file
system:

# ufsdump Ouf /dev/rmt/0 /export/home
DUMP: Writing 32 Kilobyte records

DUMP:
DUMP:
DUMP:
DUMP:
DUMP:
DUMP:
DUMP:
DUMP:

Date of this level 0 dump: Mon Jun 52000 14:10:15 PM MDT
Date of last level 0 dump: the epoch

Dumping /dev/rdsk/cOt0d0s7 (hostl:/export/home) to /dev/irmt/0.
Mapping (Pass |) [regular files]

Mapping (Pass Il) [directories]

Estimated 125206 blocks (61.14MB).

Dumping (Pass Ill) [directories]

Dumping (Pass IV) [regular files]

DUMP: Tape rewinding

DUMP:

DUMP:

DUMP:
#

125182 blocks (61.12MB) on 1 volume at 747 KB/sec
DUMP IS DONE
Level O dump on Mon Jun 52000 14:10:15PM MDT
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Performing Remote Backups

The ufsdump command can be used to perform a backup on a
remote tape device.

# ufsdump Ouf host2:/dev/rmt/0 /export/home
DUMP: Writing 32 Kilobyte records

DUMP:
DUMP:
DUMP:
DUMP:
DUMP:
DUMP:
DUMP:
DUMP:

Date of this level 0 dump: Mon 5 Jun 2000 03:10:57 PM MST

Date of last level 0 dump: the epoch

Dumping /dev/rdsk/cOt0d0s7 (hostl:/export/home) to host2:/dev/rmt/0.
Mapping (Pass |) [regular files]

Mapping (Pass Il) [directories]

Estimated 125206 blocks (61.14MB).

Dumping (Pass lll) [directories]

Dumping (Pass IV) [regular files]

DUMP: Tape rewinding

DUMP:

DUMP:

DUMP:
#

125182 blocks (61.12MB) on 1 volume at 704 KB/sec
DUMP IS DONE
Level O dump on Mon 5 Jun 2000 03:10:57 PM MST
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Exercise: Backup and Recovery

e Objectives
e Tasks
e Discussion

e Solutions
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Check Your Progress

e Identify the logical device names for tape drives
* Define the two different types of file system backups

e Back up a file system to tape using the ufsdump
command

* Describe how to back up a file system to a remote tape
drive

e Explain the purpose of the /etc/dumpdates  file

* Restore a file system from tape using the ufsrestore
command

* Describe the procedure for recovering file systems
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Check Your Progress

e Usethetar command to manage multiple archives

e Use the mt command to control the actions of the tape
drive
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