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Introduction

Lesson 1

Introduction to Tarantella Enterprise Il

Introduction

This course is designed for individuals who need to perform routine Tarantella
administration tasks on a daily basis. The target audience includes support technicians,
developers, engineers, and other technical users who require the ability to perform standard
administration tasks.

Objectives

By the end of this lesson, you will be able to:
e Understand the format of this course

e Log into and out of Tarantella

e Use the Tarantella webtop

e Utilize Tarantella help resources
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Topics

In order to meet these objectives, this lesson discusses:

Understanding the format of this course — Discusses the topics presented in this course
and how the exercises and labs are structured.

Logging into Tarantella — Discusses how to log into Tarantella as a user.
Using the webtop — Discusses how to launch applications under Tarantella.
Logging out of Tarantella — Discusses how to log out of Tarantella.

Locating Tarantella Help — Discusses the various places to find help in Tarantella.
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1.1 Introduction to Tarantella Enterprise Il Administration

The Tarantella Enterprise Il Administrationcourse covers a range of topics selected to

assist technical users in all aspects of administering Tarantella Enterprise Il servers. Topics
include discussions on installing Tarantella and its add-on packages, customizing Tarantella,
and understanding the technologies that form the foundation upon which Tarantella runs.

1.1.1 Course goal and purpose

At the conclusion of this course, students should be able to accomplish tasks such as using
Tarantella as an end-user, administering Tarantella servers, installing the various Tarantella
components, and customizing the Tarantella login screen and webtop. By the end of the
course, students will be able to:

Login and logout of Tarantella

Install Tarantella, the Tarantella Security Pack, the Tarantella 3270 Connectivity Pack,
and the Windows Connectivity Pack

Configure applications, documents, users, organization units, and the Tarantella
organization

Access Tarantella via the Native Client
Configure printing under Tarantella
Configure application server farms and Tarantella arrays

Secure Tarantella servers using the Secure Sockets Layer (SSL) capabilities provided by
the Tarantella Security Pack

Customize the Tarantella login screen
Customize the Tarantella webtop
Customize the icons used by Tarantella

Provide access to Windows applications with the Windows Connectivity Pack
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Introductionto Tarantella Enterprise Il Administration

1.1.2 Target audience

This is an intermediate level course, aimed at system administrators, support technicians,
developers, and engineers. The course pre-requisites include a basic understanding of
networking and the X Widows system.

1.1.3 Example Company

Throughout the lessons, exercises, and labs which follow, we will refer to a hypothetical
company called Example Company, Inc. In addition, we will refer to the domain
example.conand machines within that domain. This domain is a registered domain name,
however it is not used by an actual organization. Ragxample.cons reserved for
situations such as those posed by this class where a sample domain name is needed.
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1.2 Introduction to Tarantella Enterprise Il

In this section, we describe what Taran?éll%nterprise Il'is, what it does, how it does it,
and what it can do for you. In later lessons, wetld at Tarantella’s capabilities in far
greater detail.

1.2.1 What is Tarantella?

Tarantella instantly web-enables existing mainframe, Unix and Windows applications. It
does this without the need for rewritiagy application code. Furthermore, Tarantella does
not require additional software to be installed on clients or application servers.

To accomplish this, Tarantella utilizes a three-tier model in which the Tarantella server
resides on the second tier. From this second tier, administrators can centrally control access
to applications across multiple sites.

All of the Tarantella software is installed on the second tier. This means that clients and
application servers are left unmodified. Tarantella simply drops into your existing network
infrastructure.

Since Tarantella Enterprise Il runs on a diverse range of clients, you are not required to
replace or upgradgour existing clientsvith new devices.
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1.2.2 Benefits of using Tarantella Enterprise Il

Non-invasive

Access

Resumable Sessions

Customizable

Tarantella is a non-invasive solution. No modifications are
required on the clients or application servers.

Tarantella provides diverse clients with access to applications
running on mainframes, Unix, and Windows. Furthermore
Tarantella delivers these applications across everything from
a LAN to a dial-up modem connection over Point-to-Point
Protocol (PPP).

Tarantella users enjoy the benefit of being able to suspend
their work. Rather than exit from all their applications at the
end of the day, drive home, dial up the office, and restart all
the applications to work from home, users simply log back
into Tarantella from home and Tarantella resumes their
applications automatically.

Tarantella allows administrators to easily customize the
appearance of Tarantella and the appearance of the
applications launched within Tarantella.
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Performance

Scalability

Security

SCO’s Adaptive Internet Protocol (AIP) enables Tarantella to
dynamically adjust itself to the performance of the client and
the network connection.

Tarantella Enterprise Il provides excellent scalability by
allowing administrators to implement application server
farms and Tarantella arrays. Application farms allow
Tarantella to launch an application from any of the servers in
the application farm. Tarantella arrays allow administrators to
have multiple Tarantella servers work cooperatively to
centrally manage application deployment.

With the installation of the optional Tarantella Security Pack
(TSP), Tarantella encrypts all Tarantella traffic on the network
using Secure Sockets Layer (SSL).
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1.2.3 Logging into Tarantella Enterprise Il

To log into Tarantella:
Step 1. Start a web browser.

Step 2. Enter the URhttp://server/tarantella, whereserveris the name of the
machine running Tarantella.

Step 3. Enter your Tarantella user name.
Step 4. Enter your password.
Step 5. Click on th@©k button.

Exercise: Logging into Tarantella Enterprise Il

Log into Tarantella using the server name, user name, and password supplied
by your instructor.
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1.2.4 The Tarantella Enterprise Il webtop

The webtop is used to:
e Launch applications
e View documents

e Control printers

e Read on-line help

To perform any of these tasks, click on the applicable icon on the webtop.
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1.2.4.1 Logging out of Tarantella Enterprise Il

To log out of Tarantella, click on theX” icon on the webtop.

NOTE: Be sure to click on the “X” icoon the webtopClicking on the X” in the
upper right corner of the browser’s window will close the browser without
logging out of Tarantella. Doing this can lead to unintentionally suspended
Tarantella sessions.
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1.3 Tarantella Documentation

References to Tarantella documentation are made throughduatrthreella Enterprise Il
Administration course. This documentation is located on the Tarantella webtop in five

areas:

Click Me! A basic introduction to using Tarantella for end-users.

The “?”icon Provides a more detailed introduction to Tarantella. Explains
using and troubleshooting the webtop @&etting Help on
using the webtop

Release Notes Provides late-breaking news about each Tarantella related
product installed.

Admin Guide Includes “How to” articles, technical reference pages,

extensive customization information, and more.

Control Center Assistant An on-line wizard that steps administratorgghiTararglla
administration tasks.

The Release Notes, Admin Guide, and Control Center Assistant are ordinarily available to
Tarantella administrators only.
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1.4 On-line References

In addition to the wealth of information provided on-line in Tarantella, you will want to use
the following on-line references on the Internet.

1.4.1 Web sites

http://tarantella.sco.com/info/fag.html  Frequently Asked Questionbait Tarantia
Enterprise Il and Tarantella Express.

http://tarantella.sco.com/knowhow Contains searchable copies of documentation
for all released versions of Tarantella.

http://tarantella.sco.com/tsz The Tarantella Solution Zone contains
hundreds of examples for customizing
Tarantella.

http://www.whatis.com Offers definitions and explanations of

computing terms.

http://www.ntfag.com Provides information on all aspects of using
and administering Windows NT and Windows
Terminal Server Edition.

http://www.counterpane.com Contains security-related articles.
http://mww.google.com A search engine.
http://www.altavista.com Another search engine.
http://www.ask.com Another search engine.

1.4.2 News groups

news://pubnews.sco.com/sco.public.tarantellaA news group dedicated to discussions
on Tarantella products.
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1.5 Typographical Conventions

This publication presents commands, filenames, keystrokes, and other special elements as

shown here:

Ip Commands, device drivers, programs, and utilities (names,
icons, orwindows)

/new/client.list Files, directories, desktops (names, iconsyiadows),
system, network, and printer names

root User names

arg or arg Placeholders (replace with appropriate name or value)

[ arg ] Surrounds aoptionor cmdargthat is not mandatory

arg ... Indicates multiple occurrences of thytion or cmdarg

$ Command-line prompt for commands executable from the
Bourne shell by any user

# Command-line prompt for commands only executable by the
root user from theoot account

Keyboard keys

Presgcr] andfxg keys simultaneously

Press all three keysi=, [a7], and[oe] , simultaneously

g d Presgcr] key. With[c=] still depressed, presy.

0240 Presg:] key. With[zT] still depressed, press and release in
sequencé], [2], [4, and[g].

Q+i Presgcr] key. With[c=] still depressed, pregg. Release
both keys and pressg.

Q+1 Presgcr] key. With[c=] still depressed, pregg. Release
both keys and pre$s] [1] .Exit program?  System
output (prompts, messages)

tar tv User input, such as on a command line

1-21



Introductionto Tarantella Enterprise Il

“Description” Field names or column headings (on screen or in database)
Cancel Button names

Edit Menu names

Copy Menu items

File = Find = Text Sequences of menus and menu items

open Library routines, system calls, kernel functions, C keywords
$HOME Environment or shell variables

SIGHUP Named constants, signals, and kernel parameters

“adm3a” Data values

employees Database names and tables

buf C program structures

b_b.errno Structure members
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Lesson Summary

1.6 Lesson Summary

This lesson described the basics of Tarantella: how to log in, how to launch applications,
how to logout, and how to find help. In the lessons which follow, we delve deeper into

Tarantella: how it works and how to configure it.
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1.7 Review questions

1. What benefits does Tarantella provide?

2. How do you log into Tarantella?

3. What does the Tarantella webtop enable users to do?

4. How do you log out of Tarantella?
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1.8 Answers to Exercise and Review Questions

This section contains the answers to exercises, review questions, and labs presented in this
lesson.

Exercise answers

Please consult your instructor if you have any questions about the exercises in this lesson.

Review Question Answers

This section contains the answers to the review questions on page 1-24.

1. Tarantella is non-invasive and customizable. Tarantella provides access to diverse
clients and to mainframe, Unix, and Windows applications. Tarantella provides
resumable session. The AIP protocol enables Tarantella to dynamically adjust to fit the
current bandwidth. Tarantella provides secure communications.

2. You log into Tarantella by typingtp://server/tarantellan a web browser, wheserver
is the name of the Tarantella server.

3. The Tarantella webtop enables users to start applications, view documents, control
printers, and read on-line help.

4. You log out of Tarantella by clicking on the “X” icon on the webtop (not the web
browser’s “X” button).
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Introduction

Lesson 2

Installing Tarantella

Introduction

The installation and removal mechanisms in Tarantella Enterprise Il have been designed to be
reliable and easy to use. To install Tarantella on a server, the administrator should install the
Tarantella base software, install any additional Tarantella Packs, and configure the web server.

Objectives

By the end of this lesson, you will be able to:
e |Install Tarantella
e Configure the Netscape FastTrack server or Apache for use with Tarantella

e Connecttoa Tarantella server
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Topics

In order to meet these objectives, this lesson discusses:

e Installing Tarantella — Discusses how to install Tarantella from CD-ROM (or from an
archive). Also discussed are procedures for licensing and removing Tarantella.

e \Web Server Configuration — Discusses how to configure the Netscape FastTrack
Server or Apache for use with Tarantella.

e Connecting to Tarantella — Shows how to connect to a Tarantella server.
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2.1 Installing the Tarantella Enterprise Il Base Product

The installation and removal mechanisms in Tarantella have been designed to be reliable

and easy to use. To install Tarantella on a server, the administratdd sstall the

Tarantella base software, install any additional Tarantella Packs, and configure the web
server to allow Tarantella to be accessed.

The Tarantella server software itself installs exclusively on thensletter.

2.1.1 Tarantella Enterprise Il server requirements

The Tarantella Enterprise Il server software runs on the following platforms:

UnixWar€®

Solari¢’
OpenServer

AlX

HP-UX

Digital Unix (Tru64)

Linux
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Installing the Tarantella Enterprise Il Base Product

2.1.2 Distribution media

The Tarantella server software is distributed two ways:

Via the web The Tarantella base product, along with the Tarantella 3270
Connectivity Pack, the Windows Connectivity Pack, and the
Tarantella Security Pack can be downloaded from
http://tarantella.sco.conWeb download is the primary
method of distribution.

On CD-ROM In special instances, SCO distributes the software on CD-
ROM. This is not the primary method of distribution.

Table 1: Hints for Using CD-ROMs on SCO Platforms

SCO OpenServer 5 mount -f HS -o ro,lower /dev/cdO /mnt

SCO UnixWare 7 | /usr/sbin/mount -rF cdfs /dev/cdrom/cdroml1 /mnt
SCO UnixWare 2.1
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2.1.3 Installation procedure

To install Tarantella:

Step 1. Log in asoot.

Step 2. Mount the CD-ROM.

Step 3. Verify that the web server is running. For example, if you are running
Netscap® FastTrack Serv&ron UnixWare 7, execute the following
command:

# nsfast enable
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Installing the Tarantella Enterprise Il Base Product

Step 4. Run the following command:
sh tta_file.shx

wheretta_file.shxis one of the following file s:

Table 2: Tarantella Enterprise Il SHX File Names

Platform SHX File name
SCO UnixXWare® 7+ ttai3un.shx
SCO UnixWare 2.1.2+ ttai3un.shx

SCO OpenServer Release 5.0.2ttai3sc.shx

HP-UX 10.20+ ttapahp.shx

IBM AIX 4.2+ ttarsai.shx

SPARC Solaris 2.5.1+ ttaspso.shx
Step 5. Follow the on-screen prompts.

There is no need to start Tarantella after the installation. It has already been started by the
installation. Similarly, you needn’t do anything to make Tarantella restart upon reboot. The
installation sets up Tarantella to automatically start upon reboot.
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2.2

Removing Tarantella Enterprise |l

Tarantella is removed using the steps shown in this section. The online documentation
should be consulted for further details before the removal is attempted.

e Log in as root on the UNIX system on which Tarantella is to be removed.
e Run this command:
/inst_dir/bin/tarantella --uninstall

whereinst_dir is the directory in which Tarantella was installed (usually
/opt/tarantellg.

e The Tarantella datastore will not be removed from the system by the uninstall (for
upgrade reasons etc.), thus the directeay/tarantellaand its contents may need to be
removed manually.

For more information on how to remove Tarantella, ldee to... = To Uninstall
Tarantella in theAdmin Guide
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2.3 Licensing Tarantella Enterprise I

By defaultTarantella installs in a 60-day evaluation mode. Tarantella can be used during this
trial period. However once the period expires, the Tarantella server wadhge sart until
itis properly licensed.
There are no functional differences when running in evaluation mode.
To license a Tarantella server, issue the following command:
# tarantella license --add license_num

wherelicense_nunis a valid Tarantella license.

Further information on licensing can be found in the Admin Guide. In particular, see
Reference> Licensing= Licensing Overview.

Contact your reseller or distributor to purchase additional licenses.
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2.4 Web Server Configuration

A web server needs to be installed on the same UNIX server as Tarantella. The Tarantella
software distribution does not include a web server. A web server should be obtained
separately. The two mogbpular web servers used with Tarantella are theclpes

FastTrack Server and Apache. These two web servers are discussed in this training.

2.4.1 Netscape FastTrack Server

To configure the Netscape web server for use with Tarantella, follow the steps presented in
this section of the training. It is assumed that the web server has already been installed.

e Connect to the Netscape Admin Server (see the Netscape documentation).
e Click onlInstall a new Netscape FastTrack Serveand accept the default settings.

e Click onConfigure more about your new serve, press th&€ontent Mgmt button,
and then click onAdditional Document Directories’. Set the URL prefix
“<server>/tarantella” to map topt/tarantella(assuming a default Tarantella
installation has been performed). PressQKebutton and then click oBave and

Appl .

e Click on thePrograms button and set the URL “<server>/tarantella/cgi-bin” to map to
“/opt/tarantella/cgi-bin”. Press tH@K button and the click o8ave and Apply
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Web Server Configuration

2.4.2 Apache

The Apache web server should be configured by following the steps discussed in this
section. It is assumed that the web server has already been installed.

e Edit the Apache configuration filettpd.conf(usually found inusr/local/apache/coif
and add the following lines in the order shown:

ScriptAlias /tarantella/cgi-bin /opt/tarantella/cgi-bin
Alias /tarantella /opt/tarantella
e |f the web server is not running, start it. Entesr/local/apache/src/httpd
-f lusr/local/apache/conf/httpd.conf (assuming a default installation

of Apache).

NOTE:Newer versions of Apache usgachectlto start and stop the web server.

2.4.3 Other web servers

The web server running on the platform where Tarantella is installed must support CGI 1.1.
Configuration information about other web servers can be obtained at
http://tarantella.sco.eaknowho

To determine what http server is running (if any) on a server, exquatef’| grep

httpd . Not only will this help identify the http server, it usually helps to identify the
configuration file used by that http server (the arguments to the httpd command usually
includes the configuration file name). In the networking chapter, we’ll show how to telnet to
the web server and query the server directly.
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2.5 Testing the Installation

Test the Tarantella installation by connecting to Tarantella. Connect by typing:

http://server/tarantella

whereserveris the name of the Tarantella server.

A login screen will be displayed if the connection is successful.
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Lesson Summary

2.6 Lesson Summary

This lesson described how to install, license, and remove Tarantella. Additionally, this
lesson described how to configure a web server to work in conjunction with Tarantella.
Finally, this lesson described how to verify a Tarantella installation by connecting to the
server via a web browser.
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2.7 Review questions

1. On which platforms does the Tarantella server run?

2. Tarantella is installed by running the approprtadbx file. How is Tarantella removed?

3. Which directory should you consider removing after removing Tarantella?

4. What command would you need to issue to add a license to Tarantella?

5. What URL would you use to connectto Tarantella on a machine called
www.example.com?

6. What modifications are necessary on a default installation of Apache?
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2.8 Lab: Installing and Licensing Tarantella

In this lab, you will perform the steps necessary to install and license Tarantella. After doing
so, you will testyour Tarantella instiation by connecting tothe Tarantella server using a

web browser.

2.8.1 Overview

Your tasks in this lab are as follows:
e |Install Tarantella
e Configure the web server

e License Tarantella

e Verify the Tarantella server installation by connecting to it with a web browser

The instructor will point you to the location of the tarantella software and license.
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Lab: Installing and Licensing Tarantella

2.8.2 Procedure

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Log in as root.

Verify that the web server is running. For example, if you are running
Netscape FastTrack server on UnixXWare, execute the following command:

# nsfast enable

The installation of Tarantella will require SOMBar/tmp Verify that this
space is available by executing the following command:

# dfspace

If there is insufficient space, you can remedy this problem in either of the
two following ways:

e Point the TMPDIR environment variable to a directory which contains
sufficient disk space:

# TMPDIR=/directory/in/big/enough/filesystem
# export TMPDIR

e Alternatively, unmount thévar/tmpfilesystem:
# umount /var/tmp
If directed to do so by the instructor, download the Tarardbiéle for
your platform.Otherwise*.shxfile will be provided by the instructor.
Execute the *.shx file by executing the following command:
# sh platform.shx

whereplatform.shxs replace with the platform specific name of ybshx
file.

For example, issue the following command on SCO UnixWare 7.1.1
systems:

# sh ttai3un.shx
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Step 6. As shown inAV 2-2, you will be prompted to accept, reject, or read the
Software License Agreement.

Assuming that you have read and agree to the Software License Agreement,
choose “yes” to accept the Software License Agreement.

Step 7. As shown inAV 2-2, the installation lists defaults wigmincan accept or
change. Accept the defaults.

Step 8. License Tarantella with the following command:

# linst_dir/bin/tarantella license --add
license_num

whereinst_diris the installation directory listed during the installation (see
Step 7.) andicense_nums replaced by a valid Tarantella license.

Step 9. Verify that Tarantella is running by connecting to it with a web browser. Use
the following URL in the web browser:

http://server/tarantella

whereserveris the name of your Tarantella server. Log in and verify that
Tarantella behaves as expected.

Step 10. Re-mount thigar/tmpfilesystem if previously unmounted in Step 3.
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2.9 Answers to Exercise and Review Questions

This section contains the answers to exercises, review questions, and labs presented in this
lesson.

Exercise answers

Please consult your instructor if you have any questions about the exercises in this lesson.

Review Question Answers

This section contains the answers to the review questions on page 2-16.

1.

The Tarantella Enterprise Il server runs on the following platforms: UnixWare, Solaris,
OpenServer, AlX, HP-UX, and Digital Unix (Tru64).

Tarantella is removed by running:
/inst_dir/bin/tarantella uninstall

whereinst_dir is the installation directory into which Tarantella was installed (typically
/opt/tarantellg.

The /var/tarantella directory remains after the removal of Tarantella. This is done to
enable Tarantella to be removed and reinstalled without affecting the Tarantella
datastore. In this way you can remove and reinstall TaranteHawtaffecting your
organizational model.

To license a Tarantella server, you would issue the comntarahtella
license --add license_num " wherelicense_nunis a valid Tarantella license.

The URL is http:/Mww.example.com/tarantella

The Apache configuration fikrm.conf(usually found inusr/local/apache/copimust
be modified to include the following lines (in the order shown):

ScriptAlias /tarantella/cgi-bin /opt/tarantella/cgi-bin
Alias /tarantella /opt/tarantella
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Introduction

Lesson 3

Modeling an Organization

Introduction

Control Center is the heart of Tarantella and nearly all of administration is done here.
Control Center is a graphical administration utility. Conceptually, everything in Control
Center is an Object. From the Organizational Units to the Applications to the People. Once
you get the hang of navigating through Control Center, administering the Tarantella serveris
a breeze.

Objectives

By the end of this lesson, you will be able to:
e CreateOrganizational Units, People andApplication icons
e Allow Unix users and Anonymous users to log in

e Present different webtop content to different people or organizational units
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AV 3-1
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Topics

In order to meet these objectives, this lesson discusses:

Creating objects — Discusses Organizational Unit, Person and Application objects and
when to use each.

Modeling an Organizatn— Discusses how to use Tarantella’s hierarchal structure to
implement a model of your organization that is easily administered.

Administering objects — Discusses using Control Center for creating, moving, deleting
objects, modifying security options and session management.
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3.1 Creating Users and Configuring Applications

Tarantella provides an easy to use graphical utility, Control Center, through which you can
perform nearly all aspects of Tarantella administration.

3.1.1 Control Center

Control Center lets administrators:

Tailor Tarantella to Their Organization Your organization’s resources — people,
applications, and documents — are
represented by objects in a hierarchy. Use
Control Center to create and configure these
objects, and structure them in a hierarchy
which matches your organization’s structure.

Customize Webtops Use Control Center to configure exactly which
links users see on their webtops.

Perform Housekeeping Use Control Center to keep track of which
applications users are running and maintain the
password cache.

Configure Servers Use Control Center to configure options which
affect the server as a whole (eg. setting default
timeouts or the login theme).

To run Control Center, simply log into Tarantella as an administrator (eg. the root account)
and click on theControl Center icon.

Exercise: Running Control Center

Log into Tarantella as root and launch Control Center.
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3.1.2 Adding a Tarantella user

Adding a Tarantella user is easy — just right click on the background ofildesn box.
You will be presented with a menu. Selbldw Object= Person

Control Center presents a form to be filled out. The fields that need to be filled in include the

following:

Object Name From the user's perspective, the name you set here is the user
name that the user will type when logging in. From
Tarantella’s perspective, this is the name of the object inserted
into the Tarantella datastore that will hold all information
related to this person.

Label This is the name that will appear in Control Center on the icon
that represents this user.

Authenticate Using Tarantella has multiple ways of authenticating users:

e Tarantella users are described by a person object in the
Tarantella datastore. Thaithenticate Usingfield can be
set to one of two values. In the exercise, you set the value
to “_user/root”. This instructs Tarantella that when this
user logs in, they must authenticate with root’'s Unix
password. This form is used when the Tarantella account
name does not match the Unix login name.

Alternatively, this field can be set to “(Automatic)”. This
instructs Tarantella that the Tarantella account name is the
same as the Unix account’s name. Again, the user uses the
Unix account name when logging into Tarantella. This is
used when there is a Unix account whose name exactly
matches the Tarantella account name.

e Unix usersdon’t have person objects associated with
them. For this type of user, the administrator doesn’t
create a person object at all. Rather, the user simply logs
into Tarantella using their Unix login name and password
for their account on the Tarantella server. The Tarantella
administrator can enable or disable this feature.

e An anonymous user is a user who doesn’t have a person
objectin Tarantella, and doesn’t have a Unix account. The
Tarantella administrator can enable or disable this feature.
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Exercise: Adding a Tarantella User

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Step 7.

In Control Center, right click on the background of the chilfiren

box.
Seledilew Object= Person

Type your first name followed by your last name into the
Object Namefield (eg. John Smith).

Type the same name in Liabel field.

Type “_user/root” in theuthenticate Usingfield (don't type
the double quotes).

Click on thépply button. Be sure to wait until the button
letters are grayed out.

Log out, then log back into Tarantella using your name an
root's password.

Exercise: Which Type of User Did You Create?

In the previous exercise, you created a user.

What type of user did you create?

What password should the user provide when logging in as this user?
Was a person object created for this user.

Was a Unix account created on the Tarantella server for this new user?
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3.1.3 Adding an application

Adding an application is just as easy as adding a person — just right click on the
background of thehildren box. You will be presented with a menu. Select any of the
following:

e New Object= SCO Console Application

e New Object= VT420 Application

e New Object= X Application

e New Object= Wyse 60 Application

e New Object= Windows Application

Exercise: Adding an Application

Step 1. In Control Center, right click on the background of the chilfiren
box.

Step 2. Selediew Object= X Application.

Step 3. Set th®bject Name andLabel fields to “xeyes”.

Step 4. Set th@pplication field to “/usr/X/bin/xeyes” (don't type the

double quotes).

Step 5. Click on thépply button. Be sure to wait until the button
letters are grayed out.
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3.1.4 Deploying the application to a user

Before anyone can run the application you just configured, you must first deploy the
application to a user.

Exercise: Giving the Application to a User

Step 1. Drag-and-drop the icon created in the previous exercise gnto
your Tarantella person object (ie. the icon with your name)

Step 2. Log out of Tarantella and log back in. Alternatively,
refresh/reload your web browser.

Step 3. The Launch Pad will now contain a new icon labeled “xey
Click on the icon to launch the application.

U

s”.

3.1.5 The Tarantella datastore

When you add objects such as person objects and applications objects to the organization
hierarchy, Tarantella stores this configuration information inTérantella datastore

The Tarantella datastore resides in the filesystem on the Tarantella server. The datastore is
located in/var/tarantella/database/database

The organization object that appears ingarents boxin Control Center is stored in the
Tarantella datastore as the directtugr/tarantella/database/dabase/_ens/Org

If you have a person object at the top of the organization hierarchy ®@bgese Nameis
“root”, there will be a directory calletvar/tarantella/daabas/database/_ens/Org/raot
The Object Namedetermines the name used for the directory in the Tarantella datastore.

In each of these directories, there is a file caltdgect This file stores the values for the
various attributes you set when creating or modifying an object in Control Center.

Do not modify theobjectfile manually.
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Exercise: Exploring the Tarantella Datastore

Change directories twar/tarantella/datbas/database/_ens/Owmnd
compare what you see in the directory (and its subdirectories) to what yqu see
in Control Center.

Exercise: Tarantella Federated Names

In the Admin Guide readReference= Miscellaneous information= The
Tarantella datastore and TFN namesin particular, read the section whic
explains how a user can be identified by a Tarantella Federated Name.
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3.2 Modeling an Organization

Now that you understand the basics of how administrators create Tarantella users and
applications, we will discuss how to arrange these objects so that they best match your
organization. Chances are that your “organization” is your company.

3.2.1 Hierarchal structure

In the preceding exercises, you created a person object and an application object. Both of
these we deposited into tbkildren box. While this works well for small numbers of such
objects, it becomes unwieldy when working with larger numbers of objects.

Tarantella stores all of these objects imerarchy

Later we’ll learn &out a featurealledmarkswhich make it easier to work with large
numbers of objects in thehildren box. But there is a more fundamental problem that marks
alone can't solve: Depositing all of the objects into the same place will make it extremely
inefficient when deploying select applications to large numbers of users.

Just as dividing a company into multiple departments or divisions enables the company to
run more efficiently, Tarantella®rganizational Unitenable the Tarantella administrator to
group the various person and application objects into a more easily administered structure.
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Exercise: Creating a Hierarchy

Step 1. In Control Center, create four new person objects.
Step 2. Right click on thehildren box.

Step 3. Selediew Object = Organizational Unit.

Step 4. Set th®bject NameandLabel fields to “San Francisco”

(don't type the double quotes).

Step 5. Click on thépply button. Be sure to wait until the button
letters are grayed out.

Step 6. Repeat steps 2 through 5 to create an organizational unitfalled
“Santa Cruz” (don't type the double quotes).

Step 7. Drag-and-drop two of the person objects you created in s§ep 1
onto the “Us” icon. Drag-and-drop the other two person objgcts
you created onto the “San Francisco” icon.

Step 8. Examine the contents of “San Francisco” by clicking the i
icon. Notice that thparents boxexpands to include the “Sa
Francisco” icon. Additionally, thehildren box contents are
replaced with the contents of the “San Francisco”
organizational unit’'s contents.

Step 9. To back out of the “San Francisco” organizational unit, click on
the “Organization” icon in thparents box

Step 10. Repeat steps 8 and 9 examining the contents of the “San
Cruz” organizational unit. Notice that its contents are differpnt
from the “San Francisco” organizational unit's contents.

By creating these organizational units, you have given Tarantella a more hierarchal
structure. By nesting organizational units, you can create a tree-like structure that mimics
your own organization. Organizational units can be based on geography, departments, or
any other categorization you choose.
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3.2.2 Inheritance

Objects deeper in the tree inherit the properties and attributes of the objects above.

Exercise: Understanding Inheritance

Step 1. Log out and log into Tarantella as one of the newly create
Tarantella users in the “Us.” organizational unit.

Step 2. Examine the applications available on the Launch Pad.

You did not give these applications to the user. How did the user end upjwith
these applications on their Launch Pad? The answer is inheritance.

Step 3. Log back in as aTarantella administrator and see if you cqn
understand how the user ended up with the applications thgt
appeared on their desktop.

In general, Tarantella administrators on large systems don’t give applications to particular
users. This approach becomes unwieldy with large numbers of users. Instead they create
organizational units, place users in the those organization units, and then give applications
to the organizational units.
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3.2.3 The home page attribute

In addition to deploying applications onto a user’s webtop, the Tarantella administrator can
place an icon for aarganizational unitor apersononto the user's webtop. Instead of

launching an application, clicking on the resulting webtop icon will display the web page
specified in the organizational unit or persad@me Pageattribute. This provides an easy
means for the Tarantella administrator to inform other users on the system about the various
organizational units and people on the system.

When you drag-and-drop an application object onto a person object, ydepéogingthe
application to that person’s webtop. Clicking on the resulting webtop icon launches the
application.

When you drag-and-drop an application object onto an organizational unit object, you are
deployingthe application to webtops of users in that organizational unit. Again, clicking on
the resulting webtop icon launches the application.

On the other hand, when you drag-and drop a person object onto an organizational unit, you
aremovingthe person into the organizational unit. Clicking on the resulting webtop icon
does not launch an application. Rather, it displays the specified home page.

Moving a person object into an organizational unit does not place the person on the webtop
of the users in that organizational unit. To place a person object on the webtop of the users in
an organization unit, you must right click the organizational unit's object, $&datbp,

then drag-and-drop the person object ontal#étails pane The same is true for placing an
organizational unit object.
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3.3 Creating Objects inTarantella

Section 3.1.2 and Section 3.1.3 showed how to create user accounts and applications in
Tarantella. In the sections which follow, we re-visit creating person and application objects.
Additionally we introduce a new type of object: the document object.

For information about all of the object types supported by Tarantella, read the following
article in theAdmin Guide Introduction = Control Center = Type of object

3.3.1 Adding a user

In addition to the attributes we set on person objects earlier (Section 3.1.2 ), Tarantella
administrators often change the following attributes:

Webtop theme This attribute determines which webtop theme is displayed
for a particular user. Tarantella provides the following five
choices:

e Standard

e Standard (no icons)

e Horizontal

e Maximum display area

e Use parent’s theme

The first four choices are actual webtop themes. Webtop
themes control the appearance of the user's webtop. You will

see each of these webtops in the following exercise.

“Use parent’s theme” instructs Tarantella to set the user’s
webtop theme to whatever its parent’s webtop theme is.

Connection Type: With the Tarantella Security Pack installed, administrators
can enable secure SSL connections on a per-user, per-
organizational unit, or organization-wide basis. This will be
discussed at length in Lesson 6: “The Tarantella Security
Pack.”
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Exercise: Setting the Webtop Theme

Step 1. In Control Center, click the icon for the person object
corresponding to the Tarantella account that you are currerjtly
logged into.

Step 2. Change th&/ebtop Themeattribute to “Standard”.

Step 3. Click on thépply button. Be sure to wait until the button
letters are grayed out.

Step 4. Log out and log back in. Alternately, refresh/reload your wgb
browser.

Step 5. The appearance of the webtop should not have changed

(assumingyou’re not already leaping ahead of the instructo
now that you've got the hang of Control Center).

The webtop didn’t change because this user’s webtop therge
already was “Standard”. The webtop theme was being
determined from its parent.

Step 6. Change your user’s webtop theme to “Standard (no iconsj’.
Step 7. Refresh/reloagurweb browser.

Step 8. Observe the difference in the webtop appearance.

Step 9. Repeat step 6 through step 8 using “Horizontal” and

“Maximum display area” for the webtop theme.
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3.3.1.1 Duplicate user names

What happens when two (or more) Tarantella users have the same user name? If the users
have different passwords, then Tarantella determines which user to log in as based on the
password supplied. If, on the other hand, the users have the same password, the user will be

prompted with a combo box on the login screen which allows the user to specify which user
they want to log in as.
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3.3.1.2 Other types of users

By default, users must have person objects to log into Tarantella. It is not necessary to create
Tarantella person objects for everyone who connectsto Tarantella. For that matter, it's not
even necessary to have a Unix account. There are two types of users that can use Tarantella
without the administrator having to create person objects: Unix users and anonymous users.

Unix users

Administrators can configure Tarantella to allow users to log into Tarantella using a unix
account name and password. The only configuration necessary to allow this form of
authentication is to enable this feature in Control Center by ch&dmegr = Security =
Allow UNIX Login .

By default, Unix users belong to the top-level organization. This can be changed by creating
an organizational unit anywhere in the tree and se®@rger = Access=> UNIX Users’
OU to point to the organizational unit’s full object name.

All Unix users receive the same webtop and applications.
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Exercise: Allowing Unix User Logins

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Configure Tarantella to allow Unix user logins:

e SelectServerin the Hierarchy View List menu.

e Click on theSecurity object.

e Check theAllow Unix Login box.

Create an organizational unit for Unix users:

e SelectOrganization in the Hierarchy View List menu.
e Right click the background of thehildren box.

e SelectNew = Organizational Unit.

e Set theObject Name andLabel attributes to “Unix Users’]
(don't type the double quotes).

e Click on theApply button. Be sure to wait until the buttof

is grayed out.

Drag-and-drop the xterm application object onto the Unix
Users organizational unit.

Configure Tarantella so that the Unix Users organizationaj unit

is used by Unix users:
e SelectServerin the Hierarchy View List menu.
e Click on theAccessobject.

e Set theUnix Users’ OU attribute to the TFN for the Unix
Users organizational unit:/_ens/Org/Unix Users

Log out of Tarantella and log back in as a Unix user.

Observe that you can now log in as a Unix user and that t

e

administrator can control what applications Unix users rec1ive.
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Anonymous users

When anonymous users login, they don’t authenticate with a user name and password. All
an anonymous user needs to do to login is to click on the login screen’s “Ok” button.

To enable anonymous access, chéekver = Security = Allow Anonymous Login.
Additionally, for added manageability, create a separate Organizational Unit for Anonymous
users and change tBerver = Access= Anonymous Users’ OUto that Organizational

Unit.

An anonymous user logs in by using a slightly different URL:

http://server/tarantella/kiosk.html

whereserveris the name of the Tarantella server.

An anonymous user is given a random name each login. Therefore, features like Session
Resumability will not work.

All anonymous users receive the same webtop content.
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Exercise: Allowing Anonymous User Logins

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Configure Tarantella to allow anonymous user logins:
e SelectServerin the Hierarchy View List menu.

e Click on theSecurity object.

e Check theAllow Anonymous Login box.

Create an organizational unit for anonymous users:

e SelectOrganization in the Hierarchy View List menu.
e Right click the background of thehildren box.

e SelectNew = Organizational Unit.

e Set theObject NameandLabel attributes to “Anonymous
Users” (don't type the double quotes).

e Click on theApply button. Be sure to wait until the buttof

is grayed out.

Drag-and-drop the xclock application object onto the
Anonymous Users organizational unit.

Configure Tarantella so that the Anonymous Users
organizational unit is used by Unix users:

e SelectServerin the Hierarchy View List menu.

e Click on theAccessobject.

e SettheAnonymous Users’ OUattribute to the TFEN for th¢

Anonymous Users organizational unit:
.../_ens/Org/Anonymous Users

Log out of Tarantella and log back in as a Unix user.

You can now log in as an anonymous user and the admini
can control what applications anonymous users receive.

btrator
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3.3.1.3 Tarantella administrators

At installation, root is given administrative rights for Tarantéllther ugrs can be granted
administrative rights. To grant these rights to a user, right click the organization icon in the
parents boxand selecAdministration . The details pane on the right will show the users

who are Tarantella administrators. Simply drop a person object onto the details pane to make
them a Tarantella administrator.
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3.3.2 Adding an application

In addition to the attributes we set on application objects earlier (Section 3.1.3 ), Tarantella
administrators often change the following attributes:

Arguments: Many programs require arguments (eg. to specify file names,
command line options, etc.). In the application object, you can
pass in such arguments via thigguments attribute.

Environment: Unix application objects (eg. SCO Console Application, X
Application, etc.) allow you to pass in environment variables
through theEnvironment attribute.

Display using This attribute determines how applications are launched.
Choices include:

e Webtop

e New browser window

e Independent window

e Client window management

You will see the differences between these in the next
exercise.

Resumable Tarantella allows three choices for application resumability:

e Always instructs Tarantella that the application keeps
running even after the user logs out and can be resumed
when they next log in.

e Tarantella Sessioninstructs Tarantella that the
application runs until the user logs outof Tarantella.

e Neverinstructs Tarantella that the a new instance of the
application is launched whenever the application’s icon is
clicked. The application is not resumable.
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Exercise: Displaying Applications

Step 1. Create a new X application object which runs
lusr/X/bin/puzzle. Set thBisplay Usingattribute to “Webtop”

Step 2. Give the application to a user
Step 3. Log in as that user. Alternatively, just give the application Jo
yourself and refresh/reload your web browser so that you qon’t

have to continuously log out and log back in.

Step 4. Launch the application and observe how it is displayed.
Step 5. Modify theDisplay Usingattribute to “New browser window}.
Step 6. Log out and log back in (or refresh/reload your web browdger if

you gave the application to yourself).
Step 7. Launch the application again. Observe how it is displayed

Step 8. Repeat steps 5 through 7 settinddisplay Usingattribute to
“Independent window” and “Client window management”.
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3.3.3 Document objects

Document objectsrepresent documents which you want to make available to users.
Tarantella makes distributing these easy. Distributing a document simply consists of
creating adocument objectwhich contains the URL pointing to the document.

Exercise: Distributing a Document

By now you should be getting the hang of administering Tarantella throuph
Control Center. Create a document object. SdiiRie attribute to the URL 0
a document you would like to make available to users (for example,

http://www.sco.com Don’t forget to give this document to a user! Log in s
that user and you will see the document on the user's Launch Pad.

Examine the URL associated with tBkck Me! document. Notice that this
document doesn’t have a web address. Rather, it displays a document
contained in the Tarantella datastore itself.

3.3.4 Host and Host Group objects

Objects of these types are used in conjunction with Tarantella load balancing. These objects
will be discussed in Lesson 7:“Tarantella Load Balancing.”
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3.4 Moving Objects

Thus far, you have configured Tarantella by dragging-and-dropping objects. This method
becomes unwieldy when dealing with large numbers of objects or large hierarchies. As an
alternative to the drag-and-drop methgdu canmarkobjects that you want to move,

making this process even easier than dragging-and-dropping.

To mark an object, simply right click the object and stk .

To move the marked object:

Step 1. Right click on the object where you want to move the marked object

Step 2. SeledtVebtop.

Step 3. Right click in the details pane and seMantks, followed by the object you
marked.

Using this same method, you can mark multiple objects and move all of them by selecting
Marks = Add all to webtop from the menu that appears when you right click the target
object’s webtop.
What can be moved and where it can be moved depends on the object type.

e Applications can be moved onto Persons, Groups and Organizational Units

e Persons can be moved onto organizations

e Hosts can be moved onto Host Groups

e Host Groups can be moved onto Application Webtops

e Orgnizational Units can be moved onto other Organizational Units
When an object is moved to another Organizational Unit, the object will become a child of

the new organization and not the previous organization. The object will disappear from the
Children View of the previous Organizational Unit.
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3.5 Trash

In Control Center, objects are deleted by right-clicking the object and selBetieig
However, deleting an object doesn't actually remove it. Rather, the object is moved to an
area of Control Center callddash.

To view the trash:

Step 1. Click on th®efault view list menubar and sele€tash.
Step 2. Theéetails panewill display the trash.
Step 3. From th®etails panethe objects can be permanently deleted by right

clicking the object and selecting “delete”.
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3.6 Lesson Summary

This lesson discussed how Tarantella can be configured to model the organization where
Tarantella is being deployed. This is done in Tarantella by maniputatijegtsusing

Control Center. Objects discussed included person objects, application objects, group
objects, and document objects.

Additionally this lesson discussed Unix users and anonymous users and creating other
Tarantella administrators.
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3.7 Review guestions

1. What tasks does Control Center enable Tarantella administrators to perform?

2. What is the purpose of tiaithenticate Usingattribute in person objects?

3. How does Tarantella simplify administration tasks for administrators of large Tarantella
servers?

4. What three types of users does Tarantella allow?

5. How can you make a user an administrator?

6. How do you pass environment variables into applications launched by Tarantella?

7. What happens if you delete an object in Control Center?
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3.8 Lab: Configuring Tarantella

In this lab, you will configure Tarantella for our hypothetical company, Example Company,
Inc. This will involve modeling the company in the Tarantella hierarchy, creating person
objects, application objects, and organizational units.

3.8.1 Overview

Our hypothetical company, Example Company, Inc., is spread across two geographies:
e North America

e Europe

There are three departments:

e Sales

e Engineering

e Manufacturing

Sales and Engineering are located in North America. Manufacturing, on the other hand, is
located in Europe.

3-32 Tarantella Enterprise 1l Administration



Lab: Configuring Tarantella

The following table details the employees in each department and the login and password

for their Unix accounts:

Table 3: Employees and Their Departments

Employee Name

Unix Account

Unix Account

Department Name

Login Password

John Stratford jstratford apple Manufacturing
Peter Larson plarson banana Engineering
Suzy Quinn squinn cherry Engineering
Mark Patton mpatton date Sales

John Smith jsmith alpha Sales

Alison McDonald amcdonald beta Engineering
John Smith johns gamma Manufacturing
Samantha Sharp ssharp delta Manufacturing
Tammy Jones tjones aardvark Sales

Julie King jking baboon Sales

The following table details which applications need to be deployed to each department:

Table 4:
Department Applications Location
Engineering X Windows calculator lusr/X/bin/xcalc
Xedit text editor lusr/X/bin/xedit
Real Time Performance Monitor | /usr/shin/rtpm
Sales CDE Desktop /usr/dt/bin/dtsession

Windows calculator
“Notepad” text editor

c:\windows\calc.exe
c:\windows\notepad.exe

Manufacturing

“Notepad” text editor
Windows calculator

c:\windows\notepad.exe
c:\windows\calc.exe

In addition to the applications above, Peter Larson has requested that he be given the vi text

editor (bin/vi).




Modeling an Organization

Your tasks in this lab are:
e Design a hierarchy that represents this company.

e Implement this hierarchy by creating organizational units and person objects as
necessary.

e Create any Tarantella users, Unix users, or anonymous users as necessary. When
users log in, they must be able to do so with their full name rather than their Unix
account name. For example, John Stratford would log in as “John Stratford” rather
than “jstratford”.

e Deploy the applications listed in Table 5. Consult with your instructor if you aren’t
certain which type of application object to create for each application.

3.8.2 Procedure

Part |: Create the Organizational Units

In Control Center, create two organizational units, “North America” and “Europe” as
follows:

Step 1. Click on the organization in tharents boxto workyourway to the top of
the tree.

Step 2. Right click on the background of teldren box. SelectNew Object=
Organizational Unit.

Step 3. Set th®bject NameandLabel to “North America” (don't type the double
guotes).

Step 4. If desired, change tlo®n to one of your koosing.

Step 5. Click on thépply button. Be sure to wait until the button letters are grayed
out.

Step 6. Click on the “North America” object that you just created. Notice that the

parents boxchanges is updated to show that you have gone into the North
Americal organizational unit.

Step 7. Right click on the background of tdhédren box and seledNew Object=
Organizational Unit.
Step 8. Set th®bject NameandLabel to “Sales” (don't type the double quotes).
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Step 9.

Step 10.

Step 11.

Step 12.

Step 13.

Step 14.

Step 15.

Step 16.

If desired, change tlo®n to one of your lsoosing.

Click on thépply button. Be sure to wait until the button letters are grayed
out.

Right click on the background of ¢thédren box and seledNew Object=
Organizational Unit.

Set th&bject NameandLabel to “Engineering” don't type the double
guotes).

If desired, change tloen to one of your koosing.

Click on thépply button. Be sure to wait until the button letters are grayed
out.

Click on the Organization in tharents boxto work your way back to the
top of the tree.

Repeat the steps above to create the “Europe” and “Manufacturing”
organizational units.

Part Il: Create the Users

Under Unix, creat®&nix user accounts for each of the Tarantella users in Table 4. How user
accounts are created varies from one Unix platform to another, so you will have to read the
documentation for your partcular version of Unix. A good place to start looking would be to
issue the following command:

# man -k user | more

Consult your instructor if you require help creating the Unix accounts.

Create th&arantellaperson objects as follows:

Step 1.

Step 2.
Step 3.

Step 4.

Click on the organization in tharents boxto workyourway to the top of
the tree.

Click on the “Europe” organizational unit in ¢théddren box.
Click on the “Manufacturing” organizational unit in¢hédren box.

Right click on the background of tigldren box, and selecNew Object
= Person
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Step 5. Set th®bject NameandLabel attributes to “John Stratfordd¢n’t type the
double quotes).

Step 6. Assuming that the Unix account that you created for John Stratford is called
“johns”, setAuthenticate Usingto “_user/johns” (don't type the double
guotes).

Step 7. If desired, change tlomn andWebtop Themeto one of your koosing.

Step 8. Click on thépply button. Be sure to wait until the button letters are grayed
out.

Step 9. Repeat these steps for each Tarantella user. Be sure to place each user in the
organizational unit indicated by Table 4.
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Part lll: Create and Deploy the Applictions

Step 1. Click on the organization in tharents boxto workyourway to the top of
the tree.

Step 2. Click on the “North America” organizational unit in ¢hédren box.

Step 3. Click on the “Engineering” organizational unit ing¢haédren box.

Step 4. Right click on the background of tddren box and seledNew Object=
X Application.

Step 5. Set th®bject NameandLabel attributes to “X Calculator”.

Step 6. Set thicon andDisplay Usingattributes as you séi.

Step 7. Set th@pplication attribute to the pathname of xcalc (kesr/X/bin/xcalg.

Step 8. Click on thépply button. Be sure to wait until the button is grayed out.

Step 9. Repeat the steps above for each of the applications listed in Table 5. Don’t

forget that dhn Stréford wants /bin/vi in addition to the applications he
receives as a member of the Manufacturing department.

NOTE: For Windows applications, set tdéndows Protocol attribute to “none”
(don't type the double quotes) and checkTheLocal Application box.
This will cause Tarantella to launch the application on the client machine —
assuming it exists on the client — rather than on a third tier application
server. We will learn how to run Windows applications on third tier servers
in Lesson 8: “Windows Connectivity Pack.”

Part IV: Testing Your Work

Once you've set up your Tarantella hierarchy, testybatve succeeded:
e Check thayoucan log in as each user. Be sure to us&dhantellauser name.
e Check that each user receives the right applications.

e Verify that Peter Larson received /bin/vi in addition to the applications he receives as a
member of the Manufacturing department.
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3.9 Answers to Exercise and Review Questions

This section contains the answers to exercises, review questions, and labs presented in this
lesson.

Exercise answers

“Which Type of User Did You Create?,” on page 3-9

e What type of user did you create?
A Tarantella user was created.

e What password should the user provide when logging in as this user?
The user should provide the root password on the Tarantella server.

e \Was a person object created for this user.
A person object was created for this user.

e Was a Unix account created on the Tarantella server for this new user?

No Unix account was created for this user on the Tarantella server.

Consult your instructor if you have any questions about any of the other exercises in this
lesson.

Review Question Answers

This section contains the answers to the review questions on page 3-31.

1. Control Center enables Tarantella administrators to tailor Tarantella to their
organization, customize webtops, perfdiousekeeping tasks, and modify server
configuration settings.

2. The Authenticate Using attribute in person objects enables Tarantella administrators to
specify to which Unix user account, if any, a particular Tarantella user authenticates.

3. Tarantella allows administrators to organize objects into a hierarchy.
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Tarantella allows Tarantella users (ie. users for whoma Tarantella person object exists),
Unix users (ie. users who have a Unix account but no pomdisg Tarantellperson
object), and anonymous users.

. You make a user an administrator by right clicking the organization icon pautets
box, selectindAdministration , and drag-and-dropping the ds@ersorobject onto the
details pane.

You can set environment variables for particular applications by setting that application
object'sEnvironment attribute.

. When you delete an object in Control Center, it is moved to the trash. To actually
completely remove the object, you must delete the object from the trash.
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Introduction

Lesson 4

The Tarantella Native Client

Introduction

Certain web browsers do not support Tarantella well due to their implementation 6f Java
Tarantella provides a Native Client which can be used in place of the web browser. This lesson
discusses the installation and use of the Native Client.

Objectives

By the end of this lesson, you will be able to:
e |Install the Tarantella Native Client on Windows 3.1, 95, 98, or NT
e Run the Native Client

e Connect to Tarantella via the Native Client
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Topics

In order to meet these objectives, this lesson discusses:
e Installing the Native Client— Discusses how to install the Tarantella Native Client.
e Running the Native Client — Discusses how to invoke the Tarantella Native Client.

e Logging in via the Native Client— Explains how to log into a Tarantella server via the
Tarantella Native Client.
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4.1 TheTarantella Native Client

The Tarantella Native Client enables users to access Tarantella without the need for a Java
enabled web browser.

4.1.1 Why does the Native Client exist?

Not all operating systems support Java equally well. For operating systems such as
Windows 3.1, supporting Java is problematic at best. Native clients are created on an as-
needed basis for the various platforms that Tarantella supports.

Benefits of the Native Client include:

e It needn’t be installed on the client itself

e |t enables users to use the webtop without requiring a Java enabled web browser
e |t works with the Tarantella Security Pack

e Itis useful as a “control subject” when troubleshooting

® |tis easy to install
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4.1.2 Installing the Tarantella Native Client

To install the Native Client, point your web browser to the foilg URL:

http://server/tarantella/cgi-bin/install.cgi

Once on this page, select from either of the following two choices:
16-bit Tarantella Native Client for Windows 3.1
32-bit Tarantella Native Client for Windows 95, 98, NT server, and NT workstation

In Netscape Navigat8r

Step 1. Right click one of the hypertext links.
Step 2. Select “Save Link As...".
NOTE: There is a known issue with the Netscape FastTrack Server that causes the

above procedure to fail. yiou arerunning Netscape FastTrack as your web
server and are experiencing problems downloading the Native Client, review
the following article in thd&kelease NotesTarantella Express for SCO
UnixWare 2.1.2+ or UnixWare 7+

In Microsoft Explorer:

Step 1. Right click one of the hypertext links above.

Step 2. Select “Save Target As...".

This will download a file called eithetawin16.exeor ttawin32.exedepending on which

hypertext link you click on. These files are self extracting archives. Execute the file you
downloaded.
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4.1.3 Running the Native Client

Under Windows 95, 98 or NT, you can execute the resulting binary (ie. the Native Client
binary) by selecting:

Start= Programs= Tarantella=> Tarantella Native Client

4.1.4 Logging into the Native Client

To log into Tarantella via the Native Client, fill out the login screen shownin AV 4-2.
Supply a fully qualified host name, the Tarantella user name, and the password for that user.

The webtop is displayed in the Native Client as shownin AV 4-3.

4.1.5 Native Doc Viewer

Tarantella’s Control Center utility is a Java applet. Therefore the Native Client cannot run it.
In situations like this, the Native Client will automatically invoke the client machine’s
registered web-browser, if any.

Exercise: Installing the Native Client

Install the Native Client on your client machine (modifyyogir Nescape wel

server configuration if necessary). Log into Tarantella via the Native Cliet.

=4

4-9



The Tarantella Native Client

4.2 Lesson Summary

This lesson described how to install, run, and log in viathe Tarantella Native Client. The
lesson also discussed a problem related to Netscape’s FastTrack server and Tarantella.

4-10 Tarantella Enterprise 1l Administration



Review questions

4.3 Review guestions

1. How do you download the Native Client?

2. Does the Native Client have to be installed on the clients themselves?

3. Does the Native Client work in conjunction with the Tarantella Security Pack?
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4.4 Answers to Exercise and Review Questions

This section contains the answers to exercises, review questions, and labs presented in this
lesson.

Exercise answers

Please consult your instructor if you have any questions about the exercises in this lesson.

Review Question Answers

This section contains the answers to the review questions on page 4-11.

1. The Native Client is installed as part of the base Tarantella installation. You can install
the Native Client by visiting the following URlhttp://server/tarantella/cgi-
bin/install.cgi whereserveris the name of your Tarantella server.

2. No, the Native Client does not have to be installed on the clients themselves. The Native
Client can be made available via a file server accessible by the clients.

3. Yes, the Native Client does work conjunction with the Tarantella Security Pack.
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Lesson 5

Printing under Tarantella

Introduction

Tarantella’s “Follow Me Printing” feature enables users to print from applications running
on an application server onto the default printer on the client. In this chapter, we explore
how this feature works and how you configure your servers to use it.

Objectives

By the end of this lesson, you will be able to:
e Add a Tarantella printer to a Unix application server
e Add a Tarantella printer to a Windows application server

e Print under Tarantella
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Topics

In order to meet these objectives, this lesson discusses:

e How Tarantella Printing Works — Discusses how Tarantella gets print jobs submitted on
application servers to the client’s default printer.

e Configuring a Printer — Discusses how to configure a printer under Tarantella.

e Submitting Print Jobander Tararglla — Explains how to print from Unix or Windows
servers under Tarantella.
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5.1 How Tarantella Printing Works

As you already know from earlier lessons, Tarantella enables users to launch applications
which reside on a variety of application servers. These application servers may be running
Unix or Windows.

When a user prints from a client machine, Tarantella’s role is to see that the print job is
transferred from the application server to the client’'s default printer.

Tarantella accomplishes this by transferring the print job from the application server to the
Tarantella server via LPD.

The Tarantella server hands the print job off to the client using the Print Protocol Engine
(PPE).

Once the client has accepted the printjob, it's up to the client to print the file. This enables
the client to printvia Tarantella to any type of printer supported by the client.

If you change the default printer on thentfows cliet, the printer button on the webtop

still displays the old default printer. Furthermore, print jobs submitted will appear on the old
default printer. You can force Tarantella to recognize the new default printer by simply
refreshing/reloading your web browser.
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5.2 Configuring a Unix Server for Tarantella Printing

While there is a fair amount of similarity in how different Unix platforms administer
printers, there are enough differences to challenge anyone trying to manually configure a
printer.

Tarantella eliminates this challenge and makes configuring a printer easy by providing a
singleshell script callegrtinstall.en.shwhich can be run on any of the supported Tarantella
platforms.

This shell scripknows the details of each Unix platform so that you don’t have to bother
yourself knowing how to configure printing on each platform.y&ll have to do is toopy

the shell script froma Tarantella servefitsst_dir/bin/scriptsdirectory (wherenst_dir is

the Tarantella installation directory) onto the application server and then invoke the script as
follows:

# ./prtinstall.en.sh
NOTE: Theprtinstall.en.shscript is run automatically during the installation of
Tarantella. Therefore, it is not necessary toptimstall.en.shon the

application server if the application serveris a Tarantella server.

To remove the Tarantella printer from an application server, login in as root and type the
following:

# .[prtinstall.en.sh --uninstall
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5.3 Configuring a Windows Server for Tarantella Printing

To install a printer on a Windows Terminal Server or Windows 2000 server:

Step 1. Create an LPR printer on the Windows application server. This is
accomplished by telling Widows to create lacal printer and creating an
“‘LPR" port.

Step 2. When configuring the new LPR port:

e For Name or address of server providing Ipd, type the DNS name of the
Tarantella server where the Tarantella user will log in.

e For Name of printer or print queue on that server, type “tta_printer”

Step 3. When prompted whether the printer will be shared with other network users,
choose Not Shared.

Step 4. Choose the printer model and manufacturer that most closely matches your
client devices' default printer when prompted. If there's no close match,
choose a PostScript printer

For more information on the steps to install a Windows printer are detailed in the online help
documentation. In thddmin Guidg readHow to...= Add a Tarantella printer = To add
a Tarantella printer on a Windows application serve .
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5.4

Submitting Print Jobs under Tarantella

Printing is easy in Tarantella. All that is necessary to print from an application running
under Tarantella is to print from the application!

If you're running a Windows program, select FiePrint... from the application’s menu. If
you're at a shell prompt in atterm, just use thép command to submit the print job as
usual.

In other words, just print from the application in whatever way you ordinarily would. As
long as the printer prints to the default printer or prints specifically to a printer called
“tta_printer”, the print job will print out on the client’s default printer.

Exercise: Submitting a Print Job under Tarantella

Launch an application (Unix or Wilows) fromthe webtop and submit a prigt
job.
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5.5 Lesson Summary

This lesson described how printing workgler Tarantelland how to configure Unix and
Windows application servers to print under Tarantella.
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5.6 Review questions

1. What is the name of the program that needs to be run on Unix application servers to
configure printing under Tarantella?

2. What protocol does Tarantella use to transfer print jobs from the application server to the
Tarantella server?

3. What protocol does Tarantella use to transfer print jobs from the Tarantella server to the
client?

4. What is the default name of the Tarantella printer?
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5.7 Answers to Exercise and Review Questions

This section contains the answers to exercises, review questions, and labs presented in this
lesson.

Exercise answers

Please consult your instructor if you have any questions about the exercises in this lesson.

Review Question Answers

This section contains the answers to the review questions on page 5-12.

1. The program that you run on Unix application servers to enable Tarantella printing is
calledprtinstall.en.sh

2. Tarantella uses LPD to transfer the print job from the application server to the Tarantella
server.

3. Tarantella uses the Print Protocol Engine (PPE) to transfer print jobs from the Tarantella
server to the client.

4. The default name of the Tarantella printer is “tta_printer”.
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Introduction

Lesson 6

The Tarantella Security Pack

Introduction

The Tarantella Security Pack is an add-on to Tarantella that protects communications
between clients and the Tarantella server. By using the Tarantella Security Pack
organizations can confidently extend the reach of applications beyond their internal LAN.

Objectives

By the end of this lesson, you will be able to:

Install the Tarantella Security Pack

Obtain an X.509 Certificate from a Certificate Authority
Install an X.509 Certificate

Enable Tarantella Security

Connect toa Tarantella server running the Tarantella Security Pack
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Topics

In order to meet these objectives, this lesson discusses:

e Installing the Tarantella Security Pack — Discusses how to installthe Tarantella
Security Pack from CD-ROM or via the web.

e Obtaining an X.509 Certificate — Explains how to obtain an X.509 certificate from
a Certificate Authority for use with Tarantella Security Pack.

e Installing an X.509 Certificate — Discusses how to install the X.509 certificate
generated by a Certificate Authority on a Tarantella server.

e Enabling the Tarantella Security Pack — Details how to turn on the Tarantella
Security Pack once the 309 certifiate has been installed.
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6.1 TheTarantella Security Pack

The Tarantella Security Pack is an add-on to Tarantella that protects communications
between clients and the Tarantella server. By using the Tarantella Security Pack
organizations can confidently extend the reach of applications beyond their internal LAN.

A Tarantella server without the Tarantella Security Pack installed uses standard connections
for communication between client devices and Tarantella servers. A standard connection
transmits all information in cleartext (unencrypted), encoding passwords to deter casual
eavesdroppers. This is just as secure as using, for example, the telnet program to
communicate between two UNIX hosts.

In environments where very high security is required, these standard security precautions
may not be enough. For these situations, the Tarantella Security Pack is available. The
Tarantella Security Pack can only help raise security levels as part of an ongoing security
strategy. If you use the Tarantella Security Pack, wematend that you also use HTTPS.

A Tarantella server with the Tarantella Security Pack installed can still use standard
connections, but also offers SSL (Secure Sockets Layer) connections for communication
between client devices and the Tarantella server. An SSL connection provides the following

benefits:

Prevents eavesdropping The Tarantella Security Pack encrypts all information before
transmission.

Prevents tampering The Tarantella Security Pack checks that a message hasn't

changed between being sent by a client device and received
by the server.

Prevents message forgery  The Tarantella Security Pack requires that the server prove its
identity to client devices before communication can take
place, and also guards against replay attacks.

The Tarantella Security Pack offers two levels of encryption: strong and standard. Your
license for the Tarantella Security Pack determines which type of encryption you use, and
it's not possible to change this.
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6.2 Installing the Tarantella Security Pack

The installation and removal mechanisms inthe Tarantella Security Pack have been
designed to be reliable and easy to use. The installation procedure is similar to the procedure
detailed in Lesson 2: “Installing Tarantella.”
The Tarantella Security Pack software runs on the following platforms:

e UnixWare 2.1.2+

e UnixWare 7+

® SCO OpenServer 5.0.2+

e SPARC Solaris 2.5.1+

e IBMAIX 4.2+

e HP-UX 10.20+

e Compaq Tru64 UNIX 4.0d+

e Linux

6.2.1 Distribution media

The Tarantella Security Pack software is distributed two ways:

Via the web The Tarantella Security Packgurct (abng with other
Tarantella products) can be downloaded from
http://tarantella.sco.conWeb-distribution is the primary
method of distribution.

On CD-ROM In special instances, SCO distributes the software on CD-
ROM. This is not the primary method of distribution.

Table 5: Hints for Using CD-ROMs on SCO Platforms

SCO OpenServer 5 mount -f HS -o ro,lower /dev/cdO /mnt

SCO UnixWare 7 | /usr/sbin/mount -rF cdfs /dev/cdrom/cdroml1 /mnt
SCO UnixWare 2.1
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6.2.2 Installation procedure

To install the Tarantella Security Pack, follow this procedure:

Step 1. Log in as root.
Step 2. Mount the CD-ROM.
Step 3. Run the following command:

shtsp_file.shx

wheretsp_file.shxs one of the following file names:

Table 6: The Tarantella Security Pack SHX File Names

Platform SHX File name
SCO UnixWare® 7+ tspi3un.shx
SCO UnixWare 2.1.2+ tspi3un.shx
SCO OpenServer Release 5.0.2+ tspi3sc.shx
HP-UX 10.20+ tsppahp.shx
IBM AIX 4.2+ tsprsai.shx
SPARC Solaris 2.5.1+ tsSpspso.shx
Compag Tru64 UNIX 4.0d+ tspax01.shx
Step 4. Follow the on-screen prompts.
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X.509 Cetrtificates

6.3 X.509 Certificates

A digital certificate is an electronic “passport” that establishes your credentials when doing
business or other transactions on the Web. It is issued by a certification authority (CA). It
contains your name, a serial number, expiration dates, a copy of the certificate holder's
public key (used for encrypting and decrypting messages and digital signatures), and the
digital signature of the certificate-issuing authority so that a recipient can verify that the
certificate is real.

Tarantella servers use X.509 certificates to prove their identity to clients. Clients use
information supplied by the CA to decode the certificate and verify the server's identity.

Before you can use the Tarantella Security Pack, you'll need to provide the Tarantella server
with an X.509 certificate. If you're using an array of Tarantella servers, you'll need one
certificate for each server on whigbu install the Tarantella Seqty Pack.

If you use HTTPS you'll needwo X.509 certificates -- one for your web server on port 80
and another for Tarantella on port 5307.

The Tarantella Security Pack doest enable SSL on the web server.
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6.3.1 Obtaining an X.509 certificate for the Tarantella Security Pack

A valid X.509 certificate is guired before SSL connections are available for Tarantella
connections (ie. SSL connections on port 5307). The following are the steps to obtain a
Certificate from a Certificate Authority:

Step 1.

Step 2.

Step 3.

On your Tarantella serygenerate a Certificate Signing Request (CSR) by
typing the follaving command:

# tarantella security certrequest --orgname orgname
--country country --state State

whereorgnameis the official name of your organizatiaguntryis your
organization's ISO 3166 country code (for example, US or DE)stateis

the state or province where your organization is located. Double quote any
arguments that contain spaces. For examdtte “New Mexico ”

Send this CSR to a supported Certificate Authority (CA) (eg.VeriSign or
Thawte) by filling out the CA’s on-line form(s). Consult your CA for details
of any additional information they may require and payment information.

The CA will then supply you with a certificate which you can use with the
Tarantella Security Pack.

e You can include additional information about yourself and your organization in the
CSR, if you wish, by using additional attributes with theantella security
certrequestcommand.

e Thetarantella security certrequestcommand generates a new key with which to
decode certificates. If you've already usedt#inantella security certrequest
command to generate a CSR and obtain a certificate, running the command again means
Tarantella won't be able to decode the old certificate.

e |f your CA lets you change the hostname stored in the certificate, make sure the
certificate contains a fully qualified DNS name (eg. “seattle.example.com” rather than
just “seattle”).
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6.4 Supported Certificate Authorities

The Tarantella Security Pack supports the following Certificate Authorities and certificate
types:

e \eriSign Secure Server ID

http://www.verisign.com

e Thawte Basic Web Server Certificate

http:./Mww.thawte.com
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6.5 Installing an X.509 Certificate

Once you have obtained an X.509 Certificate from a supported CA, you will need to install
it on the Tarantella host. The following is the command to install the Certificate:

# tarantella security certuse < /tmp/cert
This example assumes that yaged thearantella security certrequestcommand to
generate a CSR, which you then sent to a Certificate Authority (CA). The CA returned a

certificate to you, which you saved in a temporary/fitep/cert

Alternatively, you can cut-and-paste the certificate.

6.5.1 Enabling Tarantella security

Once you have installed a Certificate on your Tarantella host, you can enable Tarantella
security by typing the following command gour Tarantelldhost:

# tarantella security on

This command will enable SSL connections on $8@7. Tarantella wiluse SSL
connections for those users specified by the Tarantella administrator.
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Installing an X.509 Certificate

6.5.2 The Control Center

The Tarantella Security Pack provides the administrator a large degree of control when
configuring security on the Tarantella server. The administrator can set security properties
on:

e The organization object

e Organizational unit objects

e Person objects

e Any combination of the above

On each of these types of object, the administrator can specify a set of rules which
determine what type of connection:

e Standard
e SSL
e Deny

Furthermore, each of these rules can specify specific conditions under which each type of
connection is used based upon the client’'s and/or server’s:

® Name
e |P address
e Subnet

These rules are set by changing an object’s “Connection Type” attribute in Control Center.

6.5.3 Testing the Tarantella Security Pack configuration

Section , “Part VII: Test the Tarantella Security Pack Configuration,” on page 6-25 will
illustrate how to connect to the Tarantella server to test the configuration of the Tarantella
Security Pack.
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6.6 Lesson Summary

This lesson described how to installthe Tarantella Security Pack. Additionally, this lesson
described how to obtain and instalbBR9 Certificates. Finally, this lessdescribed how to

enable the Tarantella Security Pack and how to test ibbyecting to the server via a web
browser.
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6.7 Review questions

1. On which platforms does the Tarantella Security Pack run?

2. What are the two levels of encryption offered by the Tarantella Security Pack?

3. Which Certificate Authorities does the Tarantella Security Pack support?

4. What benefits does an SShmmection provide over standard connections?

5. What command do you use to request a CSR?
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6.8 Lab: Configuring the Tarantella Security Pack

In this lab, you will perform the steps necessary to install the Tarantella Security Pack. After
doing so, you will generate a CSR, request a certificate from a Certificate Authority (CA),
install and test the certificate by connecting tothe Tarantella with a web browser.

6.8.1 Overview

Your tasks in this lab are as follows:
e Download the Tarantella Security Pack or obtain it from the instructor
e Install the Tarantella Security Pack
e Generate a CSR by using tfaeantella security certrequestcommand
e Obtain an X.509 Certificate from a Certificate Authority.
e Install the Certificate obtained from the Certificate Authority
e Enable Tarantella Security
e Configure Tarantella to use SSarmections

e \lerify the Tarantella Security Pack and Certificates have been installed correctly by
connecting to it with a web browser

The instructor will point you to where you can obtain the tarantella software and license.

6.8.2 Procedure

Part I: Installing the Tarantella Security Pack

The first item of business is to installthe Tarantella Security Pack.

Step 1. If directed to do so by the instructor, download the Tarantella Security Pack
.shxfile for your platform. Otherwis&.shx file will be provided by the
instructor.
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Step 2. Execute the *.shx file by executing the following command:
# sh platform.shx
whereplatform.shxs replaced with the platform specific name of yosinx
file. For example, issue the following command on SCO UnixWare 7
systems:

# sh tspi3un.shx

Step 3. If you are prompted that there is insufficient spadeitmp then remedy
this problem in either of the following two ways:

e Point the TMPDIR environment variable to a directory which contains
sufficient disk space:

# TMPDIR=/directory/in/big/enough/filesystem
# export TMPDIR

e Unmount thevar/tmpfilesystem:

# umount /var/tmp

Once you have remedied this problem, return to Step 2.
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AV 6-2

T A

The Tarantella Certrequest Command

# ,Jtarantella security certrequest ——orgname "Example Co, Inc," ——country "US"
--state "California"

The certificate’s common name (CHY will ke redwood,exangele, comn

This hosthame is included in the certificate sighning request CC5RY and
corresponds to the name of the serwver that users will connect to,

= If DMS names are used to connect to the serwver, the hosthame above
MUST ke a fully qualified DHS name,

- If clients are required to connect to the serwver using an IP address,
the hoszthname ahove should be the IP address, A DHS record for this
IF address SHOULD HOT exist,

For clients to accept the certificate once it's installed, a DHS
lookup of the hosthame followed by a reverse lookup of the result must
return the original hostname,

The hostname to be used in the certificate request i= redwood,example,com,

Do you want to use thiz hosthname? [yes]

4368 semi-random bytes loaded .
Generating RSA private key, 1024 kit long modulus Verify that this
+aaa bt hostname is

"'"'"""""""""'+++++
PARPART AT PR correct

Certificate Sighing Request (CSRID Summary

Subjecty
c=U5

ST=California
O=Example Co, Inc,
CH=redwood, examnpl e, com

The information abowve will ke contained in the CER,
Create CS5R now? [4esl

Send the following Certificate Signing Request (CS5RY to a Certificate
Authority, such as VeriSign Cwww,verisign,com?, Check with your CA
that you're providing all the information they need,

————— EEGIM CERTIFICATE REQUEST—--—-
MIIE1=zCCARACADAWYZELMAKGALUEBRMEWWHXEZAREZNYVEAZ TChMhbG 1 nb I JuakEx:
GTAXBzHVEACTEEVS YW1wbGUz 02585 IE1UYy4xGIAMESHVEBANTIZI1 ZHdwb2QucZHy

Lmtwk TCEnzANEgkohk i G3u0EADEFAADE, ] JAwg Ykl YEALM+qkAhEITOADF = TV 2k

EJWcYeBWFF JgREOEIAAXOTCOF dr-899yL dhyL o YE,j XBHZ e qupWEgbE4LuTMRFSRM

G+1,j aHo2EBEAbIdSUSHY SYZHHOV R 1 KZAL 0t +HaHuneH 1 b DUyWOelkAE 2 i 70T WP

zhPOOLOK /qHdGal cteb g ek CAWEAAZAAMAOGTSGS ThIDOEEEAUARYGEAT dhk /Ry

zZ6ZterZh 7 11Tr9g JWUSFYF LCYF A dovExSRK=F eD3HbE01 DTF LzwxL IU1yBov' /£ /k

dCOMazADS j3ohG 1 20uryIBK qh Y YGRS 1/ ++35hER0aHT qatry 1 ESF7HECA428 901
GzUFgpcRpeCOWDxAqYE2HI 7 A Oz WE i vy OHUR e

EMD CERTIFICATE REQUEST---——- Cut-and-paste
______ CUT HERE-——---— this into a file

When you receive your certificate, use “tarantella security certuse”’
to install it,

Faor more information, see “Tarantella Security Pack overwview’ in the
Tarantella Administration Guide Index,

#

k Tarantella [IThe Santa Cruz Operation, Inc SCO /
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Part Il: Generating a CSR

Once you have installed the Tarantella Security Pack, each host on which the Tarantella
Security Pack is installed requires a vali®09 certificate before SSL conniens are
available.

Step 1. Log onto the Tarantella server as root, start a dtterm, and generate a CSR by
using thetarantella security certrequestcommand:

# lopt/tarantella/bin/tarantella security
certrequest --orgname “Example Co, Inc.” --country
“US” --state “California”

AV 6-2 on page 6-18 shows the output of this command. The output will
include the hostname that will be used in the certificate. Verify that the
hostname is correct.

Step 2. After you accept the hostname, the command generates a CSR. Copy the
CSR to the clipboard (ie. highlight the CSR and ). You must
include the lines which read
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AV 6-3

1 A

The Tarantella Certuse Command

# . starantella security certuse < “tmnp-ocert

Certificate: Summnary

Subject :
=TS

ST=California
O=Example Co. Inc
CH=devnull uss.sco.com

Is=suer:

C=Z4

ST=FOR TESTING PURFOSES OHLY
O=Thawvte Certification
OU=TEST TEST TEST

CH=Thawte Test Ci Root

Validity:
Hot Before: Feb 3 07:45:42 2000 GHT
Hot After : Mar 5 07:45:42 2000 GHMT
Key and certificate are compatible.

Successfully installed certificate.

#

B L e S
= -
- [The Santa Cruz Operation, Inc.
\ Tarantella SCO/
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Lab: Configuringthe Tarantella Security Pack

Part Ill: Obtaining an X.509 Certificate

Step 1. Using your web browser, open the following URL:

http://www.thawte.com

On the right hand side of the thawte webpage, there will be a link to “Free
Trial Certificate”. Click on the link and paste under Windows or
under Unix)your CSR into the space provided. Accept all of the
defaults, and click the “Generate Test Certificate” button.

You will be asked to verify the information included in the CSR. Once you
have verified the information on the screen, a certificate will be generated.

Step 2. Cut-and-paste the certificate to a file cdttag/cert Do this by highlighting
the certificate in the web browser and typjpg] [v] under Windows or

under Unix.

Paste the certificate into the dtterm by typing the following:

# cat > /tmp/cert
under Windows ofALT] [v] under Unix

Part IV: Installing the X.509 Certificate

Step 1. On the Tarantella host, usettrantella security certusecommand to
install the Certificate:

# lopt/tarantella/bin/tarantella security certuse <
ltmp/cert

Where/tmp/certis the name of the file to whiglou saved the certificate.

A summary of the certificate information will be displayed (see AV 6-3 on
page 6-20), angou will have sucessfully installed the certificate.
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AV 6-4

q{ ™

Enabling Tarantella Security

# .starantella security on

Tarantella server stopped.

Starting Tarantella 1.41.901 from ~opt-tarantella<bin i3d=c0325. . .
0K

Chééking whether to use secure connections. . .
Starting Tarantella Security Daemon from ~opt<tarantellasbinsil3sc0325. ..
Secure Daemon exec: listening on 5307 forwarding to 3144

)
Tarantella Security Pack now enabled.

- [The Santa Cruz Operation, Inc.
Tarantella SCO

AV 6-5

Configuring the Connection Type

ZJ Tarantella - Microsoft Intemet Explorer

Fle Edt View Favoites Tooks Help “Aﬂdless@htlp//examplecnm/lavanle”a/\ndexhlm\ [ PED\
& B 3

Back Rz Stop  Refresh  Home Search Fawoites  History

Mail Print Edit

Organization ¥ T Aftributes forJohn Smith v

ﬁ Objest Name [Jonn Srmith
Organization Label: -John Smith

Each line specifies & connection type, based on the
Tarantelia server's and client device's DNS names or P

A rq‘ rq' ddresses (inclucing wikcards), inthe form 'server ciisnt
! A !d K type! (a colon separated list). Type can be ‘deny’ (deny
Wative Client | ||766258), 'Stof (standard securty) or 'ssi (SSL security)
Applications  Admin Doc ey Example: 192,185 *ss' gives S5L connestions for

those client P addresses to any Tarantela server. The
A T4 1 first matching ertry is used. If no match is found, the
A \ parertt ohject's Connection Type sttribute is considered
%

Sivieno  Userlinks  Click Mel Doc Riotes Doc 4 |Connection Type: | "85L

& E rﬂ 2 Keymap File: (Butomnatic) -
'(ﬁ Using Your ﬂ

Wehtop o Tarantela Cantrol SCO Wek
server Certer Doc Doc
; . _Pin_| _ppy | Reset
Loading 7 ™
| Control Center Assistant x|
@] Applet started [ [ g tnmmet v

- [The Santa Cruz Operation, Inc.
\ Tarantella S O/

6-22 Tarantella Enterprise Il Administration



Lab: Configuringthe Tarantella Security Pack

Part V: Enabling the Tarantella Security Pack

Enable the Tarantella Security Pack withtdrantella security on command. Slide AV 6-4
on page 6-22 shows the output of this command.

Part VI. Configuring Tarantella to Use SSL Connections

Now that you have enabled the Tarantella Security Pack, you can selectively enable SSL
connections on a per person, per organizational unit, or organization wide basis. Simply
select one of these three types of objects in the Control Center and®tntction Type
attribute to*:*:SSL

SlideAV 6-5 on page 6-22 shows an example of setting the connection type for a person
named John Smith.
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AV 6-6

f

Free Certificate Warning

= -
-

Tarantella’

Security Warning

IlThe Tarantella server you're connecting to iz using an untrusted or

unrecognized zecurty certificate.

Administrator [wou won't be able ta log in).

Field

Accept the certificate only if you are sure there is no security nizk. |f
wou are unsure, click Don't Accept and contact a T arantella

Details
us
lzsuer California
Effective date Example Co. Inc
E=piration date devnull.uss. sco.com
Fingerprint

Accept | Don't Accept |

[The Santa Cruz Operation, Inc.

AV 6-7

Tarantella SSL Login Screen

a Tarantella - Microsoft Internet E xplorer
J file  Edit Miew Favoites Tools Help ‘JAQdIESSI@ hitp:4 fexample. com/tarantelladinde. hml - @GU|
L@ B A S B9 HA .
Back Forweand Stop  Refresh  Home Search Favortes  History Mai PFrint Edit
welcome to Erantella' f
username
John Smith
password
Tarantella OI( |
SEL connections available
|@ Done

,_ ,_ | Intemet

=l
v

- -

k Tarantella’

[The Santa Cruz Operation, Inc.

S%)/
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Part VII: Test the Tarantella Security Pack Configuration

Test your installation of the Tarantella Security Pack and Certificate, by connecting to the
Tarantella server from a client browser:

http://server/tarantella

whereserveris the name of the server upon which the Tarantella Security Pack is installed.
Furthermore, the name specified $arverin the URLmustmatch the hostname stored in
the X.5009 certificate.

NOTE:

A security warning will appear (see AV 6-6 on page 6-24). This warning is
generated because the certificate you received from the CA was a test
certificate. You can safely ignore this warning for this lab. Click on the
acceptbutton.

A login screen will appear (see AV 6-7 on page 6-24). Notice on the bottom
of the login screen the message stating that SSL connections are available.

Recall that the Tarantella Security Pack provides the administrator a fine
degree of control over which Tarantella users do and don’t use an SSL
connection. When you log in to a Tarantella server running the Tarantella
Security Pack, you can determine whether you are logged in using SSL or a
non-SSL connection by placing the cursor between two icons on the launch
pad and examining the message on the web browser’s status bar.

The lock icon displayed by web browsers such as Netscape Navigator
indicate whether HTTPS is being used. The lock icaisn indication of
whether Tarantella is using a secure connection.

AV 6-8 on page 6-26 shows a non-SSL connection AV 6-9 on page 6-26
shows an SSL connection.
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AV 6-8

AV 6-9

f

A Non-SSL Tarantella Login

- [The Santa Cruz Operation, Inc.
Tarantella SCO

Tarantella

File Edt View Favoites Took Help HAgmess@hnp/faxamp\emm/tauamenanmemm\ - @Gu|

5 =
= .9 Q E- [
Back Fenver Stop  Refresh  Home Search Favorites  History Mail Print Edit

mj Webhtop

Tarantella

Welcome to your webtop!

To use an spplication, or visw a dorument, just click one of the links on the lefl,

Formote information, read Using Vour Webtop,

|&] Tarantella user: ..7_ens/OigAlohn Smith [standard connection] [ | ntemet 7

An SSL Tarantella Login

1
2} Tarantella - Microsoft Intemet Explorer 1 =] B3
Fle Edt Wiew Favotes Took Hep H Agdtess: (€] http:esample. com tarantella/indes il )

tail

Besk  Fawmd | Op R Bons | Gooeh Fowdes Meew

Click Me!

) Using Your
Webtop

Tarantella.
Welcome to your webtop!
Touse an application, o wiew a document, just elick one of the links on the Left.

Fot more information, read Using Your Webtop,

@] Taramella user John Smith (55L connection) | [ wemer Y

=

- [The Santa Cruz Operation, Inc.
Tarantella SCO/
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Answers to Exercise and Review Questions

6.9 Answers to Exercise and Review Questions

This section contains the answers to exercises, review questions, and labs presented in this
lesson.

Exercise answers

Please consult your instructor if you have any questions about the exercises in this lesson.

Review Question Answers

This section contains the answers to the review questions on page 6-15.

1. The Tarantella Security Pack runs on the following platforms: UnixWare, Solaris,
OpenServer, AlX, HP-UX, and Compaq Unix (Tru64).

2. The two levels of encryption offered by the Tarantella Security Pack are 128-bit Strong
Cryptography (US and Canada only) and 40-bit Standard Cryptography.

3. The Certificate Authorities supported by the Tarantella Security Pack are Verisign and
Thawte.

4. SSL connections provide three benefits over standard connections:
e Prevent eavesdropping — SSL can encrypt all information before transmission.

e Prevent tampering — SSL can check that a message hasn't changed between being
sent by a client device and received by the server.

e Prevent message forgery — SSL requires that the server proves its identity to client
devices before communication can take place, and also guards against replay attacks.

5. The command to request a CSRaimntella security certrequest
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Introduction

Lesson 7

Tarantella Load Balancing

Introduction

Tarantella Enterprise Il servers act as application brokers — gateways between client
devices and application servers. If many users want to access applications through
Tarantella at the same time, a single Tarantella server may become a bottleneck. In addition,
if that server is unavailable, users can’t access their webtops or run applications.

Load balancing lets you spread your users across multiple servers, rather than having
everyone use the same server. Multiple servers provide these benefits:

Increased Performance More Tarantella servers are available to cope with demand
from users.

Increased Robustness When a Tarantella server is unavailable, other servers take its
place.

Scalability As more users start using Tarantella, you canadd Tarantella

servers to the array to meet demand.

Objectives

By the end of this lesson, you will be able to:
e Describe Tarantella Load Balancing
e Describe what is aTarantella Array
e Describe How a Tarantella Array Works
e Create an array of Tarantella servers
e Describe the Tarantella load balancing table

e Describe Application Server Farms
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AV 7-1

f

N

Tarantella Load Balancing

® Understanding Tarantella Load Balancing
® Understanding Tarantella Arrays

® Application Server Farms

® Understanding the Load Balancing Table

- [The Santa Cruz Operation, Inc.
Tarantella SCO

LA A j j
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Topics

In order to meet these objectives, this lesson discusses:

Understanding Tarantella Load Balancing — Discusses the Tarantella load-
balancing feature, which provides a mechanism for distributing users across
available Tarantella servers.

Understanding Tarantella Arrays — Defines the Tarantella arrays, and discusses it's
use in load balancing.

Creating an array of Tarantella servers — Discusses the procedure necessary to
create, add, delete, and modify arrays.

Application Server Farms — Discusses the multiple application server features of
Tarantella.

Understanding the Tarantella Load Balancing Table — Discusses the purpose of the
load balancing table, adding, removing and modifying of the load balancing table.
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AV 7-2

Tarantella Enterprise Il

Application
Servers

Tarantella

Servers
Client
devices
! “ - e
- [The Santa Cruz Operation, Inc.
\ Tarantella’ SCO

AV 7-3

J
N )

Tarantella Express

Application
Servers

Tarantella
SErvers

Client
devices

g N - e S
= -

- [The Santa Cruz Operation, Inc.
Tarantella’ S O
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Distributing the Load

7.1 Distributing the Load

Tarantella Enterprise Il enables the administrator to spread the load across multiple servers
in two ways:

e Application Server Farms

Application server farms are comprised of multiple servers, each of which provides
the ability to launch the same application or applications. This enables
administrators to spread the load.

e Tarantella Arrays

Tarantella arrays are provided to enable administrators to spread the load associated
with Tarantella logins. Tarantella arrays are comprised of multiple servers providing
Tarantella services. These servers act coopehato enable users to log into

Tarantella. When aTarantella user logs intoa Tarantella array, the user is
authenticated by one of the Tarantella servers in the array. The webtop that the user
sees and the applications available to the user are the same regardless which
Tarantella server in the array actually authenticates the user.

Whether using application server farms or Tarantella arrays, Tarantella makes all of this
invisible to the user.
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7.2 Application Server Farms

Running an application on a particular application server (by specifying a DNS name or IP
address in the application object's Application Server attribute) can cause a bottleneck.

For instance, if many users want to run the application at the same time, the application
server may become overloaded causing a decrease in performance. If the application server
is unavailable for any reason (perhaps because of network problems), users won't be able to
run that application.

To address this issue, Tarantella lets you balance the application load across multiple
application servers. Such a collection of servers is called an application server farm.

7.2.1 Multiple application servers

In order to configure multiple application servers, specify which application servers can run
the application. When a user starts the application, Tarantella chooses one of these servers
based on which servers are:

Available If one application server is unavailable, Tarantella will choose another.

Under-used Tarantelldhooses the application senibat is running the fewest
applications via Tarantella.

To use multiple application servers in this way, you need to:
e Set the application objectpplication Server attribute toUse Hosts View
e Create a host object for each application server that can run the application.

e Add these host objects to the application object's Hosts view.
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Application Server Farms

7.2.2 Balancing applications across multiple application servers

In order to balance applications across multiple application servers:

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.
Step 6.

Step 7.

Step 8.

SeledDrganization in the Hierarchy View List

Create a host object for each application server you want to run the
application on.

Right-click the application object that represents the application you want to
run on multiple application servers.

Seledttributes . The application object's attributes are shown in the Details
pane.

Set th@pplication Server attribute toUse Hosts View
ClickAppl .

Right-click the application object again, then sélests The Details pane
shows the application object's Hosts view.

Drag the host objects for the servers you want to run this application from the
Children pane into the application object's Hosts view.
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7.2.2.1 Object attributes

Below is a list of the attributes you can set in Control Center for a host object. If you do not
supply entries for each of the object's mandatory attributes, when yoépfitk, Control
Center will prompt you to do so (mandatory attributes appear in bold).

Object Name The name of the host object in the Tarantella datastore. As
with other object in Control Center, this name must be unique.

Label The object's display name. On webtops this is the label shown
for a link. In Control Center this is the tooltip for the object.

Icon The name of an icon file to be associated with the object. You
can choose one of the standard icons from the list of available
icons. This list is part of an icon theme. If Tarantella can't find
an icon file, it uses the default icon for the object type.

Host Name The DNS resolvable name or (IP address) of the machine
represented by this host object.

Try Tarantella Password What to do if the user doesn’'t have a cached password entry.
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7.3 Creating aTarantella Array

Tarantella provides load-balancing services across Tarantella servers. This means that users
are distributed across these servers to ensure the best possible overall performance for
application access.

Using an array of Tarantella servers instead of a single standalone server helps provide a
faster, more robust service to your users.

7.3.1 Tarantella load balancing

Tarantella software employs a number of default load-balancing mechanisms to distribute
user access across the available Tarantella servers. The administrator can adjust the
parameters for these mechanisms, if required, in order to 'tune' Tarantella load-balancing for
that specific network configuration.

The load-balancing feature provides a mechanism for distributing users across available
Tarantella servers. This provides an automated mechanism for distributing users across
groups of Tarantella servers. Tarantella seamlessly redirects a user to another server when
the initial choice is unavailable and prevents the administrator having to segregate users.
Users are still able to enter a single Tarantella URL, for example http://server/tarantella

Tarantella software implements load-balancing by automatically establishing a server
preference list for each user, based on its knowledge of the available servers within that
array. Each time a user attempts to connect, Tarantella software attempts to connect that user
to the first choice server. If the first choice server is not available, it tries to connect the user
to the second choice server and so on.

In addition to this, once a Tarantella session is established a server pointer is added to the
server preference list. This means that Tarantella always tries to re-connect a user to the
server that already has that user's 'resumable’ session.
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7.3.2 Arrays of Tarantella servers

An array contains one primary Tarantella server and a number of secondary Tarantella
servers. The organizational hierarchy of the primary server is replicated to all secondary
servers, to ensure users see the same webtop, and can use the same applications no matter
which Tarantella server they are actually logged into.

The primary Tarantella server is responsible for maintaining the definitive copy of the
organizational hierarchy, and distributing it (and any changes made to it) to the secondary
servers. To create an array, you first nominate a primary Tarantella server. This server's
organizational hierarchy will be used forall Tarantella servers in the array. You can add
secondary servers to the array to meet demand from your users or improve the robustness of
Tarantella.

The load balancing table determines which Tarantella server a user logs into. You can
configure this load balancing table to provide optimum performance for your users.

You can run Control Center on any Tarantella server in the array — primary or secondary.
However, you can only configure the organizational hierarchy from the primary server.

Only the organizational hierarchy is replicated between servers in an array. Each secondary
server has its own emulator sessions, password cache and server configuration. This means
that to delete a password cache entry, for example, you need to use Control Center on the
appropriate Tarantella server.
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7.3.3 Arrays and web servers

When Tarantella redirects users to another Tarantella server in an array, it does so by
replacing the server name in the Tarantella URL.

For example, if a user logs into Tarantella using the following URL:

http://boston.example.com/tarantella

and the load balancing table specifies they should be redirected to seattle.example.com,
Tarantella will redirect them to this new URL:

http://seattle.example.com/tarantella

This means all the web servers in an array must be configured in a consistent manner.

If a web server is configured to use the HTTPS protocol on port number 85 and is using the
document directory “login”, users would supply this URL to access Tarantella:

https://boston.example.com:85/login

This time Tarantella redirects them to the following URL:

https://seattle.example.com:85/login

If seattle's web server doesn't allow HTTPS connections, doesn't use port 85 or doesn't use
login as the document directory, the redirection will fail.

You must configure each web server in an array to use the same:
e Protocol (HTTP or HTTPS, for example)
e Port number
e Document directory

® cgi-bin

7.3.4 Arrays and the Tarantella URL

The Tarantella URL is the URL you give your users for logging into Tarantella. Usually it's

of the form_http://server.example.com/tarante¥dten, this URL points to the primary

Tarantella server in an array. When users access this URL, they may be redirected to another
server in the array, as describdabae.

7-14

Tarantella Enterprise Il Administration



Creatinga Tarantella Array

If this server is unavailable (perhaps because of a problem with its network card), users
won't be able to access that particular server.

If users know the name of another Tarantella server in the array, they can use that URL to
access Tarantella.

A better solution is to let users use the same Tarantella URL (for example
http://tarantella.example.cgmo matter which Tarantella servers are available at any given
time.

To do this you should configure your network so that the DNS name you use for the
Tarantella URL is shared by all the Tarantella servers in your array, rather than pointing to a
single server.

There are a number of ways you can do this:

Use a UNIX host to provide DNS services and configurdithe program to map this one

DNS name onto the IP addresses of all the Tarantella servers in the array. See the manual
page for bind for more information about how to do this.

Configure a router to provide DNS services and map the single DNS name onto the IP

addresses of all the Tarantella servers in the array. See your router documentation for more
information about how to do this.

7.3.5 Creating an array of Tarantella servers

To create an array of Tarantella servers, on a Tarantella host, execute:

tarantella array join --primary p_server--secondarys_server.

wherep_servers a standalone Tarantella server that is to become the primary server in the
array, ancs_server. are standalone Tarantella servers that are to become secondary servers

in the array.

e This command creates a new array containing a primary Tarantella geseever
and secondary Tarantella serverserver..

e Use either DNS names or IP addresses to sppcHgrverands_server..
WARNING: The existing organizational hierarchy of the new secondary server will be
deleted, and replaced (and subsequently kept up-to-date) with the primary

server's organizational hierarchy.

e All Tarantella servers in an array must use the same port number for their web
servers.
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7.3.6 Changing the primary server in an array

On a Tarantella host, execute:
tarantella array edit --newprimary np_server

wherenp_servelis a secondary Tarantella seryeu want to promote to become the
primary Tarantella server in its array.

e This command will fail ifnp_serveiisn't a secondary server.
e The old primary server will become a secondary server in the array.

e You can use either DNS names or IP addresses to spgciggerver.

7.3.7 Adding a secondary Tarantella server to an array

On a Tarantella host, execute:
tarantella array join --primary p_server--secondarys_server

wherep_servers the primary Tarantella server in the array you want to add the secondary
server to, and_servels the server you want to become aosetary sever.

This command adds a secondary seveserverto an existing array of Tarantella servers.

You can only specify standalone servers here — you can't add servers to an array if they

already belong to another array.

WARNING: The existing organizational hierarchy of the new secondary server will be
deleted, and replaced (and subsequently kept up-to-date) with the primary
server's organizational hierarchy.

If p_serveris a standalone server, this command will create a new array with primary server
p_serverand a single secondary sergeserve

You can use either DNS names or IP addresses to spesiéyverands_server

7.3.8 Removing a server from an array

On a Tarantella host, type the following command:

tarantella array edit --detach server
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whereserveris the Tarantella server you want to remove from the array.

You can only remove the primary Tarantella server from an array once you have removed all
the secondary servers. The above command will fail if you spseifierto be the primary

server and there are still secondary servers that belong to the array. If you are unsure
whether there are any remaining secondary seryeuscan find out which Taraella

servers belong to an array.

Tarantella servers which are removed from an array become standalone servers, with an
independent organizational hierarchy that starts as a copy of the array's hierarchy.

You can use either DNS names or IP addresses to sgecifgr.

7.3.9 Dismantling an array of Tarantella servers

To dismantle an array of Tarantella servers, you must:
e Find out which servers belong to the array.
e Remove all the secondary servers from the array.
e Remove the primary Tarantella server from the array.

You must remove all the secondary servers from an array before you can remove the
primary server
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7.4 Using a Tarantella Array

This section discusses the different commands associated with using a Tarantella array.

7.4.1 Displaying servers in an array

On a Tarantella host, type the following command:
tarantella array query --summary
This command displays information about the servers that are members of the same array as

the UNIX host this command is run on. Foreach Tarantella server inthe array, this
command indicates how many users have applications running via that server.

7.4.2 Login into a particular Tarantella server in an array

At times, users want to go to a particular Tarantella server without redirection. For example,
changes to the organization in Control Center can only be made from the primary server in
the Tarantella array. Therefore, Tarantella administrators must log into the primary server.

Use the following URL to prevent Tarantella from redineg you to another Tarantella
server:

http://server/tarantella/direct.html

This is useful if you need to use Control Center to configure the organizational hierarchy for
an array. You can only configure the organizational hierarchy for an array by logging into
the primary Tarantella, then running Control Center.

You should also use this method if you need to use Control Center to configure the password
cache, emulator sessions or server settings for a particular server in an array.

7-18 Tarantella Enterprise Il Administration



Balancing the Load across Tarantella Servers

7.5 Balancing the Load across Tarantella Servers

Tarantella server arrays increase performance and availability by spreading the load across
multiple servers. This mechanism is configurable bythe Tarantella administrator via
modifications to the load balancing table.

7.5.1 The load balancing table

Tarantella uses a load balancing table. The table is automatically replicated between all
servers in the array, to decide which server to redirect a particular user to when they access
Tarantella.

The load balancing tabledks like ths:
userl: serverl server2 server3 ...
user2: server2 serverl server3 ...
user3: server2 server3 serverl ...
user4: server3 serverl server2 ...

Each entry applies to a single user (identified by a Tarantella Federated Name name), and
contains a list of Tarantella servers, in order of preference. One server in each entry is
marked as the preferred server. This is the server Tarantella tries to redirect the user to when
they log into Tarantella. If the preferred server is unavailable (perhaps because of hardware
failure), Tarantella tries each server in the list in turn, until an available server is found.
Tarantella then redirects the user to that server, where they are prompted for their password
to finish logging in.

Administrators can add entries to the load balancing table usitardrgella array
distribute command. If a user doesn't have an entry when they try to log into Tarantella,
Tarantella automatically creates one containing all the servers in the array in arandom order.
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Consider the following load balancing table in an array where boston is temporarily
unavailable:

.../_ens/Org/IT/rusty: seattle boston=PREF newyork
...I_ens/Org/IT/orange: boston newyork=PREF seattle

Whenrusty logs into Tarantella, Tarantella tries the fallog servers:

boston It is the preferred server. This server isn't available, so Tarantella carries on
looking:
seattle It is the first in the list. This server is available, so Tarantella stops looking

andrusty is redirected to the server “seattle”.
When the useorangelogs into Tarantella, Tarantella tries the following server:

newyork It is the preferred server. This server is available, so Tarantella stops looking.
The useorangeis redirected to the server “newyork”.

If a user logs out of Tarantella leaving running emulator sessions, the server that user was
last logged into becomes their preferred server. For example, if rusty in the above example
leaves running emulator sessions on seattle when he logs out of Tarantella, seattle becomes
his preferred server. The entry foisty in the load balancing table will be modified to:

.../_ens/Org/rusty: seattle=PREF boston newyork
If you let Tarantella create entries for users when required, it will create entries containing
all the servers in the array in a random order, ensuring that users are evenly distributed
between available Tarantella servers. Initially, the preferred server will be the first server in
the list. Tarantella Administrators are free to configure entries in the load balancing table.
Thetarantella array distribute command lets you:
e Add users to the load balancing table.

e Add and remove servers to those available to a user.

e Choose which servers Tarantella tries first for a particular user.
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7.5.2 Adding a user to the load balancing table

To add users to the load balancing table, execute:

tarantella array distribute --person person--init

wherepersonis the user you want to add to the load balancing table.

You can only run this command on the primary Tarantella server.

You can specify the preferred server for this user by changingiiteoption in the above
command te-init preferred_server, wherepreferred_servers a DNS name or IP address

to specify preferred_server.

This command creates a new entry in the load balancing table for the specified user. The
entry contains all the Tarantella servers in the array in a random order.

7.5.3 Removing a user from the load balancing table

To remove a user from the load balancing table, execute:
tarantella array distribute --person person--exclude
wherepersonis the user you want to remove from the load balancing table.

You can only run this command a primary Tarantella server.
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7.5.4 Making a Tarantella server available to a user

To make a server available to a user, type the following command:

tarantella array distribute --person person--include server

whereserveris the server you want to make available to person.

You can only run this command on the primary Tarantella server.

This command addserverat a random position in user's entry in the load balancing table.

This command will fail ifpersonisn’t a valid Tarantella user serverisn't a Tarantella
server in the array.

7.5.5 Removing a Tarantella server from those available to a user

To remove one of the servers available to a user, type the following command:
tarantella array distribute --person person --exclude server

whereserveris the server you want to make unavailablpdmson

You can only run this command on the primary Tarantella server.

This command removes server from user's entry in the load balancing table. This command
fails if person isn't a valid Tarantella user or has running emulator sessions on server.
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7.5.6 Ordering the servers for a user

To order the servers for a user, type the following command:
tarantella array distribute --person person --order serverl server2 server3...
where grverl server2 server3are the servers availablegerson

You can only run this command on the primary Tarantella server.
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7.6 Lesson Summary

This lesson described how Tarantella load balancing works, described an array of Tarantella
servers, and showed you how to create an array of Tarantella servers. Additionally, this
lesson described application server farms, and how to balance applications across multiple
application servers.
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7.7 Review Questions

1. What are the benefits of Tarantella load balancing?

2. What is a host object?

3. What is the command line used to create an array?

4. What is the Load Balancing Table used for?

5. How do you remove a server from an array?

7-25



Tarantella Load Balancing

7.8

Lab: Creating an Application Server Farm

In this lab, you will perform the steps necessary to create an application server farm.

7.8.1 Overview

Your tasks in this lab are as follows:
e Create one host object for each application server

e Set an application object®pplication Server attribute toUse Hosts View

7.8.2 Procedure

The following steps detail how to create an application server farm.

Part I: Creating the Host Objects

Create a host object for each Tarantella server that will be a member of the array:
Step 1. Log into Tarantella as a Tarantella administrator.
Step 2. Run Control Center.

Create a host object for one of the application servers:

Step 3. Right click on the background of the children box.

Step 4. Selediew Object= Host.

Step 5. Set th®bject NameandLabel attributes to the name of the application
server.

Step 6. Set thelost Nameattribute to the fully qualified domain name of the

application server.
Step 7. Click theApply button. Be sure to wait for the button to be grayed out.

Repeat steps 3 through 7 for each application server.
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Part Il: Configuring the Application to Use the Application Servers

Step 1. Log into Tarantella as a Tarantella administrator.
Step 2. Run Control Center.
Step 3. Right click thecoconapplication object in the children box and select

Duplicate. This will create a copy of tteeoconobject.

Step 4. Change the name of the copy by setting the c@yject Name andLabel
attributes to “Fancy scocon”.

Step 5. Change th&pplication Server attribute toUse Hosts View

Step 6. Click theApply button. Be sure to wait for the button to be grayed out.

Step 7. Right click th&ancy scoconobject and seled¢tiosts The details pane now

shows the hosts associated with this application.

Step 8. Drag-and-drop the host objects that you created in Part | onto the details
pane.

Part Ill: Using the Application

Now that you have configured the application Fancy scocohto use the application

servers:
Step 1. Deploy the application two Tarantella users

Step 2. Log in simultaneously as both users

Step 3. Launclirancy scocoras each user

Step 4. At the shell prompt, execute ttestnamecommand.
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7.9 Lab: Creating an Array of Tarantella Servers

In this lab, you will perform the steps necessary to create an array of Tarantella servers.

7.9.1 Overview

Your tasks in this lab are as follows:
e Choose the servers that will be used to create the array.
e Create the Tarantella array with ttagantella array join command.

e Verify that the servers are now part of an array withtaéinentella array query
command.

e Change the primary server in an array withtrantella array edit command.

e Adding a user to the tarantella balance load table wittathetella array
distribute command.

e Dismantle the array of Tarantella servers.
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7.9.2 Procedure

Part I: Creating an Array of Tarantella Servers

NOTE: The Tarantella Security Pack needs to be turned off on all servers involved.

On the Tarantella host that will be designated as the primary server for this particular array,
use theaarantella array join command to create the array:

# tarantella array join --primary redwood.example.com \
--secondary ash.example.com

whereredwood.example.com the primary Tarantella server, aash.example.cois the
secondary server.

You will be prompted to log in as a Tarantella administrator for the secondary server, at
which point you would login as root or the designated administrator login.
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AV 7-5
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# tarantella array join ——prinary scoffee,uss,.sco,.com ——szecondary milano,uss,sc
oo

Adding server scoffes.uss.sco.com to an array as the primary server,

FPlease log in as a Tarantella Adninistrator for milano.uss,.sco.con

Uzername: root

Password?
Adding milano,uss,.sco,com as a secondary server (primary: scoffee,uss,sco,com?

- - =
\ ) -
- [The Santa Cruz Operation, Inc. S C 0 /

Tarantella’
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Part II: Verifying that the Servers are Now Part of an Array

To verify that the servers are now part of an array, the comtaamdella array query can
be used:

From the Tarantella host where you just created the array, execute:

# tarantella array query --summary
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# tarantella array query ——sumnary
Uzers with sessions

Hame
scoffes,uss . sco.com (Primary? O
milano,uss,sco,com 0

= -

\ Tarantella’
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Part Ill: Changing the Primary Server in an Array

In order to change the primary server in an array, on a Tarantella host, execute:
# tarantella array edit --newprimary milano.uss.example.com

This command @nverts ascondary server in an array to the primary server on an array.
The old primary server should now be a secondary server in the array.

Part IV: Adding a User to the Load Balancing Table

To add a user to the load balancing table, on the primary Tarantella host, execute:

# lopt/tarantella/bin/tarantella array distribute --person
person --init

wherepersonis the name of the user you are adding to the balance load table.

Part V: Dismantling an Array of Tarantella Servers

To dismantle the array of Tarantella servers, you will need to do the following steps:
Step 1. Find out which servers belong to the array. Execute:
# tarantella array query --summary
Step 2. Remove ALL of the secdary servers from the array. Execute:
# tarantella array edit --detach server
whereserveris the name of the server to be removed from the array.
Step 3. Once you have removed all of the secondary Tarantella array servers, you

can proceed to remove the primary Tarantella array server with the same
command as described on step 2.
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7.10 Answers to Exercise and Review Questions

This section contains the answers to exercises, review questions, and labs presented in this
lesson.

Exercise answers

Please consult your instructor if you have any questions about the exercises in this lesson.

Review Question Answers

This section contains the answers to the review questions on page 7-25.
1. Some of the benefits of Tarantella load balancing are:

e Increased Performance

e Increased Robustness

e Scalability

2. A host object represents an application server inthe Tarantella datastore. Host objects
allow you to balance applications across multiple application servers.

3. tarantella array join --primary p_server --secondary s_server ...

4. Tarantella uses the Load Balancing table to decide which server to redirect a particular
user to when they access Tarantella.

5. The command to remove a server from an arre@rasitella array edit --detach server
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Lesson 8

Windows Connectivity Pack

Introduction

Many customers want Windows interconnectivity. The Windows Connectivity Pack is designed

to provide this connectivity. To use the Windows Connectivity Pack effectively, it is important
that Tarantella administrators at least become familiar with the Microsoft servers being used in
the corporate workplace. This chapter explains installation, basic administration and connectivity
of Windows Terminal Server and Windows 2000.

Objectives

By the end of this lesson, you will be able to:

e Install Windows Terminal Server Edition and Windows 2000

e Add applications, users, and perform other basic Terminal Server administration tasks
e Connect to a Widows Terminal Server from aibfosoft Terminal Server Client

e Configure Windows application object in Tarantella to enable users to launch Windows
applications from Tarantella
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Topics

In order to meet these objectives, this lesson discusses:

Installing the Windows Connectivity Pack -Biscusses how to install the Windows
Connectivity Pack onto a Tarantella server.

Installing Windows Terminal Server — Discusses how to install Windows Terminal
Server from CD-ROM (with or without floppies).

Basic Administration — Discusses application installation and user creation. Points out
which client connectivity programs are most useful to an administrator.

Connecting to Windows Terminal Server — Shows how to install Microsoft Terminal
Server Client and connecting to the Windows Terminal Server.
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Choosing a Windows Protocol

8.1 Choosing a Windows Protocol

One of the design goals of Tarantella is to broker Windows programs. In response to the
ever-shifting Windows market place, Tarantella now has six different protocols to choose

from when brokering a Widows application.

8.1.1 The “None” protocol

Use this protocol to run Windows programs that reside on the Windows client itself. When
the user activates the application, the Tarantella server runs that application on the client.
This is illustrated n AV 8-3 on page 8-6.

This protocol is used in conjunction with the “Try Local Application” checkbox on the
windows application attributes form. In other words, if you chose “None” as your Windows
protocol, you additionally need to check the “Try Local Application” checkbox.
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Choosing a Windows Protocol

8.1.2 The “SCO Merge” protocol

Use this protocol to run an application on a UNIX server under SCO Merge.

8.1.3 The “WinFrame / MetaFrame” protocol

Use this protocol to run an applicationder Citrix WinFrame or MetaFrame.

Citrix WinFrame and Metaframe enable Windows applications running on an application
server to be displayed on another machine runningXAesziewer The ICA viewer is an X
application. By running the ICA viewer on the Tarantella server, Tarantella is able to speak
ICA to the application server and display the application on the Windows client via the AIP
protocol.
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8.1.4 The “WinCenter & UIS” protocol

Use this protocol when the Windows application is being run under either of the following
products:

e NCD WinCenter
e Citrix/NCD UNIX Integration Service (UIS)

Since WinCenter and UIS speak X, displaying them on the Windows client via Tarantella is
just as easy as displaying any other X application.

8.1.5 The “Local Windows Terminal Server” protocol

Use this protocol when the Windows client alreadyrhatsc.exénstalled. This executable
uses Microsoft's Remote Desktop Protocol (RDP) to communicate directly to the
application server. Tarantella only initiates the connection between the Windows client and

the Windows server.
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8.1.6 The “Win2000/Terminal Server” protocol

This protocol allows the first and third tiers to remain untouched. There is no need for the
Microsoft Terminal Server Client or a third party product on the application server. This
protocol is added to the Windows Protocols pull down menu in Control Center when the
Windows Connectivity Pack is installed.
Use the Windows Connectivity Pack when:

e |Load balancing is required

e Better compression is required

e Encryption is required
The Windows Connectivity Pack installs a new binary onthe Tarantella serverttatted

This program speaks RDP to the Windows server and communicates with the client via
Tarantella’s AIP protocol.
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8.2 Installing the Windows Connectivity Pack

The installation and removal mechanisms in the Windows Connectivity Pack have been
designed to be reliable and easy to use. The installation procedure is essentially same as the
procedure detailed in Lesson 2: “Installing Tarantella.”
The Windows Connectivity Pack software runs on the following platforms:

e UnixWare 2.1.2+

e UnixWare 7+

® SCO OpenServer 5.0.2+

e Compaq Tru64 UNIX 4.0d+

e SPARC Solaris 2.5.1+

e |IBMAIX 4.2+

e HP-UX 10.20+

8.2.1 Distribution media

The Windows Connectivity Pack software is distributed two ways:

Via the web The Windows Connectivity Pack product (along with other
Tarantella products) can be downloaded from
http://tarantella.sco.conWeb-distribution is the primary
method of distribution.

On CD-ROM In special instances, SCO distributes the software on CD-
ROM. This is not the primary method of distribution.

Table 7: Hints for Using CD-ROMs on SCO Platforms

SCO OpenServer 5 mount -f HS -o ro,lower /dev/cdO /mnt

SCO UnixWare 7 | /usr/sbin/mount -rF cdfs /dev/cdrom/cdroml1 /mnt
SCO UnixWare 2.1
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8.2.2 Installation procedure

To install the Windows Connectivity Pack, follow this procedure:

Step 1. Log in as root.
Step 2. Mount the CD-ROM.
Step 3. Run the following command:

shwcp_file.shx

wherewcp_file.shxs one of the following file names:

Table 8: Windows Connectivity Pack SHX File Names

Platform SHX File name
SCO UnixWare® 7+ wcpi3un.shx
SCO UnixWare 2.1.2+ wcpi3un.shx
SCO OpenServer Release 5.0.2+ wcpi3sc.shx
HP-UX 10.20+ wcppahp.shx
IBM AIX 4.2+ tweprsai.shx
SPARC Solaris 2.5.1+ WCpPSPS0.shx

Compag Tru64 UNIX 4.0d+ wcpaxol.shx

Step 4. Follow the on-screen prompts.

Exercise: Installing the Windows Connectivity Pack

Install the Windows Connectivity Pack on your Tarantella server. Once
installed, verify that “Win2000 / Terminal Server” is the default windows
protocol when Windows application objects are created.
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8.2.3 Licensing issues

The Windows Connectivity Pack uses only one license per product (as implemented by
Microsoft's RDP protocol). You must still comply legally with Microsoft's licensing
policies. Furthermore, you need licenses for whatever applications you are running.

8.2.4 Scalability and performance

When using the Windows Connectivity Pack, there are no additional requirements on the
Windows Terminal Server.

Up to 10Mb of graphics caching could occur onthe Tarantella server.

CPU usage is minimal but proportional to the amount of incoming graphics.
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8.2.5 Installing applications

When you install an application under Windows Terminal Server or Windows 2000,
Microsoft requires that you use thdd/Remove Programsultility to install the application.
Failure to do so will result in the application only being available to the administrator.

8.2.6 Application compatibility scripts

Some applications such as Microsoft Office 97 provide an “application compatibility script”
which must be run in order to make the application multi session ready. An example of
running is given in Section 8.13 on page 8-45.

Not all applications provide an application compatibility script. Corysuitapplication’s
documentation to see whether an application compatibility script is required.
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8.2.7 Deploying Windows applications under Tarantella

Creating application objects under Tarantella for Windows applications is similar to
creating application objects for other application types. When using the Windows
Compatibility Pack:

Step 1.
Step 2.
Step 3.
Step 4.

Step 5.

Step 6.

Step 7.
Step 8.
Step 9.
Step 10.

Step 11.

In Control Center, right-click on the background otthielren box.
Seledtlew Object = Windows Application.

Set th®bject Name Label, andicon attributes as usual.

Set thevindows Protocol attribute towin2000/Terminal Server.

Set th@pplication Server attribute to the fully qualified DNS-resolvable
name of the Windows server.

Set thApplication attribute to the pathname of the application (using “\" as
the path delimiter).

Alternatively, set thé\pplication attribute to * ” to have the application
object display the Windows desktop.

Specify any arguments as needed ithements attribute.
CheckJse Windows Curso.

Set thBisplay Usingattribute as desired.

ClickAppl .

Deploy this Windows application object.
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8.3 Installing Windows Terminal Server and Windows 2000

The installation of Microsoft’'s NT-based products has not changed much in five years. The
installation of Windows Terminal Server and Windows 2000 is very much like Windows

NT 3.51. What has been added is device driver information and a few questions that are
specific to a terminal server and licensing.

8.3.1 Windows Terminal Server and Windows 2000 requirements

Windows Terminal Server and Windows 2000 are multi user platforms. Hosting multiple
users and running such a graphically intensive operating system puts a heavy load on the
system memory. The server should have at least 96MB of RAM.

With only 64MB of RAM, system resources become overtaxed and various subsystems fail

to run properly. This course can be finished with an under-configured machine, certain
errors will arise but the bulk of the concepts and materials can be completed.

8.3.2 Distribution media and creating installation floppies

Both Windows Terminal Server and Windows 2000 come on a single bootable CD. If the
machine is unable to boot from the CD-ROM, there are one of two likely problems
occurring:

e The machine supports bootable CD-ROMs but is improperly configured.

e The machine does not support bootable CD-ROMs
If the machine gpportsbooting from CD-ROM but is improperly configured, invoke the
computer’'s CMOS setup utility to change the applicable BIOS setting(s). CMOS setup

utilities vary from manufacturer to manufacturer. Congaitr hardvare manual for
information about your computer's CMOS setup utility.
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If the machine does not support bootable CD-ROMSs, you can create a sppe<iby
following these steps:

Step 1. Insert the Windows Terminal Server or Windows 2000 CD-ROM into the
drive on a Windows machine.

Step 2. Assuming your CD-ROM is D:, sel&tart = Run

Step 3. For Windows Terminal Server, type\i386\winnt.exe /ox

For Windows 2000, typé:\bootdisk\makeboot a:

This will bring up a DOS window and alr high-density floppies. These
floppies will become the install disks for the server.

8.3.3 Installing Windows 2000 Advanced Server.

The process for performing a complete installation of Windows 2000 Advanced Server is
outlined in the lab in Section 8.9 on page 8-34.

8.3.4 Installing Windows Terminal Server

The process for performing a complete installation of Windows Terminal Server is outlined
in the lab in Section 8.10 on page 8-38.

In addition to performing the basic installation, you should also perform the steps outlined
in the labs in Section 8.11 on page 8-42 and Section 8.12 on page 8-44. These labs install
Service Pack 5 for Windows Terminal Server and Internet Explorer, respectively.
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8.4 Crucial information for Windows Terminal Server

This section details the information thyatu need t&know as a Tarantella administrator
when working with Windows Terminal Server.

8.4.1 Service Pack Installation

Service Pack 5 for Windows Terminal Server needs to be installed to enable Tarantella to
work correctly with RDP. Instructions for installing Service Pack 5 are given in Section 8.11
on page 8-42.

8.4.2 Windows Terminal Server administration

While there are numerous utilities in Windows Terminal Server, only a few are relevant to
RDP. All of these utilities can be found by select8tgrt = Programs = Administrative
Tools (Common)

Terminal Server Administration This is one of the more useful utilities to
Tarantella administrators using Microsoft’s
RDP services. You can view what processes a
user is running by clicking on the user.
Information about the RDP protocol
information can be determined with this
utility.

Terminal Server Connection Configuration The security section is probably the only
section to be frequently used here. However, if
there are several cards or protocols (RDP and
ICA), this program can help segregate traffic.

User Manager for Domains A very useful program and is discussed in the
next section.
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8.4.3 User creation

One of the most common tasks performed on a multi user machine is the creation of users.
To create users in Windows Terminal Server:

Step 1. Log in ad&dministrator .

Step 2. Start th&lser Manager for Domains

Step 3. Choosbser = New Use.

Step 4. Enter the name and password.

Step 5. Choos€onfig.

Step 6. Change “on a broken or timed-ocanmection” toreset
Step 7. ClickAdd.

Step 8. ClickClose

8.4.4 Disconnect, logoff and shutdown

There are several different ways to quit a Windows Terminal Sezssios.

Disconnect Start = Disconnect This will log the user out but leave the
programs running. When the user logs in again, they will be at
the same spot and screen as when they disconnected.

Logoff Start = Logoff. This will log the user off and close the users
running applications.

Shutdown This will shutdown the entire server. You can shutdown the
system by selectin§tart = Windows NT Security =
Shutdown.

Alternately, you can typéctrc] [ALT] [ DEL] at the console
to display the Windows NT Security window and then select
Shutdown.
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8.5 Crucial information for Windows 2000

This section details the information thyatu need t&know as a Tarantella administrator
when working with Windows 2000.

8.5.1 Windows 2000 betas

The Windows 2000 betas are not supported by Tarantella.

8.5.2 RDP support

When using the “Win2000/Terminal Server” protocol (see Section 8.1.6 on page 8-13) in
Tarantella, you must use a version of Windows 2000 which supports RDP (Remote Desktop
Protocol). For instance, Windows 2000 Advanced Server supports RDP, whereas Windows
2000 Professional Edition does not.

8.5.3 Terminal Server 4.0 compatibility

During the installation of Windows 2000, the “Terminal Services Setup” screen prompts
whether you want:

e “Permissions compatible with Windows 2000 Users” or
e “Permissions compatible with Terminal Server 4.0 Users”

You must select the latter.
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8.5.4 Utilities for configuring Terminal Services

There are three utilities used for configuring Terminal Services under Windows 2000:

Terminal Services Client Creator Used for creating setup floppies used to install
the Microsoft Terminal Server Client (see
Section 8.6 on page 8-29).

Terminal Services Configuration Used to configure various settings for RDP
connections. This utility is described in the
follow sections.

Terminal Services Manager Used to control RDP sessions. This utility
enables the Windows administrator to send
messages to RDP users, disconnect RDP users,
reset RDP sessions, and perform other
administrative tasks.

8.5.5 Disabling interactive login

Windows 2000 forces interactive login by default. Even if the password used by Tarantella
for the authentication between the second- and third-tier servers is correct, Windows 2000
still prompts the user to enter a password. To turn off interactive login:

Step 1. Start = Programs = Administrative Tools = Terminal Services
Configuration .

Step 2. Double-clicliRDP-Tcp under the Gnnection column.

Step 3. Under theogon Settingstab, checkJse client-provided logon
information.

Step 4. Uncheclklways Prompt for Password
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8.5.6 Installation of Terminal Services

During the installation of Windows 200¢¥ou are given the opportunity to install Terminal
Services. It is this component that installs RDP. If you fail to install Terminal Services
during the installation of Windows 2000, you can install it after the installation:

Step 1. Log in ad&dministrator .

Step 2. Select Star Settings= Control Panel = Add/Remove Programs=
Add/Remove Windows Components

Step 3. ChecKerminal Services

Step 4. ClickNext.

Step 5. Choos@Application server modeon the “Terminal Services Setup” screen.
Step 6. ClickNext.

Step 7. ClickFinish.

8.5.7 Installation of Print Services for Unix

If you plan to use Tarantella’s follow-me printing feature from Wind2@80,you must
install “Print Services for Unix”:

Step 1. Log in ad&dministrator .

Step 2. Selecstart = Settings= Control Panel = Add/Remove Programs=
Add/Remove Windows Components

Step 3. HighlighOther Network File and Print Services
Step 4. ClickDetalls...

Step 5. Checlerint Services for Unix.

Step 6. ClickOK.

Step 7. ClickNext.

Step 8. ClickFinish.
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8.5.8 Creating user accounts

To create user accounts in Windows 2000:

Step 1. Log in ad&dministrator .

Step 2. Selecstart = Programs = Administrative Tools = Computer
Management

Step 3. Double-clickocal Users and Groups

Step 4. HighlightUsers

Step 5. SelecAction = New User...

Step 6. Provide the information requested.

Step 7. Unchecklser must change password at next logon

Step 8. Uncheclkccount is disabled

Step 9. ClickCreate.

8.5.9 Using the Windows 2000 “guest” account

Windows 2000 automatically creates a “guest” account. However the guest account is not
configured for use under RDP. To make the guest account available via RDP:

Step 1. Log in ad&dministrator .

Step 2. Selecstart = Programs = Administrative Tools = Terminal Services
Configuration .

Step 3. Double-clicliRDP-Tcp under the Gnnection column.

Step 4. Under thBermissionstab, clickAdd....

Step 5. HighlightGuest

Step 6. ClickAdd.

Step 7. ClickOK.
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8.5.10 Resetting connections

Windows 2000 has a feature much like Tarantella’s session resumablity feature. Under
Windows 2000, sessions can be “disconnected.” Tarantella caam@at to disconnected
sessions.

If you plan to have only Tarantella brokered connections to Windows 2000:

Step 1. Log in ad&\dministrator .

Step 2. Selecstart = Programs = Administrative Tools = Terminal Services
Configuration .

Step 3. Double-cliclRDP-Tcp under the Gnnection column.

Step 4. Under th8essiondab, check theecondchekbox labdéed Override user
settings

Step 5. Checlend Session

Step 6. ClickOK.

Making the changes detailed above will prevent Wind2@@0 from creamng disconnected
sessions.
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If you plan to have non-Tarantellarmections to Windows 2000 (eg. RDP client
connections fronmstsc.exeyou can allow Windows 2000 to d@tnect sesons, but it is
recommended that you specify a period of time after which to reset disconnected sessions:

Step 1. Log in ad&dministrator .

Step 2. Selecstart = Programs = Administrative Tools = Terminal Services
Configuration .

Step 3. Double-clicliRDP-Tcp under the Gnnection column.

Step 4. Under th8essiondab,check thérst checkbox labele®verride user
settings

Step 5. Select a value f&nd a disconnected sessidfeg. 1 Hour). This will allow

users a period of time to re-connect. More importantly, this will prevent
Tarantella users from creating sessions that will never reconnect.

Step 6. Under th8essiongab, uncheck theeconccheckbox labele@verride user
settings

Step 7. Checlend Session

Step 8. ClickOK.

8-28 Tarantella Enterprise Il Administration



Microsoft Terminal Server client

8.6 Microsoft Terminal Server client

The Microsoft Terminal Server Client (also knowmastsc.exeis the program that
Microsoft expects people to use to access systems runmapWs Terminal Server
Edition and Windows 2000. This utility isn’t required when using Tarantella’s
“Win2000/Terminal Server” protocol (see Section 8.1.6 on page 8-13).

While mstsc.exés not needednder Tarantella, it is ugd to seemstsc.exén action in
order to understand the advantages of Tarantella.

To installmstsc.exérom the Windows Terminal Server CD-ROM:
Step 1. Insert the Windows Terminal Server CD-ROM into your Windows client.

If an installation window pops up, close the windownbianstall Windows
Terminal Server on your Wdows client.

Step 2. Start © Run = Browse and browse to the CD-ROM to
\CLIENTS\TSCLIENTS\WIN32\I386\DISK1\SETUP.EXE

Step 3. Click thedpen button.

Step 4. Click theOK button.

Step 5. Accept all of the defaults.
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Alternatively, you can create setup floppigsier Windows 2000:

Step 1.

Step 2.
Step 3.
Step 4.
Step 5.

Step 6.

Step 7.

Step 8.

Step 9.

Step 10.
Step 11.
Step 12.
Step 13.
Step 14.
Step 15.
Step 16.
Step 17.
Step 18.
Step 19.

Step 20.

On a Windows 2000 server, seffetrt = Programs = Administrative
Tools = Terminal Services Client Creator

Select “Terminal Services for 32-bit x86 windows”.
Specify which floppy drive to use.

Indicate if you want the floppies formatted.

Click theOK button.

The floppy creator tool prompts for you to insert the fopgpyl. Gick the
OK button.

The floppy creator tool prompts for you to insert the second floppy. Click the
OK button.

Click theOK button when the tool reports that the floppies have been
successfully created.

Insert the floppies into the floppy drive on the Windows client.
Clickstart = Run...

Type “a:\setup.exe”.

Click th&Continue button.

Enter your name and organization.

Click thé®©K button.

Click thé©K button to confirm your information.

Click thé Agree button to accept the license agreement.
Click the “large button” to start the installation.

Click th&Continue button.

Insert the second floppy when prompted and clicdRkhbutton.

Click th®©K button.
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Now that you have installed the Microsoft Terminal Server Client using either of the
procedures outlined above, you can runthe Terminal Server Client:

Step 1. Start = Programs = Terminal Server Client = Terminal Server Client

Step 2. In the dialog box, enter the IP Address or machine name ofritlewéi
Terminal Server and Click ti@onnectbutton.

NOTE: Using the Microsoft Terminal Server Client there are only three resolutions
possible. In contrast, Tarantella is not limited to these three resolutions.

Exercise: Install Microsoft Terminal Server Client and Attach to the
Windows Terminal Server

Install the Microsoft Terminal Server Client and connect to a server runnjng
Windows Terminal Server Edition or Windows 2000 using various
resolutions.
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8.7

Lesson Summary

This lesson described how to installndbws Terminal Servemnd applications as well as

basic administration and client connectivity. What has just been completed is generally what
is done in a Microsoft-oriented corporate installation. All the clients would have Microsoft
Terminal Server Clients installed and the servers would be Windows NT Terminal Server
Edition. This methodology enhances the fat client paradigm since it requires specialized
software on each Windows client.
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8.8 Review questions

1. How many different windows protocols does Tarantella support (including None).

2. If you have lost the dppies necessary for installing Windows Terminal Server or
Windows 2000, how do you make new ones?

3. How many different resolutions does the standard Microsoft Terminal Server Client
have? Does Tarantella suffer from this same limitation?

4. When logging into Windows NT Terminal Server Edition for the first time, what is the
username to be used (assuming the machine is not a domain member)?
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8.9 Lab: Installing Windows 2000

In this lab, you will install Windows 2000 Advanced Server onto your application server.

8.9.1 Overview

Your tasks in this lab are twofold:

e Create the boot floppies required by the installation (see Section 8.3.2 on page 8-19)
or set up youmachine to boot from CD-ROM

e Install Windows 2000

The instructor will point you to where you can obtain the necessary software.

8.9.2 Procedure

In this lab we assume that you are booting from CD-ROM. If this is not the case, see Section
8.3.2 on page 8-19 for information on creating installation floppies.

In addition, this lab makes the following assumptions:
® Your system requires no SCSI or RAID drivers
® You are using the entire disk for Windows 2000

To install Windows 2000 Advanced Server, follow this procedure:

Step 1. Insert the Windows 2000 Advanced Server CD-ROM (and boot floppy #1 if
you are installing from floppy).

Step 2. Boot the machine

Step 3. The installation reports “Setup is inspecting your computer’s hardware
configuration...”.

Step 4. The installation prompts “Prégsif you need to install a third pary SCSI or
RAID driver...”. Do not presgs].

Step 5. The installation reports “Setup is loading files” multiple times.

Step 6. The installation reports “Setup is starting Windows 2000".
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Step 7.

Step 8.

Step 9.

Step 10.

Step 11.
Step 12.
Step 13.
Step 14.
Step 15.
Step 16.
Step 17.
Step 18.
Step 19.

Step 20.

Step 21.
Step 22.
Step 23.
Step 24.

Step 25.

The installation reports “Setup program has detected that you are about to
install Windows 2000”. Press=] to continue

The installation prompts “To set up Windows 2000 now, press ENTER.”.
Presgi] to continue.

The installation displays the Windows 2000 licensing agreemen[Pttess
accept the license agreement.

The installation displays the fdisk table. If necessary, delete existing partions
using thelp] key sequence.

The non-intuitivel] helps avoid problems should someone hold down the
key accidentally.

You are returned to the fdisk table. Tigpéo create a partition.

Enter size of partition in megabytes.

Type .

Typé&= to install.

Select “Format this padit using the NTFS file system”.

Typé = to continue

This installation reports “Setup is copying files...”.

The installation reports “Please wait while setup initializes Windows 2000”.
Typé&= restart the computer

The installation prompts “Please insert the Compact Disc labeled ‘Windows
2000 Server CD-ROM’into your CD-ROM drive (E:) and the click OK.”

The installation reports “Welcome to the Windows 2000 Setup Wizard”.
ClickNext.

The installation reports “Installing Devices”.

The installation displays the “Regional Settings” screen.

ClickiNext.
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Step 26.
Step 27.
Step 28.

Step 29.

Step 30.

Step 31.

Step 32.
Step 33.
Step 34.
Step 35.
Step 36.
Step 37.
Step 38.
Step 39.

Step 40.

Step 41.

Step 42.

Step 43.
Step 44.

Step 45.

The installation displays the “Personalize Your Software” screen.
Enter your name and organization.
Click\Next.

The installation displays the “Licensing Modes” screen. Choose “Per server”
with 25 connections

ClickNext.

The installation displays the “Computer Name and Administrator Password”
screen.

Provide the information requested and ®iekt.

The installation displays the “Windows 2000 Components” screen.

Check “Terminal Services”.

ClickNext.

The installation displays the “Date and Time Settings” screen.

ClickNext.

The installation displays the “Terminal Services Setup” screen.

Select “Application server mode” (not “Remote administration mode”).

ClickNext.
Note that this screen says, “Use Add/Remove Programs in Control Panel to
install programs for use in application server mode”. This is a requirement
imposed by Microsoft.

The installation displays the “Terminal Services Setup” screen.

Select “Permissions compatible with Terminal Server 4.0 Users” (not
“Permissions compatible with Windows 2000 Users”

Click\Next.
The installation reports “Installing Components”.

The installation reports “Performing Final Tasks”.
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Step 46. The installation reports “You have successfully completed Windows 2000
Setup.”

Step 47. The installation reporst “If there is a CD in your drive, remove it.”

Step 48. ClickFinish.

NOTE: Do not perform labs Section 8.11 on page 8-42 and Section 8.12 on page 8-

44 on Windows 2000 servers.
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8.10 Lab: Installing Windows Terminal Server Edition

In this lab, you will install Windows Terminal Server onto your application server.

8.10.1 Overview

Your tasks in this lab are two-fold:

e Create the boot floppies required by the installation (see Section 8.3.2 on page 8-19)
or set up youmachine to boot from CD-ROM

e Install Windows Terminal Server

The instructor will point you to where you can obtain the necessary software.

8.10.2 Procedure

In this lab we assume that you are booting from CD-ROM. If this is not the case, see Section
8.3.2 on page 8-19 for information on creating installation floppies.

To install Windows Terminal Server, follow this procedure:

Step 1. Insert the Windows Terminal Server CD-ROM (and boot floppy #1 if you
are installing from floppy).

Step 2. Boot the machine.

Step 3. If installing from floppies, follow the instructions for inserting the floppies.

Step 4. Typee=] “To setup Windows Terminal Server Now”.

Step 5. Type==] to accept the CD controller.

Step 6. Typés]to agree to the licensing agreement

Step 7. Typee=] to accept the default list of hardware and software.

When setting up a production server, attention to the proper mouse and video
card are necessary. For the class, the defaults should work.
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Step 8.

Step 9.

Step 10.

Step 11.

Step 12.

Step 13.

Step 14.

Step 15.

Step 16.

Step 17.

Step 18.

Step 19.

If there is a partition on the drive already (most likely the Unix partition) then
delete it via the key sequengg== [].

The non-intuitivel] helps avoid problems should someone hold down the
key accidentally.

Create a 2 Gigabyte partition by tygdiig .
Typé=] to install Windows Terminal Server on the partition.
SeledMITFS then typefer] .

The drive will now start formatting.

Once the formatting is complete the you will be asked for the installation
directory. Presg§«=] to accept the default oWMTSRY

Presgsc] to skip the secondary examination. This will save time in the
classroom. The secondary examination should be performed on production
servers.

The files will be copied from CD-ROM to the hard drive. This takes some
time.

After the copying is complete, eject the CD-ROM (and floppy) then press
to reboot the machine.

The system will boot by itself. It will convert the filesystem from FAT to
NTFS. It will reboot again by itself. The rest of the installation is done in
graphical mode.

Insert the CD-ROM when prompted and ¢l&k

The installation will display an overview page of the next three steps. Click
Next to start gathering the information.

Enter Blame and arOrganization and clickNext. This is just an
information field but can not be easily changed, so when installing in a
production environmenthoose wisely.

ChoosPER SEAT.

ChoosB (or thereabouts) for the quantity of clients. There is no immediate
checking for licenses and this quantity will work for this lesson. In a
production environment, the appropriate number of licenses need to be
purchased.
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Step 20.

Step 21.
Step 22.

Step 23.

Step 24.
Step 25.
Step 26.
Step 27.

Step 28.

Step 29.

Step 30.

Step 31.

Step 32.

Step 33.

Step 34.

Step 35.

Step 36.

You instructor will tell you what to name your machine. Enter this name in
the field labeledComputer Name

ClickNext to accept the Stand Alone Server

Useoot as the password.

ChoosKO to avoid creating an Emergency Recovery floppy. This floppy is
not needed here in the classroom, but in a production sy¢Esrshould be
chosen.

ClickNext to accept the default software.

ClickNext to install Internet Explorer.

The next step is thewerking. Click Next to start the installation.

ClickNext to have the computer on the network.

ClickNext to notinstall Internet Information Server (Microsoft's web
server).

ClickStart Searchto start the autodetection of the networking card.
If none are found then ask the instructor for assistance.
Accept the defaults for the card, protocols and services.

If you are prompted for the network card’s parameter, ask the instructor for
assistance.

ChoosHo to notuse DHCP.

Under the IP Address Tab, fill in the IP address, subnet mask and default
gateway. This information will be provided by the instructor.

Under the DNS Tab, fill in the Domain Name and DNS server IP address.
This information will be provided by the instructor.

ClickOK.

A dialog box will pop up saying that WINS is not configured. Gleskto
continue orwithoutsetting up WINS.

Accept the default services, start the network and &¢ocgq@roup as the
workgroup name. Then clidkinish
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Step 37. Choose the appropriate Time Zone, then Clicke
Step 38. Accept the defaults for the display adapter and settings.
The system will continue copying data.
Step 39. Eject the CD when the copying is complete.
Step 40. ClickRestart.
Let the system boot up automatically. The system will automatically install Internet

Explorer and then reboot again. It will then configure Internet Explorer which can take a
while. When it is complete, the login screen will appear and the system is ready to use.
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8.11 Lab: Installing Service Pack 5 for Windows Terminal Server

After installing Windows Terminal Servegumust install Service Pack 5.

NOTE: Perform this lab on Windows Terminal Server installations only. Do not
perform this lab on a Windows 2000 server.

8.11.1 Overview

Your task is to install the Service Pack ontandéws Terminal Server. This softwawdl
be provided byour instructor.
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8.11.2 Procedure

Step 1.

Step 2.

Step 3.

Step 4.
Step 5.
Step 6.
Step 7.
Step 8.

Step 9.

Step 10.
Step 11.

Step 12.

Log onto the Windows Terminal Server systerAdisinistrator with the
password used earlieno@t).

Uncheck the “Show Welcome Screen” and clidkse

The instructor will provide you with the CD-ROM with the latest Service
Pack. Insert this CD-ROM.

ChoosBtart => Settings= Control Panel = Add/Remove Programs

In the multi user NT environment, the installation of a prograrstbe done
viat theAdd/Remove Programsutility. Otherwise, the program will only be
installed for the Administrator. Furthermore, certain registry settings may not
be set properly.

Clickinstall.

ClickBrowse and browse to th&®\TSSP3older on the CD-ROM.

Choosertsi386and clickOpen.

Windows will insert the filename into the command line. Glek.

ClickNext to install the service pack for all users

Check theicensing Agreement

UncheckBackup Files This is simply to save time in the classroom.

ClicKnstall.

When the installation completes, ciestart.
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8.12 Lab: Installing Internet Explorer 5.0.1

Windows Terminal Server provides an out of date version of Internet Explorer. In this lab
you will upgrade Internet Explorer to 5.0.1 so that the web browser on the Windows
Terminal Server can be used as a client to Tarantella.

NOTE: Perform this lab on Windows Terminal Server installations only. Do not
perform this lab on a Windows 2000 server.

8.12.1 Overview

Your task is to install Internet Explorer 5.0.1 onto Windows Terminal Server. This software
will be provided by your instructor.

8.12.2 Procedure

Step 1. Log onto the Windows Terminal Server systerAdisinistrator .

Step 2. The instructor will provide you with the CD-ROM with the latest Internet
Explorer. Insert this CD-ROM.

Step 3. Chooss8tart = Settings= Control Panel = Add/Remove Programs

In the multi user NT environment, the installation of a prograrstbe done
via theAdd/Remove Programsutility. Otherwise, the program will only be
installed for theAdministrator . Furthermore, certain registry settings may
not be set properly unless you use Altiel/Remove Programsultility.

Step 4. Clickinstall.

Step 5. ClickBrowse and browse to theebdownloadolder on the CD-ROM.
Step 6. Choose5setupand clickOpen.

Step 7. Windows will insert the filename into the command line. ChHdese
Step 8. ChoosBlext to Install For All Users.

Step 9. ClickAcceptto accept the license agreement.

Step 10. Choosé@ypical software installation.

Step 11. When the copying completes, ckakish to restart the computer.
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8.13 Lab: Office97 Installation

In this lab, you will make Office97 available on the Windows Terminal Server.

8.13.1 Overview

Install Office97 on the Widows Terminal Server.fice 97 provides an application
compatibility script which you are required by Microsoft to run.

Your instructor will provide you with the necessary software.

8.13.2 Procedure

Step 1. Log onto the system Administrator .

Step 2. Insert the Office97 CD-ROM. The autorun script on the CD-ROM will
automatically launch an installation program.

Step 3. Close the windowithoutinstalling the application. Otherwise, only the
Administrator will have access to the programs.

Step 4. Choosstart = Settings= Control Panel = Add/Remove Programs
Windows should automatically find tlsetup.exgrogram on the CD-ROM.

Step 5. ClickNext to accepsetup.exe

Step 6. ClickNext to install for all users.

Step 7. ClickContinue.

Step 8. Enter &lameandOrganizationand clickOK to accept them.
Step 9. Accept the ProductID and default installation folder.
Step 10. ClicKTypical installation.

Step 11. ClickContinue to accept the defaults.

Step 12. When everything is copied, clikish.

Step 13. Reboot the system.
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Step 14.

Step 15.

Step 16.

Step 17.

Step 18.

Microsoft Office 97 provides an application compatibility script which you
are required to run. When the system reboots, log Adasnistrator and
selectStart = Run = Browse

Browse t6:\WTSRV\Application Compatibility Scripts\Instadind run the
Office97.cmdprogram.

This program is a simple script that fixes up issues that arise from the fact
that multiple users will be using the Office programs.

An edit box will pop up with a file that asks to be modified. Piit iafter
the Set RootDrive= The last line should read:

Set RootDrive=W
Seledile = Save
Seledtile = Exit.

The script will continue with the W: drive used bas the users’ drive.
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8.14 Lab: Creating an Application Object for Microsoft Excel

In this lab, you will create an application object to enable Tarantella users to access
Microsoft Excel.

8.14.1 Overview

Step 1. Log into Tarantella asot.
Step 2. Create a Windows application object for Excel:
e Right-click the children box.
e SelectNew Object= Windows Application.
e Set theObject NameandLabel attributes to “Excel”.

e Set theApplication Server attribute to the fully qualified domain name
of the Windows application server.

e Set thewindows Protocol attribute towWin2000/Terminal Server.

e Set theApplication attribute toC:\Program File$Microsoft
Officelexcel.exe

e CheckUse Windows Curso.

e Click theApply button. Be sure to wait till the button is grayed out.

Step 3. Deploy the “Excel” application object that you created.
Step 4. Refresh/reload the web browser.
Step 5. Excel should now appear on the launch pad. Launch Excel.
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8.15 Answers to Exercise and Review Questions

This section contains the answers to exercises, review questions, and labs presented in this
lesson.

Exercise answers

Please consult your instructor if you have questions about the exercises in this lesson.

Review Question Answers

This section contains the answers to the review questions on page 8-33.

1. There are six Windows protocols: None, SCO Merge, WinFrame/MetaFrame,
WinCenter/UIS, Local Windows Terminal Server and Win2000/Terminal Server

2. For Windows Terminal ServebD:\i386\winnt.exe /ox
For Windows2000D:\bootdisk\makeboot a:

3. Three. 640x480, 800x600, 1024x768. Tarantella can have any arbitrary resolution.

4. The name to use when first logging irAgministrator .
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Introduction

Lesson 9

The X Window System

Introduction

The X Window System plays an integral part in Tarantella’s connectivity to UNIX
applications. A basic understanding of how the X Window System (or “X” for short) works
greatly enhances an administrator’s ability to understand and create X application objects
using Control Center.

Objectives

By the end of this lesson, you will be able to:
e Describe some of the basic mechanisms that affect the functionality of an X application
e Have a working knowledge of how X applications are built

e Use several X utilities to modify X applications as well as change the way an X client
behaves
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AV 9-1
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Topics

In order to meet these objectives, this lesson discusses:

e History of the X Window System — Discusses the philosophy behind the development
of the X Window System

e X Applications — Discusses the basic mechanisms behind X applications

e X Application Building Blocks — Discusses the different components that are involved
in the development of an X application.
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9.1 X Window System

The X protocol was developed to fill the need to provide a graphical user interface primarily
for the UNIX operating system. X provides for the display and management of graphical
information.

The key difference between X and other GUI-based operating systems, such as Windows, is
in the structure of the X protocol. Whereas Windows displays graphical applications local to
the PC, the X protocol distributes the processing of applications by specifying a client-
server relationship at the application level.

9.1.1 History and philosophy of the X window system

The X Window System is a TCP/IP based graphics window system developed at MIT. It
was designed based on the following principles:

e Mechanism not policy
® Atoms
e Selections

e Properties

9.1.2 X application input

X applications accephputfrom the X server telling it that there is something that it needs
to act upon. Thigputis usually in the form of pressing a key on the keyboard or moving
the pointer (mouse). There are specific functions that are used to interpret kegpatsd

Keysyms These are actual keyboard symbols that map numeric
scancodes to keys on the keyboard. They pull their
information from thexKeysymDB

Modifiers These keys are used to modify the action of other keys. These
keys are often used to invoke commands of some sort, such as
window manager functions. Some common modifier keys
include theAlt, Ctrl, andShiftkeys. These keys are
recognized by X programs asapsto physical keys on the
keyboard.
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9.1.3 Window managers

The X Window System uses a special type of client application to control its windowing
environment. This client is called the window manager and can vary from client to client.
The window manager allows the user to move, resize, circulate, and iconify windows on the
display. In UnixWare, the CDE is the window manager being used.

9.1.4 Clipboard

Most X clients exchange information \paoperties The advantage of the selection

mechanism is that it allows data from one client to be converted to a different format so that
it can be used by another client. When text is selected, it is owned by the client from which
it has been copied. Once it is pasted into anatimelow, that newwindow becomes the

owner of the selection.

Selection Text copied into memory using the mouse pointer is saved
into a global buffer that is globally available to all other X
applications. This data is located on the client and not the
server.

Property An X window has associatgapertiesconsisting of a name,
a type, a data format, and some data. These are intended as a
general-purpose data storage and intercommunication
mechanism for clients. Each property name is associated with
a corresponding unique integer value known as an atom.

9-7



The X Window System

9.1.5 Fonts

A font is a style of text character. Many X clients allow you to specify the font used to
display text in the window, in nmeis, and labels, or in any other text fields. Fonts are
generally divided into families. These families can be changed according to fourteen
different criteria such as size, weight, name, point size, etc.

To understand fonts under X, you need to understand thevintiaoncepts:

Wildcards

Font Search Path

fonts.dirandfonts.alias

An asterisk (*) is used to represent any part of the font name
string. If the wildcarded font name matches more than one
font, the server will use thest one that matches. The names
are sorted in simple alphabetical order and as a result,
wildcarding the font weight would result in a font withad
weight rather than mediumweight.

Fonts are stored in three directories by default. They are
lusr/lib/X11/fonts/misc, /usr/lib/X11/fonts/75dpi, and
lusr/lib/X11/fonts/100dpOther directories can be added to
the font search path, or its order can be rearranged xsaghg
with thefp option.

Thefonts.dirfile is located in the same directory as the font
files. Thefonts.dirfiles acts as a database for the X server.
Thefonts.aliasfiles can be created in any directory in the font
search path. In this file you can associate fonts with
alternative names of your own choosing. When the X server
searches the directories in the default font search path, it uses
both thefonts.dirandfonts.aliasfiles to locate the fonts it

needs.
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9.2 Lesson Summary

This lesson described the basics of the X Window System. In this lesson, we took a high
level look at how the X Window System accepts input, uses the clipboard, the window
manager, how fonts are used, and the building blocks of X applications.
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9.3 Review questions

1. What is the basic philosophy behind the X Window System and what principles is it
based on?

2. How does the X client accept keyboard input from the X server?

3. How does the X Window System use the Clipboard?

4. What are the default files and directories that the X server uses to locate fonts?

5. What are the three building blocks of typical X applications and how are they related to
each other?
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9.4 Lab: Understanding the X Window System

In this lab, you will familiarizeyourselfwith various X utilities. You will learn how to use
these various X applications to create and modify a resource database. You will also learn
how to alter the function of your X client’'s keyboard modifiers and the differences between
the Tarantella X server and the standard UnixWare X server.

9.4.1 Overview

Your tasks in this lab are:

e Determine the differences between the Tarantella X server and the standard
UnixWare X server using the commaxapyinfo . Familiarize yourself with the
use of the commandet .

e Create aresource database so that whenever the X appheation is started, the
background of the “Save” button is red and its text is presented 1&ipgint bold
Lucida font Repeat the above while in a CDE session. When you exit CDE, it saves
any resources that are still loaded on the screen. Which database are they saved to?
You will find theeditres  andxfontsel = commands useful.

e Using thexmodmap application alter th&eysyms so that theshift key and the
capslock keys are switched. Once you have modified the keys, verify their
functionality by trying to produce the followingy(*&"%"
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9.4.2 Procedure

The sections following explain step by step how to carry out the tasks in this lab.

Part |

For this exercise, you will use MWM instead of CDE.

Step 1. On the UnixWare graphical login screen, ch@yg®ns = Sessions>
Failsafe Session

Step 2. Log in asoot.

Step 3. If an xterm is not started automatically, launch one by right clicking the
background of the screen and choosing “New Window”.

Step 4. In the xterm, execute tkdpyinfo command:

# xdpyinfo | more
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Step 5.

Step 6.

Log into Tarantella and open an xterm. Execute the same command from
within the Tarantella xterm.

# xdpyinfo | more

What differences do you noticetteen the xdpyinfo commands in Step 4.
and Step 5.?

In either xterm, executset by executing the following command:
# xset 2>&1 | more

The output will list some of the functionality that can be changed and
controlled using th&setcommand.
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Part Il

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Log into CDE a®ot.
From adtterm, open the applicatioxedit:
# xedit &
From thdtterm, execute the following command:
# editres &
Both applications should open up in sepavatelows.
Load theedit widget tree inteeditres.

e Bring theeditreswindow into focus by pointing your mouse and clicking
anywhere in theditres window.

e On theeditres menu, seled€ommands= Get Tree

e Your pointer will turn into a cross hair. Use it to click on xeslit
window. Theeditres window will display thexedit widget tree as
shown in AV 9-2 on page 9-14.

Display the Xt resources fadit usingeditres:

e Click on the box that says “Save” in thditres window. The box will
become highlighted in black

e SelectCommands= Show Resource Boxn theeditres menu.

Thext window will pop upcontaining all of the available resources for
the Save button
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Step 6. Change the color of tBavebutton to red.

Click on the word “background”. It should become highlighted.

In the box located to the right of “Enter ResourceValue:” type the word
“red.” AV 9-3 shows where to enter the value “red.”

Click on theSave and Applybutton directly below the text box.
A newfileDialog window will appear prompting you to enter the name
of a file in which to savgedit's resources. Save the resource to a file

called.dtprofile.

If you did this step correctly, th@ave button inxedit should have
turned red.

Step 7. Change the font weight and style usxfigntsel and editres

From thedtterm window, execute&fontsel using the following command:

# xfontsel &

A picture ofxfontsel is shown inAV 9-4.

Step 8. Select the font family by clicking on “fmly” and choosing “lucida”.
Step 9. Select the font weight by clicking on “wght” and choosing “bold”.
Step 10. Select the pixel size by click on “pxlsz” and choosing “18”.

The result shouldlok similarto AV9-5 on page 9-18.
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Click on theselect button which will store your font selection into
your X client’'s buffer.

Return to thext window (still being displayed froraditres and click
onfont in theNormal Resources window.

Click your mouse in th&nter Resource Value window. If you
click both mouse buttons at the same time, the font name should be
pasted into the window from your X client’s buffer. If the paste fails,

the “save and apply” button. The results should look simiar to AV 9-6:

If you did this step correctly, th@ave button inxedit should have
turned changed to Lucida bold regular 18 point.
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Part 3

In this portion of the lab, you will examine and then modify the default keyboard settings.

Step 1.

Step 2.

Step 3.

Observe the currétegysyms usingxmodmap. Execute:
# xmodmap
AV 9-7 shows the output of thenodmap command.

Using themodmap application, alter th&eysyms so that thehift  key
and thecapslock keys are switched.

e In a dtterm, create a file calledlab’.
# vi xlab

e In this file, type the followinggtmodmap script:

|

I Swap Caps_Lock and Shift_L
|

remove lock = Caps_Lock
remove shift = Shift_L

keysym Shift_L = Caps_Lock
keysym Caps_Lock = Shift_L
add lock = Caps_Lock

add shift = Shift_L

e Execute thexcmodmap script by using the following command:
# xmodmap xlab

You can verify that this command worked by trying to type the $ % * & keys.
You must now use th€apsLock key to get these keys to show up on your
screen. Notice that the left shift key functions as the Caps Lock key. The
right shift key does not behave as Caps Lock becausartbémap script
said nothing about remapping the right shift key.
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9.5 Answers to Exercise and Review Questions

This section contains the answers to exercises, review questions, and labs presented in this
lesson.

Exercise answers

Please consult your instructor if you have any questions about the exercises in this lesson.

Review Question Answers

This section contains the answers to the review questions on page 9-10.

1. The basic philosophy of the X Window System is “mechanism not policy” and it's built
on the principles of atoms, property and selection.

2. Keyboard inputs are interpreted using keyboard symbols and modifiers which access the
keysymd hese associations can be changed usingrtbemagmpplication.

3. Xclients exchange information usitsglections” which are saved into a global buffer
made available to all X applications. Once text has been selected, it kgeppehies
of the original client until it is pasted into a new application window where it will
assume the properties of the new client.

4. The default font search paths &usr/lib/X11/fonts/misc,
/usr/lib/X11/fonts/75dpi, and/usr/lib/fonts/100dpi. The
database filefonts.dir ~ , and the alias filefonts.alias are also used by the X
server to locate different fonts. Thats.dir file is located in the same directory as
the fonts themselves, and tHfents.alias file must be located in the font search
path.

5. Atypical X application would be built using the Motif Toolkit to create the “look and
feel”. The Motif Toolkit enforces a policy on top of the X Toolkit Intrinsics (Xt) which
is layered upon the X library or Xlib which provides policy subroutines to the X server.
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Introduction

Lesson 10

Customizing Tarantella

Introduction

Tarantella is highly customizable. Tarantella is built on common web programming interfaces like
HTML, so Tarantella is easy to customize to fit the style of your corporate web pages.

Objectives

By the end of this lesson, you will be able to:
e Create a new login theme

e Create a new webtop theme
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AV 10-1
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Topics

In order to meet these objectives, this lesson discusses:

e Web Programming Basics— Discusses the basic portions of web programming that you
must know to customize Tarantella. This discussion includes HTML, frames, cgi-bin,
and RGB colors.

e Themes — Discusses Tarantella’s login and webtop themes.

e Customizable Files— Shows which files are customizable in Tarantella and how to
modify these files.
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10.1 The Basics You Must Know

Because Tarantella is built upon common wehretogies, Tarantella is eaky web-

savvy developers to customize. Modifying the appearance of Tarantella to conform to the
appearance of your web site requires you to understand the basic web technologies that have
been around for several years.

10.1.1 HTML

Hypertext Markup Language (HTML) is a document format used on the web. HTML is
comprised of plain text in conjunction withgs(eg. <STRONG>) which enable web page
developers to control the format and layout of a web page, include graphics in a web page,
and to hyperlink to other web pages.

Tarantella uses HTML to construct the web pages for the webtop, the login screen, the help
screens, etc.

Tutorials on HTML abound on the web. For more information on HTML, visit any of the
following links:

e http://www.ncsa.uiuc.edu/General/Internet/ WWW/HTMLPrimer.html

e http://directory.netscape.com/Computers/Data Formats/Markungusae8TML

e http://gort.ucsd.edu/dt/html/htmlwatch.html

e http://werbach.com/barebones
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10.1.2 Frames

Frames enable web page developers to divide web pages into separate regions. These
regions are optionally scrollable and resizable. Frames can be nested:

<FRAMESET COL="50%,50%">
<FRAMESET ROW="50%,50%">
<FRAME SRC="http://tarantella.sco.com”>
<FRAME SRC="http://www.sco.com”>
</FRAMESET>
<FRAMSET ROW="33%,33%,33%">
<FRAME SRC="http://www.sco.com/ta">
<FRAME SRC="http://www.sco.com/downloads”>
<FRAME SRC="http://www.sco.com/skunkware”>
</FRAMESET>
</FRAMESET>

Tarantella uses frames to construct the webtop screen (see AV 10-6 on page 10-22).

For information on frames, see any of the URLs listed in Section 10.1.1, “HTML" .

10.1.3 Tables

In addition to enabling web page developers to create tables of information, tables can be
used to properly align multiple graphic images into what appears to be a single graphic.

Tarantella uses tables to construct the login screen (see on page 10-16).

For information on tables, see any of the URLSs listed in Section 10.1.1, “HTML" .
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10.1.4 cgi-bin

Hypertext links in HTML utilize cgi-bin to call external programs to perform a variety of
tasks. cgi-bin scripts typically generate HTML code which is passed to and displayed by the

web browser.

Tarantella uses cgi-bin scripts to perform a variety of tasks. These include, but are not
limited to, the following:

e Displaying the help screens
e Determining which printing protocol to use with the client web browser
e Installing the various Java archives required
e Displaying the webtop.
For more information on cgi-bin, visit the following URLS:

e http://hoohoo.ncsa.uiuc.edu/cgi/overview.html

e http://www.dataex.com/members/support/cqi.html
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10.1.5 RGB colors

One of the easiest ways to quickly change the appearance of Tarantella is to change the
colors it uses. The sample code includes references to colorslnthiles.

The colors used by Tarantella are set three different ways:
e The HTML <BODY> tag
e Apple parameters

e Graphics files

10.1.5.1 Setting colors via the HTML <BODY> tag

Much of the time, Tarantella sets the color scheme by setting the <BODY> tdgnnl a
file.

Consider the following code snippet frdapt/tarantella/webtops/en_US/standard/left.html

<body bgcolor="#0000FF" text="#000000" link="#FFFFO00" vlink="#CCCC00"
alink="#FFFFFF">

This code sets various color attributes for the launch pad. The colors are indicated in
hexadecimal RGB format. Seasoned web page developers will be intimately familiar with
setting colors in this manner.

10-9



Customizing Tarantella

10.1.5.2 Setting colors via applet parameters

Some modifications that you will make to Tarantella’s color scheme aren't set through the
HTML <BODY... > tag. In several instances (dgft.htm), Tarantella-specific
parameters are used to pass colors to the various Tarantella applets:

<param name="LabelColor" value="FFFFFF">

<param name="ObjectBackgroundColor" value="0000FF">
<param name="ObjectTopShadow" value="000080">
<param name="0ObjectBottomShadow" value="8080FF">
<param name="HostBackgroundColor" value="0000FF">

These parameters are documented in the Admin Guildvianced Customization
Applet parameters and methods Login applet=> Applet Parameters

10.1.5.3 Setting colors in graphic files

In some instances (eg. the graphics used on the login screen, the icons used on the print
status frame, etc.), the colors used by Tarantella aren’t set via <BODY> tags or applet
parameters at all. Rather, the colors are set in graphic files.

Where as colors set via <BODY> tags and applet parameters can be modified using a text
editor, the graphic files must be edited with a graphical editor.
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10.2 Themes

There are three types of Tarantella themes: login, webtop, and icon. Together these define a
basic (or not so basic) visual design for every aspect of a user's interaction with Tarantella.

Generally, a theme is a collection of files stored in a directory. The name of the directory is
the name of the theme (you use this name in Control Center when configuring which theme
to use).

Some sample themes are supplied with Tarantella. You can create your own. Themes
control the look and feel of Tarantella. We recommend that you don't modify any of the
themes supplied with Tarantella. Instead, make a copy of the theme and work on the copy.

NOTE: It is assumed that the Tarantella installation directdgptgtarantella
Throughout this lessorinst_dirrefers to the Tarantella installation
directory.
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10.2.1 Login themes

The login theme determines the appearance of the login screenon the Tarantella server.
Login themes:

e Are stored ininst_dir/login/en_US
e Are constructed with HTML, frames, and graphics files
e Use thdogin applet supplied with Tarantella

Tarantella comes with one login theme, skendard login theme. To modify the login
theme:

Step 1. Copy thstandard login theme directory to a different name in the same
directory.

Step 2. Make the desired modifications to the files in the new directory

Step 3. Select the new login theme in Control Center by selecting Server view and

change th&.ogin Theme attribute of the Access object to the name of the
newly created directory.

For more information on the login applet, Admin GuideseeAdvanced Customization
= Applet parameters and methods> Login applet.
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10.2.2 Webtop themes

Webtop themes control the overall layout of the users’ webtops. Webtop themes:
e Are stored ininst_dir/webtops/en_US

e Are constructed using HTML and graphics files.

e Are configured using Control Center by editingthe Webtop Theme attribute of an
organization object, an organizational unit object, or a person object.

Tarantella supplies four webtop themstsindard (the default) horizontal, noicon, and
maximum. To create your own webtop theme, copystandard webtop theme directory

to a different name in the same directory. Make the desired modifications to the files in the
new directory. Then select the new webtop theme in Control Center for any combination of
the organization object, organizational unit objects, or a person objects.
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Exercise: Changing Webtop Themes

Setting the organization’s webtop theme:

Step 1.

Step 2.

Step 3.

Setting a particular user’'s webtop theme:
Step 1.
Step 2.
Step 3.

Step 4.

Step 5.

Step 6.

In Control Center, change your organization’s webtop thefpe to
horizontal.

Log out of Tarantella and log back in as the administrator

Observe the difference in the appearance of the webtop tijeme

Select a user’s person object in Control Center
Change the webtop theme attribute for that persudon
Log out of Tarantella, log back in as the person you selected

Observe the difference in the appearance of this person’s
webtop theme

Log out as this person and log back into Tarantella as the
administrator

Observe that the administrator's webtop theme has not chinged
(ie. it still uses thénorizontal webtop theme).
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10.2.3 Icon themes

Icon themes determine the appearance of the webtop icons.
Icon themes:
e Are stored in théinst_dir/images/enUS/size wheresizeis the icon size.

e Are configured on a per webtop theme by setting the webtop tray applet’s
IconTheme parameter.

e You can create your own icon themes by copying
/inst_dir/images/en_US/size/standand modifying the copy

Tarantella comes with one icon theme,gtendard icon theme. To create your own icon
theme, copy thetandard icon theme directory to a different name in the same directory.
Make the desired modifications to the graphics files in the new directory. Then select the
new icon theme by setting the IconTheme parameter in your webtop theme’s
AdminTool.htméandleft.html
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AV 10-2

1 ™

The Tarantella Splash Screen

Tarantella’

Enterprise ||

- [The Santa Cruz Operation, Inc.
\ Tarantella’ SCOJ
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10.3 Configurable Tarantella Components

In the sections which follow, we will discuss how to modify the various configurable
screens displayed by Tarantella:

e The Spash Screen
e The Login Screen
e The Main Screen

e The Logout Screen

10.3.1 Splash screen

AV 10-2: shows the default splash screen for Tarantella. The splash screen is displayed
while Tarantella initializes the login sequence.

The splash screen is implemented for the default login by the file
/inst_dir/login/en_US/boot/splash.htmvhere inst_dir is the Tarantella installation
directory (usuallyopt/tarantellg.

The following graphics files are used in by the splash screen:

/inst_dir/webtops/art/eiilogo_big.gif This is the logo on the top of the splash screen.

/inst_dir/login/boot/working.gif This is the animated "working" gif on the
splash screen.

/inst_dir/login/webtops/ttalogo_small.gif The small tta logo in the lower right corner of
the splash screen.
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AV 10-3
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The Tarantella Login Screen
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10-18

Tarantella Enterprise Il Administration



Configurable Tarantella Components

10.3.2 Login screen

These files control the appearance of the various login screens:

/inst_dir/login/en_UShemdindex.html  This file controls the appearance of the login
screen.

finst_dir/login/en_USheméekiosk.html This file controls the appearance of the
anonymous login screen.

/inst_dir/login/en_USheméddistrib1.html This file controls the appearance of the login
screen for systems in Tarantella arrays.

/inst_dir/login/en_UShemeédistrib2.html Like distrib1l.htm] this file controls the
appearance of the login screen for systems in
Tarantella arrays. Wheredsstrib1.html
controls the login screen when the user types
in their user nameistrib2.htmlcontrols the
login screen when the user is prompted for
their password.

/inst_dir/login/en_UShemeddirect.ntml  This file controls the appearance of the login
screen for systems in Tarantella arrays.
Whereadlistribl.htmlanddistrib2.html
“distribute” users across Tarantella servers,
direct.ntmlenables users to log in directly the
the server of their choice.

The login screen (shown in slide AV 10-3:) is highly configurable. It can be configured by
editing the HTML code that determines its layout and the graphics it uses and by modifying
the parameters the HTML code passes to Tarantella’s login applet. Be sure to read lin
Admin Guide
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AV 10-4

1 ™
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Login Screen Graphics Files
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10.3.2.1 The login screen graphics files

top.gif

left.qif

main.gif

butup.gif

butdown.gif

This graphic file appears on the top of the login screen in the default login
screen.

This graphic file appears on the left side of the login screen in the default
login screen.

This graphic file appears to the right sidéeff htmlin the default login
screen. The graphic file shows up under the text boxes which query users for
their user name and password.

This graphic file appears in the lower right hand portion of the default login
screen. It is the button that users click on to log into Tarantella.

This graphic file appears in the same locatiobuasp.gif but is displayed
when the user clicks on the button.
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AV 10-6
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10.3.3 The Tarantella webtop

The Tarantella Webtop is comprised of the following components:
e The Main Frame
e The Launch Pad
e The Print Frame
e The Help/Logout Frame
The HTML code which defines the layout of the frames used by the webtop and their

contents iginst_dir/webtops/en_U®/emédindex.htm|wherethemes the name of the
webtop theme being used.

10.3.3.1 The main frame

The main frame can be used to display welcome messages, documents, web pages, and
applications.

The main frame is implemented in the default webtops by the file
/inst_dir/webtops/en_U8feméright.ntml wherethemes the name of the webtop theme
being used.

Aspects you may wish to modify:

e The color scheme used

e The graphics files displayed
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AV 10-7

f

N

The Tarantella “asad” Applet

<ttaapplet archive="asad"
HCALCWIDTH::" height="X%CALCHEIGHT::" »

<l—— Don't touch these parameters: ——:»
<param name="CObjectCount" walue="XXOBICOUNTXH"»
<param name="AsadPort" walue="XKZASADPORT®E"»

<|l—— Following parameters may be configured. but don't
<param name="CObjectWidth" wvalue="Xx0O0BJWIDTH 127&X">»
<param name="CObjectHeight" wvalue="X:ZO0BJHEIGHT 34&x":

<|l—— Following parameters may be configured.

<param name="CObjectGap" value="%=0BJGAP 10:xk"»
<param name="TopHargin" wvalue="x5TOPHARGIN 0&x"»
<param name="BottomMargin" wvalue="X:BOTTOMHARGIH 0X&k"»
<param name="LeftHargin" value="4%5LEFTHARGIN S5&"»
<param name="RightHargin" wvalue="X:XRIGHTMARGIN 0iX"»
<param name="IconTolabelGap" walue="8":

<param name="BorderWidth" walue="1":>

<param name="IconThemne" walue="standard":
<param name="TargetFramne" walue="Di=playFrame":>
<param name="ShowlLabel" walue="true":

<param name="Showlcon" walue="true":

= -
- [The Santa Cruz Operation, Inc.
Tarantella

nane="Tarantella Webtop" code="SmartIconHost" width="X

or onitted:
<param name="LayoutStyle" walue="XXLAYOUTSTYLE verticaliix":»

\

delete them: —>

——>
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One of the quickest and easiest ways to make Tarantella appear to be an integral part of your
corporate network is to point the main frame at the company’s home page instead of
right.ntml. In the file/inst_dir/webtops/en_U&/kemédindex.htm] change the line which

reads:

<frame src="right.html" name="DisplayFrame" scrolling="auto">

to read:

<frame src="  http://www.  your company here .com” name="DisplayFrame”
scrolling="auto">

10.3.3.2 Launch pad frame

Use the launch pad to execute the various applications that appear on the user’s webtop. The
Tarantella administrator controls which applications are available to which user. These
applications can be Unix applications (character or GUI), Windows applications, or 3270
applications. To launch an application, the user simply single clicks on the icon.

The launch pad frame is implemented in the default webtops by the file
/inst_dir/webtops/en_U8feméleft.ntml wherethemeis the name of the webtop theme
being used.

Aspects you may wish to modify:

e The color scheme used

e Theicons used
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Unlike the main frame, the launch pad frame consists of more than simple HTML code. The

launch pad frame invokes the Tarantaléadapplet. This applet is highly configurable.
Modifying the followingasadapplet parameters can produce a dramatic effect on the
appearance of the launch pad:

Table 9: asad Applet Parameters

Labels Colors Icons
ShowLabel LabelColor Showlcon
AttachLabelTo ObjectBackgroundColor
LabelFontFamily ObjectTopShadow
LabelFontSize ObjectBottomShadow
LabelFontStyle HostBackground Color
LabelColor

These parameters are extensively documented in the online documentafdmiin
Guide, seeAdvanced Customization= Applet parameters and methods> Webtop
tray applet = Applet parameters

Exercise: Modifying asad Applet Parameters

A bit of experiementation with these parameters can be highly enlightenig.

Step 1. Modify one or two of these parameters at a tinedftihtml.
Step 2. Click on your browser's refresh/refresh button.

Step 3. Examine the results.

Step 4.

Repeat steps 1 through 3 changing new parameters eacf]time.
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10.3.3.3 Print status frame

The print status frame informs the user which printer Tarantella is configured to use and the
status of print jobs. Furthermore, the print status frame allows users to pause or cancel print
jobs.
The print status frame is implemented in the default webtops by the file
/inst_dir/webtops/en_U8feméprint.html wherethemes the name of the webtop theme
being used.
Aspects yowcan modify include:

e The color scheme used

e The graphics files used
Like the launch pad, the print status frame uses the asad applet.
The parameters used by the print status frame are documented in the online documentation.

In the Admin Guide, see Advanced Customizatiopplet parameters and methaels
Print applet= Applet parameters.
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10.3.3.4 Help/Logout frame

This frame serves a dual role. The question mark icon takes the user to the extensive online
documentation for Tarantella. Theicon allows the user to log out of Tarantella.

The Help/Logout frame is implemented in the default webtops by these files:
e /inst_dir/webtops/en_U&leméoptframe.html,
e /inst_dir/webtops/en_U&leméconfirmlogout.html, and
e /inst_dir/webtops/en_U&lemeédologout.htm|

wherethemeis the name of the webtop theme being used.
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Aspects you may wish to modify:
e The color scheme used

e The graphics files used
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AV 10-8
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10.3.3.5 Logout confirmation frame

This frame, implemented biynst_dir/webtops/en_Uemeéconfirmlogout.htmlis used to
confirm the user’s logout request.

Aspects yowcan modify include:
e The color scheme used
e Theyesbutton pptbar_yes.gjf

e Theno button pptbar_no.gif

10.3.4 Logging out screen

This is the first of two screens displayed when the user logs out. This screen is implemented
by /inst_dir'webtops/en_U8iemédologout.htmland announces that Tarantella is logging

out the user.

Aspects yowcan modify include:

e The color scheme used

e The graphics files used

10.3.5 Logged out screen

This is the second of two screens displayed when the user logs out. This screen is
implemented byinst_dir/webtops/en_U8feméwt_shutdown.htmdnd announces that
Tarantella has logged out the user.

Aspects yowcan modify include:

e The color scheme used

e The graphics files used
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10.4 The Tarantella Solution Zone

The Tarantella Solution Zone contains extensive information on how to customize
Tarantella Enterprise Il. You can enter the Tarantella Solution Zone via your web browser at
the following URL:

http://tarantella.sco.com/tsz
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10.5 Lesson Summary

This lesson described the basic Web technologies used to configure the appearance of
Tarantella. These included HTML, frames, cgi-bin scripts, and RGB colors. Also discussed
were the varioushtml files that control the layout and appearance of Tarantella’s login
screen, webtop, anddout screens.
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10.6 Review questions

1. What are the basic web technologies that are used to configure the appearance of
Tarantella?

2. Tarantella uses “themes” to make customization easier. What types of themes does
Tarantella provide?

3. What are the four webtop themes that Tarantella provides?

4. What are the names of the files that implemensthedard login theme’s graphics?

5. In which directory are webtop themes stored?

6. What utility do you use to change webtop themes?

7. How do you change the icon theme?

8. What is the purpose of the filbstup.gifandbutdown.gi?
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9. What is the purpose of the filast_dir/webtops/en_U&emdleft.ntmP?

10. What ar@bjectTopShadow andObjectBottomShadow and what do they do?

11. What is the fildinst_dir/webtops/en_Uleméwt_shutdown.htrl
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10.7 Lab: Modifying the Login Theme

In this lab, you will customize Tarantella with a new login theme suitable for our
hypothetical company, “Example Company, Inc.”

10.7.1 Overview

Create your own login theme by copying #tendard login theme. Call the new login
themeexca Do the same for the webtop theme.

The instructor will provide you with a file callexkcologin.ta. This file contains the new
graphics to be used by Example Company’s Tarantella login screen. Extract the contents of
this file and place them in the appropriate directory on your Tarantella server.

Replace the standard login theme’s graphics files with those provided in the tar archive.
Change the server’s login theme for the entire organization and test your modifications.

Note: If you really want to understand where each file appears on the login screen, replace
these files one at a time and fogaaur browser to relad the login screen. Notice as
each new graphic appears where it is positioned.
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10.7.2 Procedure

To create a new login theme:

Step 1.

Step 2.

Step 3.
Step 4.
Step 5.

Step 6.

Step 7.

Step 8.

Step 9.

Change directories to the Tarantella login theme directory:
#cd /inst_dirlogin/en_US

where/inst_diris the Tarantella installation directory (usually
/opt/tarantellg.

Copy thetandard login theme directory:
# copy -rom standard exco

The directory that you just createxkcq is a duplicate of thetandard login
theme.

Log into Tarantella as the administrator and run the Control Center.
In Control Center, pull down the Hierarchy view list menu and seleet.
ClickAppl .

Change thengin Theme attribute to “exco”. Recall that this is the name of
the login theme you created in Step 2.

ClickAppl . Make sure that th&pply button goes from solid black to
greyed out before proceeding. The greying of this button is a visual
indication that the change has been applied.

Log out of Tarantella.
Return to the login screen. While we have changed the login theroato

excois still identical to thestandard login theme. Consequently the login
screen should still look exactly as it has previously. Do not login in yet.

10-37



Customizing Tarantella

AV 10-10
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Step 10.

Step 11.

Step 12.

Step 13.

Step 14.

The instructor will provide you with a file calkxtologin.ta. This file
contain the new graphics to be used by Example Company’s Tarantella login
screen.

Extract the graphics files in this tar archive:

# mv excologin.tar /opt/tarantella

# cd /opt/tarantella

# tar xvf excologin.tar

Note: The first two commands assume that the Tarantella installation
directory is/opt/tarantella If Tarantella is installed in another directory,
modify the first two commands accordingly.

Refresh/reload your web browser.

The login screen will change partially. While the top portion and the left
portion of the login screen will have changed, the right hand side will not.

This is because the files for the top and the left portions of the login screen
are loaded in as images in the HTML code. On the other hand, the right
portion of the login screen is drawn by TarantelEsadapplet.

To get the entire login screen redrawn, restart your browser.

Return to the Tarantella login screen. At this point, the screen should appear
like the login screen shown in slide AV 10-10 on page 10-38.

Return to the Tarantella login screen. At this point, the screen should appear
like the login screen shown in slide AV 10-10 on page 10-40.
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10.8 Lab: Modifying the Webtop Theme

In this lab, you will customize Tarantella with a new webtop theme suitable for our
hypothetical company, “Example Company, Inc.”

10.8.1 Overview

In Section 10.7 you created your own login theme by copyingtémelard login theme
and modifying the new copy. Do the same for the webtop them and call the new webtop
themeexca

Change all backgrounds used on the various components of the new webtop to use blue
(RGB: 0000FF) and the text to use white (RGB: FFFFFF). Change the server's webtop
theme for the entire organization and test your modifications.

When you place the cursor on an icon in the standard webtop’s launch pad, Tarantella draws
shadows around it in such a way that the icon appears to have popped up. Change the
shadows so that the icon appears to have been pushed down. The colors you should use are
RGB: 000080 and RGB: 8080FF.
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10.8.2 Procedure

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.
Step 6.

Step 7.

Step 8.

Change directories to the Tarantella webtop theme directory:
# cd /inst_dir/webtops/en_US

where/inst_diris the Tarantella installation directory (usually
/opt/tarantellg.

Copy thetandard login theme directory :
# copy -rom standard exco

The directory that you just createxkcq is a duplicate of thetandard login
theme.

Log into Tarantella as the administrator and run the Control Center.

In Control Center, pull down the Hierarchy view list menu and select
organization.

Right click th©rganization icon.
Choosattributes .

Change th&/ebtop Themeattribute to “exco”. Recall that this is the name
of the login theme you created in Step 2. Be aware that “exco” will not
appear in the pull down list. This is normal. Instead of using the pull down
menu, type “exco” in th@Vebtop Themeattribute box.

ClickApply Make sure that th&pply button goes from solid black to
greyed out before proceeding. The greying of this button is a visual
indication that the change has been applied.
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Step 9.

Step 10.

Step 11.

Step 12.

Step 13.

Step 14.

One of the quickest and easiest ways to make Tarantella appear to be an
integral part of your corporate network is to point the webtop’s main frame at
your company’s home page insteadight.html. In the file
/inst_dir/webtops/en_U8xcdindex.htm| change the line which reads:

<frame src="right.html" name="DisplayFrame"
scrolling="auto">

to read:

<frame src="http://www.sco.com” name="DisplayFrame”
scrolling="auto">

You can change “www.sco.com” to your own company’s web page if you
desire.

Change directories to theodirectory. In this directory, yowill find a file
calledoptframe.htmlThis file contains the HTML code responsible for
drawing the Help/Logout frame. In this file you will find a line which reads:

</head><body bgcolor="#660099" text="#FFFFFF"
link="#FFFF00" vlink="#CCCCO00" alink="#FFFFFF">

Change the background color to blue by changing the valogoofor to
“#0000FF".

Refresh your web browser and notice the differnence in the appearance of the
webtop. The Help/Logout frame should now be blue.

Click on the “X” icon to logout. Notice that the frame returns to the
standard webtop’s purple. This is because clicking on the “X” icon causes
the Help/Logout frame to be reloaded with the HTML code in
/inst_dir/webtops/en_US/exco/confirmlogout.html

Change the background color to “#0000FEbmfirmlogout.html

Refresh/reload your web browser.
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Step 15.

Step 16.

Step 17.

Step 18.

Step 19.

Step 20.

Step 21.

Refreshing your web browser may cancel the logout. Simply click on the
“X” icon again. Notice that the background is now blue.

The icons which appear in the Help/Logout frame are stored in the directory
/inst_dir/webtops/en_US/_arthe file names for the four icons are:

e optbar_help.gif

e optbar_logout.gif

e optbar_yes.qgif

e optbar_no.gif

The Tarantella logo in the Help/Logout is located in another directory. It is
located in the directorginst_dir/webtops/artThe name of the graphics file
itself isoptbar_ttalogo.gif

The fildinst_dir/webtops/en_US/exco/print.htodntains the HTML code
responsible for drawing the printer status frame. Change the background

color to blue by changing the valuehgfcolor to “#0000FF".

Refresh your web browser. Notice that only a portion of the background
color changed as the result of the modification in Step 17.

Inprint.html you will find another line which reads:
<param name="HostBackgroundColor" value="#9966cc">
Change the value to “#0000FF".

Refresh/reload your web browser. NoticeHlostBackgroundColor
affected the background color appearing between the icons.

The remaining portions of this frame which are still $hendard webtop’s

purple are not part of the background. Rather, the purple is part of the icon’s
graphic file itself. To modify this, you must modify the icons’ graphics files
themselves, not the background.

The graphics files associated with these icons are stored in
/inst_dir/webtop/en_US/_art

The fildeft.htmlcontains the HTML code responsible forwlnag the
launch pad. Change the background color to blue by changing the value of
bgcolor to “#0000FF”.
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Step 22.

Step 23.

Step 24.

Step 25.

Step 26.

Step 27.

Step 28.

Step 29.

Step 30.

Step 31.

Step 32.

Refresh/reload your web browser. Notice that only a portion of the
background color changed as the result of the modification in Step 21.

Ineft.htm| there is a line which reads:
<param name="ObjectBackgroundColor" value="660099">

This line passes a paramet@hjectBackgroundColor, to Tarantella’s asad
applet. Change the value of this parameter to “#0000FF".

Refresh/reload your web browser. Notice which portion of the launch pad
changes color to blue.

Now changdostBackgroundColor to “#0000FF” inleft.html

Refresh/reload your web browser. Notice which portion of the launch pad
changes color to blue.

The launch pad should now conform to bypotheical company’s blue
color scheme.

Change the labels on the launch bar from yellow to white by changing the
parametet.abelColor to “#FFFFFF”.

Refresh/reload your web browser. The labels should now be white.

Position the cursor on top of one of the launch pad’s icons. Notice that the
shading makes the icon appear to pop up.

Now you will change the appearance of the icon shading to make the icon
appear to be pushed in.

Create a dark shadow on the top by chan@hbgectTopShadowin left.html
to “#000080".

Next create a light shadow on the bottom by changing
ObjectBottomShadowin left.htmlto “#8080FF”.

Refresh/reload your web browser.

Position the cursor on an icon in the launch pad. The icon should now appear
pressed inward.

Students who finish this section early are encouraged to experiment with other Tarantella
customizations. Be sure to visit the Tarantella Solution Zone at http://tarantella.sco.com/tsz
for other customization information.
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10.9 Answers to Exercise and Review Questions

This section contains the answers to exercises, review questions, and labs presented in this
lesson.

Exercise answers

“Changing Webtop Themes,” on page 10-14

Please consult your instructor if you have any questions about this exercise.

Review Question Answers

This section contains the answers to the review questions on page 10-34.

1. The basic web technologies used to configure the appearance of Tarantella are HTML,
frames, cgi-bin, and RGB colors.

2. Tarantella provides login, webtop, and icon themes.

3. The four webtop themes provided by Tarantellastaedard, horizontal, maximum,
andnoicon.

4. Assuming thayou arenot logging in anonymously and not logging into a Tarantella
array, the files that implement the standard login theme’s graphitspagé, left.qgif,
main.gif, butup.gif andbutdown.gif

5. Webtop themes are stored/imst_dir/webtops/en_US/themeherethemeis the name
of the webtop theme.

6. Webtop themes are changed by using the Control Center.

7. You change icon themes by editifmgst_dir/webtops/en_US/standard/AdminTools.html
and/inst_dir/webtops/en_US/standard/left.htinl these files you must change the
IconTheme parameter.

8. These files are the graphic files for the “ok” button on the login screen.

9. left.htmlis the file that contains the HTML code and applet parameter definitions that
control the appearance of the launch pad.
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10. ObjectTopShadowandObjectBottomShadoware parameters to Tarantella’'s asad
applet. They are used to set the color of the shadows on the top and bottom of the launch
pad icons when the cursor is on top of an icon.

11. /inst_dir/webtops/en_U8/eméwt_shutdown.htmk the file which controls the second
of the two logout screens. Specifically, this file controls the logged out screen
(dologout.htmkontrols the logging out screen).
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Lesson 11

The Tarantella 3270 Connectivity Pack

Introduction

The Tarantella 3270 Connectivity Pack provides access to 3270 applications through
Tarantella. This lesson describes how it is installed, configured, and accessed.

Objectives

By the end of this lesson, you will be able to:
e |Install the Tarantella 3270 Connectivity Pack

e Configure 3270 X applications and 3270 character applications
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AV 11-1
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Topics

In order to meet these objectives, this lesson discusses:

e |Installation — Discusses how to installthe Tarantella 32Gn€ctivity Pack from CD-
ROM or via the web.

e Configuring 3270 Applications — Discusses how to configure8&i#) X appkations
and 3270 character applications.
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11.1 Installing the Tarantella 3270 Connectivity Pack

The Tarantella 3270 Connectivity Pack provides access to 3270 applications through
Tarantella.

To install the Tarantelld3270 nnectivity Pack on a Tarantella server, the administrator
should first install the Tarantella base software.

The Tarantella 3270 Connectivity Pack software itself installs exclusively on the second-
tier.

11.1.1 Tarantella 3270 Connectivity Pack requirements

The Tarantella server software runs on the following platforms:
e UnixWare
e Solaris
e OpenServer
e AIX

e HP-UX
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11.1.2 Distribution media

The Tarantella server software is distributed two ways:

Via the web The Tarantella base product (along with the Windows
Connectivity Pack, the Tarantella Security Pack, etc.) can be
downloaded from http://tarantella.sco.coiveb-distribution
is the primary method of distribution.

On CD-ROM In special instances, SCO distributes the software on CD-
ROM. This is not the primary method of distribution.

Table 10: Hints for Using CD-ROMs on SCO Platforms

SCO OpenServer 5 mount -f HS -o ro,lower /dev/cdO /mnt

SCO UnixWare 7 | /usr/sbin/mount -rF cdfs /dev/cdrom/cdroml1 /mnt
SCO UnixWare 2.1

11.1.3 Installation procedure

To install the Tarantelld270 nnectivity Pack, follow this procedure:
Step 1. Log in as root.

Step 2. Mount the CD-ROM.
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Step 3. Run the following command:
shcleo_file.shx

wherecleo_file.shxs one of the following file names:

Table 11: Tarantella 3270 Connectivity Pack SHX File Names

Platform SHX File name
SCO UnixWare® 7+ i3un0700.shx
SCO UnixWare 2.1.2+ 13un0212.shx
SCO OpenServer Release 5.0.2+ i3sc0325.shx
HP-UX 10.20+ pahp1020.shx
IBM AIX 4.2+ rsai0402.shx
SPARC Solaris 2.5.1+ Sps00505.shx
Step 4. Follow the on-screen prompts.

There is no need to restart Tarantella after the installation. It has already been started by the
installation. Similarly, you needn’t do anything to make the Tarantella 3270 Connectivity
Pack restart upon reboot. The installation sets it up to automatically start upon reboot.
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Exercise: Installing the Tarantella 3270 Connectivity Pack

Install the Tarantella 3270 Connectivity Pack on your Tarantella server.
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11.2 Using the Tarantella 3270 Connectivity Pack

Configuring 3270 applications, whether X- or character-based, is much like installing any
other application underTarantella. Simply right click on the baxkgt ofthechildren box

in Control Center, selettew Object= 3270 X Application or New Object= 3270
Character Application.

SlideAV 11-2 on page 11-10 shows Control Center after the installation of the Tarantella
3270 Connectivity Pack. Notice that the installation automatically created two 3270
application objects3270X-LOC and3270char-LOC. These 3270 application objects are
pre-configured to run a 3270 application at the Library of Congress. Use these 3270
application objects as examples when creating your own 3270 application objects.

Exercise: Launching a 3270 Application

In Control Center, deploy the 3270X-LOC application objectto a Tarantefla

user. Log in as that user and launch 3270X-LOC.
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11.3 Lesson Summary

This lesson described how to install and use the Tarantella 3270 Connectivity Pack.
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Introduction

Appendix A

Basic Networking and Tarantella

Introduction

The vast majority of problems that Tarantella administrators face are related to networking,
not Tarantella. This lesson prepares you with the networking related information needed for
Tarantella administration.

This lesson discusses interfaces, IP addresses, IP packets, IP properties, IP protocols, port

numbers, TCP packets, routing, subnetting, subnet classes, DNS, and various network
protocols.

Objectives

By the end of this lesson, you will be able to:

e Discuss the basic networking concepts that a Tarantella Administrator needs to know
e Interrogate web servers using the telnet command

e Analyze network traffic using a network sniffer

e Examine TCP segments, IP datagrams, and Ethernet frames
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Topics

In order to meet these objectives, this lesson discusses:

e Networking Basics — Discussestwerking concepts including media types, interfaces,
IP addresses, IP address classes, IP address types, IP datagrams, TCP, UDP, sequence
numbers, acknowledgement numbers, encapsulation, port numbers, routing, subnetting,
subnet masks, DNS, and various network protocols.

e Networking Utilities — Discusses utilities such@ag, arp, ifconfig, netstat,
traceroute, nslookup, ipconfig, andwinipcfg.

e Debugging Methodologies — Discusses how to use tools such as telnet and network
sniffers to troubleshoot network problems.
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Network Review

A.1 Network Review

This section briefly discusses interfaces, IP addresses, IP packets, IP properties, IP
protocols, port numbers, TCP packets, routing, subnetting, subnet classes, DNS, and various
network protocols. This section is not intended as a exhaustive lesson on networking.
Rather, this section is intended as a review of the network-related concepts that are relevant
to Tarantella administrators.

Your instructor will provide you with a file calleuet.hlpthat installs on Windows and
provides a high-level overview of networking.

The net.hlp file is installed by the setup program on the courseware CD-ROM into the ftp
server apub/labs/lab08/net.hlp

For an in depth discussion on the networking concepts and more, read thenfpbooks:

Stevens, W. Richard,CP/IP lllustrated, Volume 1, Thé°rotocols Addison Wesley,
Reading, Massachusetts, Copyrig94, SBN 201-63346-9

Albitz, Paul & Liu, Cricket,DNS and Bind O'Reilly & Associates, Cambridge,
Massachusetts, Copyright 1998, ISBN 1-56592-512-2

Comer, Douglas & Droms, Ralp@omputer Networks and Internet$rentice Hall,
New York, New York, Copyright 1998, ISBN 0-13083-617-6
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A.1.1 Media types

There are a multitude of media types. Some of the more common include:
o Ethernet
o0 Token Ring
o FDDI

O Serial / PPP
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A.1.2 Interfaces

Technically, it is inaccurate to say that a network consists of a numtmmptitersThis is
obvious when you consider the fact that on any given network you could find any
combination of computers, printers, routers, terminal servers, etc.

It would be more accurate to speak of a network consisting of a nuntoestsdr nodes
But even these terms don't give the whole picture. In networking, we spéskrédces
rather than using the preceding terms.

Whether a device on the network is a computer, a printer, a router, a terminal server, a host,
or a node, the device could have more than one connection to the network. For example, a
computer could have more than one NIC installed. Each would have to be assigned a unique
address. Each of these is calledraerface

Each media type (see Section A.1.1 on page A-8) has its own address scheme. For instance,
Ethernet uses a six byte MAC address (eg. 00:00:1A:3B:5C:7D).

These addresses are proprietary to the media type.
The IP protocol was created to address issues such as the following:

Differing Network Types  An internet is a collection of networks. These networks may
not use the same network types. For example, one of the
networks may use Ethernet while another uses Token Ring.
The IP protocol was designed to allow different types of
networks to communicate with each other.

Hardware Addresses Suppose you have a computer whose NIC's Ethernet MAC
address is 12:34:56:78:9A:BC. Suppose you swap out the
NIC. Since each Ethernet card has its own unique Ethernet
address, the new NIC would necessarily have a new Ethernet
address. After swapping out the NIC, other hosts on the
network would no longer be able to communicate with the
computer.

The IP protocol uses IP addresses, ARP, and RARP to resolve issues such as the preceding.
IPv4 IP addresses are four bytes and are commonly written in “dotted decimal notation”.

For example: 10.25.230.82. In some circumstances, IP addresses are shown in hexadecimal.
The preceding example would be 0A19E652 in hexadecimal.
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A.1.2.1 IP address classes

IPv4 addresses are divided into:

Table 1: IPv4 Address Classes

Class Range

0.0.0.0 to 127.255.255.255

128.0.0.0 to 191.255.255.255
192.0.0.0 to 223.255.255.255
224.0.0.0 to 239.255.255.255
240.0.0.0 to 247.255.255.255

m O O @

A.1.2.2 IP address types

There are different types of IP addresses:
o Unicast
O Broadcast

0 Multicast

A.1.3 IP datagrams

The IP protocol works in units called IP datagrams. Information included in IP datagrams
includes:

Source IP address The IP address of the sender.
Destination IP addresses The IP address of the receiver.
Time To Live (TTL) Sets an upper length on the number of hops this datagram can

make. Each router is supposed to decrement this value by one
before passing on the datagram.

Checksum Used to detect data corruption.
Version Identifies which version of IP is being used (eg. IPv4 versus
IPV6).
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Type of Service (TOS) Enables applications to request the type of service they wish

to receive. The five possible types of services are normal,
minimize delay, maximize throughput, maximize reliability,
and minimize monetary cost.

A.1.4 IP properties

The IP protocol was designed with the following characteristics:

o

o

Each packet is separate from all others
Contents of packets could be corrupted
Packets could be lost when transmitted
Packets could be delivered more than once

Packets can take differing aomts of time during delivery

A.1.5 IP protocols

The IP portion of TCP/IP consists of multiple protocols:

TCP

UDP

“Transmission Control Protocol”

e Connection oriented

e Ensures reliable receipt of data

e Automatically requests retransmission of missing pieces

e Automatically assembles data in order using sequence numbers
e Examples: http, smtp

“User Datagram Protocol”

e Connectionless

e Low overhead

e Does not retransmit

e Does not order data in sequence
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e Examples: RealAudiy DNS

A.1.6 Port numbers

Port numbers are 16-bit numbers used to identify TCP and UDP programs. Both the TCP
and the UDP protocols store the source and destination port numbers in their respective

headers.

The port numbers are divided into three ranges:

Table 2: Port Types and Ranges

Type Range
Well Known 0-1023
Registered 1024-49151
Dynamic and/or Private | 49152-65535

Port numbers are listed Iatc/servicesAdditionally, consult http:/mww.iana.orand
http://www.isi.edu/in-notes/iana/assignments/port-numbmreffice port number listings.
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A.1.7 Sequence numbers & acknowledgement numbers

Each TCP header includesequence numheThis number indicates which byte the first
byte in the packet represents in the entire stream of data being sent from the source to the

destination.

Theacknowledgement numbierthe TCP header is used to acknowledge the receipt of data.
It is the number of the next expected byte of data.
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A.1.8 Encapsulation

When a TCP application sends data, the data is sent down the protocol stack (see AV A-3 on
page A-16). As the packet travels down the protocol stack, each layer prepends a header
(and possibly a trailer) to the data that it receives.

On the receiving machine, the packet travels up the protocol stack with each layer stripping

off its header (and possibly its trailer). Consequently the data received by the destination is
the same as what was sent.

The headers typically contain source and destination addresses plus additional information
needed by the relevant layer of the protocol stack.

A.1.9 Routing

An internet is a connected set of networks. Routing is the process by which packets are
directed through the networks from their originating host to the destination.

Routing IP packets consists of each interface handing the packet to another interface which
is “closer” to the destination. Typically the interface that the packet is handed tois a router.
If the destination is the interface’s subnet, it gives the packet to the destination.

For routing to work properly, you must set your subnet mask correctly.

A.1.10 Subnetting

Section A.1.2.1 on page A-12 discussed class A through class C IP addresses. By default,
these classes are interpreted as follows:

Table 3: IPv4 Class Interpretation

Clas Default Netmask | \umber of Octets Number of Octets
Indicating Network Indicating Host
255.0.0.0 1 3
B 255.255.0.0 2 2
255.255.255.0 3 1

A-17



Basic Networking and Tarantella

Notice that the table correctly points out that the values listed in the second column are
defaultnetmasks. Network administrators are free to modify the netmask to suit their own
purposes.

For instance, a network administrator managing a class C network might choose to carve up
the network into eight networks by using a netmask of 255.255.255.224. Netmasks that
don’t land on octet boundaries are called subnet netmasks.

Subnet classes are being replaced by Classless Interdomain Routing (CIDR).
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A.1.11 DNS

Users typicallydon’'t want to, or are unable to, remember large numbers of IP addresses.
Rather than use IP addresses only, names can be used (eg. www.sco.com). But for this
convenience to work, name resolution must be performed. Something must map names to IP
addresses (and vice versa).
Domain Name Service (DNS) provides name resolution. DNS was designed to be:

o Distributed

O Hierarchal

o Extensible

o Fast
DNS clients are told their DNS configuration through the following mechanisms:

o DHCP

O bootp

0 /etc/resolv.conf

DNS performs both forward and reverse lookups. The latter are performed by lookups on in-
addr.arpa.

DNS lookups can be performed using tisdookup command. This command will be
discussed in Section A.3.6 on page A-29.

Modifications to DNS entries doot reconfigure the interface itself.
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A.1.12 Network protocols

There are many network protocols that run over TCP/IP. They include:

o

o

Telnet
Finger
SMTP
FTP
HTTP
SNMP

POP3
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A.2 Before Embarking upon Tarantella

Before installing, configuring, ordubleshooting Tarantella, verify that your network
infrastructure is configured and working properly. Minimally, you should verify the
following areas:

o

The hardware (eg. hubs, switches, routers, NICs, cables, etc.) must all be installed
and correctly configured

Routing must be working properly

Machines involved must be able to ping each other

Name resolution must be working properly for forward and reverse lookups

The web server (presumably on port 80) must be installed, configured, and running

Telnet, rlogin, andrsh (known agcmd in SCO OpenServer) functionality must be
working properly
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AV A-5

//’>

The ifconfig Command

# ifconfig netd alias 10,10,10.2

# ifconfig —a

lo0; flags=d40d9<UP,.LO0PBACK . RUMMIMG . MULTICAST > mtu 16384
inet 127,0.0,1 netmask FFOOQ000

iretfoptionz: rFcl3Z3
netl: Flags=4043<UP .BROADCAST -RUNMING . MULTICAST > mtu 1500
inet 10,10,10,1 netmask FFEFFFO0 brosdoast 10,10,10,255

iretfoptions: rFcl3Zs
ether 00300:bd 181157 b3
{aliss) inet 10,10,10,2 netmask FFFFFFO0 broadeast 10,10,10,255

= -
- ) [The Santa Cruz Operation, Inc.
Tarantella

inetdperf: recy size: 4095: zend size: 8192: full-size framesi 1

inetdperf: recy size: d409: zend size: 8192: full-size framesi 1

AV A-6

The ping Command

# plng verezia,uss,sCco.Ccom

venezia,uss,sco,con iz alive

#

#

# ping —= venezia,uss,.sco,.co

PING wvenezia,uss,sco,comi 56 data bytes

5d bytes from venezis.uss,sco,com (10,10,10,5%9): icmp_seq=0, time=0d, ns
Bd bytes from venezia,uss,.sco,com (10,10,10,59t icmp_seq=1, time=0, n=
54 bytes from venezis.uss,.sco,com (10,10,10,59) 1 icmp_seq=2, time=0, nsz
Bd bytes from venezia,uss,.sco,com (10,10,10,59t icmp_seq=3, time=0, n=

————verezia,uss,=zco,con PING Statistics———
4 packets transmitted. 4 packets received, 0¥ packet loss
round-trip {m=)} mnindavgsmax = 05070

-
- ) [The Santa Cruz Operation, Inc.
Tarantella

S%)/
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A.3 Network Utilities Used by Tarantella Administrators

Out of the scores of network related commands, a handful are particularly useful to
Tarantella administrators. In this section, we discuss those utilities and why they are useful
to Tarantella administrators.

A.3.1 ifconfig

Use thefconfig command to:
o Display all interfaces configured
o0 Create aliases to enable one NIC to respond to multiple IP addresses

SlideAV A-5 on page A-22 illustrates thieonfig command.

A.3.2 ping

Use theping command to test foromnectivity béween two hosts on the network. Tgieg
is useful to Tarantella administrators because it gives them a quick way of ascertaining a)
whether a host is present, and b) which hosts are on a particular network.

To test for the presence of all the hosts on a particular subnet, ping the broadcast address for
that subnet.

SlideAV A-6 on page A-22 illustrates th@ng command.
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AV A-7

4 A

The netstat Command

# netstat -a
Active Internet connections f{including servers)

Prota Recy-0 Send-0 Local Address Foreign Address {=tate)
top 0 0 wenezia,uss.sco,.ftp  firenze,uss.sco,,1038 FIM_WALT_Z
top o] 2 werezia,uss.sco,.telne firenze,uss.=sco,,1037 ESTABLISHED
top o] 0 =, 327E2 * % LISTEM
top 0 0 = ,printer L LISTEH
tocp 0 0 =, listen *, % LISTEH
teop 0 0 =,dtspc * % LISTEMN
top 0 0 =,ifodialo L LISTEH
top 0 0 =, chargen *, % LISTEN
tcp 0 0 =, daytime *, % LISTEN
top 0 0 =, discard L LISTEN
top 0 O *,echo *,% LISTEN
top 0 0 =.time * = LISTEN
tcp o] 0 =, netstat L LISTEN
top 0 0 =, =ystat * % LISTEN
top 0 0 =, finger L LISTEH
top o] 0 =,imsp—d * % LISTEHN
top 0 0 =, pop—3 * % LISTEN
top 0 0 *,eHec L LISTEH
tocp 0 0 =, login *, % LISTEH

- [The Santa Cruz Operation, Inc.
Tarantella SCO/

AV A-8

The netstat Command

# netstat -r
Fouting tables

Destination Gateway Flags Refs Uzse Interface
default wylan2dd ,uss ,=co,C UGS 0 111 rnetd
localhost local host LH 4] 77 lo0
10,10,10/24 venezia,uss,sco,co UG 0 0 netl
venezia,exanple, localhost UGHS d 18 1o
2248 venezia,uss,sco,co UGS 1 9 netd

B L e S
= -
- [The Santa Cruz Operation, Inc.
k Tarantella SCC)/
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A.3.3 netstat

Use thenetstatcommand is useful to Tarantella administrators for two reasongsetdiat
command can be used to:

O Look up which services are available on a machine
O Look up routing information

The-n option is used by Tarantella administrators to suppress IP address to name resolution.
This is useful when you encounter name resolution problems.

SlidesAV A-7 on page A-24and AV A-8 on page A-24 illustrate tiefstat command.

In addition tonetstat -a, consult/etc/inetd.confo see what services are available and how
they are launched.

Additionally consult/etc/inetd.conto see if TCP wrappers (also knowrt@sd) is in use.
See thdécpd manual page for more information on TCP wrappers.
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AV A-9

//’>

The traceroute Command

# traceroute standards.ieee,org

traceroute to standardsz.ieee,org (199,172.136.45),. 30 hops max. 80 byte packets
sbhovenst ,wans ,com {207, 126,116,142 O mz O ms O ns

209,133,3,3 (209,133.,3.3) S0 ms 50 mz 40 ms
216,200,0,205 (216,200,0,2058) 40 mz 40 mse 40 n=
216,200,0,21 (216,200,0,213 130 ms 100 mz 120 ms
209,133,31,106 £209,133,31,1060 140 m= 130 m= S0 n=z
iad3,phl00,verio,net {129,260,3,1063 110 m= 120
fa—0-0-0,500,phlapadl us,ra,verio,net (129,250,31,360 90 ms 110 ms 90 mns
d3-1-0-0,a00 ,prtnng0l ,us,ra,verio,net (130,94 40,102 130 n= 120ms 130 m=
d3-0-1-1,a01, jroynjll ,us,ra,verio,net (130,94 ,10,200% 140 ms 130 ms 90
10 fa-1-0-0,300, jreynj0lus,ra,verionet (130,94,80,10 140 ms 150ms 230 ns

VOO0 ] T T R O R

11 120,94,83,2 (130,94,82.,2) 110 ms 160 ms 110 ms

12 standards,ieee,org (199,172,136.45) 140 m= 120 ms  130ms

= -
-

Tarantella’

[The Santa Cruz Operation, Inc.

nz 130 ms

S%)/

AV A-10

NS

# arp —a

bologna,example,COH (10,10,10,6) at 2:731:19:e3:5e {(B02,3}
firenze,exanple COM (10,10,10,54) st 0:e0:98:72:d6:21 (BO2,3)
milano,example OOM (10,10,10,35 at O:adicfiecibB:fl (202,37

- -
-

Tarantella’

The arp Command

[The Santa Cruz Operation, Inc.

~

S%)/
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A.3.4 traceroute

Use thetraceroute command to trace the route from one host to another. In addition to
showing the IP addresses, and possibly resolved names for those IP addresses, the
traceroute command provides information about the relative speed of each hop along the
route.

Under Windows, théraceroute command is callettacert.

SlidesAV A-9 on page A-26 illustrates th@ceroute command.

A.3.5 arp

Use thearp command to:

O Look up Ethernet address to IP address mappings. When error messages report
problems with a particular Ethernet addresy, can be used to track down the IP
address of the offending host.

0 Look up information about a particular NIC. The manufacturer is encoded into the
Ethernet address of every NIC. The Ethernet address to manufacturer relationship
can be looked up at the following URL:

http://standards.ieee.org/regauth/oui/oui.txt

SlidesAV A-10 on page A-26 illustrates thep command.
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AV A-11

//"

The nslookup Command

# n=lookup
Default Server: nsl,example,COM
Addres=:  10,10,10,1

* venezia,example.com

Server: nsl.sco,COM
Address: 10,10,10,1
Mame 3 venezia,exanple,com

Address: 10.10,10,59

- -
= -

- [The Santa Cruz Operation, Inc.
Tarantella’

AV A-12

The nslookup Command

¥ nzlookup
Default Server: nzl.example, C0OM
Addres=s: 10,10,10,1

> =et tuype=any

FOWW BT, COm

Servert nzl,example,COM
Address:  10,10,10,1

W, S00, Com internet address = 209,1,8,14
exanple ,LOM nameserver = nsZ.example,COM

exanple ,COM namezerver = nzl.example,COM

s, exanple, COM imternet address = 10,10,10,1
nzl,exanple ,COM internet address = 10,10,10,2

- -

k Tarantella’

[The Santa Cruz Operation, Inc.

S%)/
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A.3.6 nslookup

If you use DNS, usthenslookup command to:
O Look up mappings from host names to IP addresses (and vice versa)
O Identify name servers
o0 Identify name resolution problems

SlidesAV A-11 on page A-28 and AV A-12 on page A-28 illustratenih@okup command.
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AV A-13

//’>

Windows 98 IP Configuration

0 Ethernet adapter :
Dezcription , . .

Phy=zical Address, :
DHCP Enasbled, . . .

Primary WIMS Server

R S

-

CiSWINDOWS\Desktopy ipconfig Aall

The ipconfig Command

Host Mame . . . . . . . . . ! firenze.exanple.com

OMS Serverz , 4 &+ + & « .+ » ¢ 10,10,10,1
10,10,10,2

Mode Type . . . . . . . . . ¢ Broadcast

MetBIOS Scope ID, . . . . . 3

IF Routing Enakbled, ., . . ., ¢ Mo

WINS Proxy Enabled, , . . . ¢ Ho

MetBIDS Resolution Uses DNS : Yes

ISA Ethernet Adapter,
O0-EQ-98-72-D6-21
Ha

IP Address. . . . 10,10,10.3
Subnet Mask , , . 256,255 ,255,0
Default Gatewad , . 10,10,10,1

Secondary WINS Server
Leaze Obtained, . . .
Leaze Expirezs , , . .

I T T T
D T T T
e
T T I I T ST T

\ Tarantella’

[The Santa Cruz Operation, Inc.
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A.3.7 ipconfig

Use thepconfig command on Windows NT systems to look up basic network configuration
information.

SlidesAV A-13 on page A-30 illustrates thgconfig command.

A.3.8 winipcfg

Thewinipcfg command provides, in essence, the same informatimeasfig. The main
differences between these commands are:

O winipcfg is graphical wheredpconfig is not

O ipconfig is available on Windows 95/98/NT whereasipcfg is available on
Window 95/98 only
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AV A-14

f

Telneting to an FTP Server

> # telnet venezia 21

Trying 10,10,10,59

Conrected to venezia,example,con,

Ezcape character iz 7717,
—> USER oot

331 Password required for root,
> PASS ClearText

2320 Uzer root logged in,
=>QuIT

221 Goodbye,

Conrection closed by foreign host,

-> Commands typed

- -

\ Tarantella’

[The Santa Cruz Operation, Inc.

220 venezia,.example ,com FTP server (wu-2.,d,2-academ—15) ready,

A-3
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A.4 Tarantella Administrator’s Tools

While all the utilities discussed in Section A.3 on page A-23 are useful to Tarantella
administrators, there are a few advanced techniques that, when properly understood, provide
a tremendous amount of useful information.

A.4.1 Telneting to a port

Most network administrators know about teénet command, but surprisingly few know
thattelnet can be used for more than remotely logging into a machine. A perusal of the
telnet manual page reveals that teénet command takes an optional argument specifying
which port to attach to. If the option is not specifiednet uses port 23, the port on which
thetelnet daemon listens.

When you telnet to a particular port, you are able to communicate directly with the daemon
on the server. Each daemon (eg. ftpd, telnetd, etc.) uses its own network application
protocol. If you know the protocol, you can communicate with the daemon directly.

Network application protocols are defined by Request For Comment (RFC) articles. You
can look up RFCs at the following URL.:

http://www.rfc-editor.org

SlideAV A-14 on page A-32 shows an example of telneting to the ftpd daemon.
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A.4.2 Network sniffers

While most Tarantella troubleshooting issues don’t require the use of a network sniffer,
sniffers can provide a large amount of insightful information and in some situations sniffers
are indispensable.
Network sniffers are utilities used to analyze network traffic. Sniffers work by setting a
network card into promiscuous mode. Whereas NICs usually drop packets not addressed for
the NIC (ie. the NICs address or the broadcast address), promiscuous mode instructs the
NIC to pass all network traffic up the network stack.
Amongst other capabilities, typical sniffers provide the ability to:

O Analyze network performance

o0 Pinpoint the cause of congestion and bottlenecks

0 Resolve address collision problems

o Track network traffic between specified machines

0 Analyze network traffic for specified protocols

There are numerous network sniffers available. In this course, we’ll use Microsoft's
Network Monitor.
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A.4.3 Using Network Monitor

Microsoft's Network Monitor provides many useful features. This section details how to
make use of these features.

A.4.3.1 Installing Network Monitor for Windows 95/98

To install Microsoft's Network Monitor for Windows 95/98, follow these steps:

Step 1.

Step 2.
Step 3.
Step 4.

Step 5.

Step 6.

Step 7.

Step 8.
Step 9.

Step 10.

Step 11.

The instructor will make a folder available to you cal&tthon This folder
contains a filer{tsetup.exXeand three directorieslickl disk2 anddisk3).
Thentsetup.exéle, as its name suggests, instdNistwork Monitor for
Windows NT.

This procedure explains how to install the Windows 95/98 version of
Network Monitor

Open theetmondirectory with Windows Explorer.

Open thdisk1directory.

Double cliclsetup.exé¢o begin the installation.

Next you will be prompted to specify where to install Network Monitor.
Choose the default by clicking on tB®ntinue button or select a different

directory.

If the installation directory doesn’t exist, you will be asked whether to create
it. Click theOK button.

You are given the opportunity to set passwords for displaying and capturing
network traffic. Click on th&No Passwordbutton.

Enter your name when prompted and cliclkOikebutton.
You are asked to confirm the name. ClickaKebutton.

You are next prompted to install the Microsoft Network Monitor driver.
Click the OK button.

You are informed that the Network Monitor was successfully installed. Click
the OK button. Note: The installation is not complete.
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Step 12. Microsoft's network configuration utility is launched automatically by the
installation. ClickAdd = Service= Microsoft Network Monitor Agent .

Step 13. Click th&€ancelbutton to return to Microsoft’s network configuration
utility. Note: While it is non-intuitive, clicking th€ancelbutton does result
in the Network Monitor Agent being successfully installed.

Step 14. Click thé©K button to leave Microsoft's network configuration utility.

Exercise: Installing Network Monitor

The instructor will make theetmonfolder (see Step 1. on page A-35)
available to you. Install the appropriate version of Network Monitor.
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A.4.3.2 Launching Microsoft Network Monitor

To launch the Windows 95/98 version of Network Monitor, cBt&rt = Programs =
Network Analysis Tools= Network Monito .

To launch the Windows NT version of Network Monitor, cléfart = Programs =
Administrative Tools = Network Analysis Tools= Network Monito .
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AV A-15

4 ™

Adding Ethernet and IP Addresses

Addiess Database [15 Entiies) |
Add.
T N

‘Active Monitor Edit..
*Bridge Broadcast C00ooo000100 TOKENRING
*BROADCAST FFFFFFFFFFFF FODI Delete I
“BROADCAST FFFFFFFFFFFF TOKENRING =
*BROADCAST FFFFFFFFFFFF ETHERNET
“LAN Manager C00000002000 TOKENRING
“MAL Active Monitor Py CODOFFFFFFFF TOKENRING
*METBIOS Functional |C00000000080 TOKENRING
*METEIDS Multicast 020000000001 FODI
*METBIOS Multicast 030000000001 ETHERNET
“Ring Errar Manitar CO000000000g TOKEMRING
“Ring Parameter S erve CO0000000002 TOKENRING
FIRENZE OOE03872D621 ETHERNET
FIRENZE 132147 244 54 P
T [ e

ok | Chse | Help Losd.. | Save.. |

[The Santa Cruz Operation, Inc.
Tarantella SCOJ

AV A-16

Adding Ethernet and IP Addresses

Addiess Database [15 Entiies) |

Add. I
1o T MEING -

] TOKENRING Edt.. |
TOKENRING
cnni

.r
“Active Monitor
*Bridge Broadcast
*BROADCAST
“BROADCAST
*BROADCAST

e
LN Manager I—LI
MAC Active Moniy 2P L 0K
*METBIOS Functiol  Add; 132147 244.59
NETEIOS Mulicas — Cancel |

C0o00o0o0100

coroorooreee
Addiess Information

"METBIOS Mulica: | Mame [venezia
“Ring Errar Manitar
“Ring Parameter 5S¢ Comment I

Help

FIRENZE
FIRENZE ™ Pemanent Name
K1 L2

ok | Chse | Help Load Save

- ) [The Santa Cruz Operation, Inc.
k Tarantella SCOJ
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A.4.3.3 Configuring addresses

Initially, Network Monitor doesn’t have any knowledge of the addresses in use other than
those used by the machine on whichvark Monitor is running. To make Network

Monitor easier to use, teach Network Monitor about the Ethernet and IP addresses you will
be analyzing.

Do this by selectin@apture = Addresses..on the menu bar.

SlideAV A-15 on page A-38 illustrates the addresses Network Monitor krimous bebre
we add new address configurations.

To add a new address configuration:

Step 1. Click on thédd... button. Slide AV A-16 on page A-38 illustrates what
you'll see.

Step 2. Select which type of address (eg. ETHERNET, IP) you are configuring.

Step 3. Type in the address and a name.

Step 4. Click theOK button.

Step 5. Click theOK button.

SlideAV A-17 on page A-40 illustrates Network Monitor after the addition of two new
addresses (ie. the last two entries on the bottom of the window).
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AV A-17

1 ™

Adding Ethernet and IP Addresses

Addiess Database [17 Entries) |
Mame Addriess Type [ Add.
“Alive Monitor C00000000001 TOKENRING -

“Bridge Broadcast CO0000000100 TOKENRING Edit..
*BROADCAST FFFFFFFFFFFE FODI
*BROADCAST FFFFFFFFFFFF TOKENRING Delete I
“BROADCAST FFFFFFFFFFFF ETHERKET
*LAN Manager C00000002000 TOKENRING
“MAL Active Monitor Py CODOFFFFFFFF TOKENRING
*METBIOS Functional |CO00000D00S0 TOKENRING
*METBIOS Multicast 030000000001 FODI
*NETEIOS Multicast 020000000001 ETHERNET
“Riing Error Maoritor C00000000008 TOKENRING
“Ring Parameter S erve CO0000000002 TOKENRING
FIREMZE O0ED3872DE21 ETHERMNET
FIRENZE 132147 244 54 IP
i 132147 244 B9 IP

[The Santa Cruz Operation, Inc.
Tarantella SCOJ

AV A-18

Filtering Capture Addresses

Capture Filter |

hdd

SAP/ETYPE = &np SAP or Any ETYPE Address
[Address Pairs]

¢ s WY Pattem
[Pattern Matches)
i
O
- Edit

Line

- Delete

Line

- 1]

ok | Cancel Hep | Load. | Save. |

- ) [The Santa Cruz Operation, Inc.
k Tarantella SCO/
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A.4.3.4 Filtering addresses

Capturing all the traffic on the network is generally impractical due to the abundance of data
that would be logged to the hard drive. Now that you've configured into Network Monitor
the addresses of the hosts that you will be analyzing, configure Network Monitor to filter
out all traffic except that which matches the addresses you specify.

To inform Neawork Monitor which addresses’ you want to capture, s€laqture =
Filter... on the menu.

SlideAV A-18 on page A-40 illustrates the capture address filter Network Monitor uses
before we provide our specification of which addresses’ traffic we want to analyze.
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AV A-19

f

AV A-20

Filtering Capture Addresses
Addiess Expression x|
* Include ¢ Exclude
Station 1 Direction  Station 2
Name Addisss | Mame Address |
MY - ANY -
*BROADCAST FFFFFFFFI *ANY GROUP
*NETBIOS Multicast | 020000000 *BROADCAST FFFFFFFFF
FIRENZE O0E 038721 *WETEIOS Multicast | 030000000
FIRENZE O0E098721
veheaia 1321472 FIRENZE 132.147.2:
venezia 0000B 4811
wenszia 0000B4811
| 0| | I
ok | Cancel | Hep | EdtAddesses. |
i M =
= -
- ) [The Santa Cruz Operation, Inc.
Tarantella SCOJ
Filtering Capture Addresses
Capture Filter |

- -
-

Tarantella’

[Address Pairs]
INCLUDE FIREMZE [IP] <--> w

[Pattern Matches)

ok | Cancel Hep | Load.. |

hdd
Addiess

Betier

LI

- Edit

F

Line

- Delete

F

Line

Save...

[The Santa Cruz Operation, Inc.

S%)/
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To specify the capture filter addresses:
Step 1. HighlighiNCLUDE *ANY <-->*AN

Step 2. Click on thé&ine button in the box labeled “Edit”. Slde AV A-19 on page
A-42 illustrates whayou'll see:

oThe two outter-most columns in this window cop@sd tothe address
pair that you want to capture.

oThe inner column allows you to specify whether the traffic to capture is
one direction only or bi-directional.

Step 3. In slide AV A-19 on page A-42 we’ve selected bi-directional traffic between
the hostdirenziaandveneziabased on their IP addresses).

Step 4. Click theOK button.
Step 5. Click theOK button.

SlideAV A-20 on page A-42 illustrates Network Monitor after the addition of the capture
address filter.
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AV A-21

f

N

Generating Network Traffic with FTP

Tarantella’

C:\WIMDOWSDesktop>ftp venezia,uss,sco,

Connected to venezis.uss.sco.com.

220 venezia,uss,sco,com FTP server {wu-2.4,2-acaden—-15) ready,

User ¢132,147.244,559:(none) »: root
331 Password required for root.
Pazsword}

230 User root logged in,

fter dir /stand

220 PORT command successful ,

camn

150 Opening ASCII mode data connection for fbindls,

total 17598

P —mx 2 root == 288
druxr—xr-x 48 root sys 3072
—r—=r——r== 1 root aus 1026
—rW=r——r-= 1 root == 151
—r——r——r-— 1 root sys 1211
—P==r——r-= 1 root sy= 9920
—r=—r——r-- 1 root =y= 1829
—r—=r——r== 1 root sus 2486
—rW=r——r-= 1 root sy= B20
—r=—r——r-- 1 root =y= 25359
—r—=r——r== 1 root sus 508
—rW=r——r-= 1 root == 13450
B S 1 root oot 13450
—P==r——r-= 1 root sy= 891
—P==r——r-= 1 root == 10848
B e 1 root oot 2954836
=X 1 root sy= 2933688
—rwxr——r-— 1 root =y= 2985916

226 Transfer complete,

frp: 1222 bytes received in 0,175econds 7,1%bytes/sec,

ftpr bye
221 Goodhue .,

C 2 SHINDOWS Desktop >

[The Santa Cruz Operation, Inc.

Dec 21
Feh
Apr
Dec
Apr
AT
Mar
Apr
Feb
FApr
Marr
=]
Feh
AT
Marr
Dec 21
Dec 21
Tec 21

[
(=)

71 = L0 )~ ) O]

1749

1998 bfs.bln
03:14 boot

1998 bootmsgs
1998 demp,bln
1999 hd.blm

1998 help,txt
09:59 license
1998 logo.img
1999 platforn,blm
09:59 resngr
09:41 resngr.sav
1998 smallfs.blm
1999 =stage3,bln
17149 unix

1737 unix,good
17:d6 unix,old
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A.4.3.5 Beginning the capture

To begin capturing network traffic, selétapture = Start from the menu.

A.4.3.6 Generating network traffic

Now that we have Network Monitor capturing data, we generate some data by running the
FTP command. The actual FTP session that we’re using to generate network traffic for this
lesson is displayed in slideAV A-21 on page A-44.
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AV A-22

1 A

Network Monitor Layout

Metwork Manitar - [D:\NM\CAPTURES\ftp_cap (Summary)] —[Ox]

J31 Ele Edit Display Took Oplions window Help =8|

s==0] [ i
Frame |Time |Src MAC Addr |Dst MAC Addr [Prococolbescripcion

2 150,545 VENEZIA FIRENZE FTP . to Port 1056, '220 venezia.uss.sco.com FIP server {a
. frow Fort 1056, 'USER root'

rd required for

Req. frow Port 1056, 'PASS ClearTest'

Resp. to Port 1056, '230 User root logged im.'

Frame
panel 12 :
d | =
SFRAME: Base frame propercies =

dRETHERNET: ETYPE = 0z0800 : Protocel = IP: DOD Internmet Protocel
dpIP: ID = DXBC3D; Prote = TCP; Len: 73

QpICP: LAP..., len: 33, seq: 59B7ESS0-59878507, ack: 11343672, win: 4380, sre: 21 (FTP) dst: 1056
4 required for K

Details

panel
N ) o
00000000 00 EO 98 7z D6 21 00 00 B4 81 F7 BS 08 00 45 10 :
00000010 00 49 BC 5D 00 00 40 06 CC C3 84 93 F4 3B 84 93

H ex dum p 000000ZO F4 36 00 15 04 20 03 91 AC 96 D0 AD 17 38

———— 00000030 1C 04 €5 00
panel 00000040

00000050

FTF Protocol Packet Summany Fi 8/38 |0 52 [38) 33021

[The Santa Cruz Operation, Inc.
\ Tarantella SCO/
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A.4.3.7 Stopping the capture and viewing the results

To stop capturing network traffic and view the results, s€lapture = Stop and View
from the menu.

SlideAV A-22 on page A-46 shows Network Monitor as it displays the data captured during
the FTP session displayed in slideAV A-21 on page A-44.
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The window inwhich Network Monitor displays the captured data is divided into three
panels:

® Frame
e Details

e Hex Dump

A-4 Tarantella Enterprise 1l Administration



Tarantella Administrator’s Tools

Frame

Details

Hex dump

Network displays one line per packet of data captured. Each line contains the
following information.

Frame lists the frame number.
Time shows the time stamp of the frame.

Src MAC Addr shows the MAC (ETHERNET in our case) address of
the host where the frame originated.

Dst MAC Addr shows the MAC (ETHERNET in our case) address of
the host to which the frame is addressed.

Protocol lists the type of network protocol used in the frame.

Description gives a description of the contents of the frame. For more
information on the packet, consult the Details panel.

Src Other Addr shows the address (IP address in our case) of the host
where the frame originated.

Dst Other Addr shows the address (IP address in our case) of the host to
which the frame is addressed.

Type Other Addr specifies the type of address displayed inSite
Other Addr andDst Other Addr columns.

Network Monitor displays details about the packet selected in the Frame
panel. This panel is discussed in more detail in Section A.4.3.10 on page A-

57.

Neéwork Monitor displays a hexadecimal dump of the portion of the packet
selected in the Details panel.
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A.4.3.8 Filtering protocols

In Section A.4.3.4 on page A-41, we set up a filter that captured particular addresses during
the capture Whendisplayingthe captured data, you can filter futher based on addresses.
Additionally, you can filterbased orprotocol

To filter based on protocol:

Step 1. SeledDisplay = Filter... from the menu.

Slide SectionAV A-23 on page A-50 shows the window displayed by
Network Monitor

Step 2. Select the line which red@@I®tocol == Any then click theDperator button
in the “Edit” box.

Slide SectionAV A-24 on page A-50 shows the window in which Network
Monitor allows you select which protocols are displayed.

Step 3. Click théisable All button.

Step 4. Next highlight “FTP” in the “Disabled Protocols” column.

Step 5. Click thé&enable button. Alternatively, you can double click “FTP” to move
it to the “Enabled Protocols” column.

Step 6. Click theOK button.

Step 7. Click the nex®K button.

Slide SectionAV A-25 on page A-52 shows the window displayed by Network Monitor
after setting up the protocol filter.
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AV A-25
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Filtering Frames Displayed Based on Protocol Type
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A.4.3.9 Analyzing the captured data

In this section, we analyze the data capturedin the FTP session.
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Exercise: Analyzing the FTP Session

The instructor will provide you with a file callégb.cap This file is the
captured data from the FTP session displayed in slideSection AV A-21 on
page A-44.

Open this file by selectingile = Open...from the menu.

Set up a display filter which filters out everything but FTP protocol framep.
Section A.4.3.8 on page A-51 outlines the procedure for doing so.

Double click on frame #4.
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Table 4: Analysis of the FTP Session

Frame Direction Description
4 server = client | 220 venezia.uss.sco.com FTP server (wu-2.4.2-academ-
15) ready.
6 client = server | USER root
8 server = client | 331 Password required for root.
10 client = server | PASS ClearText
12 server = client | 230 User root logged in.
14 client = server | PORT 132.147.244,54,4,33
16 server = client | 200 PORT command successful.
17 client = server | LIST /stand
22 server = client | 150 Opening ASCIlI mode data connection for /bin/Is
24 server = client | Directory listing
25 server = client | 226 Transfer complete.
31 client = server | QUIT
33 server = client | 221 Goodbye.
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AV A-26

f

The Application Data

dhFDAME: Base frame properties

$ETHERNET: ETYPE = 0x0800 : Protecol = IP: DOD Internet Protocol

4pIP: ID = 0x3Cl3; Proco = TCP; Len: 56

pTCP: .AD. S 1134267E-11242687, ack: EIE7BEE3, win: 8663, sreo: 1086  dst: 2l (FTP}

FTP: FTP Data: Number of data bytes remaining = 12 (0x000C)

- [The Santa Cruz Operation, Inc.
Tarantella SCO/
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A.4.3.10 Encapsulation information

Section A.1.8 on page A-17 discussed the concept of encapsulation. The Details panel in
Network Monitor allows you to look at each level of the encapsulation (ie. the application
data, the TCP segment, the IP datagram, and the Ethernet frame). To look at a particular
level, click the its “+” icon.

The application data

The Network Monitor displays information about network protocol specific packets. In slide
AV A-26 on page A-56, Network Monitor is displaying tRASScommand issued by the
client to the server.
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AV A-27

The TCP Segment

dhFRAME: Base frame properties
4hETHERNET: ETYIE = 0x0200 : Protocel = IP:
4bIP: ID = 0x3C13; Proto = TCP; Len: 56

DOD Internet Protocol

Scurce Port = 0x04Z0
TCP: Destination Port = FIP [control]
TCP: Sequence Number = 11343572 (0xAD1738)
TCP: Acknowledgement Nuwber = 53575553 (0x331ACE7)
TCP: Data Dffset = Z0 (0xld)
TCP: Peserwed = 0 (0x0000)
=TCP: Flags = Oxl3 : _AP...
= Ho urgent data

TCP
TCP Acknowledgement field sigmificant
TCP DPush function

= Ho Reset

No Synchronize
- HNo Fin
Window = 8662 (0xZ1D7)
TCP: Checksum = 0Ox&4Ee
TCP: Urgent Pointer = 0 {0x0}
TCP: Data: Number of data bytes remaining = l& (0x0010)
4pFTP: Reg. from Port 1056, 'PASE ClearText'

[The Santa Cruz Operation, Inc.

\ Tarantella’
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The TCP segment

The Network Monitor displays information about a TCP segment in slide AV A-27 on page
A-58. Included in this information is the following information:

O Source and destination port numbers
0 Sequence and acknowledgement numbers
0 Checksum
o Flags
©® URG — The urgent pointer is valid
©® ACK — The acknowledgement number is valid
©® PSH — Instructs receiver to push all the data it has to the receiving process
©® RST — Reset theomnestion
® SYN — Synchronize sequence numbers for initial connection
©® FIN — The sender is finished sending data

See Section A.1.5 on page A-13 and Section A.1.8 on page A-17 for more information.

A-59



Basic Networking and Tarantella

AV A-28

f

The IP Datagram

Tarantella’

4pFPAME: Ease frame properties
4pETHERNET: ETYPE 0x0800 - Protocol = TIP:  DOD Incernet Protocol
IP: Version 4 (Oxd)
IP: Header Length = Z0 {(0xld)
4bIP: Service Type = 0 (0x0)
IP: Total Length = 56 (0x38)
IP: Identificatiomn = 15377 (0x3C13)
4pIP: Flags Summary = 2 [0xZ)
IP: Fragment Offset = 0 {0Ox0) bytes
IP: Time to Liwe = 128 (0x20)
IP: Protgcol = TCP - Transmission Control
IP: Checksum = OxCD13
IP: Source Address = 137 147 744 54
IP: Destination Address = 137 147 Fd44 B9
IP: Data: Nuwber of data bytes remaining = 36 (0x00Z4)
pTCP: .AP..., len: le, seq: L1l24367E-11342687, ack: E9872E83, win: BEE3, sro: 10EE  dst: E1 (FIP}
pFTP: Reqg. from Port 108&, 'PASE ClearText'

[The Santa Cruz Operation, Inc.
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~

The Ethernet Frame

dhFRAME: Base frame properties

Tarantella’

;ETHEDNET: ETY : Pr
4pETHERNET: Destination address O000EB4E21F7ES
9pETHERNET: Scource address : 00EO9572Z2DEZL
ETHERMET: Frame Length : 70 (0x00468)
ETHEMNET: Ethernet Type 0x0200 (IP: DOD Internet Protocol)
ETHERNET: Ethernet Data: Nuwber of data bytes remaining = 56 (0x0033)
4pIPF: ID = 0Ox3C13; Proto = TCP; Len: 56
4pTCP: _AP. .., len: 16, =eq: 1134367F-11343687, ack: EHIBTRERER, win: BEE3, sro: 1066 dst: Z1 (FTP)
pFTP: Reyg. from Port 10EE, 'PASE ClearText'

S%)/
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The IP datagram

The Network Monitor displays information about an IP datagram in slide AV A-28 on page
A-60. Included in this information is the following information:

O The IP protocol version (IPv4 in our example)
o The Time To Live value

o0 The IP protocol type (TCP in our example)

0 The checksum

O The source and destination IP addresses

See Section A.1.3 on page A-12 and Section A.1.5 on page A-13 for information.

The Ethernet frame

The Network Monitor displays information about an Ethernet frame in slide AV A-29 on
page A-60. Included in this information is the following information:

0 The source and destination Ethernet addresses (see Section A.1.3 on page A-12)
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A.5 Lesson Summary

This lesson described the networking basics that Tarantella administrators need to know.
Concepts discussed included media types, interfaces, IP addresses, IP address classes, IP
address types, IP datagrams, TCP, UDP, sequence numbers, acknowledgement numbers,
encapsulation, port numbers, routing, subnetting, subnet masks, DNS, and various network
protocols. Additionally, this lesson discussed the various networking utilitiesthat Tarantella
administrators use. The chapter closed with a discussion on how to use tools such as telnet
and network sniffers to troubleshootwerking problems.
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A.6 Review questions

1. Name three network media types.

2. Name three types of IP addresses.

3. What does TTL stand for? What is TTL?

4. What do TCP and UDP stand for?

5. What are the minimum and maximum port numbers?

6. What are the port number ranges for well known and registered port numbers?

7. Where on the web can you look up the official port numbers for well known and
registered ports?

8. What utility can Tarantella administrators use to see what interfaces are configured on a
server?
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9. What command can Tarantella administrators use to create IP address aliases?

10. What command could a Tarantella administrator us@sdyfigure out which hop in a
route was down?

11. What does tharp command do?
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A.7 Lab: Gathering Network Information

In this

A.7.1 Ove

lab, you will gather information about your network.

rview

Your tasks in this lab are as follows:

o

o

List all the network addresses of the interfaces on your computer.

List all the Ethernet address IP address mappings that your computer knows
about.

Print the routing table.

List the services available on your computer.

A.7.2 Procedure

Step 1. Log in as root on the Unix server.

Step 2. List the network addresses of the interfaces on your computer:
# ifconfig -a
Alternatively:
# netstat -i

Step 3.

On Windows machines you can find this same information using the
following command:

C:\> ipconfig /all

List all the Ethernet addresdP address mappings that your computer
knows about:

#arp -a
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Step 4. Print the routing table:
# netstat -rn

Step 5. List the services available on your computer:
# more /etc/inetd.conf

# netstat -a
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A.8 Lab: Hypothetical Situations

In this lab, you will answer questions about a variety of hypothetical situations. While you
may not encounter these exgaestions in real life, you will face similar questions.

A.8.1 Situation #1: Checksum Errors

You're receiving error messages that report checksum errors on the NIC at Ethernet address
00:00:b4:81:f7:b9. Furthermore, the error messages report the IP address of the machine.

While the IP address has helped you to track down the problematic machine, you remember

that the machine has two NICs. How can you determine which NIC to repair/replace? (Hint:
The NICs are from two different manufacturers.)

A.8.2 Situation #2: 100MB File Transfer

You are given five minutes to transfer a 100MB file through acdfithecton. You calmly
reply that this is an impossible task. Whyyau say so? Approximately how long would it
take to transfer the file?
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A.8.3 Situation #3: Webserver Configuration Exploration

You want to peek into another company’s network infrastructure to see how they’ve set up
their web server.

What web servers do the following web sites use? How many IP address do their web sites
use?

Table 5: Web Server Information

Web Site Web Server Web Site IP Addresses

WWW.SCO0.com

WWW.microsoft.com

www.apache.org

www.sun.com

Wwww.news.com

The nslookup command reports that www.sun.com uses only one IP address.
What do you suspect is going on behind the scenes?

A.8.4 Situation #4: Maximum Port Number

You are having a disagreement with a colleague who claims that port numbers can be as
large as you want.

You know that your colleague is wrong. You know that the maximum port number is 65535.
You would like to prove that you are correct, pat’'ve misplacedour Stevens book (see
Section A.1 on page A-7) and you don’t recall where to look this up on the Internet.

You do, however, have Network Monitor. How can you show your colleague in Network
Monitor that the maximum port number is 655357
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A.9 Lab: Network Traffic Analysis

In this lab, you will analyze informatiorbaut the traffic oryour network.

A.9.1 Overview

Your tasks in this lab are as follows:

o

o

Capture the traffic resulting from a telnet between two machines
Determine whether Tarantella sends cleartext passwords when users log in.

Go to a web site that uses cookies (eg. www.yahoo.com). Use Network Monitor to
determine how cookies are handled by the client and the server.

Go to www.sco.com/about in your browser. Why does the URL change to
www.sco.com/about/ in the browser? Is it the web browser or the web server that is
changing the URL? How cayou use twork Monitor to tell?

Part I: Telnet Traffic

To capture the data resulting from a telnet session, follow the directions in Section A.4.3 on
page A-35.

Alternatively, the instructor will provide a file calléelnet.cap Open this file by selecting
File = Open...from the menu.

Set a display filter which restricts Network Monitor to only showing TELNET protocol by
selectingDispla = Filter... from the menu.

Display the captured information by double clicking the first frame (frame tédniet.cap.

Click on the “+” on the TELNET line in the Details panel (see AV A-22 on page A-46).
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Table 6: Analysis of the Telnet Session

Frame Direction Description
4-14 | client = server | Client and server communicate back and forth to negeoti-
server = client | ate exactly which features each side supports.
15 client = server | Client tells server that the terminal type is vt100.
16-18 | client = server | Client and server continue negeotiating which features
server = client | each side supports.
19 server = client | SCO UnixWare 7.1.0 (venezia) (pts/6)
20-23 | client = server | Client and server continue negeotiating which features
server = client | each side supports (eg. local echo).
25 server = client | login:
27 client = server |r
28 server = client |r
30 client = server | o
31 server = client | o
33 client = server | o
34 server = client | o
35 client = server |t
36 server = client |t
40 server = client | Password:
43 client = server | C
45 client = server ||
47 client = server | e
49 client = server | a
51 client = server |r
53 client = server | T
55 client = server |e
57 client = server | X
59 client = server |t
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Table 6: Analysis of the Telnet Session

Frame Direction Description

64 server = client | Copyright information

65 server = client | Last login information, registration notice, mail notifica-

tion, and shell prompt (ie. “#”).

68 client = server |e

69 server = client |e

71 client = server | X

72 server = client | x

74 client = server | i

75 server = client |i

76 client = server |t

77 server = client |t

Part IlI: Tarantella Passwords

Step 1. Start a Network Monitor session in which you capture traffic between the

web browser machine and the web server machine. On request, the instructor
will provide you with a file calledhttp.capwhich is a capture of the
information gathered in the folldng steps.

Step 2. Start Tarantella by going to the following URL:

http://server/tarantella

whereserveris the name of your tarantella server.
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Step 3. When the Tarantetampletesirawing the login screen, ping the web server
oncefrom the client.

NOTE: In some versions of Unix (eg. OpenServer) you specify the number of pings
with the-c option toping. In other versions of Unix (eg. UnixWare) you
specify the number of pings as the last argument tpitigecommand. In
DOS you specify the number of pings with tine option toping.

Step 4. Enter the Tarantella user name.

Step 5. Enter the user’s password.

Step 6. Click on th©K button.

Step 7. When the Tarantella login completes, stop the capture in Network Monitor
by selectingCapture = Stop and Viewfrom the menu.

Table 7: Analysis of aTarantella Login Session
Frame Direction Description

1-115 | client = server | These packets correspond to Tarantella drawing the login
server = client | screen.

116 client = server | Client pings the server.

117 server = client | Server replies to client’s ping.

118 client = server | Client sends user name and encoded password to

Server.

120 server = client | Server begins passing client information fromthe Taran-

tella datastore — starting with the object for the user
called “root”.

As you can see, Tarantella encodes passwords even if the Tarantella Security Pack (TSP)
isn't installed.
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Part Ill: Cookies

Step 1. Start a Network Monitor session which captures data between your machine
and www.yahoo.com. Alternately, the instructor will provide you a file called
http_yahoo.cap

Step 2. Point your browser to www.yahoo.com.

Step 3. When Yahoo completes drawing your screen, stop the capture in Network
Monitor by selectingCapture = Stop and Viewfrom the menu.

Step 4. The first HTTP packet from the client to the server will contain an http GET

request. Examine the entire packet and you will find thatligret is passing
the server a cookie.

Part IV: URL Modification

Step 1. Start a Network Monitor session which captures data between your machine
and www.sco.com. Alternately, the instructor will provide you a file called
http_sco.cap

Step 2. Point your browser to the following URL:

http://www.sco.com/about

Step 3. When SCO completes drawing your screen, stop the capture in Network
Monitor by selectingCapture = Stop and Viewfrom the menu.

Step 4. The first HTTP packet from the client to the server will contain an http GET
request. Examine the GET and you will see that the client is requesting the
URL shown in Step 2 above.

Step 5. The first HTTP response from the server to the clieB02 Bound . This
indicates that the server has located the requested document. Further into that
same HTTP packet, the server tells the client:

Location: http://www.sco.com/about/

In so doing, the server has informed the client that the proper way to refer to
the document is with this URL rather than the URL in Step 2.

This URL modification is performeby the serveto support relative URLSs.
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A.10 Answers to Exercise and Review Questions

This section contains the answers to exercises, review questions, and labs presented in this
lesson.

Exercise answers

Please consult your instructor if you have any questions about the exercises in this lesson.

Answer to Lab Situation #1

Since you know that the two NICs are from different manufacturers, all you have to do is
look up the Ethernet address 00:00:b4:81:f7:b9 at IEEE:

http://standards.ieee.org/regauth/oui/out.txt

Answer to Lab Situation #2

NOTE: Pay close attention throughout this answer whether we're talking about
kilobits (Kb), kilobytes (KB), megabits (Mb), or megabytes (MB).

It is impossible to transfer a 100MB file through a T1 in under five minutes. Click on the
“The Speed of...” hypertext link at www.whatis.com and you will find that a T1 is 1.544Mb
per second.

To make the math a little easier, we’ll round that to 1.6Mb per second.

Divide 1.6Mb by 8 to convert the value to megabytes and you find thE$ sp€ed is
approximately .2MB per second.

100MB divided by .2MB per second is approximately 500 seconds.
500 seconds is approximately 8 minutes.
Since this is more than the five minutes allotted, we can already safely say that the task was

impossible. Factor in the overhead of TCP,IP, and Ethernet headers and you can clearly see
that the task is, indeed, impossible.
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Answer to Lab Situation #3

Finding out which webserver a web site is running is easy. Simply telnet to the httpd port on
the server:

# telnet www.sco.com 80

and preséntr| a few times. The resulting message from the httpd server will identify the
web server. For sites that are a bit more reluctant to reveal this information (eg.
www.apache.org), enter the following instead:

HEAD / HTTP/1.0

e
e

To find out how many IP addresses a particular web site uses, perfostoakup on the
web site name. For large web sites, you will see one of two things:

0 Thenslookup reports mutliple addresses. In this configuration, the web site handles
the heavy load by redirecting http requests to one out of many machines. The one
name is redirected to many different machines — each with its own IP address. DNS
is responsible for the redirection in this case.

0 Thenslookupreports a single address. For an example of this, see www.sun.com.
While this appears to indicate that Sun Micro System’s web site is handled by a
single machine, the truth is that the web site is multiple machines. In this case, it is
not DNS doing the redirection. Rather, Sun has a piece of hardware at the IP address
reported bynslookup which does the redirection.

Answer to Lab Situation #4

Any TCP packet captured by the Network Monitor will prove 6%835 is the uppdimit
on port numbers. Open a capture file by seledtitg = Open...from the menu. The
instructor will provide a capture file calléelnet.capupon request.

In the Detail panel (SeeAV A-22 on page A-46), click on the plus icon for TCP.

Click on theTCP: Destination Port line. Network Monitor informs you that the port is

telnet. Notice how many bytes are highlighted in the Hexdump panel(See AV A-22 on page
A-46). Two bytes are highlighted, meaning that the port number is two bytes (or sixteen
bits). 2°16=65536, therefore these two bytes can hold any number in the range 0-65535.
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Review Question Answers

This section contains the answers to the review questions on page A-65.

1. The three network media types discussed by this lesson were Ethernet, Token Ring, and
FDDI.

2. The three types of IP addresses are unicast, broadcast, and multicast.
3. TTL stands for Time To Live. TTL is a field set in IP packets that specifies the
maximum number of hops that the packet should live. Each router that an IP packet

travels through isugppcsed to decrement the TTL by one.

4. TCP stands for “Transmission Control Protocol.” UDP stands for “User Datagram
Protocol.”

5. The minimum and maximum port numbers are 0 and 65535, respectively.

6. Well known ports are in the range of O - 1023. Registered ports are in the range 1024 -
49151.

7. The official port numbers for well known and registered ports can be looked up at
http:/www.iana.org and http://www.isi.edu/in-notes/iana/assignments/port-numbers

8. The ifconfig command can be used to determine what interfaces are configured on a
server.

9. The ifconfig command can be used to create IP address aliases.
10. The traceroute command can be used to determine which hop in a route is down.

11. Thearp command reports the Ethernet/ IP address mappings known to the machine on
which the command is run.
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	2.1.2 Distribution media
	2.1.3 Installation procedure
	Step 1. Log in as root.
	Step 2. Mount the CD-ROM.
	Step 3. Verify that the web server is running. For example, if you are running Netscape® FastTrac...
	Step 4. Run the following command: sh tta_file.shx where tta_file.shx is one of the following fil...
	Step 5. Follow the on-screen prompts.


	2.2 Removing Tarantella Enterprise II
	2.3 Licensing Tarantella Enterprise II
	2.4 Web Server Configuration
	2.4.1 Netscape FastTrack Server
	2.4.2 Apache
	2.4.3 Other web servers

	2.5 Testing the Installation
	2.6 Lesson Summary
	2.7 Review questions
	1. On which platforms does the Tarantella server run?
	2. Tarantella is installed by running the appropriate *.shx file. How is Tarantella removed?
	3. Which directory should you consider removing after removing Tarantella?
	4. What command would you need to issue to add a license to Tarantella?
	5. What URL would you use to connect to Tarantella on a machine called www.example.com?
	6. What modifications are necessary on a default installation of Apache?

	2.8 Lab: Installing and Licensing Tarantella
	2.8.1 Overview


	AV 2-2
	2.8.2 Procedure
	Step 1. Log in as root.
	Step 2. Verify that the web server is running. For example, if you are running Netscape FastTrack...
	Step 3. The installation of Tarantella will require 50MB in /var/tmp. Verify that this space is a...
	Step 4. If directed to do so by the instructor, download the Tarantella .shx file for your platfo...
	Step 5. Execute the *.shx file by executing the following command: # sh platform.shx where platfo...
	Step 6. As shown in AV 2-2, you will be prompted to accept, reject, or read the Software License ...
	Step 7. As shown in AV 2-2, the installation lists defaults which you can accept or change. Accep...
	Step 8. License Tarantella with the following command: # /inst_dir/bin/tarantella license --add l...
	Step 9. Verify that Tarantella is running by connecting to it with a web browser. Use the followi...
	Step 10. Re-mount the /var/tmp filesystem if previously unmounted in Step 3.

	2.9 Answers to Exercise and Review Questions
	Exercise answers
	Review Question Answers
	1. The Tarantella Enterprise II server runs on the following platforms: UnixWare, Solaris, OpenSe...
	2. Tarantella is removed by running: /inst_dir/bin/tarantella uninstall where inst_dir is the ins...
	3. The /var/tarantella directory remains after the removal of Tarantella. This is done to enable ...
	4. To license a Tarantella server, you would issue the command “tarantella license --add license_...
	5. The URL is http://www.example.com/tarantella.
	6. The Apache configuration file srm.conf (usually found in /usr/local/apache/conf) must be modif...
	3
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	Introduction
	Objectives


	AV 3-1
	Topics

	AV 3-2
	3.1 Creating Users and Configuring Applications
	3.1.1 Control Center
	3.1.2 Adding a Tarantella user
	Step 1. In Control Center, right click on the background of the children box.
	Step 2. Select New Object ð Person.
	Step 3. Type your first name followed by your last name into the Object Name field (eg. John Smith).
	Step 4. Type the same name in the Label field.
	Step 5. Type “_user/root” in the Authenticate Using field (don’t type the double quotes).
	Step 6. Click on the Apply button. Be sure to wait until the button letters are grayed out.
	Step 7. Log out, then log back into Tarantella using your name and root’s password.

	3.1.3 Adding an application
	Step 1. In Control Center, right click on the background of the children box.
	Step 2. Select New Object ð X Application.
	Step 3. Set the Object Name and Label fields to “xeyes”.
	Step 4. Set the Application field to “/usr/X/bin/xeyes” (don’t type the double quotes).
	Step 5. Click on the Apply button. Be sure to wait until the button letters are grayed out.

	3.1.4 Deploying the application to a user
	Step 1. Drag-and-drop the icon created in the previous exercise onto your Tarantella person objec...
	Step 2. Log out of Tarantella and log back in. Alternatively, refresh/reload your web browser.
	Step 3. The Launch Pad will now contain a new icon labeled “xeyes”. Click on the icon to launch t...

	3.1.5 The Tarantella datastore

	3.2 Modeling an Organization
	3.2.1 Hierarchal structure
	Step 1. In Control Center, create four new person objects.
	Step 2. Right click on the children box.
	Step 3. Select New Object ð Organizational Unit.
	Step 4. Set the Object Name and Label fields to “San Francisco” (don’t type the double quotes).
	Step 5. Click on the Apply button. Be sure to wait until the button letters are grayed out.
	Step 6. Repeat steps 2 through 5 to create an organizational unit called “Santa Cruz” (don’t type...
	Step 7. Drag-and-drop two of the person objects you created in step 1 onto the “Us” icon. Drag-an...
	Step 8. Examine the contents of “San Francisco” by clicking the its icon. Notice that the parents...
	Step 9. To back out of the “San Francisco” organizational unit, click on the “Organization” icon ...
	Step 10. Repeat steps 8 and 9 examining the contents of the “Santa Cruz” organizational unit. Not...

	3.2.2 Inheritance
	Step 1. Log out and log into Tarantella as one of the newly created Tarantella users in the “Us.”...
	Step 2. Examine the applications available on the Launch Pad.
	Step 3. Log back in as a Tarantella administrator and see if you can understand how the user ende...

	3.2.3 The home page attribute

	3.3 Creating Objects in Tarantella
	3.3.1 Adding a user
	Step 1. In Control Center, click the icon for the person object corresponding to the Tarantella a...
	Step 2. Change the Webtop Theme attribute to “Standard”.
	Step 3. Click on the Apply button. Be sure to wait until the button letters are grayed out.
	Step 4. Log out and log back in. Alternately, refresh/reload your web browser.
	Step 5. The appearance of the webtop should not have changed (assuming you’re not already leaping...
	Step 6. Change your user’s webtop theme to “Standard (no icons)”.
	Step 7. Refresh/reload your web browser.
	Step 8. Observe the difference in the webtop appearance.
	Step 9. Repeat step 6 through step 8 using “Horizontal” and “Maximum display area” for the webtop...

	3.3.1.1 Duplicate user names
	3.3.1.2 Other types of users
	Unix users
	Step 1. Configure Tarantella to allow Unix user logins:
	Step 2. Create an organizational unit for Unix users:
	Step 3. Drag-and-drop the xterm application object onto the Unix Users organizational unit.
	Step 4. Configure Tarantella so that the Unix Users organizational unit is used by Unix users:
	Step 5. Log out of Tarantella and log back in as a Unix user.
	Step 6. Observe that you can now log in as a Unix user and that the administrator can control wha...
	Anonymous users
	Step 1. Configure Tarantella to allow anonymous user logins:
	Step 2. Create an organizational unit for anonymous users:
	Step 3. Drag-and-drop the xclock application object onto the Anonymous Users organizational unit.
	Step 4. Configure Tarantella so that the Anonymous Users organizational unit is used by Unix users:
	Step 5. Log out of Tarantella and log back in as a Unix user.
	Step 6. You can now log in as an anonymous user and the administrator can control what applicatio...



	3.3.1.3 Tarantella administrators
	3.3.2 Adding an application
	Step 1. Create a new X application object which runs /usr/X/bin/puzzle. Set the Display Using att...
	Step 2. Give the application to a user.
	Step 3. Log in as that user. Alternatively, just give the application to yourself and refresh/rel...
	Step 4. Launch the application and observe how it is displayed.
	Step 5. Modify the Display Using attribute to “New browser window”.
	Step 6. Log out and log back in (or refresh/reload your web browser if you gave the application t...
	Step 7. Launch the application again. Observe how it is displayed.
	Step 8. Repeat steps 5 through 7 setting the Display Using attribute to “Independent window” and ...

	3.3.3 Document objects
	3.3.4 Host and Host Group objects

	3.4 Moving Objects
	Step 1. Right click on the object where you want to move the marked object
	Step 2. Select Webtop.
	Step 3. Right click in the details pane and select Marks, followed by the object you marked.

	3.5 Trash
	Step 1. Click on the Default view list menubar and select Trash.
	Step 2. The Details pane will display the trash.
	Step 3. From the Details pane the objects can be permanently deleted by right clicking the object...

	3.6 Lesson Summary
	3.7 Review questions
	1. What tasks does Control Center enable Tarantella administrators to perform?
	2. What is the purpose of the Authenticate Using attribute in person objects?
	3. How does Tarantella simplify administration tasks for administrators of large Tarantella servers?
	4. What three types of users does Tarantella allow?
	5. How can you make a user an administrator?
	6. How do you pass environment variables into applications launched by Tarantella?
	7. What happens if you delete an object in Control Center?

	3.8 Lab: Configuring Tarantella
	3.8.1 Overview
	3.8.2 Procedure
	Part I: Create the Organizational Units
	Step 1. Click on the organization in the parents box to work your way to the top of the tree.
	Step 2. Right click on the background of the children box. Select New Object ð Organizational Unit.
	Step 3. Set the Object Name and Label to “North America” (don’t type the double quotes).
	Step 4. If desired, change the Icon to one of your choosing.
	Step 5. Click on the Apply button. Be sure to wait until the button letters are grayed out.
	Step 6. Click on the “North America” object that you just created. Notice that the parents box ch...
	Step 7. Right click on the background of the children box and select New Object ð Organizational ...
	Step 8. Set the Object Name and Label to “Sales” (don’t type the double quotes).
	Step 9. If desired, change the Icon to one of your choosing.
	Step 10. Click on the Apply button. Be sure to wait until the button letters are grayed out.
	Step 11. Right click on the background of the children box and select New Object ð Organizational...
	Step 12. Set the Object Name and Label to “Engineering” (don’t type the double quotes).
	Step 13. If desired, change the Icon to one of your choosing.
	Step 14. Click on the Apply button. Be sure to wait until the button letters are grayed out.
	Step 15. Click on the Organization in the parents box to work your way back to the top of the tree.
	Step 16. Repeat the steps above to create the “Europe” and “Manufacturing” organizational units.

	Part II: Create the Users
	Step 1. Click on the organization in the parents box to work your way to the top of the tree.
	Step 2. Click on the “Europe” organizational unit in the children box.
	Step 3. Click on the “Manufacturing” organizational unit in the children box.
	Step 4. Right click on the background of the children box, and select New Object ð Person.
	Step 5. Set the Object Name and Label attributes to “John Stratford” (don’t type the double quotes).
	Step 6. Assuming that the Unix account that you created for John Stratford is called “johns”, set...
	Step 7. If desired, change the Icon and Webtop Theme to one of your choosing.
	Step 8. Click on the Apply button. Be sure to wait until the button letters are grayed out.
	Step 9. Repeat these steps for each Tarantella user. Be sure to place each user in the organizati...

	Part III: Create and Deploy the Applictions
	Step 1. Click on the organization in the parents box to work your way to the top of the tree.
	Step 2. Click on the “North America” organizational unit in the children box.
	Step 3. Click on the “Engineering” organizational unit in the children box.
	Step 4. Right click on the background of the children box and select New Object ð X Application.
	Step 5. Set the Object Name and Label attributes to “X Calculator”.
	Step 6. Set the Icon and Display Using attributes as you see fit.
	Step 7. Set the Application attribute to the pathname of xcalc (ie. /usr/X/bin/xcalc).
	Step 8. Click on the Apply button. Be sure to wait until the button is grayed out.
	Step 9. Repeat the steps above for each of the applications listed in Table 5. Don’t forget that ...

	Part IV: Testing Your Work


	3.9 Answers to Exercise and Review Questions
	Exercise answers
	“Which Type of User Did You Create?,” on page 3-9

	Review Question Answers
	1. Control Center enables Tarantella administrators to tailor Tarantella to their organization, c...
	2. The Authenticate Using attribute in person objects enables Tarantella administrators to specif...
	3. Tarantella allows administrators to organize objects into a hierarchy.
	4. Tarantella allows Tarantella users (ie. users for whom a Tarantella person object exists), Uni...
	5. You make a user an administrator by right clicking the organization icon in the parents box, s...
	6. You can set environment variables for particular applications by setting that application obje...
	7. When you delete an object in Control Center, it is moved to the trash. To actually completely ...
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	Objectives


	AV 4-1
	Topics
	4.1 The Tarantella Native Client
	4.1.1 Why does the Native Client exist?
	4.1.2 Installing the Tarantella Native Client
	Step 1. Right click one of the hypertext links.
	Step 2. Select “Save Link As...”.
	Step 1. Right click one of the hypertext links above.
	Step 2. Select “Save Target As...”.



	AV 4-2
	AV 4-3
	4.1.3 Running the Native Client
	4.1.4 Logging into the Native Client
	4.1.5 Native Doc Viewer
	4.2 Lesson Summary
	4.3 Review questions
	1. How do you download the Native Client?
	2. Does the Native Client have to be installed on the clients themselves?
	3. Does the Native Client work in conjunction with the Tarantella Security Pack?

	4.4 Answers to Exercise and Review Questions
	Exercise answers
	Review Question Answers
	1. The Native Client is installed as part of the base Tarantella installation. You can install th...
	2. No, the Native Client does not have to be installed on the clients themselves. The Native Clie...
	3. Yes, the Native Client does work conjunction with the Tarantella Security Pack.
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	Introduction
	Objectives


	AV 5-1
	Topics

	AV 5-2
	5.1 How Tarantella Printing Works
	5.2 Configuring a Unix Server for Tarantella Printing
	5.3 Configuring a Windows Server for Tarantella Printing
	Step 1. Create an LPR printer on the Windows application server. This is accomplished by telling ...
	Step 2. When configuring the new LPR port:
	Step 3. When prompted whether the printer will be shared with other network users, choose Not Sha...
	Step 4. Choose the printer model and manufacturer that most closely matches your client devices' ...

	5.4 Submitting Print Jobs under Tarantella
	5.5 Lesson Summary
	5.6 Review questions
	1. What is the name of the program that needs to be run on Unix application servers to configure ...
	2. What protocol does Tarantella use to transfer print jobs from the application server to the Ta...
	3. What protocol does Tarantella use to transfer print jobs from the Tarantella server to the cli...
	4. What is the default name of the Tarantella printer?

	5.7 Answers to Exercise and Review Questions
	Exercise answers
	Review Question Answers
	1. The program that you run on Unix application servers to enable Tarantella printing is called p...
	2. Tarantella uses LPD to transfer the print job from the application server to the Tarantella se...
	3. Tarantella uses the Print Protocol Engine (PPE) to transfer print jobs from the Tarantella ser...
	4. The default name of the Tarantella printer is “tta_printer”.
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	Introduction
	Objectives


	AV 6-1
	Topics
	6.1 The Tarantella Security Pack
	6.2 Installing the Tarantella Security Pack
	6.2.1 Distribution media
	6.2.2 Installation procedure
	Step 1. Log in as root.
	Step 2. Mount the CD-ROM.
	Step 3. Run the following command: sh tsp_file.shx where tsp_file.shx is one of the following fil...
	Step 4. Follow the on-screen prompts.


	6.3 X.509 Certificates
	6.3.1 Obtaining an X.509 certificate for the Tarantella Security Pack
	Step 1. On your Tarantella server, generate a Certificate Signing Request (CSR) by typing the fol...
	Step 2. Send this CSR to a supported Certificate Authority (CA) (eg. VeriSign or Thawte) by filli...
	Step 3. The CA will then supply you with a certificate which you can use with the Tarantella Secu...


	6.4 Supported Certificate Authorities
	6.5 Installing an X.509 Certificate
	6.5.1 Enabling Tarantella security
	6.5.2 The Control Center
	6.5.3 Testing the Tarantella Security Pack configuration

	6.6 Lesson Summary
	6.7 Review questions
	1. On which platforms does the Tarantella Security Pack run?
	2. What are the two levels of encryption offered by the Tarantella Security Pack?
	3. Which Certificate Authorities does the Tarantella Security Pack support?
	4. What benefits does an SSL connection provide over standard connections?
	5. What command do you use to request a CSR?

	6.8 Lab: Configuring the Tarantella Security Pack
	6.8.1 Overview
	6.8.2 Procedure
	Part I: Installing the Tarantella Security Pack
	Step 1. If directed to do so by the instructor, download the Tarantella Security Pack .shx file f...
	Step 2. Execute the *.shx file by executing the following command: # sh platform.shx where platfo...
	Step 3. If you are prompted that there is insufficient space in /var/tmp, then remedy this proble...




	AV 6-2
	Part II: Generating a CSR
	Step 1. Log onto the Tarantella server as root, start a dtterm, and generate a CSR by using the t...
	Step 2. After you accept the hostname, the command generates a CSR. Copy the CSR to the clipboard...


	AV 6-3
	Part III: Obtaining an X.509 Certificate
	Step 1. Using your web browser, open the following URL:
	Step 2. Cut-and-paste the certificate to a file called /tmp/cert. Do this by highlighting the cer...

	Part IV: Installing the X.509 Certificate
	Step 1. On the Tarantella host, use the tarantella security certuse command to install the Certif...


	AV 6-4
	AV 6-5
	Part V: Enabling the Tarantella Security Pack
	Part VI: Configuring Tarantella to Use SSL Connections

	AV 6-6
	AV 6-7
	Part VII: Test the Tarantella Security Pack Configuration

	AV 6-8
	AV 6-9
	6.9 Answers to Exercise and Review Questions
	Exercise answers
	Review Question Answers
	1. The Tarantella Security Pack runs on the following platforms: UnixWare, Solaris, OpenServer, A...
	2. The two levels of encryption offered by the Tarantella Security Pack are 128-bit Strong Crypto...
	3. The Certificate Authorities supported by the Tarantella Security Pack are Verisign and Thawte.
	4. SSL connections provide three benefits over standard connections:
	5. The command to request a CSR is tarantella security certrequest
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	Introduction
	Objectives


	AV 7-1
	Topics

	AV 7-2
	AV 7-3
	7.1 Distributing the Load
	7.2 Application Server Farms
	7.2.1 Multiple application servers
	7.2.2 Balancing applications across multiple application servers
	Step 1. Select Organization in the Hierarchy View List
	Step 2. Create a host object for each application server you want to run the application on.
	Step 3. Right-click the application object that represents the application you want to run on mul...
	Step 4. Select Attributes. The application object's attributes are shown in the Details pane.
	Step 5. Set the Application Server attribute to Use Hosts View.
	Step 6. Click Apply.
	Step 7. Right-click the application object again, then select Hosts. The Details pane shows the a...
	Step 8. Drag the host objects for the servers you want to run this application from the Children ...

	7.2.2.1 Object attributes

	7.3 Creating a Tarantella Array
	7.3.1 Tarantella load balancing


	AV 7-4
	7.3.2 Arrays of Tarantella servers
	7.3.3 Arrays and web servers
	7.3.4 Arrays and the Tarantella URL
	7.3.5 Creating an array of Tarantella servers
	7.3.6 Changing the primary server in an array
	7.3.7 Adding a secondary Tarantella server to an array
	7.3.8 Removing a server from an array
	7.3.9 Dismantling an array of Tarantella servers
	7.4 Using a Tarantella Array
	7.4.1 Displaying servers in an array
	7.4.2 Login into a particular Tarantella server in an array

	7.5 Balancing the Load across Tarantella Servers
	7.5.1 The load balancing table
	7.5.2 Adding a user to the load balancing table
	7.5.3 Removing a user from the load balancing table
	7.5.4 Making a Tarantella server available to a user
	7.5.5 Removing a Tarantella server from those available to a user
	7.5.6 Ordering the servers for a user

	7.6 Lesson Summary
	7.7 Review Questions
	1. What are the benefits of Tarantella load balancing?
	2. What is a host object?
	3. What is the command line used to create an array?
	4. What is the Load Balancing Table used for?
	5. How do you remove a server from an array?

	7.8 Lab: Creating an Application Server Farm
	7.8.1 Overview
	7.8.2 Procedure
	Part I: Creating the Host Objects
	Step 1. Log into Tarantella as a Tarantella administrator.
	Step 2. Run Control Center.
	Step 3. Right click on the background of the children box.
	Step 4. Select New Object ð Host.
	Step 5. Set the Object Name and Label attributes to the name of the application server.
	Step 6. Set the Host Name attribute to the fully qualified domain name of the application server.
	Step 7. Click the Apply button. Be sure to wait for the button to be grayed out.

	Part II: Configuring the Application to Use the Application Servers
	Step 1. Log into Tarantella as a Tarantella administrator.
	Step 2. Run Control Center.
	Step 3. Right click the scocon application object in the children box and select Duplicate. This ...
	Step 4. Change the name of the copy by setting the copy’s Object Name and Label attributes to “Fa...
	Step 5. Change the Application Server attribute to Use Hosts View.
	Step 6. Click the Apply button. Be sure to wait for the button to be grayed out.
	Step 7. Right click the Fancy scocon object and select Hosts. The details pane now shows the host...
	Step 8. Drag-and-drop the host objects that you created in Part I onto the details pane.

	Part III: Using the Application
	Step 1. Deploy the application to two Tarantella users
	Step 2. Log in simultaneously as both users
	Step 3. Launch Fancy scocon as each user
	Step 4. At the shell prompt, execute the hostname command.



	7.9 Lab: Creating an Array of Tarantella Servers
	7.9.1 Overview
	7.9.2 Procedure
	Part I: Creating an Array of Tarantella Servers



	AV 7-5
	Part II: Verifying that the Servers are Now Part of an Array

	AV 7-6
	Part III: Changing the Primary Server in an Array
	Part IV: Adding a User to the Load Balancing Table
	Part V: Dismantling an Array of Tarantella Servers
	Step 1. Find out which servers belong to the array. Execute: # tarantella array query --summary
	Step 2. Remove ALL of the secondary servers from the array. Execute:
	Step 3. Once you have removed all of the secondary Tarantella array servers, you can proceed to r...

	7.10 Answers to Exercise and Review Questions
	Exercise answers
	Review Question Answers
	1. Some of the benefits of Tarantella load balancing are:
	2. A host object represents an application server in the Tarantella datastore. Host objects allow...
	3. tarantella array join --primary p_server --secondary s_server ...
	4. Tarantella uses the Load Balancing table to decide which server to redirect a particular user ...
	5. The command to remove a server from an array is tarantella array edit --detach server
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	Introduction
	Objectives


	AV 8-1
	Topics

	AV 8-2
	AV 8-3
	8.1 Choosing a Windows Protocol
	8.1.1 The “None” protocol


	AV 8-4
	AV 8-5
	8.1.2 The “SCO Merge” protocol
	8.1.3 The “WinFrame / MetaFrame” protocol

	AV 8-6
	AV 8-7
	8.1.4 The “WinCenter & UIS” protocol
	8.1.5 The “Local Windows Terminal Server” protocol

	AV 8-8
	8.1.6 The “Win2000/Terminal Server” protocol
	8.2 Installing the Windows Connectivity Pack
	8.2.1 Distribution media
	8.2.2 Installation procedure
	Step 1. Log in as root.
	Step 2. Mount the CD-ROM.
	Step 3. Run the following command: sh wcp_file.shx where wcp_file.shx is one of the following fil...
	Step 4. Follow the on-screen prompts.

	8.2.3 Licensing issues
	8.2.4 Scalability and performance
	8.2.5 Installing applications
	8.2.6 Application compatibility scripts
	8.2.7 Deploying Windows applications under Tarantella
	Step 1. In Control Center, right-click on the background of the children box.
	Step 2. Select New Object ð Windows Application.
	Step 3. Set the Object Name, Label, and Icon attributes as usual.
	Step 4. Set the Windows Protocol attribute to Win2000/Terminal Server.
	Step 5. Set the Application Server attribute to the fully qualified DNS-resolvable name of the Wi...
	Step 6. Set the Application attribute to the pathname of the application (using “\” as the path d...
	Step 7. Specify any arguments as needed in the Arguments attribute.
	Step 8. Check Use Windows Cursor.
	Step 9. Set the Display Using attribute as desired.
	Step 10. Click Apply.
	Step 11. Deploy this Windows application object.


	8.3 Installing Windows Terminal Server and Windows 2000
	8.3.1 Windows Terminal Server and Windows 2000 requirements
	8.3.2 Distribution media and creating installation floppies
	Step 1. Insert the Windows Terminal Server or Windows 2000 CD-ROM into the drive on a Windows mac...
	Step 2. Assuming your CD-ROM is D:, select Start ð Run
	Step 3. For Windows Terminal Server, type: D:\i386\winnt.exe /ox For Windows 2000, type: D:\bootd...

	8.3.3 Installing Windows 2000 Advanced Server.
	8.3.4 Installing Windows Terminal Server

	8.4 Crucial information for Windows Terminal Server
	8.4.1 Service Pack Installation
	8.4.2 Windows Terminal Server administration
	8.4.3 User creation
	Step 1. Log in as Administrator.
	Step 2. Start the User Manager for Domains.
	Step 3. Choose User ð New User.
	Step 4. Enter the name and password.
	Step 5. Choose Config.
	Step 6. Change “on a broken or timed-out connection” to reset.
	Step 7. Click Add.
	Step 8. Click Close.

	8.4.4 Disconnect, logoff and shutdown

	8.5 Crucial information for Windows 2000
	8.5.1 Windows 2000 betas
	8.5.2 RDP support
	8.5.3 Terminal Server 4.0 compatibility
	8.5.4 Utilities for configuring Terminal Services
	8.5.5 Disabling interactive login
	Step 1. Start ð Programs ð Administrative Tools ð Terminal Services Configuration.
	Step 2. Double-click RDP-Tcp under the Connection column.
	Step 3. Under the Logon Settings tab, check Use client-provided logon information.
	Step 4. Uncheck Always Prompt for Password.

	8.5.6 Installation of Terminal Services
	Step 1. Log in as Administrator.
	Step 2. Select Start ð Settings ð Control Panel ð Add/Remove Programs ð Add/Remove Windows Compon...
	Step 3. Check Terminal Services.
	Step 4. Click Next.
	Step 5. Choose Application server mode on the “Terminal Services Setup” screen.
	Step 6. Click Next.
	Step 7. Click Finish.

	8.5.7 Installation of Print Services for Unix
	Step 1. Log in as Administrator.
	Step 2. Select Start ð Settings ð Control Panel ð Add/Remove Programs ð Add/Remove Windows Compon...
	Step 3. Highlight Other Network File and Print Services.
	Step 4. Click Details....
	Step 5. Check Print Services for Unix.
	Step 6. Click OK.
	Step 7. Click Next.
	Step 8. Click Finish.

	8.5.8 Creating user accounts
	Step 1. Log in as Administrator.
	Step 2. Select Start ð Programs ð Administrative Tools ð Computer Management.
	Step 3. Double-click Local Users and Groups.
	Step 4. Highlight Users.
	Step 5. Select Action ð New User....
	Step 6. Provide the information requested.
	Step 7. Uncheck User must change password at next logon.
	Step 8. Uncheck Account is disabled.
	Step 9. Click Create.

	8.5.9 Using the Windows 2000 “guest” account
	Step 1. Log in as Administrator.
	Step 2. Select Start ð Programs ð Administrative Tools ð Terminal Services Configuration.
	Step 3. Double-click RDP-Tcp under the Connection column.
	Step 4. Under the Permissions tab, click Add....
	Step 5. Highlight Guest.
	Step 6. Click Add.
	Step 7. Click OK.

	8.5.10 Resetting connections
	Step 1. Log in as Administrator.
	Step 2. Select Start ð Programs ð Administrative Tools ð Terminal Services Configuration.
	Step 3. Double-click RDP-Tcp under the Connection column.
	Step 4. Under the Sessions tab, check the second checkbox labeled Override user settings.
	Step 5. Check End Session.
	Step 6. Click OK.
	Step 1. Log in as Administrator.
	Step 2. Select Start ð Programs ð Administrative Tools ð Terminal Services Configuration.
	Step 3. Double-click RDP-Tcp under the Connection column.
	Step 4. Under the Sessions tab,check the first checkbox labeled Override user settings.
	Step 5. Select a value for End a disconnected session (eg. 1 Hour). This will allow users a perio...
	Step 6. Under the Sessions tab, uncheck the second checkbox labeled Override user settings.
	Step 7. Check End Session.
	Step 8. Click OK.


	8.6 Microsoft Terminal Server client
	Step 1. Insert the Windows Terminal Server CD-ROM into your Windows client. If an installation wi...
	Step 2. Start ð Run ð Browse and browse to the CD-ROM to \CLIENTS\TSCLIENTS\WIN32\I386\DISK1\SETU...
	Step 3. Click the Open button.
	Step 4. Click the OK button.
	Step 5. Accept all of the defaults.
	Step 1. On a Windows 2000 server, select Start ð Programs ð Administrative Tools ð Terminal Servi...
	Step 2. Select “Terminal Services for 32-bit x86 windows”.
	Step 3. Specify which floppy drive to use.
	Step 4. Indicate if you want the floppies formatted.
	Step 5. Click the OK button.
	Step 6. The floppy creator tool prompts for you to insert the first floppy. Click the OK button.
	Step 7. The floppy creator tool prompts for you to insert the second floppy. Click the OK button.
	Step 8. Click the OK button when the tool reports that the floppies have been successfully created.
	Step 9. Insert the floppies into the floppy drive on the Windows client.
	Step 10. Click Start ð Run...
	Step 11. Type “a:\setup.exe”.
	Step 12. Click the Continue button.
	Step 13. Enter your name and organization.
	Step 14. Click the OK button.
	Step 15. Click the OK button to confirm your information.
	Step 16. Click the I Agree button to accept the license agreement.
	Step 17. Click the “large button” to start the installation.
	Step 18. Click the Continue button.
	Step 19. Insert the second floppy when prompted and click the OK button.
	Step 20. Click the OK button.
	Step 1. Start ð Programs ð Terminal Server Client ð Terminal Server Client
	Step 2. In the dialog box, enter the IP Address or machine name of the Windows Terminal Server an...

	8.7 Lesson Summary
	8.8 Review questions
	1. How many different windows protocols does Tarantella support (including None).
	2. If you have lost the floppies necessary for installing Windows Terminal Server or Windows 2000...
	3. How many different resolutions does the standard Microsoft Terminal Server Client have? Does T...
	4. When logging into Windows NT Terminal Server Edition for the first time, what is the username ...

	8.9 Lab: Installing Windows 2000
	8.9.1 Overview
	8.9.2 Procedure
	Step 1. Insert the Windows 2000 Advanced Server CD-ROM (and boot floppy #1 if you are installing ...
	Step 2. Boot the machine
	Step 3. The installation reports “Setup is inspecting your computer’s hardware configuration...”.
	Step 4. The installation prompts “Press q if you need to install a third pary SCSI or RAID driver...
	Step 5. The installation reports “Setup is loading files” multiple times.
	Step 6. The installation reports “Setup is starting Windows 2000”.
	Step 7. The installation reports “Setup program has detected that you are about to install Window...
	Step 8. The installation prompts “To set up Windows 2000 now, press ENTER.”. Press e to continue.
	Step 9. The installation displays the Windows 2000 licensing agreemen. Press s to accept the lice...
	Step 10. The installation displays the fdisk table. If necessary, delete existing partions using ...
	Step 11. You are returned to the fdisk table. Type C to create a partition.
	Step 12. Enter size of partition in megabytes.
	Step 13. Type e.
	Step 14. Type e to install.
	Step 15. Select “Format this partition using the NTFS file system”.
	Step 16. Type e to continue
	Step 17. This installation reports “Setup is copying files...”.
	Step 18. The installation reports “Please wait while setup initializes Windows 2000”.
	Step 19. Type e restart the computer
	Step 20. The installation prompts “Please insert the Compact Disc labeled ‘Windows 2000 Server CD...
	Step 21. The installation reports “Welcome to the Windows 2000 Setup Wizard”.
	Step 22. Click Next.
	Step 23. The installation reports “Installing Devices”.
	Step 24. The installation displays the “Regional Settings” screen.
	Step 25. Click Next.
	Step 26. The installation displays the “Personalize Your Software” screen.
	Step 27. Enter your name and organization.
	Step 28. Click Next.
	Step 29. The installation displays the “Licensing Modes” screen. Choose “Per server” with 25 conn...
	Step 30. Click Next.
	Step 31. The installation displays the “Computer Name and Administrator Password” screen.
	Step 32. Provide the information requested and click Next.
	Step 33. The installation displays the “Windows 2000 Components” screen.
	Step 34. Check “Terminal Services”.
	Step 35. Click Next.
	Step 36. The installation displays the “Date and Time Settings” screen.
	Step 37. Click Next.
	Step 38. The installation displays the “Terminal Services Setup” screen.
	Step 39. Select “Application server mode” (not “Remote administration mode”).
	Step 40. Click Next. Note that this screen says, “Use Add/Remove Programs in Control Panel to ins...
	Step 41. The installation displays the “Terminal Services Setup” screen.
	Step 42. Select “Permissions compatible with Terminal Server 4.0 Users” (not “Permissions compati...
	Step 43. Click Next.
	Step 44. The installation reports “Installing Components”.
	Step 45. The installation reports “Performing Final Tasks”.
	Step 46. The installation reports “You have successfully completed Windows 2000 Setup.”
	Step 47. The installation reporst “If there is a CD in your drive, remove it.”
	Step 48. Click Finish.


	8.10 Lab: Installing Windows Terminal Server Edition
	8.10.1 Overview
	8.10.2 Procedure
	Step 1. Insert the Windows Terminal Server CD-ROM (and boot floppy #1 if you are installing from ...
	Step 2. Boot the machine.
	Step 3. If installing from floppies, follow the instructions for inserting the floppies.
	Step 4. Type e“To setup Windows Terminal Server Now”.
	Step 5. Type eto accept the CD controller.
	Step 6. Type sto agree to the licensing agreement
	Step 7. Type eto accept the default list of hardware and software. When setting up a production s...
	Step 8. If there is a partition on the drive already (most likely the Unix partition) then delete...
	Step 9. Create a 2 Gigabyte partition by typing C 2000 e.
	Step 10. Type eto install Windows Terminal Server on the partition.
	Step 11. Select NTFS then type e. The drive will now start formatting.
	Step 12. Once the formatting is complete the you will be asked for the installation directory. Pr...
	Step 13. Press ^to skip the secondary examination. This will save time in the classroom. The seco...
	Step 14. After the copying is complete, eject the CD-ROM (and floppy) then press e to reboot the ...
	Step 15. Insert the CD-ROM when prompted and click OK.
	Step 16. The installation will display an overview page of the next three steps. Click Next to st...
	Step 17. Enter a Name and an Organization and click Next. This is just an information field but c...
	Step 18. Choose PER SEAT.
	Step 19. Choose 5 (or thereabouts) for the quantity of clients. There is no immediate checking fo...
	Step 20. You instructor will tell you what to name your machine. Enter this name in the field lab...
	Step 21. Click Next to accept the Stand Alone Server.
	Step 22. Use root as the password.
	Step 23. Choose NO to avoid creating an Emergency Recovery floppy. This floppy is not needed here...
	Step 24. Click Next to accept the default software.
	Step 25. Click Next to install Internet Explorer.
	Step 26. The next step is the networking. Click Next to start the installation.
	Step 27. Click Next to have the computer on the network.
	Step 28. Click Next to not install Internet Information Server (Microsoft’s web server).
	Step 29. Click Start Search to start the autodetection of the networking card. If none are found ...
	Step 30. Accept the defaults for the card, protocols and services. If you are prompted for the ne...
	Step 31. Choose No to not use DHCP.
	Step 32. Under the IP Address Tab, fill in the IP address, subnet mask and default gateway. This ...
	Step 33. Under the DNS Tab, fill in the Domain Name and DNS server IP address. This information w...
	Step 34. Click OK.
	Step 35. A dialog box will pop up saying that WINS is not configured. Click Yes to continue on wi...
	Step 36. Accept the default services, start the network and accept Workgroup as the workgroup nam...
	Step 37. Choose the appropriate Time Zone, then click Close.
	Step 38. Accept the defaults for the display adapter and settings. The system will continue copyi...
	Step 39. Eject the CD when the copying is complete.
	Step 40. Click Restart.


	8.11 Lab: Installing Service Pack 5 for Windows Terminal Server
	8.11.1 Overview
	8.11.2 Procedure
	Step 1. Log onto the Windows Terminal Server system as Administrator with the password used earli...
	Step 2. The instructor will provide you with the CD-ROM with the latest Service Pack. Insert this...
	Step 3. Choose Start ð Settings ð Control Panel ð Add/Remove Programs
	Step 4. Click Install.
	Step 5. Click Browse and browse to the \WTSSP5 folder on the CD-ROM.
	Step 6. Choose wtsi386 and click Open.
	Step 7. Windows will insert the filename into the command line. Click Next.
	Step 8. Click Next to install the service pack for all users
	Step 9. Check the Licensing Agreement.
	Step 10. Uncheck Backup Files. This is simply to save time in the classroom.
	Step 11. Click Install.
	Step 12. When the installation completes, click Restart.


	8.12 Lab: Installing Internet Explorer 5.0.1
	8.12.1 Overview
	8.12.2 Procedure
	Step 1. Log onto the Windows Terminal Server system as Administrator.
	Step 2. The instructor will provide you with the CD-ROM with the latest Internet Explorer. Insert...
	Step 3. Choose Start ð Settings ð Control Panel ð Add/Remove Programs.
	Step 4. Click Install.
	Step 5. Click Browse and browse to the \ie5download folder on the CD-ROM.
	Step 6. Choose ie5setup and click Open.
	Step 7. Windows will insert the filename into the command line. Choose Next.
	Step 8. Choose Next to Install For All Users.
	Step 9. Click Accept to accept the license agreement.
	Step 10. Choose Typical software installation.
	Step 11. When the copying completes, click Finish to restart the computer.


	8.13 Lab: Office97 Installation
	8.13.1 Overview
	8.13.2 Procedure
	Step 1. Log onto the system as Administrator.
	Step 2. Insert the Office97 CD-ROM. The autorun script on the CD-ROM will automatically launch an...
	Step 3. Close the window without installing the application. Otherwise, only the Administrator wi...
	Step 4. Choose Start ð Settings ð Control Panel ð Add/Remove Programs Windows should automaticall...
	Step 5. Click Next to accept setup.exe.
	Step 6. Click Next to install for all users.
	Step 7. Click Continue.
	Step 8. Enter a Name and Organization and click OK to accept them.
	Step 9. Accept the ProductID and default installation folder.
	Step 10. Click Typical installation.
	Step 11. Click Continue to accept the defaults.
	Step 12. When everything is copied, click Finish.
	Step 13. Reboot the system.
	Step 14. Microsoft Office 97 provides an application compatibility script which you are required ...
	Step 15. Browse to C:\WTSRV\Application Compatibility Scripts\Install and run the Office97.cmd pr...
	Step 16. An edit box will pop up with a file that asks to be modified. Put in W: after the Set Ro...
	Step 17. Select File ð Save.
	Step 18. Select File ð Exit. The script will continue with the W: drive used bas the users’ drive.


	8.14 Lab: Creating an Application Object for Microsoft Excel
	8.14.1 Overview
	Step 1. Log into Tarantella as root.
	Step 2. Create a Windows application object for Excel:
	Step 3. Deploy the “Excel” application object that you created.
	Step 4. Refresh/reload the web browser.
	Step 5. Excel should now appear on the launch pad. Launch Excel.


	8.15 Answers to Exercise and Review Questions
	Exercise answers
	Review Question Answers
	1. There are six Windows protocols: None, SCO Merge, WinFrame/MetaFrame, WinCenter/UIS, Local Win...
	2. For Windows Terminal Server : D:\i386\winnt.exe /ox For Windows2000: D:\bootdisk\makeboot a:
	3. Three. 640x480, 800x600, 1024x768. Tarantella can have any arbitrary resolution.
	4. The name to use when first logging in is Administrator.
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	The X Window System


	Introduction
	Objectives


	AV 9-1
	Topics
	9.1 X Window System
	9.1.1 History and philosophy of the X window system
	9.1.2 X application input
	9.1.3 Window managers
	9.1.4 Clipboard
	9.1.5 Fonts

	9.2 Lesson Summary
	9.3 Review questions
	1. What is the basic philosophy behind the X Window System and what principles is it based on?
	2. How does the X client accept keyboard input from the X server?
	3. How does the X Window System use the Clipboard?
	4. What are the default files and directories that the X server uses to locate fonts?
	5. What are the three building blocks of typical X applications and how are they related to each ...

	9.4 Lab: Understanding the X Window System
	9.4.1 Overview
	9.4.2 Procedure
	Part I
	Step 1. On the UnixWare graphical login screen, choose Options ð Sessions ð Failsafe Session.
	Step 2. Log in as root.
	Step 3. If an xterm is not started automatically, launch one by right clicking the background of ...
	Step 4. In the xterm, execute the xdpyinfo command:
	Step 5. Log into Tarantella and open an xterm. Execute the same command from within the Tarantell...
	Step 6. In either xterm, execute xset by executing the following command: # xset 2>&1 | more The ...




	AV 9-2
	Part II
	Step 1. Log into CDE as root.
	Step 2. From an dtterm, open the application xedit:
	Step 3. From the dtterm, execute the following command:
	Step 4. Load the xedit widget tree into editres.
	Step 5. Display the Xt resources for xedit using editres:


	AV 9-3
	AV 9-4
	Step 6. Change the color of the Save button to red.
	Step 7. Change the font weight and style using xfontsel and editres:
	Step 8. Select the font family by clicking on “fmly” and choosing “lucida”.
	Step 9. Select the font weight by clicking on “wght” and choosing “bold”.
	Step 10. Select the pixel size by click on “pxlsz” and choosing “18”.


	AV 9-5
	AV 9-6

	AV 9-7
	Part 3
	Step 1. Observe the current keysyms using xmodmap. Execute:
	Step 2. Using the xmodmap application, alter the keysyms so that the shift key and the capslock k...
	Step 3. You can verify that this command worked by trying to type the $ % ^ & keys. You must now ...

	9.5 Answers to Exercise and Review Questions
	Exercise answers
	Review Question Answers
	1. The basic philosophy of the X Window System is “mechanism not policy” and it’s built on the pr...
	2. Keyboard inputs are interpreted using keyboard symbols and modifiers which access the keysyms ...
	3. X clients exchange information using “selections” which are saved into a global buffer made av...
	4. The default font search paths are /usr/lib/X11/fonts/misc, /usr/lib/X11/fonts/75dpi, and /usr/...
	5. A typical X application would be built using the Motif Toolkit to create the “look and feel”. ...
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	Customizing Tarantella


	Introduction
	Objectives


	AV 10-1
	Topics
	10.1 The Basics You Must Know
	10.1.1 HTML
	10.1.2 Frames
	10.1.3 Tables
	10.1.4 cgi-bin
	10.1.5 RGB colors
	10.1.5.1 Setting colors via the HTML <BODY> tag
	10.1.5.2 Setting colors via applet parameters
	10.1.5.3 Setting colors in graphic files

	10.2 Themes
	10.2.1 Login themes
	Step 1. Copy the standard login theme directory to a different name in the same directory.
	Step 2. Make the desired modifications to the files in the new directory
	Step 3. Select the new login theme in Control Center by selecting Server view and change the Logi...

	10.2.2 Webtop themes
	Step 1. In Control Center, change your organization’s webtop theme to horizontal.
	Step 2. Log out of Tarantella and log back in as the administrator
	Step 3. Observe the difference in the appearance of the webtop theme
	Step 1. Select a user’s person object in Control Center
	Step 2. Change the webtop theme attribute for that person to noicon
	Step 3. Log out of Tarantella, log back in as the person you selected
	Step 4. Observe the difference in the appearance of this person’s webtop theme
	Step 5. Log out as this person and log back into Tarantella as the administrator
	Step 6. Observe that the administrator’s webtop theme has not changed (ie. it still uses the hori...

	10.2.3 Icon themes


	AV 10-2
	10.3 Configurable Tarantella Components
	10.3.1 Splash screen


	AV 10-3
	10.3.2 Login screen

	AV 10-4
	AV 10-5
	10.3.2.1 The login screen graphics files

	AV 10-6
	10.3.3 The Tarantella webtop
	10.3.3.1 The main frame

	AV 10-7
	10.3.3.2 Launch pad frame
	Step 1. Modify one or two of these parameters at a time in left.html.
	Step 2. Click on your browser’s refresh/refresh button.
	Step 3. Examine the results.
	Step 4. Repeat steps 1 through 3 changing new parameters each time.

	10.3.3.3 Print status frame
	10.3.3.4 Help/Logout frame

	AV 10-8
	AV 10-9
	10.3.3.5 Logout confirmation frame
	10.3.4 Logging out screen
	10.3.5 Logged out screen
	10.4 The Tarantella Solution Zone
	10.5 Lesson Summary
	10.6 Review questions
	1. What are the basic web technologies that are used to configure the appearance of Tarantella?
	2. Tarantella uses “themes” to make customization easier. What types of themes does Tarantella pr...
	3. What are the four webtop themes that Tarantella provides?
	4. What are the names of the files that implement the standard login theme’s graphics?
	5. In which directory are webtop themes stored?
	6. What utility do you use to change webtop themes?
	7. How do you change the icon theme?
	8. What is the purpose of the files butup.gif and butdown.gif?
	9. What is the purpose of the file /inst_dir/webtops/en_US/theme/left.html?
	10. What are ObjectTopShadow and ObjectBottomShadow and what do they do?
	11. What is the file /inst_dir/webtops/en_US/theme/wt_shutdown.html?

	10.7 Lab: Modifying the Login Theme
	10.7.1 Overview
	10.7.2 Procedure
	Step 1. Change directories to the Tarantella login theme directory: # cd /inst_dir/login/en_US wh...
	Step 2. Copy the standard login theme directory:
	Step 3. Log into Tarantella as the administrator and run the Control Center.
	Step 4. In Control Center, pull down the Hierarchy view list menu and select server.
	Step 5. Click Apply.
	Step 6. Change the Login Theme attribute to “exco”. Recall that this is the name of the login the...
	Step 7. Click Apply. Make sure that the Apply button goes from solid black to greyed out before p...
	Step 8. Log out of Tarantella.
	Step 9. Return to the login screen. While we have changed the login theme to exco, exco is still ...



	AV 10-10
	Step 10. The instructor will provide you with a file called excologin.tar. This file contain the ...
	Step 11. Refresh/reload your web browser.
	Step 12. To get the entire login screen redrawn, restart your browser.
	Step 13. Return to the Tarantella login screen. At this point, the screen should appear like the ...
	Step 14. Return to the Tarantella login screen. At this point, the screen should appear like the ...
	10.8 Lab: Modifying the Webtop Theme
	10.8.1 Overview
	10.8.2 Procedure
	Step 1. Change directories to the Tarantella webtop theme directory: # cd /inst_dir/webtops/en_US...
	Step 2. Copy the standard login theme directory : # copy -rom standard exco The directory that yo...
	Step 3. Log into Tarantella as the administrator and run the Control Center.
	Step 4. In Control Center, pull down the Hierarchy view list menu and select organization.
	Step 5. Right click the Organization icon.
	Step 6. Choose Attributes.
	Step 7. Change the Webtop Theme attribute to “exco”. Recall that this is the name of the login th...
	Step 8. Click Apply Make sure that the Apply button goes from solid black to greyed out before pr...
	Step 9. One of the quickest and easiest ways to make Tarantella appear to be an integral part of ...
	Step 10. Change directories to the exco directory. In this directory, you will find a file called...
	Step 11. Refresh your web browser and notice the differnence in the appearance of the webtop. The...
	Step 12. Click on the “X” icon to logout. Notice that the frame returns to the standard webtop’s ...
	Step 13. Change the background color to “#0000FF” in confirmlogout.html.
	Step 14. Refresh/reload your web browser.
	Step 15. Refreshing your web browser may cancel the logout. Simply click on the “X” icon again. N...
	Step 16. The Tarantella logo in the Help/Logout is located in another directory. It is located in...
	Step 17. The file /inst_dir/webtops/en_US/exco/print.html contains the HTML code responsible for ...
	Step 18. Refresh your web browser. Notice that only a portion of the background color changed as ...
	Step 19. In print.html, you will find another line which reads: <param name="HostBackgroundColor"...
	Step 20. Refresh/reload your web browser. Notice that HostBackgroundColor affected the background...
	Step 21. The file left.html contains the HTML code responsible for drawing the launch pad. Change...
	Step 22. Refresh/reload your web browser. Notice that only a portion of the background color chan...
	Step 23. In left.html, there is a line which reads: <param name="ObjectBackgroundColor" value="66...
	Step 24. Refresh/reload your web browser. Notice which portion of the launch pad changes color to...
	Step 25. Now change HostBackgroundColor to “#0000FF” in left.html.
	Step 26. Refresh/reload your web browser. Notice which portion of the launch pad changes color to...
	Step 27. Change the labels on the launch bar from yellow to white by changing the parameter Label...
	Step 28. Refresh/reload your web browser. The labels should now be white.
	Step 29. Position the cursor on top of one of the launch pad’s icons. Notice that the shading mak...
	Step 30. Now you will change the appearance of the icon shading to make the icon appear to be pus...
	Step 31. Refresh/reload your web browser.
	Step 32. Position the cursor on an icon in the launch pad. The icon should now appear pressed inw...


	10.9 Answers to Exercise and Review Questions
	Exercise answers
	“Changing Webtop Themes,” on page 10-14

	Review Question Answers
	1. The basic web technologies used to configure the appearance of Tarantella are HTML, frames, cg...
	2. Tarantella provides login, webtop, and icon themes.
	3. The four webtop themes provided by Tarantella are standard, horizontal, maximum, and noicon.
	4. Assuming that you are not logging in anonymously and not logging into a Tarantella array, the ...
	5. Webtop themes are stored in /inst_dir/webtops/en_US/theme, where theme is the name of the webt...
	6. Webtop themes are changed by using the Control Center.
	7. You change icon themes by editing /inst_dir/webtops/en_US/standard/AdminTools.html and /inst_d...
	8. These files are the graphic files for the “ok” button on the login screen.
	9. left.html is the file that contains the HTML code and applet parameter definitions that contro...
	10. ObjectTopShadow and ObjectBottomShadow are parameters to Tarantella’s asad applet. They are u...
	11. /inst_dir/webtops/en_US/theme/wt_shutdown.html is the file which controls the second of the t...
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	The Tarantella 3270 Connectivity Pack


	Introduction
	Objectives


	AV 11-1
	Topics
	11.1 Installing the Tarantella 3270 Connectivity Pack
	11.1.1 Tarantella 3270 Connectivity Pack requirements
	11.1.2 Distribution media
	11.1.3 Installation procedure
	Step 1. Log in as root.
	Step 2. Mount the CD-ROM.
	Step 3. Run the following command: sh cleo_file.shx where cleo_file.shx is one of the following f...
	Step 4. Follow the on-screen prompts.
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	11.2 Using the Tarantella 3270 Connectivity Pack
	11.3 Lesson Summary
	A
	Basic Networking and Tarantella

	Introduction
	Objectives

	AV A-1
	Topics


	A.1 Network Review
	A.1.1 Media types
	AV A-2
	A.1.2 Interfaces
	A.1.2.1 IP address classes
	A.1.2.2 IP address types
	A.1.3 IP datagrams
	A.1.4 IP properties
	A.1.5 IP protocols
	A.1.6 Port numbers
	A.1.7 Sequence numbers & acknowledgement numbers

	AV A-3
	AV A-4
	A.1.8 Encapsulation
	A.1.9 Routing
	A.1.10 Subnetting
	A.1.11 DNS
	A.1.12 Network protocols


	A.2 Before Embarking upon Tarantella
	AV A-5
	AV A-6


	A.3 Network Utilities Used by Tarantella Administrators
	A.3.1 ifconfig
	A.3.2 ping
	AV A-7
	AV A-8
	A.3.3 netstat

	AV A-9
	AV A-10
	A.3.4 traceroute
	A.3.5 arp

	AV A-11
	AV A-12
	A.3.6 nslookup

	AV A-13
	A.3.7 ipconfig
	A.3.8 winipcfg

	AV A-14

	A.4 Tarantella Administrator’s Tools
	A.4.1 Telneting to a port
	A.4.2 Network sniffers
	A.4.3 Using Network Monitor
	A.4.3.1 Installing Network Monitor for Windows 95/98
	Step 1. The instructor will make a folder available to you called netmon. This folder contains a ...
	Step 2. Open the netmon directory with Windows Explorer.
	Step 3. Open the disk1 directory.
	Step 4. Double click setup.exe to begin the installation.
	Step 5. Next you will be prompted to specify where to install Network Monitor. Choose the default...
	Step 6. If the installation directory doesn’t exist, you will be asked whether to create it. Clic...
	Step 7. You are given the opportunity to set passwords for displaying and capturing network traff...
	Step 8. Enter your name when prompted and click the OK button.
	Step 9. You are asked to confirm the name. Click the OK button.
	Step 10. You are next prompted to install the Microsoft Network Monitor driver. Click the OK button.
	Step 11. You are informed that the Network Monitor was successfully installed. Click the OK butto...
	Step 12. Microsoft’s network configuration utility is launched automatically by the installation....
	Step 13. Click the Cancel button to return to Microsoft’s network configuration utility. Note: Wh...
	Step 14. Click the OK button to leave Microsoft’s network configuration utility.

	A.4.3.2 Launching Microsoft Network Monitor
	AV A-15
	AV A-16
	A.4.3.3 Configuring addresses
	Step 1. Click on the Add... button. Slide AV A-16 on page A�38 illustrates what you’ll see.
	Step 2. Select which type of address (eg. ETHERNET, IP) you are configuring.
	Step 3. Type in the address and a name.
	Step 4. Click the OK button.
	Step 5. Click the OK button.


	AV A-17
	AV A-18
	A.4.3.4 Filtering addresses

	AV A-19
	AV A-20
	Step 1. Highlight INCLUDE *ANY <--> *ANY.
	Step 2. Click on the Line button in the box labeled “Edit”. Slide AV A-19 on page A�42 illustrate...
	Step 3. In slide AV A-19 on page A�42 we’ve selected bi-directional traffic between the hosts fir...
	Step 4. Click the OK button.
	Step 5. Click the OK button.


	AV A-21
	A.4.3.5 Beginning the capture
	A.4.3.6 Generating network traffic

	AV A-22
	A.4.3.7 Stopping the capture and viewing the results

	AV A-23
	AV A-24
	A.4.3.8 Filtering protocols
	Step 1. Select Display ð Filter... from the menu.
	Step 2. Select the line which reads Protocol == Any then click the Operator button in the “Edit” ...
	Step 3. Click the Disable All button.
	Step 4. Next highlight “FTP” in the “Disabled Protocols” column.
	Step 5. Click the Enable button. Alternatively, you can double click “FTP” to move it to the “Ena...
	Step 6. Click the OK button.
	Step 7. Click the next OK button.


	AV A-25
	A.4.3.9 Analyzing the captured data

	AV A-26
	A.4.3.10 Encapsulation information
	The application data


	AV A-27
	The TCP segment

	AV A-28
	AV A-29
	The IP datagram
	The Ethernet frame


	A.5 Lesson Summary
	A.6 Review questions
	1. Name three network media types.
	2. Name three types of IP addresses.
	3. What does TTL stand for? What is TTL?
	4. What do TCP and UDP stand for?
	5. What are the minimum and maximum port numbers?
	6. What are the port number ranges for well known and registered port numbers?
	7. Where on the web can you look up the official port numbers for well known and registered ports?
	8. What utility can Tarantella administrators use to see what interfaces are configured on a server?
	9. What command can Tarantella administrators use to create IP address aliases?
	10. What command could a Tarantella administrator use to easily figure out which hop in a route w...
	11. What does the arp command do?

	A.7 Lab: Gathering Network Information
	A.7.1 Overview
	A.7.2 Procedure
	Step 1. Log in as root on the Unix server.
	Step 2. List the network addresses of the interfaces on your computer:
	Step 3. List all the Ethernet address ð IP address mappings that your computer knows about:
	Step 4. Print the routing table:
	Step 5. List the services available on your computer:


	A.8 Lab: Hypothetical Situations
	A.8.1 Situation #1: Checksum Errors
	A.8.2 Situation #2: 100MB File Transfer
	A.8.3 Situation #3: Webserver Configuration Exploration
	A.8.4 Situation #4: Maximum Port Number

	A.9 Lab: Network Traffic Analysis
	A.9.1 Overview
	Part I: Telnet Traffic
	Part II: Tarantella Passwords
	Step 1. Start a Network Monitor session in which you capture traffic between the web browser mach...
	Step 2. Start Tarantella by going to the following URL:
	Step 3. When the Tarantella completes drawing the login screen, ping the web server once from the...
	Step 4. Enter the Tarantella user name.
	Step 5. Enter the user’s password.
	Step 6. Click on the OK button.
	Step 7. When the Tarantella login completes, stop the capture in Network Monitor by selecting Cap...

	Part III: Cookies
	Step 1. Start a Network Monitor session which captures data between your machine and www.yahoo.co...
	Step 2. Point your browser to www.yahoo.com.
	Step 3. When Yahoo completes drawing your screen, stop the capture in Network Monitor by selectin...
	Step 4. The first HTTP packet from the client to the server will contain an http GET request. Exa...

	Part IV: URL Modification
	Step 1. Start a Network Monitor session which captures data between your machine and www.sco.com....
	Step 2. Point your browser to the following URL:
	Step 3. When SCO completes drawing your screen, stop the capture in Network Monitor by selecting ...
	Step 4. The first HTTP packet from the client to the server will contain an http GET request. Exa...
	Step 5. The first HTTP response from the server to the client is a 302 Found. This indicates that...



	A.10 Answers to Exercise and Review Questions
	Exercise answers
	Answer to Lab Situation #1
	Answer to Lab Situation #2
	Answer to Lab Situation #3
	Answer to Lab Situation #4
	Review Question Answers
	1. The three network media types discussed by this lesson were Ethernet, Token Ring, and FDDI.
	2. The three types of IP addresses are unicast, broadcast, and multicast.
	3. TTL stands for Time To Live. TTL is a field set in IP packets that specifies the maximum numbe...
	4. TCP stands for “Transmission Control Protocol.” UDP stands for “User Datagram Protocol.”
	5. The minimum and maximum port numbers are 0 and 65535, respectively.
	6. Well known ports are in the range of 0 - 1023. Registered ports are in the range 1024 - 49151.
	7. The official port numbers for well known and registered ports can be looked up at http://www.i...
	8. The ifconfig command can be used to determine what interfaces are configured on a server.
	9. The ifconfig command can be used to create IP address aliases.
	10. The traceroute command can be used to determine which hop in a route is down.
	11. The arp command reports the Ethernet / IP address mappings known to the machine on which the ...



