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he Tarantella Security Pack (TSP) is an optional add-on which allows Tarantella to use the Secure Sockets Layer (SSL).  Without the TSP, information passed between client devices and Tarantella servers is effectively unencrypted, although passwords are encoded.  

The transmission of unencrypted information may be extremely inappropriate in environments where security is of great concern.  In such environments, the TSP should provide a suitable level of protection.

The protection offered by the TSP

The TSP does not form a complete security solution: it helps to protect the communications path between client devices and Tarantella servers.  SSL, the basis of the TSP, provides several key benefits:

· Eavesdropping protection – information can be encrypted before transmission;


· Tampering protection – information can be checked to see if it has been altered during transmission;

· Forgery protection – the server attempts to prove its identity to client devices before a general channel of communication is established, and replay attacks are guarded against.

If the TSP is installed, all usernames and passwords are sent over SSL connections, even if the user only requires a standard connection.

The SSL

The Secure Sockets Layer, developed by Netscape Communications Corporation, was designed to protect information sent over the Internet and other networks.  Theoretically, the SSL protects against eavesdropping, tampering, and replay.  

The main security ingredients of the SSL

The three main security ingredients in the SSL recipe are hashing, symmetric encryption, and asymmetric encryption.  

· Hashing: the concept of hashing can be thought of as the calculation of the checksum of a number of bytes.

· Symmetric encryption: the technique of symmetric encryption involves encrypting a message using a single key.  The same key can then be used to decrypt the encrypted message.  Messages are typically passed between two points:  the sender encrypts the message with a chosen key, and the receiver decrypts the message with the same key; the key is a shared secret.  Symmetric encryption is fairly fast.

· Asymmetric encryption: the technique of asymmetric encryption involves the use of two keys (a public key and a private key).   The keys are both prime numbers and can be used in any order (i.e. the public key and the private key are interchangeable).  Messages encrypted with the public key can only be decrypted with the private key, and messages encrypted with the private key can only be decrypted with the public key.  The public key is usually made available, and the private key should be kept a secret.  Asymmetric encryption tends to be relatively slow.

Certificates

Certificates are used to convey trust and they attempt to certify origin.  A certificate is usually signed by a Certificate Authority (CA).   Credibility is added to a certificate by a CA’s signature.  A CA’s public key is usually widely available; thus, it can be used to verify certificates signed by the CA.  

· Getting a certificate signed: in order to get a certificate signed by a CA, a certificate signing request should be made.  A certificate signing request will usually include an ID and a public key.  The ID typically contains the DNS name of the machine that will issue the certificate, the name of the company that will own the certificate, and the country in which the company that will own the certificate operates.   The public key is the key used by the company who will own the certificate (the private key is not included in the request, as it is a secret).  A CA will normally sign a certificate by adding information to it.  Typically, a CA will add a serial number, an expiry date, and an encrypted hash of the certificate’s fields to the certificate.  The hash is usually encrypted with the CA’s private key.  A signed certificate is normally in X.509 format (for further information, see “http://www2.echo.lu /oii/en/secure.html” and “http://www.itu.int/itudoc/itu-t/rec/x/x500up/s_x509_e_30924.html”).


· Checking a certificate: a certificate can be checked by performing a series of tests on it:

· the hash of all the fields in the certificate apart from the hash field can be calculated.  The hash stored in the certificate’s hash field can be decrypted using the CA’s public key.  The calculated hash can be compared with the decrypted hash.  If the two hashes match then the certificate appears to be intact;

· the date field can be checked to see if the certificate has expired;

· the ID stored in the certificate can be checked to see if it identifies the machine and company expected. 

An overview of the SSL in action

Certificates should be exchanged when a connection is initially formed.  The public key, needed to successfully use the connection, should be obtained from the certificate.  A session key should be generated, encrypted with the key, and sent to the other party.  In SSL, each packet has a sequence number.  The data in a packet are hashed and encrypted with the key (see below).  The encrypted hash is added to the packet.  All packets are symmetrically encrypted with the session key.  The encrypted packets are then transmitted.  Packet decryption can be achieved by applying the session key and then checking the packet integrity using the appropriate tests (see checking a certificate). 








The SSL in Tarantella

A Tarantella client connects to a Tarantella server on port 5307.  The server sends a certificate to the client, and the client checks the certificate.  The client generates a session key, encrypts it with the server’s public key, and sends the encrypted session key to the server.  The client passes the user’s username and password to the server, and the server checks the validity of the furnished credentials.  The SSL connection may then be changed for a standard one if appropriate.   Note that Tarantella does not use client certificates.  

The TSP typically comes in two strengths: strong and standard.  The strong encryption version is for US organizations, and the standard encryption version is for non-US organizations.

Installing the TSP


Compact Disc contents

The CD should contain distributions for several different platforms, and the distribution for each platform should take the form of an shx archive.  The shx archive may wrap one or more UNIX SVR4 packages. 

Pre-installation checks

The Tarantella software should be installed before the TSP software is added.  There should be no need to stop the Tarantella server during the installation of the TSP.

If a group of Tarantella servers has been configured to form an array, the TSP may be added to just a subset of the servers.

Installing the TSP

It should be possible to install the TSP by following the steps discussed in this section.

· Log into the UNIX system on which the security pack is to be installed as the user root.

· Mount the CD and change to the directory containing it.

· Type “sh” followed by the name of the appropriate shx archive (e.g. “sh tspi3un.shx”).  The file “README.en” should contain a list of the supported platforms and the archive name for each platform.

Note: installing the TSP does not enable SSL.

A valid X.509 certificate is required for each host on which the Tarantella Security Pack is installed. 


Exercise one: installing the TSP

If your lecturer has a copy of the TSP CD or a suitable archive and if the course includes workshop sections for TSP, install a copy of the TSP on the Tarantella server you are using.


Specifying an X.509 certificate

The Tarantella server should be given an X.509 certificate before SSL connections can be made.  If an X.509 certificate is not available then one should be obtained.

Obtaining an X.509 certificate

The usual practice to obtain an X.509 certificate is described in this section.


· Generate a Certificate Signing Request (CSR): it should be possible to generate a CSR by issuing the following command on the Tarantella host: “tarantella security certrequest --orgname orgname --country country --state state”.  The “orgname” is the official name of the organization requiring the certificate, the “country” is the organization’s ISO 3166 country code (e.g. GB, US, or DE -- see “ftp://ftp.ripe.net/iso3166-countrycodes” for further details), and the “state” is the state or province where the organization is located.

· Send the CSR to a supported Certificate Authority (CA).  The supported CAs should be VeriSign and Thawte.  It should be possible to use certificates from other CAs, but a root certificate for the CA will usually need to be installed.  The CA should be contacted to see if they require any additional information and also to obtain information on payment.

· The CA should then supply a certificate which can be used with the TSP.

It should be possible to include additional information in the CSR by using additional attributes with the “tarantella security certrequest” command.  The “tarantella security certrequest” command generates a new key with which to decode certificates.  If the command is re-run subsequently to obtaining a certificate then Tarantella may not be able to decode the old certificate.  If possible, ensure that the certificate contains a fully qualified DNS name for the server.

A copy of the private key and the CSR should be taken and kept in a safe place.

Specifying a custom Certificate Authority for the TSP

It should be possible to specify a custom CA by installing a root certificate for the CA.  To install the root certificate, type the following command on the Tarantella host: “tarantella security customca”, and paste the root certificate in PEM format to the standard input.  

If the root certificate is contained in a file, the “- -rootfile” option may be used to specify the file’s location.  

If no root certificate is specified for a custom CA then Tarantella should warn users about an unrecognized certificate when they log in.

If the Tarantella Native Client (TNC) is being used then the root certificate should be downloaded from “http://<Tarantella server>/tarantella/cgi-bin/install.cgi” and copied to the TNC install directory.  The root certificate must have been installed before it can be obtained from the URL.

If  root certificates from different CAs have been installed on Tarantella servers in an array,  the root certificates should be concatenated before TNC users download them.  The root certificate files (ca.pem) are generated in the tsp subdirectory of the Tarantella configuration directory (usually /var/tarantella). 

Specifying a certificate for the TSP

To specify a certificate for the TSP, the following command should be executed on the Tarantella host: “tarantella security certuse”, and the certificate should be pasted to the standard input.  If an X.509 certificate is already available, but it is being used by another application (e.g. a Web server), the “- -certfile” option may be used to read the certificate.


If the “- - certfile cfile” option is used on the “tarantella security certuse” command, Tarantella assumes that cfile contains both the certificate and the corresponding private key.  If the private key is not located in cfile then the “- -keyfile kfile” option should be used to specify the location of a file containing the private key.  The private key is required to decrypt the specified certificate.

Exercise two: specifying an X.509 certificate

If your lecturer has an X.509 certificate and you have completed exercise one, install an X.509 certificate for use by Tarantella.


Enabling SSL connections

SSL connections need to be enabled before they can be used; the following command may be used to enable them: “tarantella security on ”.  The “- - quiet” option may be used to specify that Tarantella shouldn’t display a message when the Tarantella sever restarts.

The “tarantella security off ” command may be used to disable the SSL connections.

Exercise three: enabling SSL connections

If you have completed exercises one and two then enable SSL connections.



Configuring users’ security requirements

Setting the connection type for a single user

A user’s security requirements may be configured by following the steps shown in this section.

· Log into Tarantella as an administrator.

· Start the Control Center.

· In the Control Center’s Organization view, right-click on the user’s person object.

· Click on Attributes.  The person object’s attributes should be shown in the Details pane.

· Enter a Connection Type of the following form:


server:client:type
server: specifies the IP address or DNS name of the Tarantella server this entry applies to.  An asterisk (“*”) may be used as a wildcard to match more than one server.

client: specifies the IP address or DNS name of the client device this entry applies to, again an asterisk may be used.

type: specifies one of STD (standard connection), SSL (SSL connection), or DENY (deny access).

When the user accesses a matching Tarantella server with a matching client device, they are given a connection of the specified type (or denied access). 

· Click on Apply.

SSL connections may only be used if the TSP has been installed.  Multiple connection type entries may be made.  The entries should be separated by pressing return.  Earlier entries take precedence over later ones.

For example, to allocate a standard connection to client devices on network 192.86.169 and an SSL connection to client devices on other networks use:

*:192.86.169.*:STD 

*:*:SSL

Setting the connection type for many users

A similar technique to that used for setting the connection type for a single user can be used for setting the connection type for multiple users.

OU objects and the Organization object also have a Connection Type attribute.  This attribute can be used to configure the security requirements  for many users.  If a user’s person object doesn’t specify a matching Connection Type entry, the parent object’s Connection Type is considered.

Connection types can also be applied to anonymous users and UNIX users using the Connection Type attribute of the appropriate OU.


Exercise four: configuring users’ security requirements

If you have completed exercises one to three then experiment with person objects, OU objects, and the organization object in the context of security.  Try specifying different connection types on the different objects and observe the results.  Experiment with inheritance.  Try specifying connection types for anonymous users and UNIX users.
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