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Tarantella Mechanics

This module explores the mechanics behind Tarantella.

T

his section of the training discusses the Tarantella architecture, and it examines some of the internal workings of the implementation.  An in-depth knowledge of Tarantella internals is not required to administer or use the product, but an appreciation of the implementation may help the administrator to get more out of it. 
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The Tarantella architecture

Tarantella has a three-tier architecture.
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Figure 1.0

It is recommended that the link between the second and third tiers is as fast as possible and the first to second tier link may run at any sensible speed: the Adaptive Internet Protocol will be used by Tarantella to optimize the communication path.

�

The third tier



The third tier of the architecture consists of application servers.
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Figure 1.1

Applications servers run applications that may be used with Tarantella.  Currently there are four groups of applications typically used: X, character, Windows, and mainframe applications.

X applications

Tarantella provides support for X applications using the standard X Windows system mechanisms.  An X Protocol Engine (XPE) acts as a proxy X server for the application.  Most of the graphical applications used on UNIX systems are based on X.  Tarantella brings the UNIX graphical environment to a browser.

Character applications

Support for character-based applications is provided by the Terminal Protocol Engine (TPE).  Established protocols are used by the TPE to interact with applications.  There are many types of character application (e.g. SCO Console, VT420, and Wyse 60).

Microsoft Windows applications

®

Windows applications may also be accessed using Tarantella.  Third-party solutions are used to translate between Windows and the X protocol; the Tarantella X Protocol Engine (XPE) acts as a proxy X server for the Windows application.

Mainframe applications

Mainframe application support is provided using third-party solutions.  These solutions translate between the mainframe application protocol (e.g. 3270 and 5250) and a supported Tarantella protocol, typically X or character-based.  An XPE or TPE is used to interact with the translating product.

�

The second tier



�EMBED PBrush���

Figure 1.2

The second tier, the Tarantella host, runs the Tarantella server software and a standard Web server.

The Tarantella software is comprised of several key modules.  The ‘ttaserv’ process forks to create the following three processes: the Datastore Engine, the Session Manager, and the Status Server.

Datastore Engine

The Datastore Engine provides a common interface for accessing information in the Datastore.  It is designed to ensure compatibility with existing enterprise data.

Session Manager

The Session Manager starts Protocol Engines as requested by Display Engines, and controls them.  It performs suspension and resumption of users’ sessions; sessions can be suspended and resumed on different client devices.

Status Server

The Status Server co-ordinates the Datastore Engine and the Session Manager: it routes messages between the two components.  Additionally, the Status Server performs essential house keeping.

Protocol Engines

Protocol Engines interact with applications.  A Protocol Engine receives the output from an application, and it sends the output to the Display Engine to be rendered.  The Display Engine collects the user input and passes it to the Protocol Engine, and the Protocol Engine passes the input to the application.  The link between the Protocol and Display Engines is realized using AIP.�

Datastore

Tarantella uses a data storage facility, called the Tarantella Datastore, to store information about the enterprise.  The information stored represents the organization’s organizational units, users, and applications.  Directory Services support is not included in the current release of Tarantella.  It is envisaged that this support will be added at a later date.

Web pages

®

Web pages are used to form templates for users’ 
Webtop
s.  Administrators can use the pages provided, or they may add their own pages to create custom 
Webtop
s to suit the requirements of the enterprise.

Web server

Tarantella requires a Web server to be running on the second tier.  The Web server is used to deliver Tarantella Web pages to Java-compatible Web browsers.  The standard HTTP protocol is used.

Adaptive Internet Protocol (AIP)

AIP is used for communication between the Protocol Engines and the Display Engines.  AIP, the heart of Tarantella, adapts to the speed of the network and the client device to optimize performance.

Tarantella user authentication is performed when users log into their 
Webtop
s.  Application Servers are negotiated with in order to authenticate users when they run applications.  Users are prompted for passwords when necessary.

The first tier



The first tier is primarily composed of client devices, a Web browser, Web pages,
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Figure 1.3

and the Tarantella software.  Tarantella requires a Java-compatible Web browser or a “Native Client” to be available on the client device.

�The Tarantella software, downloaded to the client, can be divided into several components including:  the Client Framework, the 
Webtop
, the Display Engines, and the Control Center.
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Figure 1.4

Client Framework

The Client Framework is responsible for connecting to the Tarantella server and maintaining 
Webtop
 information and status; it is downloaded from the Web server as required.


Webtop


�

Figure 1.5

The 
Webtop
 is displayed in a user’s Web browser.  A user’s 
Webtop
 is their focus for working with Tarantella, providing access to and displaying applications and documents.

Display Engines

Display Engines display data from the Protocol Engines, and they return keyboard and mouse events to the Protocol Engines for application processing.  The Display Engines adapt to the Java-compatible Web browser to optimize performance.

Control Center
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Figure 1.6

The Control Center allows Tarantella administrators to configure and maintain information about the enterprise (e.g. applications, documents, and users).  It is used to publish applications and documents on users’ 
Webtop
s, and it can track the applications that users are running. ��The connection process

Getting to Tarantella

An appropriate URL should be entered into the browser to connect to Tarantella.  The URL usually takes the form shown below:



http://<server name>/tarantella

The “<server name>” is the network node name (or IP address) of the machine running the Tarantella software and a Web server: the second tier.  The “tarantella” component of the URL is used to locate Tarantella on the Web server.

The Java components, forming the Tarantella software for the first tier, should be downloaded automatically if they are required.  A log-in page should be presented shortly after the URL is opened.  The log-in page, which may be customized, is used to collect the user’s authentication details.  What is downloaded (i.e. cab, jar, zip or class) typically depends on the following three factors: the version of Tarantella being used, the settings in the “archives.txt” file, and the capabilities of the browser.

Intelligent Java caching

Downloading Java classes or archives each time they are required can be a slow process.  Tarantella attempts to reduce the requirement to download certain Java components by installing, or caching, them on the client between browser sessions (this is what we term Intelligent Java caching).  Each browser seems to have a different way of installing Java components.  Browsers typically use different storage locations and archive formats.  Some browsers allow archives to be signed as proof of authenticity.  Tarantella tries to do whatever is necessary to handle these variations.  



Note:  The Tarantella user may be prompted with security warnings during the installation of the Java components.

These warnings can be ignored.  

�Getting the frame-set
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Figure 1.7

A connection to the Web server is established when the URL is opened in the browser.  The Tarantella URL is referred to as a “well-known URL”.  As a result of the browser’s request, the Web server sends it the Tarantella frame-set.  The frame-set contains a small program, known as the “bootstrap”, which connects to the Datastore Engine and performs some negotiation.  The TCP style connection to the Datastore Engine is established on second tier port 3144 (or 5307 for SSL).   The port number is furnished in a Web page to allow it to be configured by an administrator.  The locale, version information, the location of the critical pages, and the information needed to construct the login URL are obtained during the negotiation.

Getting the login page
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Figure 1.8
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Figure 1.9

The bootstrap, which is now loaded, requests the login page from the Web server by opening the login URL.  The Web server sends the login page to the browser as requested.  Login performs a login query on the Datastore Engine, using TCP port 3144 (or 5307 for SSL), to check the Tarantella user’s credentials.  The Datastore Engine sends login a login response; the response indicates the validity of the furnished credentials.  If there is ambiguity with the username (e.g. there are two or more Fred person objects), then a list box displaying possible users should be displayed.  A selection may be made from the list box, and further authentication may be supplied.

Getting the 
Webtop




�

Figure 2.0
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Figure 2.1

Login (see diagram above) performs a 
Webtop
 query on the Datastore Engine for this user.  The query determines which applications and documents the user should see.  The Datastore Engine replies with the requested information (the 
Webtop
 response).  The reply is used to construct the Launch Pad (see later).  The 
Webtop
 response specifies the number of icons to reserve space for.  The size of a Java applet is specified in the HTML forming the Web page.  The size of the Launch Pad applet may vary depending on the number of icons it needs to display.  In order to size the Launch Pad applet in the HTML, the HTML is modified using cgi-bin.  The sizing is performed by passing the HTML, together with parameters, through the cgi-bin using the Web server; this process is indicated on the diagram with “
Webtop
 URL”.  The resulting 
Webtop
 page is an empty container which the Launch Pad populates with icons.  The user then has a 
Webtop
.


Webtop
 basics

The 
Webtop
 is generated using HTML and frames.  It can be divided into the following five main areas: the Launch Pad, the 
D
isplay 
A
rea, the 
S
ession 
O
ptions, the Print Controller, and the hidden frame.

The Launch Pad

The Launch Pad contains icons for launching applications and documents.  A user clicks on an icon to launch an application or to view a document.  A Tarantella administrator may configure the applications and documents on the Launch Pad.  Its position may vary depending on the Theme being used.

The display area


The D
isplay 
A
rea is an area for displaying the launched documents and applications.  HTML is rendered in the area if a document is launched, and if an application is launched, HTML will be used to load a Display Engine (a Java applet). 

Session options

The 
S
ession 
O
ptions area provides a point of interaction for 
obtaining
 information about the session, obtaining online help, and logging out.

The Print Controller

The Print Controller area provides access to the Tarantella printing system.  The frame contains the Tarantella print applet.

Hidden frame

A hidden frame is used to support the pre-session applet.  This applet, also referred to as the bootstrap, connects to the Datastore Engine, stores state information, and looks after the transports.

Native clients

Experience has shown that some Java-enabled Web browsers are not capable of supporting Tarantella adequately.  Some native clients are now provided with the Tarantella software.  These clients facilitate the use of Tarantella on platforms for which good browser support may be poor.



Native clients are available for the following platforms:

Windows 3.1x (16-bit), Windows 95, and Windows NT (32-bit).

The native client software may be installed on the client, bu
t installation is not required
,
 because 
a
 file server may be used to publish the native clients to the client devices. 



The native clients do not support HTML or Java.  They are intended for 
Webtop
 and application display.  A browser should be used alongside a native client for viewing HTML documents; the browser may be local or remote.  The Control Center is an HTML-hosted Java applet; a Java-enabled Web browser should be used together with a native client to use it.  The nat
ive clients require TCP/IP to be
 installed on the client before a connection to the second tier can be formed.  

�

Getting server information with a native client
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Figure 2.2

The native client requests information from the server by appending a page name to the well-known URL.  The Web server sends the requested information (e.g. the port number to connect on, the type of connection: SSL or standard, etc.).  The native client forms a TCP-style connection to the Datastore Engine on port 3144 (or 5307 for SSL).  The native client and Web server go through a negotiation procedure similar to the one discussed previously.  

Logging in with a native client





�

Figure 2.3
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Figure 2.4

The native client performs a login query on the Datastore Engine to check the Tarantella user’s credentials.  The Datastore Engine sends the native client a login response; the response indicates the validity of the furnished credentials.  

Getting the 
Webtop
 with a native client
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Figure 2.5
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Figure 2.6

The native client performs a 
Webtop
 query on the Datastore Engine for this user.  The query determines which applications and documents the user should see.  The Datastore Engine replies with the requested information (the 
Webtop
 response).   The reply is used to construct the Launch Pad.  As the native client is not using HTML or Java, there is no need to size the applet (as there isn’t one used in this context); therefore the cgi-bin and Web server interaction, mentioned previously, does not take place.  Application and document icons are downloaded, and the Launch Pad sizes accordingly.  The user then has a 
Webtop
.

�

The application launch process

The user clicks on an icon representing the application to launch it; the application icon is located on the Launch Pad.

�

Figure 2.7



First tier to second tier
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Figure 2.8

When a user clicks on an application icon, the 
Webtop
 requests the Web server to download a Display Engine page.  A piece of cgi-bin code is used to size the Display Engine applet in the HTML page (a similar technique to that used for sizing the Launch Pad is used).  The Datastore Engine port number and a timestamp are obtained.  The Display Engine queries the Datastore Engine on TCP port 3144 (or 5307 for SSL), to find out if the application is already running based on the timestamp received.  If the application is already running for this user then it may have been suspended.  If it was suspended then it is resumed.  If there is a non-suspended instance of the application running for this user then the instance is grabbed; this can happen when many users use the same Tarantella username.  A grabbed application suspends on the 
Webtop
 of the user who is using it, and it resumes on the 
Webtop
 of the user who is requesting to use it.  An instance of the application is created for this user if no resuming or grabbing is required.  The Display Engine sends a request to the Session Manager to create, resume, or grab an application instance.  An appropriate Protocol Engine is started if required.  The Session Manager connection is also on TCP port 3144 (or 5307 for SSL).  Several engines may be contacted on the same port.  The Datastore Engine listens to the port and distributes the requests to the other engines as required.

Second to third tier



�

Figure 2.9

The Session Manager logs into the third tier and issues commands.  Standard protocols such as telnet, rlogin, or rsh are typically used.  Customizable Expect and TCL scripts are used during the launch procedure.  The scripts attempt to be fairly universal.  System administrators may modify them to guide Tarantella through the third tier so that it may launch an application.  The scripts may be found in the “/opt/tarantella/bin/scripts/<locale>” directory.

�

 Third tier to second tier
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Figure 3.0

The Session Manager makes a connection between the third tier application and the corresponding Protocol Engine.  The two standard protocols used over the connection are X and terminal (i.e. SCO Console, VT420, and Wyse60).  The third tier application context is passed from the Session Manager to the Protocol Engine using two techniques.  The first technique is used for X applications, and the second is used for character applications.

X applications

The Session Manager sets the DISPLAY environment variable on the third tier to point to the Protocol Engine running on the second tier.  In X, a display specification is composed of a network node name (or IP address) and a display number.  The display number corresponds to a port on which to communicate with the X server.  The port number is 6000 + display number.  The node name and port number can be used to target a particular Protocol Engine.  The Session Manager passes to the Protocol Engine the file descriptor for the connection it used to launch the X application.  The Session Manager and Protocol Engine communicate using TCP.  The Protocol Engine uses the received file descriptor for “view host reply”.  This can be used to check for execution errors on the third tier.

Character applications

The Session Manager passes the file descriptor for the established character session to the Protocol Engine.  They communicate using TCP.

Second tier to first tier
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Figure 3.1

The Session Manager makes an Adaptive Internet Protocol connection between the Protocol Engine and the Display Engine: it passes the Display Engine the connection details of the Protocol Engine, and the Display Engine connects to the Protocol Engine.  The Display Engine informs the 
Webtop
 of a successful launch, and the 
Webtop
 changes the application’s icon to show that the application is running.  The application is now ready for use.

The final state



Once an application has been launched, the final state of the components, in application interaction mode, can be seen in the following diagram: 
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Figure 3.2
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Figure 3.3


Tarantella allows users to s
uspend and 
r
esume applications.  


Types of r
esume



There are three types of 
r
esume in Tarantella: never, Tarantella session, and forever.  An administrator may set the type of 
r
esume to be used in a particular situation.

Never

Applications will be terminated after being inactive on the first tier for a short period of time.  They are considered to be inactive when they are minimized, replaced by another page, or the user logs out.

Tarantella session

Applications will run while the user is still logged into Tarantella and for a definable period after a session ends in a non-controlled manner.  A non-controlled exit may be brought about by quitting the browser without logging out, by a browser crash, or by a lost connection.  A controlled exit (i.e. logging out of Tarantella) would terminate the application.  

Forever

Applications will continue running after controlled and non-controlled exits.  Users must explicitly close applications with forever 
r
esume.  

�Security

Third tier password caching

The third tier passwords can be cached so that Tarantella can launch applications without having to ask the user to re-authenticate.  The passwords are encrypted.  They are stored per Tarantella host and per user:

TTA1\Joe

App1 {Joe,****}

App2 {root, ****}

TTA1 {Joe, ****}

TTA1\Jane

...

The cache is used for all applications launched on a host by a user.  



Password cache override

A user may override the password cache by holding down the shift key and clicking on the application icon on the 
Webtop
 Launch Pad.

An administrator may remove the cached password using the Control Center.  The password information is located in the Datastore.  

Security

Encoded passwords, an encrypted cache, and signed applets are used between the first and second tiers.  



Secure Sockets Layer (SSL) can be used between the first and second tiers.  The security pack, containing SSL, may be purchased separately (in theory).  SSL is designed to safeguard against several types of security threat including eavesdropping, modification, and impersonation.  SSL is engineered to provide confidentiality, integrity, and authentication.  It uses symmetrical encryption encapsulated in public-key encryption; authentication is provided using certificates.  The SSL protocol runs over TCP/IP and under HTTP and other high-level protocols.  



The second and third tier should use the organization’s own security policy.  It may be possible to use the Secure Shell (ssh) to increase the security between the second and third tier.  Further information on the Secure Shell may be found at “http://www.ssh.org” (available at the time of writing—Nov 1998).  It should be possible to use ssh as a drop-in replacement for rsh and rlogin; connections can also be forwarded (e.g. X).  Ssh provides authentication and encryption.  The ssh executables are not provided with Tarantella.

�The Tarantella Datastore

The Datastore

The Datastore stores enterprise information.  It represents an organization’s organizational units, users, and applications.  A Tarantella administrator configures the Datastore which is typically located in “/var/tarantella/database”.  Administrators usually interact with the Datastore using the Control Center or command line tools.

Datastore internals

All data in the Datastore are stored as objects.  The objects have attributes.  Schemata are used to define the types of objects, the attributes of the objects, the attribute types (e.g. boolean, numeric, string, etc.), and the attribute quantity (e.g. single-valued, multi-valued, etc.).

Datastore referential integrity

Referential integrity is built into the Datastore.  It is achieved by applying rules and performing implicit updates.

Applying rules

An organization cannot be created below an organizational unit.  An organizational unit object cannot be renamed, although its label may be changed.  This object name is used within the Datastore.

Performing implicit updates

An attribute referencing another object is updated when the referenced object is renamed.  An attribute referencing another object is cleared when the referenced object is deleted.

Tarantella federated naming

Objects are named using Tarantella Federated Naming (TFN).  TFN is based on X/Open Federated Naming, it is hierarchical, and it is contextual.  It uses “…” for global context, “/” as a separator, and quotes (“”) for embedded spaces.

�

Datastore contents
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Figure 3.4

From the global context, the Datastore splits into _ens and _dns.  The first leaf, _ens, contains the enterprise information, and the second leaf, _dns, contains the host services.

Top-level enterprise information



�

Figure 3.5

Under _ens are Org, GlobalAdministrators, and PrintLauncher.  Org contains the enterprise information, GlobalAdministrators contains the administrative users and the admin 
Webtop
, and PrintLauncher contains information used by the Tarantella printing system.

Enterprise information
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Figure 3.6

Org, the organization, may contain person objects, applications, and organizational units.  Organizational units may contain person objects, applications, and organizational units.  These objects are covered in the Tarantella Tour.

Host services
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Figure 3.7

Under _dns are the host services.  A tree is constructed under the server (srvr); srvr is the name of the machine.  The machine name is split into its components (e.g. “com/sco/london/k2”).  The file system is represented by _fs, the machine users are contained under _user, and services are contained below _service.  Really only the sco branch is used by Tarantella currently.  Session service information is stored below sco.

TFN examples



Some examples of TFN are shown below:  

Application object, App1:  	…/_ens/Org/App1�Person object, Person1:  	…/_ens/Org/OU1/Person1�Non-Tarantella user, Person2:  	…/_dns/srvr/_user/Person2

�

Session example
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Figure 3.8

The session example illustrates possible Datastore contents for an instance of an application, App3, which was run by Person1.  Essentially, a session is constructed from Global, DNS, Session service, Session user, Session application, and Application instance.  The DNS is the server, the Session service is sco/tta/session, the Session user is the person who started the application, the Session application is the application started, and the application instance is identified by a timestamp.
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