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The SC@® Authorized Education class you are about to take may form part of the recommended
preparation for those seeking the SCO ACE™ certification.

The SCO ACE certification program uses a series of exams to measure your ability to support and
administer SCO installations with the SCO recommended skills that maximize system
performance. As a certified SCO ACE graduate, you earn all of the respect that the industry
accords to each certified member of the extended SCO support team. When professionals in the
computer industry see your SCO ACE certification, they know that you have passed demanding
SCO testing requirements. This certification is the foundation for mastering real-world®UNIX
systems, including those from other vendors.

Important!

When registering for any SCO ACE exam at a Sylvan Prometric™ testing
center, please quote the course release number on the fronStiideat
Guidethat the exam covers. This number corresponds to the version numl
the SCO ACE exam for that course.

or of

Ask your SCO Authorized Instructor, or call SCO for more information about SCO Certification.
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Lesson 1

Course Introduction

1.1 Introduction

TheUnixWare 7® Administration II: System Installation, Configuration, and
Maintenancecourse is designed for technically-oriented individuals who already have a
solid understanding of UNIX® system administration basics and are required to install and
configure UnixWare 7 systems, as well as maintain and troubleshoot these systems on a
daily basis.

1.1.1 Course goal and purpose

At the conclusion of this course, students should be able to perform the tasks and duties
associated with installing, configuring, and maintaining the system hardware and software.
By the end of this course, students will be able to:

Describe the basic hardware configuration of a system

Describe files and filesystems

Plan for a successful operating system installation

Install the UnixWare 7 operating system and troubleshoot the installation

Perform post-installation tasks that include licensing their software and creating
emergency recovery media

Manage system startup and shutdown

Add hard disks and configure filesystems
Install and manage serial and parallel ports
Install and manage printers and print services

Install tape drives and CD-ROM drives
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e Control user and system processes
e Manage system security
e Tune the system for optimum performance

o Perform disaster recovery

1.1.2 Target audience

The target audience includes support technicians, developers, engineers, system
administrators, and other technical users who require an advanced level of understanding for
installing, configuring, and maintaining a UnixWare 7 system. Students are likely to have a
wide variety of backgrounds in XENIX® or UNIX, but must have prerequisite skills equal

to or exceeding those provided in teixWare 7 Administration I: User Services

course.
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Student Materials

1.2 Student Materials

Your student guide is yours to keep and write notes in. Your instructor may have other
reference materials in the classroom for your use while attending this class. Please do not
take or write in these materials as they will be needed again for later classes.

1.2.1 The Student Guide

The Student Guidecontains:
e Outline of presentation
e® Note-taking space

In addition, each student should have access to copies of the following hard copy
documents:

e UnixWare 7 Getting Started Guide and Release Notes
e UnixWare 7 Handbook

e Sample System Administration Log Book
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1.3 Typographical Conventions

This publication presents commands, filenames, keystrokes, and other special elements as
shown here:

Ip orlp(1) Commands, device drivers, programs, and utilities (names,
icons, or windows); the letter in parentheses indicates the
reference manual section in which the command, driver,
program, or utility is documented

/new/client.list Files, directories, and desktops (names, icons, or windows)
root System or user names

argorarg Place holders (replace with appropriate name or value)

[ arg ] Surrounds aloptionor cmdargthat is not mandatory

arg ... Indicates multiple occurrences of thpetionor cmdarg

$ Command line prompt for commands executable from the

Bourne shell by any user

# Command line prompt for commands only executable by the
superuser from theoot account

Keyboard keys

Presscr] andfxg keys simultaneously

Press all three keygs ], , and[o] , simultaneously
r=jd Presgcr] key. With[c=] still depressed, also press.
0240 Presg:a] key. With[zT] still depressed, also press and

release in sequen@g, [2], [z, and[g].

Q+i Presgcr] key. With[z=] still depressed, also pregs.
Release both keys and prégs

Q+I Presgcr] key. With[c=] still depressed, also pregs.
Release both keys and préss] [1].

Exit program? System output (prompts, messages)
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tar tv

“Description”
Cancel

Edit

Copy

File = Find = Text

openoropenS)

$HOME
SIGHUP
“adm3a”
employees
buf

b_b.errno

User input, such as on a command line

Field names or column headings (on screen or in database)
Button names

Menu names

Menu items

Sequences of menus and menu items

Library routines, system calls, kernel functions, C keywords;
the letter in parentheses indicates the reference manual
section in which the file is documented

Environment or shell variables

Named constants, signals, and kernel parameters

Data values

Database names and tables

C program structures

Structure members
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1.4 Sample Exam Items

These questions are representative exam items on the SCO ACE certification exam for this
course. Being able to correctly answer these questions does not guarantee that you will be
able to pass the actual exam.

1. What is the maximumxfsfilesystem size?

A. 2GB
B. 256GB
C. 512GB

D. 1 Terabyte

Answer: D

2. Which security profile meets only the minimum requirements for the C2 level of trust?
A. High

B. Improved

C. Traditional

D. Low

Answer: B

3. How much free space must be remaining in the filesystem used to create the emergency
recovery media?

A.5MB

B. 30 MB
C. 50 MB
D. 80MB

Answer B.

1-8

UnixWare® 7 System Administration II: Installation, Configuration, and Maintenance



2

System Installation




System Installation
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I

Installation Planning

® |dentify UnixWare 7 hardware requirements
o |dentify UnixWare 7 products

® Complete installation checklists

® Install UnixWare 7
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Lesson 2

System Installation

Introduction

The successful installation of system hardware and software is a critically important aspect
of your job as a system administrator. The first step to a successful installation is a pre-
installation analysis.

When you complete a pre-installation analysis, you have an overall picture that describes
the amount and kind of work that the system will be expected to perform. In addition, you
will have a worksheet or a checklist that will make the actual installation faster and easier.
The questions you will need to answer during installation will be decided during the analysis
phase, so you do not have to interrupt the installation when you are prompted for that
information during the actual installation process.

During the installation, you will use the checklist you completed to respond to the
installation prompts.

Objectives

This lesson describes the things you need to do before you install your operating system
software. By the end of this lesson, you will be able to:

e |dentify UnixWare 7 hardware requirements
e |dentify UnixWare 7 products
e Complete installation checklists

e Install UnixWare 7
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2.1 ldentifying UnixWare Hardware Requirements

SCO recommends that your system meets or exceeds these requirements:

Processor An Intel Pentium, Intel Pentium Il or Intel Pentium Pro
microprocessor or a 100% compatible is recommended. The
Intel 486DX processor is the minimum. Intel 486SX systems
are not supported.

Architecture Conformance to the Industry Standard Architecture (ISA),
(also called an AT bus), Extended Industry Standard
Architecture (EISA), Microchannel Architecture (MCA),
Peripheral Component Interface (PCI), or Intelligent
Input/Output (f0) standards.

Memory A minimum of 32MB of Random Access Memory (RAM) is
required. For improved CDE desktop performance, use of
ARCserv® /IT™ v6.6 from Computer Associates, Java
Workshop, Java Studio, and the Webtop a minimum of 64MB
RAM is required.

Performance is enhanced as more RAM is added. RAM
requirements vary depending on the type of applications you
are running, number of users, and the expected system load.
The figures above are minimum recommendations. Most
production systems will run optimally with RAM configured
above the minimum requirements.

Small Footprint installations can run on systems with only
16MB of RAM installed. All other system profiles require a
minimum of 32MB of RAM.

UnixWare 7 supports up to 8GB of RAM for general purpose
usage and up to 64GB for use by the dynamic shared memory
(DSHM) and fine-grained affinity shared memory (FGA-

SHM) subsystems, which are licensed separately.

Mouse A serial, bus, or PS/2 compatible mouse is recommended to
access all graphical desktop functionality.

Video A Super VGA monitor with a minimum resolution of
800x600 is required to run the graphical desktop.

Media devices A 3.5-inch diskette drive for booting UnixWare 7 and
installing additional software is required.

2-4 UnixWare® 7 System Administration II: Installation, Configuration, and Maintenance



Identifying UnixWare Hardware Requirements

The system must also have one of the following to install
UnixWare 7:

e CD-ROM drive, or

e Supported network adapter, and a preconfigured network
installation server

2.1.1 Disk space requirements

Disk space requirements vary depending on the software you choose to install. If you are
installing any of the development kits or other applications that requires root filesystem
space, you must increase the root filesystem size by the required amount, plus any resulting
increases in swap space.

The swap area is a specific section of the hard disk used by the kernel for memory
management. It is not a filesystem, but simply formatted space. The special device file for
the swap area fslev/swap

The size of the swap area depends on how much memory is installed in your system.
The minimum disk space requirements are:

Disk size A hard disk of 1GB or larger is recommended. Small footprint
installations can run on systems with 300MB or larger UNIX
partitions. Other installation types can run on a UNIX
partition of 500MB or larger. The UNIX partition must begin
below cylinder 1024 of the hard disk. In order to run large
Java programs, like Java Workshop or Java Studio (on the
UnixWare and OpenServer Development Kit CD-ROM), you
need 350MB of swap space on disk. Please change the default
size of the swap partition during installation to that value.

UNIX partition Must have a UNIX partition of at least 500MB to install the
Small Footprint Server profile. A 1.2GB UNIX partition is
recommended for all other system profiles.

The active UNIX partition must start below cylinder 1024 of
the hard disk.
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2.1.2 Verifying supported hardware

Your UnixWare 7 installation media includes Host Bus Adapters (HBAS) drivers for
supported hardware. See tirixWare 7 Getting Started GuidandRelease Noteshe
/info/hardware/directories on the UnixWare 7 Release 7.1.0 Operating System Updates CD-
ROM, and the SCO Compatible Hardware Web Pagédtpt//www.sco.com/chwfor help

on determining if your hardware is supported.

The Host Bus Adapter (HBA) drivers:

e Are contained on the installation diskettes provided with UnixWare 7

e Can be provided on floppy diskettes provided by your hardware or software vendor

e Are loaded during the installation

Note that any vendor-supplied disk must be created specifically for UnixWare 7 systems;
otherwise, the driver will not successfully load.

The SCO Compatible Hardware Web Pages define hardware that:

e Has been tested by SCO, or

e |Is reported by the vendor to work; not tested by SCO

It also defines software drivers that:

e Are included with a product

e Are not part of a product’s base distribution, but are provided by SCO

e Are not part of a product’s base distribution, but are provided by a vendor

You can also view brands of computers and peripherals that are supported by SCO,
including:

e Computer systems
e Host adapters

e Network adapters
e \Video adapters

® Tape drives
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e CD-ROM/Optical drives

e Additional storage technologies




System Installation

2.2 Preparing the System for UnixWare 7 Installation

After determining that your hardware is compatible with UnixWare 7, you may need to
perform the following:

® Review the manuals provided with your computer and hard disk

® Run any system setup programs provided by the computer manufacturer

e Configure your hardware controllers verifying that they are set to the correct:
e |/O base address
e DMA channel
e Interrupt level

® Run the system self-test described in your computer’s system hardware manual to detect
any hardware problems

When performing these hardware tests, it may be necessary to boot the vendor-supplied
DOS operating system from a diskette.

2.2.1 Running DOS hardware configuration programs

Many platform configuration utilities and/or hardware initialization programs require the
DOS operating system. If so, use your own DOS diskettes (or ones provided by your
hardware vendor) to reboot your system and configure the hardware.
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2.3 ldentifying UnixWare 7 Products

The next sections describe the UnixWare 7 versions, media, editions, and licensing.

2.3.1 UnixWare 7 versions

There are three major release versions of the UnixWare 7 operating system:
e UnixWare7 Release 7.0.0 first customer ship (FCS) March 1998

® UnixWare 7 Release 7.0.1 FCS September 1998

e UnixWare 7 Release 7.1 FCS March 1999

Referencescohelp= UnixWare 7 Featuresfor a detailed description of the new features
for each version of the system.

Once your system is installed, you can check the version of your operating system by using
theunameg(1l) command. Use the following command to check the version of your

UnixWare 7 operating system:

uname -v

SCO engineering is focused on continuous improvements and new releases for UnixWare 7.

Check the UnixWare 7 web page for the latest release and improvement information at
http://lwww.sco.com/unixware/

2.3.1.1 UnixWare 7.1 upgrade licensing

If you are upgrading from a Release 7.0 or Release 7.0.1 system, a new Release 7.1 Upgrade
License is required. The Upgrade License must be purchased before you can upgrade from
any previous release to Release 7.1.

Licenses for the Business Edition and the Data Center Edition can only be used with the
Release 7.1 Media Kit.

2.3.2 UnixWare 7 media

The UnixWare 7 media kit includes both the UnixWare 7 operating system and many
supporting products that are used with UnixWare 7.
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The UnixWare 7 Media Kit contains the following CD-ROMSs:

e UnixWare 7 Release 7.1.0 Installation

e UnixWare 7 Release 7.1.0 Operating System Updates

® UnixWare 7 Release 7.1.0 Optional Services

e UnixWare and OpenServer Development Kit

e SCO Vision2K™

e SCO Skunkware™ 7

For a list of the products and services on each CD-ROM refer to the UnixWare 7, Release
7.1.0 Installation Roadmap and tefo/readme.htnor the /info/readme.txt filesn the
Installation and Operating System Updates CD-ROMs

With UnixWare 7.1 release, SEQarantella™ is no longer included on the Optional
Services CD-ROM. The latest release of SCO Tarantella for UnixWare 7 is available from
SCO’s Tarantella Division. Vishttp://tarantella.com.comfor more information on SCO'’s
Tarantella Technology.

With UnixWare 7.1, because Java WorkShop and Java Studio are designated as Open
Source products by Sun Microsystems and are freely available on the Web directly from Sun

Microsystems, they are no longer included on the Optional Services CD-ROM.

For a brief description of each of the products included on the UnixWare CD-ROMs see
Section 2.3.8, “Optional Services,” on page 2-16.

Your media kit should also include the following diskettes:
e UnixWare 7 Host Bus Adapter Diskette

e UnixWare 7 Installation Diskettes (2)

2.3.2.1 Diskette images

The UnixWare 7 Release 7.1.0 Installation CD-ROM contains images of the diskettes used
to install and troubleshoot UnixWare 7. These images are locatetbitimages They
include the following images:

boot.image.C.1 UnixWare 7.1.0 Installation Diskette 1 of 2
boot.image.C.2 UnixWare 7.1.0 Installation Diskette 2 of 2
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hba.image UnixWare 7.1.0 Host Bus Adapter Diskette

magic.image Magic Diskette— This diskette is used for installation
troubleshooting and is generally not required.

netinstall.image.1 Network Installation Diskette 1 of 2
netinstall.image.2 Network Installation Diskette 2 of 2

Refer to/info/images/readme.tkor instructionson how to create the diskettes from the
images.

Check the SCO UnixWare 7.1 web site for information regarding future support for bootable
CD-ROMs.

2.3.3 Printed documentation

The following printed documentation is included in the UnixWare 7 media Kkit:
e UnixWare 7, Release 7.1.0 Installation Roadmap

This document provides a brief overview of the UnixWare 7 installation process,
contents, and licensing of the software in your UnixWare 7 media kit.

e UnixWare 7 Getting Started Guide

This document provides the information you need to get your UnixWare 7 system up
and running. It includes installation and configuration information instructions, as well
as chapters with the systdRelease NotesTheRelease Notesontain important late-
breaking information about installation, hardware requirements, and known limitations.

You should read thelnixWare 7 Getting Started GuidendRelease Notethoroughly
before beginning any installation.

® TheUnixWare 7 System Handbook
Describes common system administration and troubleshooting tasks. Use this handbook

after your initial software installation. The contents of the handbook are also available in
the online documentation.
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2.3.4 Additional documentation and support resources

The UnixWare 7 installation CD-ROMs contairirsfo directory with:

Lists of the products on each CD-ROM
Installation notes
Licensing information

Product information

For a complete list of the contents of e&afo/ directory view theinfo/readme.htnor
/info/readme.txfiles on each CD-ROM.

If you are connected to the World Wide Web, you can access the:

e |atest Updates—Describes where to find documentation that may be more current than
the documentation installed on your system. The URL is:
http://luw7doc.sco.com/
Select Late News

e Differences between UnixWare 7 and other SCO UNIX systems—Describes many of
the differences between UnixWare 7 and other versions of SCO UnixWare and SCO
OpenServer
http://luw7doc.sco.com/
SelectUnixWare7 Features= Differences for SCO OpenServer and SCO
UnixWare 1 and 2 users

® SCO Support Library—Contains a searchable list of solutions to common
troubleshooting issues
http://www.sco.com/support
SelectAccess to Technical Articles

e SCO Home Page—Provides useful information on product offerings and updates
http://www.sco.com
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2.3.5 UnixWare 7 Editions

The Edition determines which additional software products are fully licensed during the
installation of UnixWare 7. It also determines the number of users, CPUs, and the amount of
main memory that is licensed.

The UnixWare 7 Editions include:

Base Edition The Base Edition is a lightweight, single-user UnixWare 7
configuration for workstation environments and for building
dedicated or specialized servers. The Base Edition is ideal for
smaller footprint systems and embedded systems and is
licensed for a single user and 1GB of memory.

Business Edition The Business Edition is designed to run applications that
automate business processes and reliably share business
critical information with any client. The Business Edition
provides all the fundamental services used by businesses
today. In addition to the base features of UnixWare 7 listed
above, the Business Edition is licensed with:

e 5-User configuration (additional Network User Licenses
available)

e Licensed for up to 4GB of general purpose memory

e Network backup and system restore with
ARCserve /IT v6.6 from Computer Associates

e Windows file and print sharing across a UNIX server
network using SCO VisionFS

Departmental Edition Designed specifically for medium-sized businesses and
departments in larger organizations. The Departmental
Edition is designed for larger user counts and more
demanding application usage, including database
applications. The Departmental Edition is configured
similarly to the Business Edition with the following
differences:

e 25-User configuration perfect for workgroups and
departments (additional Network User Licenses available)
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e Licensed for 2 CPUs (additional CPU Licenses available)

Messaging Edition Supports 1 user, 2 CPUs, and up to 4GB of general purpose
memory. It also includes full networking functionality,
ARCserve /IT v6.6 from Computer Associates, and the
Netscape Mail Server™.

Enterprise Edition A reliable, scalable, high performance, network-ready and
secure operating environment to run enterprise-wide business
applications and databases that manage, distribute and
warehouse business critical information. The Enterprise
Edition is configured similar to the Business Edition and adds
enterprise class features such as:

e 50-User Configuration (additional Network User Licenses
available)

e Licensed for 4 processors (additional CPU Licenses
available)

e Licensed for up to 16GB of general purpose memory

e \olume management, software RAID, and disk
performance analysis for enterprise-level data
management with UnixWare 7 Online Data Manager
Release 3.2.

Data Center Edition The Data Center Edition is designed specifically as a high
performance, robust system. In addition to features of the
Business Edition, the Data Center Edition includes:

e 150-User Configuration for large organizations
(additional Network User Licenses available)

® Licensed for 8 processors
e Licensed for up to 32GB of memory

e \olume management, software RAID and disk
performance analysis for enterprise-level data
management with UnixWare 7 Online Data Manager
Release 3.2

e New support for Event Logging to a reliable SQL
database to manage and log operating system events,
resulting in a more robust and manageable system
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For a listing of current UnixWare 7 Editions and the software products included with each
Edition, contact your SCO software provider or access the following URL.:

http://lwww.sco.com/unixware/product_family

2.3.6 Licensed software

UnixWare 7 Edition License Packs (Base, Business, Departmental, Enterprise, Data Center,
Messaging) can be used for fresh (new) installations of older Release 7.0 and Release 7.0.1
systems as well as for fresh installations of Release 7.1.

2.3.6.1 Network User Licenses

Network User Licenses did not change with Release 7.1. Licenses available prior to Release
7.1 can be used on Release 7.1 systems. There are no User License upgrades required and
systems that are upgraded from 7.0 or 7.0.1 will automatically recognize existing User
Licenses installed on the system. To check the number of users licensed on your system, use
the followinguname(1l) command:

uname -l

2.3.6.2 CPU Licenses

Each UnixWare 7 Edition includes support for a number of CPUs that is designed to
optimize the hardware platforms with which Edition is typically delivered. Additional CPUs
can be licensed by purchasing the Processor Upgrade and can be used with any UnixWare 7
Edition. The Processor Upgrade License is for a single CPU and can be combined with the
CPUs in the Edition License for a cumulative number of CPUS.

For example the Business Edition includes support for two CPUSs. If a Processor Upgrade is
added, the total number of supported CPUs is three. Users who need support for four CPUs
should consider the purchase of a UnixWare 7 Enterprise Edition, which comes pre-
configured with support for four CPUSs.

Users may also purchase the Business or Departmental Editions and add two Processor
Upgrade Licenses. There is no requirement to purchase CPU upgrades when upgrading
from Release 7.0 or Release 7.0.1 to Release 7.1. Upgraded systems will automatically

recognize existing CPU licenses installed on the system.
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2.3.6.3 Memory Upgrade Licensing

Memory Upgrade licenses are designed to match the level of memory provided in a
hardware platform. Memory Licenses are available for systems using 4, 16, 32 or 64GB of
memory. Any UnixWare 7 Edition may upgrade memory to any level that is higher than that
included in the Edition License configuration.

For example, a Base Edition includes support for 1GB of memory. The Base Edition may
upgrade to 4, 16, 32 or 64GB of memory. Users with the Business Edition or Departmental
Edition may wish to upgrade their memory to a 16, 32 or 64GB of memory. Enterprise
Edition users may wish to upgrade to either 32GB or 64GB. Data Center Edition users may
wish to upgrade to a 64GB memory license.

2.3.7 Unlicensed software

If you install the UnixWare 7 operating system without a license it will default to the
Business System Edition for a 60-day evaluation. Evaluation versions are available for most
other products in the Media Kit. To evaluate other UnixWare 7 products, simply install the
product without entering a license number and license code. This will enable a 60-day
evaluation license period. You can evaluate products that are not included with your license
by selecting additional services and packages during the installation, or by installing them
later using th&sCOadmin Application Installer.

To continue using the software after the 60-day trial, you must purchase a license and
license the software products using 8@0Oadmin License Manager

2.3.8 Optional Services

Check thdJnixWare 7 Release 7.1.0 Installation Roadmtapconfirm which services are
included with the license of your UnixWare 7 edition.

The optional services expand the capabilities of your UnixWare 7 system in the areas of
reliability-availability-serviceability (RAS), interoperability, and application development.
For more information on each of these products, referendetbelirectories on your
UnixWare 7 CD-ROMs.
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RAS options include:
e SCO Online Data Manager

This is a cost-effective, enterprise-class storage management solution for high
availability and online volume management. It provides software RAID Levels 0, 1, 5,
10 (striping, mirroring, striping with distributed parity and striped mirroring) as well as
disk-spanning capabilities. It includes a graphical Visual Administrator for exceptional
ease-of-use and supports online filesystem resizing, migration, and RAID-level
modifications. The full product is included with the Enterprise and Data Center Editions.
All other UnixWare 7 editions include the “base” functions of the volume manager.

e Disk Mirroring

UnixWare 7 Disk Mirroring provides increased data availability by providing fault
tolerance against disk failures and faster access using software RAID Level 1 (simple
disk mirroring). By adding a second disk to the system and enabling Disk Mirroring,
administrators will automatically have access to their business-critical data should one
disk fail. Designed to work with off-the-shelf disk storage subsystems, UnixWare 7 Disk
Mirroring provides a very cost-effective high-availability data storage solution. Disk
Mirroring is included with the SCO Online Data Manager license.

e Enhanced Event Logging System (Enhanced query-capable RDBMS licensed
separately)

The Enhanced Event Logging System (EELS) provides an infrastructure to centralize
the logging, management, and reporting of standard UNIX logging systems, such as
syslog and the auditing sub-system. It does this by channeling the various log sources
through a driver and filtering mechanism into a searchable flat filesystem or an SQL
gueryable Relational Database Management System (RDBMS). The Data Center
editions includes the advanced RDBMS capabilities. All other editions include the base
EELS system and can license the advanced capabilities separately.

e SCO Reliarf? HA 1.1.0

The Reliant HA software for UnixWare 7 provides high-availability clustering solutions
for enterprises that require high levels of application, system, and data availability.
Using UnixWare 7 ReliantHA you can create highly available 2-to-4 nodes loosely
coupled clusters ideal for transaction processing, database, Internet/intranet, replicated
site and NFS services. Unlike expensive proprietary solutions, UnixWare 7 ReliantHA
supports industry standard Intel processor servers with off-the-shelf RAID and
networking solutions. Unlike some solutions that use redundant systems and peripherals,
all the nodes in a cluster can be used.
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Interoperability options include:
e IBM® Network Station™ Manager

The IBM Network Station is IBM's network computer. It is designed to be easy to
install, use, and manage. It operates without any internal disk storage, using supporting
software and applications from associated servers. The IBM Network Station Manager
is developed to provide a common support environment for the IBM Network Station
across all IBM and Intel PC-based server platforms.

e Novell® Netwaré® Services

This optional component provides Novell NetWare 4.10a file, print, and directory
services for both UnixWare 7 and SCO UnixWare 2.1. With NetWare Services a
UnixWare application server can be easily and transparently accessed by NetWare
clients, enabling seamless integration into existing Novell environments. Business
critical environments can also leverage the reliability, performance, and scalability of
the UnixWare 7 system to build a single, highly reliable primary network server for
NetWare clients with LAN security, multiple client support, and robust application
services. Also available in License Packs enabling 10-user, 25-user, 50-user, 100-user,
and 250-user licenses. This service is optional to all UnixWare 7 editions except for the
free and evaluation editions.

e Advanced File and Print Server 4.0.1

The SCO Advanced File and Print Server enables enterprise-wide, scalable file and
printer sharing with PCs running Microsoft Windows 95, Windows NT, Windows 3.x,
0S/2, and MS-DOS. This newest version for UnixWare 7 delivers a highly-integrated
environment that allows PCs to seamlessly access files and printers in the native
Windows format while also accessing mission-critical business applications running on
the server. With peer-to-peer compatibility with Microsoft NT 4.0, it appears to desktop
clients exactly as if it were an NT server and is ideal for environments which need easy
UNIX-to-Windows and UNIX-to-Windows NT integration.

e Netscap® Directory Server™

This product is a fast and flexible LDAP directory service. Netscape Directory Server
provides the foundation for centralized administration across intranets and extranets.
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Netscape Messaging Server™

The Netscape Messaging Server quickly delivers mail with embedded sound, graphics,
video files, HTML forms, Java applets, and desktop applications. It outperforms other
messaging systems in the speed of message processing, handling queues and power of
directory lookups. Organizations that use the Netscape Messaging Server on UnixWare
7 will find that they can communicate with virtually all mail systems and gateways.

RealNetworks RealSystéh%.0 Servers

RealNetworks software (including servers, encoders, and players) provides a complete
solution for streaming media and allows Internet or intranet users to easily access
multimedia content in real time.

SCO Merge™ 4.1.1

This optional service provides users the capability of running Microsoft Windows 95,
Windows 3, and DOS sessions on UnixWare® 7.

SCO TermLite™ 1.0.7

SCO TermLite is a simple, lightweight Windows terminal emulator that allows you to
run UNIX programs in a window on your PC alongside local Microsoft Windows
applications. It provides fast emulation of SCO ANSI and VT320 terminals over a
Telnet (TCP/IP) or NVT (NetBIOS) connection. SCO TermLite supports all versions of
Microsoft Windows. SCO TermLite's single executable design makes it ideal for
locating centrally on a server, providing a zero-footprint on the client. Alternatively,
SCO TermLite can be installed locally on a Windows client, taking up less than 1MB of
disk space.

SCO VisionFS™ 3

SCO VisionES for UnixWare 7 and SCO OpenServer provides high-performance robust
SMB file and printer sharing from UNIX Systems to PC clients running Windows, and
provides basic access to server applications. Unlike PC-based NFS products which need
to be installed on each individual PC, SCO VisionFS is installed purely on the server,
saving the organization both time and money during initial installation, configuration,

and ongoing maintenance.

SCO SCO Vision2K™

The SCO SCO Vision2K™ CD-ROM that is included with UnixWare 7 includes a full
suite of windows connectivity and interoperability products.
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e SCO Tarantella™

Tarantella software allows the delivery of any application immediately to any client -
without any client software installation. UnixWare 7 includes a single-user Tarantella
license for a system administration webtop. This webtop can be accessed from any
supported browser, enabling the webtop to travel with the administrator. The result is
complete UnixWare system administration from anywhere in the world. Also included is
a non-administration single-user license for the Tarantella Application Broker that
allows a user to create and use an additional user-oriented webtop. Tarantella software
provides a zero disruption route to Network Computing. With UnixWare 7.1, SCO
Tarantella™ is no longer included on the Optional Services CD-ROM. The latest release
of SCO Tarantella is available for UnixWare 7 from SCQO'’s Tarantella Division. Visit
http:/tarantella.com.comior more information on SCQO'’s Tarantella Technology.

Development tools are included with the optional UnixWare and OpenServer Development
Kit 7.0

There are many useful tools and utilities included free for all editions of the UnixWare 7
system on the Skunkware™ 7 CD-ROM.

For information regarding third-party applications developed for use on UnixWare 7, check
the online SCO Applications Directory at:

http://wdb1.sco.com/sdir_web/owa/scodir_seh
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2.4 Completing Installation Checklists

An installation checklist is designed to ensure that you correctly and quickly install your
UnixWare 7 system. This checklist also provides a written log of your responses should you
need to troubleshoot or reinstall your system. These checklists can be found in the
UnixWare 7 Getting Started Guide

Information relevant to all types of installations is contained irGéeeral information
checklists. These additional checklists might also apply:

Hardware Complete this checklist to indicate hardware parameters for
non-detected hardware.

Network Complete this checklist if you are configuring TCP/IP or
IPX/SPX. SCO strongly recommends configuring the
network during installation. Several operating system
components and optional services, such as the CDE Desktop,
SCOhelp Netscape FastTrack, and Network Station Manager
depend on the presence of the network either during Initial
Software Load (ISL) or immediately after the system boots
for the first time. If the network is not configured, package
installation might fail or the system might fail to boot
correctly.

Partitions Complete this checklist if you want to customize the partition
table. If you do not, the installation uses the exiting partition
table on your system, or creates a single partition using the
entire disk for UnixWare 7.

Filesystems Complete this checklist if you want to alter the default
filesystem layout.

Complete the installation analysis for your system by filling out the installation checklists in
theUnixWare 7 Getting Started Guide

The following sections describe the information on each checklist.
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2.5 General Information Checklist

The following sections review the information you will need to analyze to complete the
general information checkilist.

2.5.1 Installation language

Choose the language for use during the system installation from the following options:

English
French
German
Spanish

Japanese

2.5.2 Zone, locale, and keyboard

These three interrelated choices determine how the system will display currency,
punctuation, and other special characters. Choose from one oZ threse

Americas (Latin-1)
Eastern Europe (Latin-5)
Central Europe (Latin-2)
Western Europe (Latin-1)
Northeast Asia

Other

All Locales

If you do not know the correct zone, choose All locales. The Locales and Keyboard types
displayed differ for the selected Zone. The Locale and Keyboard types displayed below are
the results of choosing the Americas (Latin-1) Zone.
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Choose from one of thes®cales

Setting the zone and locale limit keyboard selection to those that are able to process the
desired characters. Choose from one of tikesdoardtypes:

C English

POSIX English
English for Canada
English for USA
Spanish for Argentina
Spanish for Chile
Spanish for Mexico
Spanish for Venezuela
French for Canada

Portuguese for Brazil

United States

e Japanese A0l

e Japanese AX

2.5.3 License number, code, and data

Obtain all licensing information from the Certificate of License and Authenticity that came
with your UnixWare 7 product, or from your vendor’s licensing web page. Not all products

require License Data.

If you choose to defer licensing, you are issued a sixty (60) day evaluation license.

The license agreement stipulates that the license numbers must be unique. Systems on a

network cannot be installed using the same license number.
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2.5.4 Host Bus Adapter (HBA) diskette(s)

The installation order of the HBA diskettes is critical. Most system installations will use the
following order for loading HBA diskettes:

1. Any vendor-supplied HBA diskette containing the host bus adapter driver for your
system. You may or may not have such as diskette.

2. Other vendor-supplied diskettes containing other drivers. These diskettes are also
optional.

3. The SCO-supplied HBA diskette. This diskette is always required.

There may be cases where the loading order of the HBA diskettes should differ from the
order above. The first driver loaded for any device is the version that will be used.
Therefore, the HBA diskette containing the newest or desired driver should be inserted first.
The drivers for the boot hard disk controller and the CD-ROM driver are required during
installation whereas other drivers can be installed and updategkgiéidd(1M) after

system installation is complete.

2.5.5 Manual hardware configuration

During installation, SCO recommends that you only use the DCU to configure devices that
are needed to install your UnixWare7 system, such as your hard disk or CD-ROM. The
UnixWare 7 installation autodetects most common hardware devices. If it is not detected, or
two devices share the same interrupt, you must configure the hardware driver using the
Device Configuration Utility (DCU). Use the Hardware checklist in Section 2.6 on page 2-
36 to review the information required by the DCU.

2.5.6 System node name

The system node name is the name of your system. Networking and mail programs on the
system use the system node name to identify the correct data destination. The fully qualified
domain name is not needed at this point. Only the node name, i.e., not
money.accounting.yourcompany.cgustmoney

The node name must:

e Be unigue on the network

e Begin with a letter
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e Contain only lowercase letters and numbers and can be up to a maximum of sixty-three
(63) characters. For backwards compatibility, keep your machine names at seven (7)
characters.

If you are responsible for administering many systems, you can construct a common naming
convention. Some sample valid system names include:

e srv100e—Describes the building and location where the system resides
e salesi—Identifies the set of applications on the system, or the users who will use them

e romel5—Describes the general geographic location of the system

2.5.7 Installation type

You can choose to install from:
e CD-ROM

e SPX network server

e TCP network server

If you choose to install from a network server, you will need to complete the appropriate
network installation checklists in Section 2.7 on page 2-48.

2.5.8 Use whole disk for installation?

You can use the whole disk to install UnixWare 7 or partition the disk. A disk comprises:

Logical arrays of blocks On a UnixWare 7 system, the Host Bus Adapter (HBA)
controller presents its associated hard disk as an arrays of
blocks to the operating system. Usually each block is 512-
bytes.

Partitions You can divide the hard disk into one to four contiguous data
areas for the installation of operating systems such as UNIX,
DOS™ NT™, and OS/2™. Some vendors’ hardware reserve
a partition for system information, i.e., Compag.

You can define up to four (4) partitions. If a second hard disk is detected, you can also create
partitions on that disk. During installation, if you choose to customize the partitions, you
will need to complete the disk partitioning checklist in Section 2.8 on page 2-51.
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AV 2-2
K| Default Filesystem Types

Filesystems and Raw Disk Slices
Filesystem Description Type Size Disk
/ Root File System vxfs 1868 1
/stand Boot File System bfs 20 1
/dev/swap Swap Slice slice 118 1
/dev/dump Dump Slice off 1
/home User File System of £ 1
/home?2 2nd User File System off 1
/var Add-ons File System off 1
/tmp Temporary File System memfs 10 1
/var/tmp Temporary File System memfs 401
/dev/volprivate Private Volume slice 11
ALTS TABLE Alt/Sector Slice slice 401
ALTS TABLE Alt/Sector Slice off 2

(memfs sizes are included in /dev/swap size)

Disk 1 Disk 2

Available (MB) 2047 2078

Allocated (MB) 2047 0

<Fl>=Help <F2>=Choices <F9>=Back <Fl0>=NextArrow keys, <Tab>=Move

k a2-v0202 © The Santa Cruz Operation, Inc.
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2.5.9 Configuring filesystems on active partition

You can configure multiple filesystems on the active partition. You can either use the default
filesystem configuration or complete the filesystem checklist to customize your filesystems.
See Section 2.8 on page 2-51 for information on the filesystem checklist.

UnixWare 7 allows you to configure disk slices. A slice is a contiguous section of a
partition. Slices provide a method to better manage the space inside the partition. Each slice
has a:

Starting sector

Length

Slice type

Permissions (whether it is mountable or unmountable)
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AV 2-3

fl Swap Space

Size of System Size of Swap Space
16MB 32MB
64MB 75MB
256MB 200MB
1026MB 430MB
4096MB 1330MB

a2v-0203 © The Santa Cruz Operation, Inc.
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A slice can contain a filesystem, swap space for paging, or can be left to be organized by an
application such as a database.

If you choose to “Use the default filesystem size and types,” the following slices and
filesystems are created:

root (/) A vxfs filesystem type. Contains the bulk of the system,
including files, commands, log files, and other data.

/stand A bfs filesystem type. Contains all the stand-alone programs
and text files necessary to boot UnixWare 7.

/dev/swap Is not a filesystem. It is an area of the disk that is used to swap
processes into and out of memory. Swap space should be
twice the size of memory on small systems. Refer to the table
on the opposite page for recommended sizes of swap based on
the amount of memory installed.

/dev/dump Is not a filesystem. This slice is not enabled by default. The
dump slice is used to store a core image of your system if it
should crash. If you choose to create a dump slice, it should
be as large as your RAM.

/home, /home2 These filesystems are not enabled by default. If you do not
enable these filesystems, they are created as subdirectories in
the root filesystem.

Ivar This filesystem is not enabled by default. It is created as a
subdirectory in the root filesystem and contains installation
data and administrative files. If you choose to make it a
filesystem, choose the same type as your root filesystem.

Itmp A memfs filesystem type. It is a temporary filesystem. All
files and directories are automatically flushed (removed)
during each reboot. Note that if you want to use the
UnixWare 7 emergency recovery utilities, you must define
ltmp as a memfs filesystem type.

Ivar/tmp A memfs filesystem type. It is also a temporary filesystem
and acts the same as\pduring reboot. It is used by add-on
software packages and must be configured as a memfs
filesystem type.

/dev/volprivate It is a slice used by th@nline Data Managerto ensure
recoverability.
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ALTS TABLE These slices provide a mapping of bad blocks to good blocks
for use by the disk driver. Some devices, such as SCSI hard
disks, provide their own mapping scheme. If this is the case,
set this to a small size.

2.5.10 Describing filesystems

The operating system’s file subsystem provides access to various types of filesystems and
their files and directories. Filesystems can reside:

e On hard disks

e On CD-ROMS

e On floppy disks

® In memory

Each UnixWare 7 system has at least two (2) filesystems on the primary hard disk:

e The main filesystem iklev/rootwhich is mounted to thé)(directory. Most of the key
files and directories previously discussed are contained in the root filesystem.

e The other filesystem i&lev/standvhich is mounted to thi&standdirectory. This
filesystem contains all of the programs and files needed to boot the UnixWare 7
operating system.

All filesystem types can be mounted with seadmin1M) Filesystem Manager

However, not all filesystem types can be configured or unmounted witfl#system
Manager. For example, axfsfilesystem can be mounted, unmounted, and configured with
the FilesystemManager but aufsfilesystem can only be mounted with the filesystem
manager. To unmountuds filesystem you must use the command line and for
reconfiguration of aifsfilesystem you must edit thetc/vistalfile directly.

For those filesystems that cannot be configured or unmounted wilébgstem
Manager, use the command-line interfaces.
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2.5.11 Filesystem types

Filesystem types that can be configured on your UnixWare 7 system include:

vxfs(VERITAS)

bfs

cdfs

This filesystem is the default filesystem type for UnixWare 7
systems. It is a high-integrity filesystem that provides
enhanced performance and reliability.

A vxfsfilesystem:

Supports a maximum file and filesystem size of 1 terabyte
(TB). The default is 2GB.

Uses intent logging. The filesystem transactions are
recorded in a log and then committed to disk. This
increases system recovery speed with a very small
performance penalty.

Supports extent-based allocation. An extent is defined as
one or more adjacent blocks of data within the filesystem.
When storage is added to a file on wésfilesystem, it is
grouped in extents rather than being allocated one block at
a time.

Provides enhanced data integrity. If the system crashes or
is shut down improperly, only files that are currently
being written to media can lose data.

Supports a default logical data block size of 1KB. Can
support block sizes of 2048, 4096, and 8192 bytes.

Supports filesystem concatenation.

Is not a bootable filesystem.

Thebfsfilesystem type is a special-purpose filesystem. It
contains all of the stand-alone programs (sudistasad/unix)

and all of the text files necessary for booting your system. It is
not a user filesystem.

ThecdfsCD-ROM filesystem type supports the Rockridge
protocol and the High Sierra/ISO-9660 specifications.
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dosfs Thedosfsfilesystem type lets users access DOS-formatted
floppies and hard disk partitions using UNIX system
commands and calls.

nucfs NetWare® for UNIX Client Filesystem)

Thenucfsfilesystem is a UnixWare filesystem that provides
NetWare file services to a UnixWare platform.

nfs (Network File System)  Thefsfilesystem is a service that lets machines of different
architectures running different operating systems to share
resources across a network.

s5 The s5 filesystem type is the only SCO OpenServer
filesystem that UnixWare 7 supports.

2.5.12 Choose default disk options or customize

If you choose to “Customize disk options,” you can:
e |Install a new boot sector. The boot code from another operating system is removed.

e Scan disk for bad blocks. The surface of the hard disk is scanned for bad sectors
ensuring that the boot data is not installed on a bad block.

e Reset disk geometry (destructive). Recalculates the disk cylinder, head, and sector data
for the hard disk. Any existing data is destroyed.

If you choose “Use default disk options™:

® A new boot sector is installed. Note that if you installed a previous version of UnixWare,
you must install a new boot sector.

e The disk is not scanned for bad blocks

e The disk geometry is not reset

2.5.13 System profiles

System profiles are collections of software that simplify the installation process. When you
select a system profile, you ensure that the correct software (services and packages) is
installed to enable the type of system you want.
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Choose from one of these system profiles:

Licensed-Based Defaults The type of license that you purchased
determines what software and services are
installed. For example, if you purchased the
“Enterprise Edition,” all packages and services
are installed except for multiprocessing
support and the kernel debugger.

Small Footprint Server Includes “Extended OS utilities” and
“Networking Services.” It does not include
documentation or graphic support.

Full (All Packages) Installs all packages except for
multiprocessing support. Also installs software
that is not licensed with a sixty (60) day
evaluation license.

Customize Installation of Packages Choose which services and packages to install.
Use to install multiprocessing support.

2.5.14 System services

If you choose to customize your configuration, list one or more system services to install or
remove from the services list. Use this checklist item during installation to note any
customized services that you install or remove during installation.

2.5.15 System packages

If you configure services, you can select additional packages to install or remove from the
package list. Use this checklist item during installation to note any customized services that
you install or remove during installation.

2.5.16 Date, time, and timezone

Change the date and time if it displays incorrectly. You will also need to specify the:
e Continent —North America/South America, Europe, or Asia/Australia

e Timezone —Depending on which continent you choose, you can select from the
appropriate timezone
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2.5.17 Security profiles

Select one of the four security profiles:

Low Provides limited security; recommended only for systems not
publicly accessible, with a small number of cooperating users.

Traditional Provides compatibility with other UNIX systems;
recommended for systems that use traditional UNIX security.

Improved Provides additional security features; recommended for
systems accessed by groups of users who share information.

High Used on highly confidential systems that do not allow remote
access (includingelnet, rlogin, andftp).

2.5.18 System owner name

When you install the operating system, a user is designatedsstam owneiThe system
owner:

® |[s given the necessary permissions to perform the day-to-day system administration
tasks using th&COadmin managers desktop interface

e Cannot perform most administration tasks from the command line

Any user name (except those already reserved by the system, swdp asdbin) can be
assigned as the system owner.

The system owner information includes:
e System owner name

e System owner login name

e System owner user ID number

e System owner password

2.5.19 System root password

Theroot account has unlimited privileges to view files and run programs on an installed
system. Assign theoot user a password.
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2.5.20 Save installation responses

After you answer installation prompts and before loading software, you can save your
installation prompt responses to a floppy diskette for future use in reinstalling this system or
another UnixWare 7 system.

2.5.21 Mouse type

After the installation of the software is complete and you reboot the system for the first time,
you will need to enter the following information about your mouse:

® The type of mouse:
e Bus Mouse
e PS/2 compatible mouse
e Serial Mouse—Select the serial port to which it is attached
e No Mouse

® The number of buttons—two (2) or three (3)
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2.6 Hardware Checklist
Recall that the UnixWare 7 installation disks contain Host Bus Adapter (HBA) drivers for
most supported hardware. In addition, your hardware or software vendor may have supplied
you with additional HBA diskettes. During the installation, you are prompted to enter your
vendor supplied HBA diskette(s). Reference Section 2.5.4, “Host Bus Adapter (HBA)
diskette(s),” on page 2-24 for details regarding the HBA insertion order.
UnixWare 7 automatically determines the correct hardware settings for EISA, MCA, and
PCI hardware devices.
During installation, if your hardware is not detected or a setting is incorrect, you can use the
Device Configuration Utility (DCU) to:
e Configure an ISA device
e View all detected and configured hardware on your system
e Modify hardware settings to resolve interrupt, 1/0, and memory conflicts
e Activate or configure a software device driver needed by your hardware
e Deactivate a hardware device
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After installation, you can add hardware devices or change settings by loggingpat as
and entering:

/sbin/dcu

You can also run the DCU frostoadmir(1M). SelectHardware = Device
Configuration Utility (DCU) .

2.6.1 Entering the DCU

When you enter the DCU during installation, the main menu displays these options:
e Hardware Device Configuration

Use this option to view the hardware devices configured on your system. You can
change the device driver parameters to match the installed hardware.

e Software Device Configuration

Use this option to view or change the software device drivers configured on your
system.

e Apply Changes and Exit the DCU

Use this option if you have made changes to any of your hardware or software device
configurations.

e Exit DCU and Cancel Changes
Use this option to exit the DCU and cancel any changes.

Note that you cannot use your mouse to make selections and navigate the DCU. Use your
cursor keys.
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2.6.2 Hardware device configuration

When the DCU is run during installation, you can view your detected hardware by selecting
Hardware Device Configurationfrom the main menu. This window displays the hardware
settings for each device configured on your system. The dash (-) character indicates that the
entry does not require a value for that field because it is not required by the device driver.

These settings display:

Configuration Status Indicates whether the hardware controller is configured into
the kernel by displaying (Y) or (N).

Device Name Displays the name of the device. The entry can appears as:
® The device name such Rarallel  or COMport.

e The driver name such asyc ( the driver for the COM
port) oradsl (  the driver for an Adaptec 294x SCSI host
adapter).

e UNKNOWNhe DCU cannot assign a driver name. On an
EISA, MCA, or PCI system, this is an entry from
NVRAM (Non-Volatile RAM indicating that you have
installed the hardware, but did not install the software
driver.

For example, if you have installed a network adapter, but
have not installed the corresponding software for the
adapter, it is listed ddNKNOWN

e UNUSEDINndicates that an ISA driver is disabled although
the device settings are retained.

IRQ Specifies the interrupt vector number used by the device.
Valid values are 1 through the value of the highest interrupt
vector number supported by the system.

|OStart, IOEnd Specifies the range between the lowest and highest (inclusive)
I/O port address through which the device communicates.
Valid values are hexadecimal numbers from 0 to FFFF.

For devices without controller memory, this field should
contain the value of 0.

2-41



System Installation

MemStart, MemEnd Specifies the range between the lowest and highest (inclusive)
address in memory through which the device can
communicate. Valid values are hexadecimal numbers from
10000 through FFFFFFFF.

For devices without controller memory, this field should
contain the value of 0.

DMA Specifies the channel number for hardware that use DMA
channels. Valid values are 0 through 7.

For hardware devices that do not use a DMA channel, this
field should contain the value of -1.
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You can displayAdvanced Parameters
to the device name and then pressiifg

Advanced parameter settings are:

Unit

IPL

ITYPE

BindCPU

settings by using your <Talig key to move

Specifies the unit number for a controller that
supports multiple devices.

Specifies the interrupt priority level for those
devices that have priority handling capability.
Valid values are 1 (lowest priority) to 7
(highest priority). When multiple controllers
share the same IRQ values, the software
device drivers must operate at the same IPL.

The IRQ sharing type. If this field is not used,
it must contain a 0.

The CPU to which the device binds. The driver
code will only run on the specified CPU.

2.6.3 Software device drivers configuration

The Software Device Drivers screen of the DCU lists each available software device driver

and the associated hardware device.

Use this option to activate a device driver, if your hardware device is manually configured
and does not have software setup utilities that define the hardware settings to your system’s

NVRAM.
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The Software Device Drivers selections menu classifies drivers into several categories:

Network Interface Cards
Host Bus Adapters
Communication Cards
Video Cards

Sound Boards

Miscellaneous

The last selection on the menu “All Software Device Drivers” combines all of the
categories.

When you select a driver category, the following information displays:

*

Indicates the driver is active and available for use assuming
the hardware that it supports is installed and enabled. If this
field is blank, the driver is not active. To activate a driver,
pressi=e in this field.

DRIVER The name of the software driver

NAMES OF SUPPORTED DEVICES

Lists the hardware controllers the device driver supports
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2.7 Networking Checklist

The following sections review the data required for completing the networking checklist.

2.7.1 Network adapter

If your network adapter is a “smart” bus adapter (for example, an EISA or PCI adapter),
UnixWare 7 will detect and autoconfigure the appropriate network driver.

If it is an ISA or PCMCIA/PC adapter, you must manually enter the configuration
parameters during the installation.

Network adapter vendor, make, and model
Interrupt Vector (IRQ)

I/O Address Range

ROM Address

DMA Channel

Memory (RAM) Address Range

RAM size

You can also defer the installation of your network adapter and install it later using the
scoadmin(1M) Network Configuration Manager.

2.7.2 Configuring TCP/IP networking

If you did not defer the installation of your network card, and the system is a server or a
client of a TCP/IP network, you will need to provide this information:

System IP Address Four decimal numbers separated by periods. For

examplel32.145.80.9

System Netmask If you are not configuring a subnetwork, enter a netmask of

255.255.255.0

Broadcast Address In keeping with the IP address in Bullet 1, Breadcast

Address is132.147.80.255
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Default Router Enter the router IP address if your system is using another
system to route packets. This field is optional.

Domain Name The domain name is an abbreviation for the server site and a
code for the site’s organization or country. For example,
scacomis the domain name used by SCO.

If your system is registered, use your domain name provided
by your network administrator.

If you are creating a new domain and are not certain that you
will eventually connect to an outside network, use
companyname.cgmwhere name is the name of your company
or organization.

Primary DNS Address Enter the IP address of your perferred Domain Name System
name server for your system. This field is optional.

Other DNS Address Enter the IP address of an alternate Domain Name System
name server. These two fields are optional.

Frame Format For TCP/IP, choose ETHERNET _II

2.7.3 Configuring IPX networking

If your system is part of an IPX network, enter this information:
e |PX Net Number
e Frame Format

If it is not, you can defer the configuration.

2.7.4 NIS configuration

If you installed the Network Information Service (NIS) package, you can configure your
system as a:

® Master server
e Slave server

e Client
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2.8 Partition and Filesystems Checklist

If you choose to customize the partitions, determine the following:
e Number of partitions

e The type of partition

UNIX System Use for UnixWare 7, SCO OpenServer, or other UNIX
systems
Pre DOS 5.0 Use for DOS systems 5.0 and earlier. It must be loaded in

partition 1 and start at block O

DOS Use for DOS systems after release 5.0. It can be loaded onto
any partition.

Other Use for other operating systems, such as OS/2
System Use for autodetected hardware information. If this partition is

detected, do not remove or reconfigure. This partition
contains information specific to your hardware setup.

2.8.1 Installing other partitions

If you plan to install Windows 95, Windows NT, or OS/2 partitions:

e Usethe NT or OS/2 tools. These operating systems can be loaded onto any partition.
e Remember that the UnixWare 7 partition must begin below cylinder 1024.

If you plan to install DOS patrtitions, note the following:

e A Pre-5.0 DOS partition must be the first partition on the first disk and must lie within
the first 1024 cylinders. It must not exceed 32MB.

® A Post-5.0 DOS patrtition can be loaded onto any partition.
All DOS partitions should have a minimum size of 3MB.
e The Status of the partition. Thénix System  partition must be:

e Active . Only one partition can be active.
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e At least 500MB in size. If you do not define a large enough active partition, the
installation will not continue until you create one.

e Any change in the size, type, and cylinder position for an existing partition results in
the partition being removed and recreated. All data in the partition is lost. This is
also true for any other partitions.

The starting cylinder of each partition

The percentage of the disk being used for the partition

2.8.2 Configure slices and filesystems

If you choose t€Customize filesystem and sliceyou can:

Change the size of your root filesystem.

Change the size of the swap slice.

Create a dump slice.

Create and specify the type of two user filesystems on the primary disk. If you created a

partition on Disk 2, you can specify that these filesystems are created on Disk 2. Note
that/var, tmp, and/var/tmpcan also be created on Disk 2.

Filesystem sizes are entered in megabytes.
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2.9 Installing UnixWare 7

During the installation, use the checklist you completed to respond to the installation
prompts.

The installation of the operating system is divided into four stages:

Interview The installation prompts you with questions
and records your answers. Your replies
determine which software components are
installed, how system hardware is configured,
and the disk division layout.

Media extraction Files are extracted from your installation
media. The installation program installs and
configures your system using the parameters
defined during setup. This stage is not
interactive.

Software loading The installation program installs and
configures your system using the parameters
defined during setup. This stage is not
interactive.

Initial hard disk boot First boot of the primary hard drive. Network,
mouse, and language supplement
configuration occur during this phase of the
installation. At the end of this phaswrepkgs
is invoked to run the last phase of the
installation.

Updates and layered products installation  Interview and extraction of updates and
optional products.

2.9.1 Responding to prompts

Use the keys from the slide on the adjoining page to respond to information prompts during
the setup phase of the installation.

If you make an error while entering information, use your <Backspace> key to erase and
then retype the information.
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2.10 Lesson Summary

The UnixWare 7 family of products consists of:

® The operating system (runtime)

e Development Kits (both software and hardware)

e Optional Services, Vision Products, and Evaluation Software

While some variation is possible, the minimum suggested hardware configuration for the
UnixWare 7 operating system includes:

e A Pentium processor
e 64 MB RAM

e 1GB of free disk space
e CD-ROM drive

e Tape drive

You can access tieCO Compatible Hardware Web Pagesinvestigate whether specific
system hardware is compatible with UnixWare 7.

TheUnixWare 7 Getting Started Guide and Release Natestainuseful information
pertinent to installation. All system installations begin with an analysis of the system. You
must consider many points, including:
e Which software is to be run on the system:
e Graphical interfaces
e Networking software
e How the hard disk should be configured
e How many users will share the system resources
e Which security profile is needed

e \What hardware resources are available

You should complete an installation checklist prior to the installation of any system.
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Review questions

1. Which system profile do you have to choose so that multiprocessing support is installed
on the Enterprise Edition?

2. What is the recommended minimum amount of memory to run UnixWare 7?

3. Which program is used to configure hardware devices during installation?

4. Which devices does SCO recommend that you configure during installation?

5. Why must you define thitmpfilesystem as a memfs filesystem type?
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2.11 Lab: Installation

Overview

This lab describes the procedure for installing UnixWare 7.

Procedure

These steps describe how to install the UnixWare 7 operating system software using the CD-
ROM installation method:

Step 1. Insert the floppy diskette labeled, “Installation Disk 1 of 2” into the primary
floppy drive.

Step 2. Turn on your computer.

Step 3. The system performs a POST test displaying your hardware information.
After this test completes, the mess&garting UnixWare... and the

animated logo appear. You are prompted to remove the first diskette, and
insert the floppy diskette labeled “UnixWare 7 Installation Diskette 2 of 2.”

Step 4. Choose the language you to use during installation.
Step 5. Insert diskette Presge= .

After the Welcome to UnixWare 7 screen displays, if you previously installed
UnixWare 7 on this or another system, and saved your installation responses
to a diskette, you can use those responses as the defaults for this installation
by inserting the diskette and pressjag

Step 6. Presgj to continue the installation. Use the information from your checklist
to install your system.

Step 7. Choose a zone for your system and [gERss

Step 8. Choose a locale for your system and [H#$ss

Step 9. Choose a keyboard for your system and piess

Step 10. Enter the licensing information provided by your instructor. Prejsafter

each entry. Pregs] to continue.

2-58 UnixWare® 7 System Administration II: Installation, Configuration, and Maintenance



Lab: Installation

If you make an error while entering the licensing information, use your
<Backspace> key to erase and then re-enter the information.

Step 11. Loading Host Bus Adapter (HBA) drivers.

If you do not have any vendor-supplied HBA diskettes, just load the SCO-
supplied one.

If you have a vendor supplied HBA follow the recommended installation
order described in Section 2.5.4, “Host Bus Adapter (HBA) diskette(s),” on
page 2-24. Note that the SCO HBA is always inserted during HBA driver
loading even if you are using a vendor supplied diskette.

Step 12. ChoosBroceed with installation . The Host Bus Adapters
(HBA) drivers are loaded onto your system. Pfess

Step 13. Choose one of these selections when the Device Configuration Utility (DCU)
screen displays:

e Enterthe DCU  (manually configure drivers). You may need to run
the (DCU) to configure a device used during your installation, such as
your CD-ROM drive.

SCO recommends that you only configure those devices that are needed
to install UnixWare 7. After the installation completes, you can run the
DCU and configure additional devices.

e SelectDo not enter the DCU if UnixWare 7 can autoconfigure the
drivers

Presgrg to continue.
The system displays the detected or selected drivers as it installs them.
Step 14. Enter your system node name. Rigde continue.

Step 15. Choosmstall from CD-ROM as the installation method. Prégs
You are prompted to insert the CD-ROM.

If you are installing from CD-ROM and the CD-ROM installation method
selection does not display, sel€ancel installation and shut

down. Restart the installation from the beginning. You must enter the
Device Configuration Utility (DCU) in Step 11 and configure your CD-
ROM.

Step 16. Configure the first hard disk.
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Recall that up to two detected hard disks can be configured at installation
time. You can configure your second hard drive after the initial system
installation.

Step 17. Presg] to display these choices:

e Use whole disk for UNIX . A single disk partition is created and
the partition is marked active. Any existing data is destroyed.

e Customize partitions . The disk partition table displays allowing
you to create up to four partitions. Enter the information from your
installation checklist. The “UNIX System” partition must be “Active.”

e Do not modify . This option skips the modification of the second
disk.

e Re-load partition information from disk . This option
restores the configuration on your hard disk to what it was when you
started the installation.

Step 18. Choosedé¢ whole disk for UNIX , for the first disk and “Do not
modify” for the second disk. Preg§ to continue.

Step 19. Choose one of these selections to configure slices and filesystems:
e® Use default filesystem and types

o Customize filesystems and slices

Choose taCustomize filesystems and slices . Pressg.
Step 20. Use your Tdl) key to move from field to field. Create a separhteme

filesystem from the information on your installation checklist. Remember
that you will need to decrease the size of yoot filesystem to add space in
your /homefilesystem.

The 64K inode limit restricts the number of files and directories that you can
create. Note that by default the 64K inode limit is not imposed. Restricting to
64K inodes may be necessary for legacy (backwards compatibility)
applications. To reset this restriction, press [Ealbo advance to th8ize

field of the filesystem and then prégg Answer “Yes” to the “64K inodes
limit.” You can also change the default block size by presginig the
“Filesystem block size” field and choosing a new block size.

Step 21. Accept the default. Prgsisto continue.
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Step 22.

Step 23.

Step 24.

Step 25.

Step 26.

Step 27.

Step 28.

Perform disk operations. Chobse default disk options from
these selections.

e Use default disk options . A new boot sector installs, your disk
is not scanned for bad blocks and the disk geometry is not reconfigured.

e Customize disk options . Enter the options from your installation
checkilist.

Note that if you choose to customize disk options and sel&sdet

disk geometry (destructive) the data (including data in non-
UNIX partitions) is destroyed. Use with extreme caution.

Pressky .

Choose your System Profile. Selextnse-Based Defaults . Press
.

Choose one of these selections to confirm or install your network interface
card:

e Use the detected card shown above

e Select from a full list of supported cards

e Defer network configuration

SelectUse the detected adapter shown above . Pressgy.
Continue to configure your networking hardware. Depending on your

networking card, you may be asked to enter or confirm additional

information. Presgy .

Enter your TCP/IP networking parameters and frame type from your
installation checklist. Pregs .

If you are not configuring TCP/IP, you can defer the configuration by
pressinggy] .

Enter youPX Net Number andFrame Type from your installation
checklist. Presgq.

If you are not configuring IPX/SPX, defer the configuration by pressing

Defer NIS. Pregg.
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Note that if you press tHg] key to move backward and then prggkey to
move forward to re-enter a configuration window, for a service that you have
already deferred, you must prégisagain if you still want to defer the
configuration.

Step 29. Confirm or enter the date and time values. Fijess

Step 30. SelecEraditional as the security level. Pregs.

Step 31. Enter the system owner name, login name, user ID, and passworgj Press
Step 32. Enter theot password. Pregs.

Step 33. Select th®ptional Service and presg] to access more information

about the service.” This is an information only screen. Ri#g$s continue.
Step 34. Seledhccept to acknowledge that your understand the License
Agreements and agree to be bound by their terms and agreements. If not,
selectDo not accept and the installation will not continue.
Step 35. Presg] to continue.
The configuration of the installation is now complete, you can:
® Presgq] to view or change any of your choices
® Presg] to save your choices to a floppy disk
® Pressyq to install software
Step 36. Presgj to install the software.
Software loading is the longest stage of the installation and can proceed

unattended. You can track the status of the installation by viewing the
progress indicator.

Step 37. When prompted, insert the UnixWare 7.1 HBA diskette. Rrgsor final
HBA configuration.

Step 38. Remove your floppy disk and CD-ROM when the installation completes.

Step 39. Presg=| to shut down and restart your system.

After your system restarts and several non-interactive configurations take place, you are
prompted to configure your mouse and complete the installation.
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Follow these steps to configure your mouse and complete the installation:

Step 1.
Step 2.
Step 3.
Step 4.

Step 5.

Step 6.

Step 7.

Select the type of mouse. Prgkss

Confirm or change the mouse parameters. Rjess
Press e to begin the fifteen (15) second mouse test.
Click your right mouse button. Pres® continue.

Enter the UnixWare 7 Operating System Updates CD-ROM (Disk 2 of 3),
when prompted

Follow the prompts to install the desired updates. Updates are highlighted
based on the license you entered and on what packages you installed from the
Installation CD-ROM. You are prompted to insert other CD-ROM volumes

in the set.

Depending on your license and the software already installed on your
system, you are then presented with a list of products you can install.

Default selections matching your license are automatically highlighted for
installation. You can override these defaults by selecting or de-selecting
products.

If you have insufficient disk space, you have the option of installing these
products at a later time.

Enter the UnixWare 7 Optional Services CD-ROM (Disk 3 of 3), when
prompted.

Follow the prompts to install the desired services. Services are highlighted
for installation based on your operating system license.

Reboot the system.

Usually, your next step is to create your emergency recovery media.
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2.12 Relevant Commands

The following commands were presented in this lesson.

Relevant commands

dcu(1M) The Device Configuration Utility
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2.13 Answers to Review Questions

1. You have to choose the Custom Configuration system profile so that multiprocessing
support is installed on the Enterprise Edition.

2. The recommended minimum amount of memory to run UnixWare 7 is 32MB.

3. The Device Configuration Utilitgdcu(1M)) program is used to configure hardware
devices during installation.

4. The devices that SCO recommends that you configure during installation are ones that
are needed to install the operating system.

5. You must define thempfilesystem as a memf s filesystem type if you want to use the
UnixWare 7 emergency recovery utilities.
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Installation Troubleshooting

AV 3-1

I

Installation Troubleshooting

® Troubleshoot problems during installation
@ Troubleshoot problems after installation

a2v0301 © The Santa Cruz Operation, Inc.
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Introduction

Lesson 3

Installation Troubleshooting

Introduction

After you have completed the installation analysis and checklist for your system, you can
install the operating system with confidence. The following lessons describes the
procedures to follow if you encounter a problem during or immediately after the installation.

Objectives

The purpose of this lesson is to install the UnixWare 7 operating system on your system. By
the end of this lesson, you will be able to:

e Troubleshoot problems during installation

e Troubleshoot problems after installation
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3.1 Troubleshooting Problems During Installation

This section covers some of the common problems that might occur during your installation.

If you encounter a problem that is not specifically documented, do the following before
calling for help from your software service provider:

e Confirm that your hardware is supported. Refer tothexWare 7 Getting Started
GuideandRelease Notedf you have Internet access on another system, access the
SCO Compatible Hardware Web Pages:
http://wdb1.sco.com/chwp/owa/hch_search_for
The SCO Compatible Hardware Web page includes:

e Listings of devices supported on SCO platforms

e Notice of new and updated drivers for supported devices

e Technical information concerning driver installation, configuration, and
troubleshooting

o Make certain that your system devices are recognized during the boot process
e Verify that you installed any vendor supplied Host Bus Adapter (HBA) diskettes
® Check for hardware conflicts between components:

e DMA

e Interrupt vectors

e Memory address
e Enter the Device Configuration Utility (DCU) and view, add, or change hardware

settings if the installation completes, or if the installation did not complete, restart the
installation and enter the DCU
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3.1.1 System does not initially boot

If the system does not start the installation the first time you boot from the boot disk, make
sure that:

® You are using the correct boot disk
e The disk is inserted correctly in the drive, and the drive door is closed

You may need to run the manufacturer’s floppy drive diagnostic tests to determine that the
floppy drive hardware is functioning properly.

These are some guidelines for troubleshooting boot disks and boot floppy drive problems:

e |If the floppy drive works, you may have a damaged boot disk. Try booting the boot disk
on another machine.

e |If an error occurs while reading the floppy disk, make sure that the boot disk is inserted
correctly in the drive, and the drive door is closed. Try removing and reinserting the
floppy disk to make sure it is seated correctly in the drive.

e If the boot disk is damaged, and you do not have a backup copy, request a new one from
your software provider

3.1.2 System hangs or resets during boot

If your system hangs or resets while booting with the UnixWare 7 Installation Diskette 1, the
problem could be the result of not running a hardware setup program. You may be able to
correct this problem by:

e Verifying that the hardware is recognized in the CMOS

e Running all programs provided by your hardware vendor and verify that your hardware
is configured correctly

3.1.3 System cannot find the hard disk

The drivers that are supplied with your installation media may not contain the hardware
driver for your primary hard disk. If so, check with the manufacturer’s documentation for
the required drivers.
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Follow these guidelines when troubleshooting this problem:
e Restart the installation and insert the vendor’s HBA diskette

e Enter the DCU and ensure that the controller settings are recognized and correct

3.1.4 System cannot find the CD-ROM

If your SCSI CD-ROM is not recognized during the installation, verify that the correct target
ID is selected:

e Determine the target ID setting of the CD-ROM

e Refer to the manufacturer’s documentation that the CD-ROM drive is terminated
properly in relation to any other SCSI devices that may be on the SCSI bus

If your CD-ROM is located on a host bus adapter or controller other than your primary,

restart the installation and enter the DCU to determine if the controller or host bus adapter is
recognized.

3.1.5 Resolving other installation problems

Resolve other installation problems by referring tolmexWare 7 Getting Started Guide
and Release Noted his document contain many solutions related to specific hardware and
bus types.
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3.2 Troubleshooting Problems After Installation

Two of the most common problems after installation include the:
e Mouse not responding
e Proper configuration of your video display

The following topics discuss how to correct these problems.

3.2.1 Mouse not responding

The UnixWare 7 mouse software supports any mouse that is compatible with one of these
mouse types:

e Any PS2 compatible/Keyboard mouse
e Logitech serial, bus, and Mouseman
e Microsoft serial and bus mouse

® Mouse System Corporation (MSC) compatible mouse

3.2.1.1 Bus mouse

Verify that the bus mouse controller board is recognized during the boot process and that
there is no conflict with the IRQ and the I/O address range.

If you have installed a bus mouse, the driver package is configured to use an I/O address
range of 23c through 23f. The installation will fail if this address range is not free.

Use the Device Configuration Utility (DCU) to view your current bus mouse controller

board attributes. If there is an I/O port address or IRQ conflict, make the appropriate
changes and reconfigure your mouse controller board.

3.2.1.2 PS2 compatible/keyboard mouse

If you have installed a PS2 compatible/Keyboard mouse, the mouse driver package is
configured to use IRQ 12. The installation will fail if this IRQ is not available.

Note that the DCU will not display the IRQ and I/O address for a PS2/Keyboard mouse.
Refer to your hardware manual for these parameters.
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3.2.1.3 Serial mouse

Verify that the serial port or multiport board to which the mouse is attached is recognized
during the boot process.

Enter the DCU and verify there are no IRQ or 1/0O address range conflicts.

3.2.1.4 Testing your mouse

If you have made changes in the DCU, after exiting the DCU and applying the changes, use
themouseadmir(1) utility to test your mouse.

Follow these steps to test your mouse:

Step 1. Log in asoot on the console.

Step 2. Run thenouseadmincommand.
mouseadmin

Step 3. SelecTt to “Test your mouse configuration.”

Step 4. Presg=] to begin the mouse test.

Step 5. Press a mouse button to stop the test.

Step 6. Press E to exit theouseadminutility.

3.2.1.5 Adding a new mouse

If your mouse test is not successful or your existing mouse does not work, you may have to
add a different type of mouse. Use theuseadmincommand to install a new mouse.

Note that you must enter and exit theuseadminutility twice. Once to remove the
existing mouse and second, to add the new mouse.

Follow these steps to remove a mouse:

Step 1. Log in asoot.
Step 2. Run thenouseadmir(1) utility, enter:
mouseadmin
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Step 3. SeledR to remove your mouse.
Step 4. Seledt to update your mouse configuration and quit.
Step 5. Run thenousemanutility again. Enter:
mouseadmin
Step 6. Select one of the following to add a mouse:

® B—Adds a Bus mouse. Enter the IRQ.
® P—Adds a PS2 mouse. Enter the IRQ.

e S—Adds a Serial mouse. Enter the associated terminal. Enter “console”
if the mouse is attached to your console.

Step 7. Seledt to update your mouse configuration and quit.

Step 8. Test your mouse by following the steps under Section 3.2.1.4 on page 3-8.

3.2.2 Configuring your video

When you first install the system, the X server attempts to create a default resolution of
800x600 with 256 colors using the SCO Video Electronics Standard Association (VESA)
driver.

If your adapter cannot be configured with this driver, the X server defaults to standard IBM
VGA mode (640x480 16 colors).

For more information on the default video settings, refer tdJtiigWare 7 Release Notes
“Configuring Video Adapters,” “Understanding Resolutions.”

Most video adapters are automatically detected by the driver and are properly configured. If
not, you can use trecoadmin(1M) VideoConfiguration Manager to select a different:

e Video adapter type— If you do not know what type of adapter is installed, run the
program:

/usr/bin/X11/VideoHelp

TheVideoHelp(X1M) program attempts to identify graphic adapters by reading vendor-
specific strings from the adapter’'s ROM.

3-9



Installation Troubleshooting

e Resolution—Some resolutions only work if you have enough video adapter memory.
Ensure that you have at least the minimum DRAM or VRAM to support the number of
colors at the specified resolution.

e Monitor type—Although your video adapter supports the higher resolutions, your
monitor may not

Thescoadmin Video Configuration Managers usually run from the desktop, however if
you are unable to access the desktop due to your video, logaotam the console and
enter:

scoadmin video configuration manager
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AV 3-2
/| Video Configuration Manager |\
—| Yideo Configuration on: sundance (local host) [ -]
Current Video Adapter Configuration (1 configured):
5;3. Cirrus Logic Add Adapter..
" @ Monitor Not Co -
L__E® (VBE 1.2) 800x60 BeOhiy..
Remove. ..
Fkeys: WVideo Adapter and Resclution
wi0l: VESA Cirrus Logic GD-odxx VoA (VBE 1.:
wt02: VESA Cirrus Logic GD-54xx VCA (VBE 1.2
vt03: VESA Cirrus Logic CGD-54x¢ VCA (VBE 1.2
wi04: VESA Cirrus Logic GO-o4xx VCOA (VBE 1.2
wt05: VESA Cirrus Logic GD-54xx VCA (VBE 1.2
wi06: VESA Cirrus Logic GD-54xx VCGA (VBE 1.2
il
SCOadmin
- OK Carcel Help
N —————————
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From the desktop login screen, accessvideo Configuration Manager by following
these steps:

Step 1. Log in asoot.
Step 2. Rurscoadmin(1M).
Step 3. Seleddardware = Video Configuration Manager.

3.2.2.1 Changing the adapter type and monitor

When you enter thecoadmin1M) Video Configuration Manager, if your video adapter
type is not autodetected, this description displays:

IBM VGA
Monitor Not Configured
640x480 16 color

From theVideo Configuration Manager window, change your video adapter by following
these steps:

Step 1. Seledtlodify.
TheVideo Configuration Manager will attempt to autodetect your video
adapter type.

Step 2. Select your video adapter type or a compatible if it is not autodetected. Click
on OK.

Step 3. Seledthange Monitor. Select the monitor type.

If your monitor type is not listed, choose “Other...” or one that closely
resembles your own.

Step 4. Click orOK.

Step 5. Complete your modifications and Click@K.
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AV 3-3
/| Memory Requirements |\
Colors
16 256 32K/64K 16M 16M
(4 bits) (8 bits) | (15/16 bits) | (24 bits)| (32 bits)
Resolutions
1600 x 1200 N/A 2MB 4MB 6MB 8MB
1280 x 1024 1MB 2MB 4MB 4MB 6MB
1024 x 768 .5MB 1MB 2MB 4MB 4MB
800 x 600 .5MB 5MB 1MB 2MB 2MB
640 x 480 .5MB 5MB 1MB 1MB 2MB
N —————EEE
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3.2.2.2 Changing the resolution

Before changing the resolution, it is important to note that by selecting an incorrect
resolution you can lose the ability to return the system to a sane state. If this should happen:

Press thésj and <BACKSPACE> keys simultaneously to exit the X server. If your
display is not returned to a sane state, you must reboot your system.

If your video adapter supports a resolution other than the default, continue with the steps
from Section 3.2.2.1, “Changing the adapter type and monitor,” on page 3-13 to change the

resolution:

Step 6. Select the resolution icon. Sefébange Resolution Select the applicable
resolution. Click orOK.

Step 7. SelecTestto test the resolution. Click ddontinue after reading the
“Warning Message.”
A 30 second video test is performed.

Step 8. Click orCancelif the video test is not successful and repeat Steps 6 and 7.
Click on OK if the video test is successful.

Step 9. Click orOK to complete the resolution configuration.
Your video configuration changes will take affect upon your next login.

Step 10. Seledtile = Exit to exit theVideo Configuration Manager.
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3.3 Lesson Summary

During the setup stage of installation, you answer questions about customizing your
installation. During the software loading stage of installation, the installation program
transfers files to your system and configures it per your instructions.

There are two general categories for problems that can occur during installation:

e Problems that appear during the installation

e Problems that appear immediately after the installation

If you suspect you have defective installation media, try the media on another system.

If a problem occurs during the installation, follow these guidelines to troubleshoot the
problem:

e Determine whether the problem is with the hardware or software
e \ferify that the peripherals are set to the correct IRQ, Base RAM, and DMA
e Use thescoadmin1M) Video Managerto make changes in your video configuration

® Use themouseadmir(1l) command to reconfigure your mouse

Review questions

1. Which UnixWare 7 guides would you use to resolve installation problems?

2. Which two programs would you run after the installation to install a serial mouse?

3. Which program can you run to help determine the type of video adapter installed on
your system?
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3.4 Relevant Commands

The following commands and files were presented in this lesson.

Relevant commands

dcu(1m) Is the Device Configuration Utility
mouseadmir(1) Is the mouse configuration utility
scoadmin1M) Invokes SCOadmin applications (in this lesson Miu=o

Configuration Manager)

VideoHelp(X1M) Is the graphic adapter identification utility
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3.5 Answers to Review Questions

1. You would refer to th&JnixWare 7 Getting Started Guide and Release Nditesesolve
installation problems.

2. The two programs that you would run after the installation to install a serial mouse are
dcu(1M) to verify the serial port settings anbuseadmirn(1) to install and test your
mouse.

3. You can rurusr/bin/X11/VideoHelp to help determine the type of video
adapter installed on your system.
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AV 4-1

Post-installation Administration

T

® Create emergency recovery diskettes and tapes
® Manage software applications

@ Use the scoadmin(1M) Application Installer
® License and register your UnixWare 7 products
® Create the SCOhelp documentation indexes
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Lesson 4

Post-installation Administration

Introduction

The activities that you perform immediately after installation are critical.

With the emergency recovery diskettes and tapes you can solve system problems without
taking the time and trouble to reinstall the complete product as well as recover your system
if it should crash.

From the user’s perspective, the installation of applications is extremely important.

Finally, you are required to license and register your UnixWare 7 product to stay in

compliance with your License Agreement as well as to prevent recurring registration
reminder messages.

Objectives

The purpose of this lesson is to identify and perform critical post-installation activities. By
the end of this lesson, you will be able to:

o Create emergency recovery diskettes and tapes
e Manage software applications

e Use thescoadmin1M) Application Installer

e License and register your UnixWare 7 products

e Create the&sCOhelp documentation indexes
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4.1 Creating Emergency Recovery Media

The emergency recovery media allows you to recover your system if it will not boot, your
system software is corrupted beyond repair, or your hard disk has been reformatted or
replaced.

After installing UnixWare 7 you should:

e Create two emergency recovery media sets (the second set allows for possible defective
media)

® Test each set to make sure it works before storing them in a secure place

If you install system or application software at a later time, create new emergency recovery
media.

Your emergency recovery media consists of:

e Two floppy diskettes. The emergency recovery diskettes contain a small, bootable
version of the UnixWare 7 kernel from which you can boot your system.

Note: Emergency recovery diskettes are customized for a particular system and only
work on that system.

e One or more tapes. The emergency tapes contain an image of:
e Critical UnixWare 7 filesystems
e NetWare Directory Services (NDS) master partitions, if installed

o NetWare SYS: volume defined on your system, if installed

4.1.1 Requirements for creating emergency recovery diskettes

You can create the emergency recovery diskettes on:
e Two formatted 1.2MB 5.25-inch (96tpi, 15 sectors per track) floppy disks

e Two formatted 1.44MB 3.5-inch (135tpi, 18 sectors per track) floppy disks
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4.1.2 Creating emergency recovery diskettes

Use theemergency_disk1M) command to create emergency recovery diskettes by
following these steps:

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Step 7.

Step 8.

Step 9.

Step 10.

Step 11.

Log into the system console@st.

Format two floppy diskettes. For example, to format a 1.44MB floppy
diskette, enter:

format -v /dev/rdsk/fO3ht

Label each diskette with the name of the system, date created, and sequence
number.

Verify that there are no active users on the system.

Shut down the system to single-user mode.
shutdown -g10 -y -il

Determine in which filesystem you will create the emergency recovery
media. The filesystem must have 30MB of free space. Determine how much
free space is available by running:
/sbin/dfspace

Create the first emergency recovery diskette by entering:

/sbinfemergency_disk -d pathname diskette

Wherepathname is the name of the filesystem adgidkette is diskette
1 or 2. For example, to create diskettel in/Hmenefilesystem, enter:

/sbin/femergency_disk -d /home diskettel
Insert a formatted disk into the floppy drive. Presks

Creating each recovery disks takes approximately fifteen minutes.
Remove the diskette when prompted.
Repeat Steps 8 and 9 for the second diskette.

Store the diskettes in a safe place.
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4.1.3 Creating emergency recovery tapes

Emergency recovery tapes let you restore your system and its data to the configuration
stored on the media.

After creating the emergency recovery tapes, it is highly recommended that you perform
periodic system backups using ARCserve/IT v6.6 from Computer Associatpmds).

Using these backups in conjunction with your emergency recovery tapes ensure that your
system is restored to its most recent state.

Use theemergency_re¢lM) command to create your emergency tapes by following these

steps:

Step 1.
Step 2.

Step 3.

Step 4.
Step 5.

Step 6.

Log into the system console@st.

Verify that no active users on the system.

Shut down the system to single-user mode.
shutdown -g300 -y -il

Label each tape with the name of system, date created, and sequence number.
Insert the first tape.

Create the emergency recovery tapes using either Step 7 or 8.

Use Step 7 if:

e Only one hard disk is installed on your system. The entire UNIX partition
is backed up, and

® The tape drive you are using has the capacity to backup your entire UNIX
partition onto one tape

Use Step 8 if your system has multiple hard disks or a single disk system that
does not meet the conditions in Step 7.

Theemergency_reaccommand in Step 8, backs up:
e All UnixWare 7 partitions on your primary hard disk

e The/home, /home2, and /velesystems from the secondary disk (if they
reside there)
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If NetWare Services is installed:
e The SYS: volume of the NetWare Server
e Any master NDS partitions defined on your system
Step 7. Back up a single UNIX partition to the first tape drive. Enter:
/sbin/femergency_rec -e ctapel

Step 8. Back up multiple disks or a single disk that does not meet the criteria in Step
6, to the first tape drive. Enter:

/sbin/emergency_rec ctapel

Step 9. Remove the last tape from the drive.
Step 10. Store the emergency recovery tapes with the emergency recovery diskettes in
a safe place.

After you create the emergency recovery tapes, you need to perform regularly scheduled
backups. If you used Step 8, you need to specifically back up:

e Any UnixWare7 filesystems not on the primary hard disk

e The/home and/homeZilesystems, if they reside on a disk other than the primary or
secondary disk

e Any NetWare volumes other that SYS: (including any residing on the primary hard disk)

Exercise: Creating emergency recovery diskettes

Follow the steps under Section 4.1.2, “Creating emergency recovery
diskettes,” on page 4-5 to create your emergency recovery diskettes.

When you are done, boot the system using the disks to verify that they vjork.

Remember to update your system log book.
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AV 4-2

1

Application Installer

—| Application Installer -]

Actions View Help

Applications in CD-ROM_1

Install From: |E co-rom 1

Update View

All applications Currently Installed on sundance

pplications to Show: ¢ A11<$ Add—0n$ System

“Show Contents. .. ”

UnixWare  c8xx doc U7 rs [Info... |

|Eemove. ac |
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4.2 Managing Software Applications

There are two interfaces for installing, managing, and removing software applications on
your UnixWare 7 system. You can use the:

e scoadmin(1M) Application Installer to add, view, and remove software packages in
interactive mode

e pkg* commands in a non-interactive mode that include:
e pkgadd(1M)—Adds software packages to the system
e pkginfo(1)—Displays software packages
e pkgrm(1M)—Removes software packages

You can install software packages from CD-ROM, disk, cartridge tape, install server, or
from files stored in local or remote filesystems.
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AV 4-3

I

The Set Installation Package (SIP)

set
set
set
set
set
set
set
set
set
set
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Example output of pkginfo -c set

Merge4ll SCO Merge 4.1.1 for SCO UnixWare 7

NScommd Netscape Communicator 4.08 for UnixWare 7

Nsfast2 Netscape FastTrack server 2.0la for UnixWare 7
RNbasic5 RealNetworks Basic Server Plus 5.0 for UnixWare 7
RNenc3l RealNetworks RealAudio 3.1 Encoder for UnixWare 7
RNplayer5 RealNetworks Player 5.0 for UnixWare 7

UnixWare Core Systems Services

VisionFS3 SCO VisionFS 3.0 for UnixWare 7

arcserve6 ARCservelIT v6.6 From Computer Associates (Build 812)
doc Documentation Services
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4.2.1 Software management terminology

The following terminology is used to describe the system and application software that
comprises your UnixWare 7 system:

e Software packageA software package is a collection of related files and executables
that can be independently installed. For example, SCO VisionFS is a software package.

® Set A set is a special-purpose package. This set is referred to as a Set Installation
Package (SIP), and is a collection of one or more packages that are members of the same
set. The SIP controls the installation of the set. For exahpdgywhich can be installed
during installation) is a SIP.

Use thepkginfo(1) command to list the software packages and set contents. For example:

e pkginfo -c set

e pkginfo doc

To list the contents of a UnixWare 7 CD-ROM:

pkginfo -d cdrom1 | more

When prompted enter the UnixWare 7 Installation CD-ROM.

Exercise: Determining the type of software package

Run thepkginfo -c setcommand to determine which packages are SIPS (gets).

Runpkginfo UnixWare to determine which packages are members of the
Core System Services SIP.

4.2.2 Package instances

Different releases of a software package can reside on your system simultaneously. Each
release is known as amstanceand is treated as a separate entity. Each entity is described by
apackage identifie(the name of the package) that is mapped to these parameters:

PKG The package abbreviation that remains constant for every
instance of the package
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VERSION The software package version

ARCH The software package architecture

You cannot install two instances of a package that have identical parameters on the same
system.

4.2.3 The installation software database

Information about all packages and sets installed on your system is stored in the
/var/sadm/install/contentle. You can use thpkgchk(1M) command to check the
accuracy of installed files by comparing them to the contents of the
/var/sadm/install/contentfle.

Entries in this file include:

A record of the package to which the component belongs
The name of the component

Where the component resides and its type

A list of other packages that might reference the component

Attribute information such as access permissions, ownership, file size, and time of last
modification.

Refer to thenstallf (1M) command for a description of the layout of this file.

When adding or removing software, the system uses this database to determine:

If an object is shared by more than one package

If other packages are dependent on a package
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Application Installer

—| Application Installer [ -]

Actions View Help

Applications in Network

Install From: [El Network
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Update View

All Applications Currently Installed on sundance
Applications to Show: ¢ A11<$ Add-On< System

: e : 7 “Show Contents. .. ”
UnixWare  c8xx doc w7 rs [Info... |
[Remove . .. |
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4.3 Using the scoadmin(1M) Application Installer

You can use thecoadmin(1M) Application Installer to install, remove, and check the

properties of UnixWare 7 applications and application sets. You can also check third-party

applications that have been installed using&pplication Installer.

Theroot user and system owner can manage applications usidgjtieation Installer.

To run theApplication Installer from a graphical window, enter:

scoadmin application installer

or fromSCOadmin:

Runscoadmin(1M) = Software_Management= Application Installer

TheApplication Installer uses a split screen:

® The top portion of your screen displays a catalog of applications contained on your
removable media (if inserted) such as CD-ROM, disk, or tape. From this window you

can add, remove, and check the properties of a package.

e The bottom portion of your screen displays a catalog of all the applications currently
installed on your system

An application set consists of several application packages and is represented by an icon
consisting of two boxes and a disk. A single application package is represented by a single
box and disk. Note the red ribbon around the box(es); if it is cut, this indicates that the set or
package is installed.

You can change the display of tApplication Installer to show only:

Add-On Applications that are not part of the operating system
System UnixWare 7 packages
All Add-On and System packages
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Exercise: Running the Application Installer

Run theApplication Installer. Which packages are installed on your systgm?

Select thaloc package. Click o&how Contents How many packages
comprise theloc set?

4.3.1 Viewing properties and contents

You can view the properties of any application or application set installed on your system.
These properties include:

Application Name Abbreviated name of the application
Description Full name of the application
Category Type of application. The six (6) categories include

application, graphics, system, utilities, set, and patch

Vendor Name of company that designed the application
Version Version number of the application

Architecture Type of computer for which the application was written
Date Installed Date and time the application was installed

Follow these steps to display properties usingApglication Installer :
Step 1. Select a package from fgplication Installer bottom window.
Step 2. Click orinfo.

If the package is part of an installation set such abtie/Nare set, follow these steps to
display individual package properties:

Step 1. Select a package from fgplication Installer bottom window.
Step 2. Selecshow Contents
Step 3. Select a package. Seleaiperties.
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You can also view the programs that make up a package set by following these steps:

Step 1. Select a set from tA@plication Installer bottom window.
Step 2. Selecshow Contents
Step 3. Selecshow Programs

Exercise: Viewing Properties

View the properties of the software packages that compris&dherve
set.

You can also display package properties usingkiggnfo(1) command. Display a detailed
listing of all packages by entering:

pkginfo -l | more
Display a single package by entering:

pkginfo -| package_name

4.3.2 Installing packages

Use theApplication Installer to install software packages. Follow these steps:

Step 1. Insert the media (i.e., CD-ROM, tape, floppy diskette, etc.).
Step 2. Rurscoadmin(1M).

Step 3. Selec®oftware_Management

Step 4. SeledApplication Installer.

Step 5. Select the media to install from.

Step 6. Select the package. Clicklostall.

Step 7. SeledActions = Exit to exit theApplication Installer.
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You can also use thgkgadd(1M) command to install packages or package sets. Add a
package from your CD-ROM by entering:

pkgadd -d cdroml1 package name
If you do not know the name of the package, enter:
pkgadd -d cdroml1

A listing of the packages displays. Select a number that corresponds to the package that you
want to install.

4.3.3 Spooling packages

You may spool packages rather than installing them. Spooling a package copies its
components from the installation media to a storage directory without invoking any
installation actions, such as running installation scripts or updating the installation software
database.

If you do not specify a target directory when spooling packages, the contents are copied to
the defaultvar/spool/pkgdirectory.

Spool a package from your CD-ROM to thwar/spool/pkgdirectory by entering:
pkgadd -d cdroml -s package name

Specify a different target directory by entering:

pkgadd -d cdrom1l -s /tmp package_name

You can not spool a set. You must spool the individual packages that are members of the set.
Use thepkginfo(1) command to determine which packages are a member of a set.

You cannot spool packages using &pplication Installer.

4.3.4 Package formats

Software packages and sets are delivered on media in one of two formats:
e Filesystem formatThis format can only be read from block devices

e Datastream format—Fhis format consists of a header and a seriepiof(1) archives
that can be read from any raw device.
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Thepkgtrans(1) command is used to translate installable packages from one format to
another. It depends on the integrity of tet/device.talfile to determine whether a device
can support a datastream and/or a filesystem format.

When spooling packages, if you receive the error:

UX:pkgadd:ERROR: unable to transfer package to filesystem format use the
-s option to transfer package in datastream format

Use thepkgtrans(1) command to transfer the package to filesystem format and copy it to
the/var/spool/pkglirectory. For example, to spool thevspackage from the CD-ROM to
the /var/spool/pkglirectory, enter:

pktrans cdrom1 /var/spool/pkg nws

4.3.5 Removing packages

You can remove software packages or sets usinggpgcation Installer or the
pkgrm (1M) command. These commands can only remove software packages that were
previously installed with th@&pplication Installer or pkgadd(1M).

Follow these steps to remove software packages usimgpgleation Installer.

Step 1. Rurscoadmin(1M).

Step 2. Seleckoftware_Management= Application Installer.

Step 3. Select the icon that represents the software package that you want to remove.
Step 4. Click orRemove

Step 5. Presg= .

The icon representing the software package or set no longer appears.
Use thepkgrm (1M) command to remove software packages or sets, enter:
pkgrm package_name

You can also remove multiple packages on the same command line.

If package_name is the name of a SIP, all packages that are members of the set, and the
SIP itself, are removed.
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4.4

Licensing and Registering UnixWare Products

You must license and register each SCO product. Many of the SCO products will prompt
you for the license information during their installation procedure.

Licensing your SCO software is a two step process usingcthemin1M) License
Manager:

1. Licensing your software

2. Registering your software

4.4.1 Licensing the software

Your license information might be included in the box by SCO or your software vendor, or a
license you obtained from a web site when purchasing and downloading your software.

These three terms of the Certificate of License and Authenticity are your “license,” and are
always used together during installation and licensing:

License Number A unique number identifying each SCO product
License Code A license key that activates the product
License Data Additional license information that is needed to activate some

products. It is a descriptor that further defines custom
configurations. This field is not required for most products.

View licensing information for UnixWare 7 using theenseManager. Follow these steps
to license software that is not licensed during installation:

Step 1. Log in asoot.

Step 2. Rurscoadmin(1M).

Step 3. Select thieicense Manager

Step 4. Select a product for licensing.

Step 5. Seledticense= Add.

Step 6. Click orLicense Enter the licensing information.
Step 7. Seledtost = EXxit to exit theLicense Manager
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AV 4-5
fl The System ID |\
~| Register License on sundance pdev.sco.com
You have selected to register the following product:
|Umeare 7 Enterprise Edition
To register this product, please follow the instructions prnted on your SCO
Software Registration Eooklet and enter the Registration Key given back to you.
License Number: SCOO00000
SCO System [D: rggrzwtts]
Registration Key:|
- OK Cancel Help
a2v0405 © The Santa Cruz Operation, Inc.
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4.4.2 Registering the software

After you install and license your UnixWare 7 product, register them as soon as possible. In
addition to keeping you in compliance with your license agreement, this lets you purchase
support contracts and future upgrades.

Two terms that are important in the process of registering your SCO product Skestbmn
ID andRegistrationKey,

System 1D A unique ID used to identify your UnixWare 7 installation. It
is generated each time your SCO software is installed. Use the
LicenseManager to view the System ID.

Registration Key A key generated by the SCO Registration Center when you
register your product with them. You will receive one
Registration Key for each SCO product that your register.

If you perform a low-level format of your disk before reinstalling, a different System ID is

generated. You must contact an SCO Registration Center to obtain a new Registration Key
and repeat the registration process.

4.4.3 The registration process

After licensing your SCO products, registration reminder messages frequently display
reminding you to register your software. These messages continue until the Registration
Key is entered onto your system using ltieense Manager

Before registering your software, complete the SCO Product Registration FornS@@he
Software Registratiorbooklet provided with your software:

e Copy the System ID assigned to your system onto the SCO Product Registration Form

e Transfer the License Number label from the Certificate of License and Authenticity onto
the SCO Product Registration Form

e Complete the information about your organization and your software supplier
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4.4.3.1 Obtaining your Registration Key

You can obtain your registration key by:

® Accessing the online registration site. Point your browser to
http://www.sco.com/Productsd select th®egistration icon. After you complete the
registration, a Registration Key is generated.

This site contains links to an online registration form, as well as detailed information on
how to register by email, fax, or mail.

e Fax the completed SCO Product Registration form to an SCO Registration Center using
SCO’s 24 hour fax service. A Registration key will be sent to you by fax within 24
hours. If SCO cannot fax the Registration key, it will be mailed to you.

e Mail the SCO Product Registration form to an SCO Registration Center

For complete instructions and a listing of the SCO Registration Centers, refer to:

scohelp= Installation and Licensing = Licensing and registering SCO products~>
Registering products

4.4.3.2 Using the License Manager to register

After you obtain your registration key, from theeense Manager.enter the Registration
Key by following these steps:

Step 1. Select the product to register.

Step 2. Seledticense= Register

Step 3. Enter the Registration Key. Click OK .

Step 4. Seledtost = EXxit to exit theLicense Manager

The registration reminder messages no longer appeatr.
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Exercise: Registering your software

Open thd.icense Managerand find the System ID for the classroom systgm.
List it below.

System ID:
Do you have a Registration Key listed? If so, what is it?

Registration Key:

4.4.4 Copy Protection Policy

A Copy Protection Policy is designed to detect duplicate serial numbers on the same
network. The policy specifics are:

At boot and every 24 hours after, every SCO system broadcasts all the serial numbers
licensed to that system

Once booted, all SCO systems listen for serial number broadcasts and compare those
received with the licenses installed on it

If an SCO system receives a serial number that is the same as one of its own serial
numbers, a duplicate has been detected

The SCO system detecting the duplicate then displays a mesgdge/tonsoland the
/var/fadm/syslodile upon receipt of the broadcast
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4.4.4.1 Duplicate message

If you have duplicate SCO serial numbers on your network, you will see a message similar
to the following:

WARNING: Duplicate SCO serial numbers are detected on the
network. You may be violating the Software License Agreement
and Copyright Law by having illegally copied software on your
network. Please remove these duplicate copies.

Product: UnixWare 7

Serial Number: SC0123456
Host name: ahab.sco.com
IP address: 132.147.18.45

4.4.5 Copy Protection Policy daemons

The Copy Protection Daemdsco cpd) is launched during boot and runs continuously. If
the policy manager daemoifiof_pmd—which administers this policy) detects that the
sco_cpdhas been killed or tampered with, it will not grant any new licenses and will print a
message tédev/consol@nd thevar/adm/syslodile. In this case, you will need to reboot

the system.

You will see this warning messagesto_cpdis not running:
WARNING: The Copy Protection Daemon (sco_cpd) must be running

in order for your SCO software to function correctly. Please
reboot your system to restart this process.

4.4.5.1 Corrective user actions

If you install the same license on more than one machine, utke#nse Managerto
remove the offending license and then reboot that machine.
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4.5 Linux Compatibility

To an install and run Linux applications, UnixWare 7 includes a Linux package that allows
you to run existing Linux binaries and benefit from the large base of Linux applications.

Thelxrun package contains therun utility and theld-xrun.so shared object. Also
included is thaxrunlib package that contains Linux libraries needed to run Linux
applications.

The most common Linux libraries are available in the runtime system and are stored in

{usr/lib/linux. This directory contains tfRATHMAPTile. It is used by the loaders to map
Linux library calls to UnixWare 7 library calls.

4.5.1 Linux versions

Linux application support is limited to:
e RedHat4.2
e RadHat5.1

e OpenLinux 1.2

4.5.2 Installing Linux applications

Install the Linux Run (Ixrun) package from the UnixWare 7 Installdtlpdate CD-ROM
You can choose to install this during the initial installation or after UnixWare 7 is installed.

Important notes regarding the installation of Linux include:
e Always install thexrun package before installing any Linux applications.

e Some Linux applications depend on ttar andgzip utilities being installed. These
utilities are located on the Skunkware CD-ROM.

e |Install Linux applications in theINUX_ROOTdirectory,/usr/lib/linux This is ensures
that all pathnames are correctly mapped.
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4.5.3 Running Linux applications

There are two ways to execute Linux binaries. The traditional way is to enberuthe
command follwed by the binary. For example:

Ixrun hello

This causes the Ixrun loader to load the biee§o . This is the only way to rua.out
format binaries.

You can also run Linux binaries using fdexrun.soloader. To do so, your Linux binary
must be arlf format binary.
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4.6 Creating the Documentation Search Indexes

After you install all software and documentation, you must create the search index using the
config_searcl{1M) command. This process takes up to an hour, but the command can be
run in the background. Enter the following in a terminal window:
/usr/man/bin/config_search -f &

If you are indexing English language documentation only, you can enter the following to
speed the indexing process:

/usr/man/bin/config_search -f -L en_US.1ISO8859-1 &
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4.7

Lesson Summary

You should create and test at least two sets of emergency recovery diskettes and tapes using
theemergency_disklM) and theemergency_re¢lM) commands for each system that you
install.

Use theApplication Installer or thepkg* commands to view, install, or remove software
on your system after the installation. TAgplication Installer cannot be run in character
mode.

You may defer licensing your UnixWare 7 software during the installation and later use the
License Managerto license the software. Obtain a Registration Key when you register your
software with an SCO Registration Center.

After installation it is necessary to create 8@Ohelpsearch indexes.

Review questions

1. How much free space must be remaining in the filesystem used to create the emergency
recovery media?

2. Which option to themergency_re¢1M) command do you use to back up a system that
has a single primary UNIX partition?

3. Which command would you use to translate a software package from datastream format
to filesystem format when installing a software package?

4. What takes place when you “spool” a software package rather than install the software

package?

5. Describe three methods that you can use for obtaining your Registration Key from SCO.
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4.8 Lab: Installing UnixWare 7 Software Packages

Overview

Use thescoadmin1M) Application Installer to install an add-on software package from
the CD-ROM. Your instructor will furnish you with the CD-ROM and the name of the
software package..

Procedure

Use theApplication Installer to install a software package from the CD-ROM provided by
your instructor.

Step 1. Log in asoot.

Step 2. Rurscoadmin(1M).

Step 3. Selec®oftware_Management

Step 4. SeledhApplication Installer.

Step 5. Insert the CD-ROM.

Step 6. Select the media to install from.

Step 7. Select the package. Clicklostall.

Step 8. SeledActions = Exit to exit theApplication Installer.
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4.9 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

cpio(1) Copies file archives in and out

emergency_disk1M) Creates emergency recovery diskettes
emergency_re¢1lM) Creates emergency recovery tapes

pkgadd(1M) Adds software package or sets to the system
pkginfo(1) Displays software packages or sets on the system
pkgrm (1M) Removes software packages or set from the system
pkgtrans(1) Translates software packages format

scoadmin1M) Invokes SCOadmin applications (in this lesson, the

Application Installer and thelLicense Managej)

Relevant files

/etc/device.tab Is used by th@kgtrans(1) command to determine whether a
device can support a datastream and/or filesystem format

/var/fadm/syslog Contains system messages
/var/sadml/install/contents Contains the software installation database

Ivar/spool/pkg Contains spooled software packages
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4.10 Answers to Review Questions

1. Thirty (30) megabytes of free space must be remaining in the filesystem used to create
the emergency recovery media.

2. The-e option to theemergency_re¢1M) command is used to back up a system that
has a single primary UNIX partition.

3. Thepkgtrans(1) command is used to translate a software package from data stream
format to filesystem format when installing a software package.

4. When you “spool” a software package rather than install the software package the
following takes place: The software components from the installation media are copied
to a storage directory without invoking any installation actions such as running
installation scripts or updating the installation software database.

5. The three methods that you can use for obtaining your Registration Key from SCO are
accessing the online registration site, fax, or mail.
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| Managing System Startup and Shutdown |

@ Describe the default UnixWare 7 boot process
@ Initiate the Boot Command Processor (BCP)
o Describe early initialization

® Initialize the multiuser and networking states
o Customize multiuser initialization

® Troubleshoot system startup

® Analyze system shutdown
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Lesson 5

Managing System Startup and Shutdown

Introduction

Starting your UnixWare 7 system requires more than just turning on the power. The system
goes through a series of phases to ready the system for use. These phases include the actual
boot process, choosing the operating mode, and initialization of user logins.

As a system administrator, understanding the different phases of system startup will enable
you to customize your UnixWare 7 system to meet the needs of your organization.

Objectives

This lesson details the different phases of system startup. At the end of this lesson, you will
be able to:

® Describe the default UnixWare 7 boot process
e |[nitiate the Boot Command Processor (BCP)
e Describe early initialization

e |Initialize the multiuser and networking states
e Customize multiuser initialization

® Troubleshoot system startup

® Analyze system shutdown
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5.1 Describing the Default Boot Process

The first phase of system startup is the boot process. The primary program that controls this
initialization phase i®oot(1M).

Theboot program can be interactive and is used to load and execute the UnixWare 7 kernel.
It can load and execute any program linked for stand-alone execution. When installed,
operating systems in other disk partitions such as DOS and Windows NT can also be started
from the UnixWare 7 boot prompt.

Recall that the UnixWare 7 partition is subdivided islioes The two slices of interest to
the boot procedure are theotandstandslices:

e Thebootslice is not a filesystem, but a special area of the disk that contains the boot
programs. The only operation that takes place on this slice is the loading of the boot
programs.

e Thestandslice contains the bootable operating syst@m and is abfsfilesystem type.
It contains all of the bootable programs and data files used during the boot procedure.

5.1.1 Standard boot procedure

Before the boot process begins, the system first executes a Power-On Self-Test (POST).
Once this completes, the actual booting process begins. When booting from a floppy disk,
the boot procedure has two stages:

1. The boot block in sector 0 of the UNIX partition lodd®t.

2. Theboot program is loaded and executes the UnixWare 7 kernel.

When booting from the hard disk, the boot procedure has four stages:

1. The system firmware loads the masterboot block from absolute sector 0 on the hard disk.

2. The masterboot then loads the partitimot program from logical sector O of the active
partition.

3. The remainder djoot is loaded fromdev/standabfsfilesystem.
4. Theboot program loads and executes the UnixWare 7 kernel.
As the boot program is loaded, this status message displays:

Starting UnixWatre...
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You can press any key to interrupt the boot process and initiaBotiteCommand
Processoi(BCP). The prompt displays:

[boot]

If you do not interrupt the boot process, the boot program continues. Boot parameters are
passed tdwoot(1M) from the/stand/bootand/stand/bootmsgsles. These files are
discussed in detail later in this section.
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5.2 Initiating the Boot Command Processor (BCP)

You can use the Boot Command Processor (BCP) to:

e Enter single-user state

e |Load a differenunix kernel

® Boot other operating systems such as MS-DOS and Microsoft Windows
e Display or change default boot parameters

While in the Boot Command Processor (BCP), you can list the available commands by
enteringhelp or? at the boot prompt.

5.2.1 Entering single-user state

It may be necessary to enter single-user state during the boot process to perform system
maintenance or back up your system.

Perform these steps to enter single-user state during the boot process:

Step 1. Boot your system.
Step 2. Presg=] when theStarting UnixWare... message displays.
Step 3. Enter these lines at {fbeot] prompt:
Step 4. INITSTATE=S
boot
Step 5. Enter youoot password when you are prompted to enter single-user state.
Step 6. Perform your task(s).
Step 7. Continue the boot process to multiuser mode. Enter:
D
Step 8. EnteB when prompted for the run-level.
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AV 5-2

I

Other Bootable Operating Systems

DOS Matches any DOS filesystem
DOS_12 DOS 12-bit FAT

DOS_16 DOS 16-bit FAT

DOS_32 DOS 32-bit FAT

DOS_EXT DOS extended partition

NT NT™
082 08S/2
UNIX UnixWare 7
XENIX XENIX operating system
\ LT
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5.2.2 Loading a kernel other than the default kernel

By default, theboot(1M) program loads thenix kernel file, located in thistanddirectory.
If a new kernel is created due to new hardware or software being added, the oniginal
kernel is copied téstand/unix.old

If there is a problem and the new kernel does not load, you can loadixb@dkernel.

Load theunix.old kernel by performing these steps:

Step 1. Reboot your system.
Step 2. Presg=] when theStarting UnixWare... message displays.
Step 3. Verify that thenix.oldfile exists. List the contents of tiigtanddirectory.
Enter:
dir
Step 4. Boot thenix.oldkernel. Enter:

BOOTPROG=unix.old
boot

5.2.3 Booting other operating systems

If you have another bootable operating system loaded into another partition on your primary
hard disk such as DOS or Windows, at the boot prompt, enter:

bhd(0, DOS)

Refer toboot(4) for more information on booting other operating systems. Display or
change default boot parameters

Boot parameters can be set or changed isthad/boofile. You can display the current
values while in the Boot Command Processor by entering:

show

at the[boot] prompt.
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Exercise: Viewing parameters that are recognized by boot

View the/stand/help.txfile. Which option tashowwould list all of the boot
parameters and messages?

View theboot(4) manual page for a description of these parameters and
messages.

5.2.4 Describing boot parameters

There are three types of parameters that are used to boot the UnixWare 7 operating system to
a usable state. They include:

e Parameters recognized bgot(1M) and passed to the kernel
e Read-only parameters generatebypt
e Parameters directly processed by the kernel

e Parameters that define boot messages

5.2.4.1 Parameters recognized by boot

Parameters recognized bgot can be added to or changed in/tand/boofile. This
information describes some of the important parameters:

BOOTPROG=filename Describes which kernel is loaded during boot. The default is
/stand/unix If other UNIX kernels are present in tistand
directory, you can change this parameter. For example, load
the Stand/unix.oldkernel, by entering:

BOOTPROG=unix.old .

BOOTDEV=device Names the devicBOOTPROG loaded from.

hd(unit[partition][,slice])

To boot DOS, enteb hd(0,dos)
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AUTOBOOT=YES|NO|numindicates whethdpoot(1M) loads the kernel immediately or
enters an interactive boot session. mhenfield is the
minimum time (in seconds) to wait while loading
BOOTPRQOQ he default is five (5) seconds.

TIMEOUT=number Specifies the number gecondgheboot program waits for
input from the user before loading the kernel. The default is O
seconds.

CONSOLE=device Overrides the default configuration of the console device. By

default this parameter is set to a PC console:
CONSOLE=kd0)

You can change this parameter to indicate a terminal attached
to a COM port. For example, to change this parameter to
COM2, using no flow control, at 38400 baud, with no parity
checking, and 1 stop bit, enter:

CONSOLE=iasy(5,B38400)

Note that you can only change the CONSOLE parameter to
COM1 or COM2.

5.2.4.2 Parameters that are processed by the kernel

The following information describes some of the important parameters that are passed
directly to the kernel and not recognizedidmpot:

DISABLE_CACHE=(YES/NO) Setting this parameter ¥ESdisables the use
of internal and external memory caches on
i486 and above CPUs.

ENABLE_4GB_MEM=(YES/NO) Setting this parameter ¥YESenables
detection of memory above 4GB.

IGNORE_MACHINE_CHECK=(YES/NO)Setting this parameter ¥YESignores
hardware check conditions. This parameter
allows invalid machine checks to be ignored
rather than disabling the system.
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INITSTATE=sysstate Defines the parameter to specify the system
state to enter after booting. Recall that entering
INITSTATE=S at the boot prompt, booted the
system to single-user mode. System states are
discussed in detail later in this section.

For a complete listing of parameters that are processed by the kernel, befet(4).

5.2.4.3 Parameters that define boot messages

The following information describes some of the important parameters that let you override
default messages that are storefstand/bootmsgs

AUTOMSG=string Changes the default messaggomatic
Boot Procedure when an automatic reboot
is about to occur.

BOOTMSG1=string Changes the default boot mess&tgrting
UnixWare...  displayed during the booting
of UnixWare 7.

BOOTMSG2=string Changes the default strifpotstrap
Command Processor
Ready for boot commands... [?
for help] that is used to indicate the
beginning of an interactive boot session.

For a complete listing of boot messages and strings than can be changed bad§djo

In addition to changing boot messages, you can also change other informational messages,
including the:

COPYRIGHT=string Changes the default copyright line
DEVICENAMES=string Changes the listing of the devices attached to a
SCSI bus
REBOOTMSG=string Changes thressany keytoreboot
message
STARTUPMSG=string Changes th&he system is coming
up. Please  wait... message

For a complete listing of boot messages and strings than can be changed bad§djo
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Exercise: Describing fields in the  /stand/bootmsgs file

Which parameter in thistand/bootmsgsle displays the amount of memor
detected during system startup?
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5.3 Describing Early Initialization

After the operating system is loaded into primary memory using the boot programs, the
init (1M) daemon is created. Tiret daemon immediately scans te¢c/inittabfile and
performs the following:

e Sets the default or initimln-levelof your system

e Checks and mounts the root filesystem

e Mounts all other non-root filesystems

e Prepares login sessions

e Starts file and print sharing if applicable networking packages are installed

e |Initializes processes that can be delayed until after the login sessions are started

5.3.1 Run-levels

A run-level (also referred to as a system state) is a system software configuration under
which only a selected group of processes exist. At any given time the system can be in one
of eight possible run-levels:

0 Shutdown; it is safe to remove power.

1 Administrative; all filesystems are mounted. Only a small set of essential
kernel processes run.

2 Multiuser; all filesystems are mounted and all processes are running
3 Extended multiuser or networking state; start the remote file sharing
processes and daemons. Mount and advertise remote daemons. This is the

default run-level.

4 An alternative multiuser environment that can be defined. This run-level is
not necessary for normal system operations and is not used.

5 Shutdown with the option to “Hit any key to reboot.”

6 Shutdown and reboot
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sand S Single-user mode; note that the set of filesystems mounted and the list of
processes killed when a system enters single-user state are not always the
same. When the system is:

e Brought up to single-user state using (1M), the only filesystems
mounted aréstand, root, /var, /progand/dev/fd User filesystems are not
mounted. Only essential kernel processes are kept running.

e Brought down to single user state usinig, all mounted filesystems
remain mounted and all processes starteahibyn multiuser state are
killed.

e Changed to single-user state usingshetdown(1M) command, the
system is restored to the state in which it was running when the system
was initially booted.

e All processes spawned it are terminated. When entered from other
thanthe console, system states s,S also reassign the system console.
Refer to thenit (1M) manual page for more information on reassigning
the console device.

Theinit system states a, b, and c are pseudo-states that can be defined to run certain
commands; however, they do not cause the current run-level to change.

Theinit state g,Q is used to re-examie¢c/inittabif any changes have been made to the
file.
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AV 5-3

fl Initialization of Run-Levels

\ An /etc/inittab File

is:3:initdefault:

r0:0:wait:/sbin/rc0 off >/dev/console 2>&1 </dev/console
rl:1l:wait:/sbin/rcl >/dev/console 2>¢1 </dev/console
r2:23:wait:/sbin/rc2 >/dev/console 2>§l1 </dev/console
r3:3:wait:/sbin/rc3 >/dev/console 2>§l1 </dev/console
r5:5:wait:/sbin/rc0 firm >/dev/console 2>&1 </dev/console

r6:6:wait:/sbin/rc0 reboot >/dev/console 2>l </dev/console

a2v0503 © The Santa Cruz Operation, Inc.
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5.3.2 The /etc/inittab file

The/etc/inittabfile specifieshe programs thanit uses for system initialization. It also
defines at what run-level certain programs can exist, and begins the login process at the
specified run-level.

The/etc/inittabfile contains four fields:

label A unique identifier of up to four characters

run-level The system state in whichit executes an entry

action A keyword indicating the action to be taken

process The program thahit executes upon entering the specified run-level
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AV 5-4
/| Inittab(4) Action Definitions |\
respawn If the process does not exist, start the process, and when it dies
restart the process.
wait Upon entering the matching run-level, start the process and
wait for its termination.
once Upon entering the matching run-level, start the process; do not
wait for its termination. When it dies, do not restart the process.
boot The entry is to be processed only at boot-time read of the file.
bootwait The entry is to be processed the first time when the system goes
from single-user to multiuser state after the system is booted.
S ——— .
AV 5-5
/| More Inittab(4) Action Definitions |\
powerfail Execute the process associated with this entry only when
it receives a power fail signal.
powerwait | Execute the process associated with this entry only when it
receives a power fail signal and wait until it terminates
before continuing.
off Ignorec this process.
ondemand | This is the same as respawn, used with run-levels a, b, c and e.
initdefault | This is used to determine the run-level.
sysinit Entries are executed before init(1) accesses the console.
e ——
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The action field inetc/inittabtells init (1M) when and how the program executes. The
process field tellait which program it has to execute.

The actiorsysinit tellsinit to start the program the first tinmat readdetc/inittah and wait
for its termination before executing the next entry. Because there is no run state associated
with the actionsysinit, the entry is executed befaret tries to access the console.

The actionbootwait tells init to execute the program when initially going from single to
multiuser state, wait for its termination, and not restart the program.

When a terminal is enabled for lognespawnappears in the action field. If a program does
not exist, the actiorespawntellsinit to start the program, and when it terminates, to restart
the program.

Refer to thenittab (4) manual page for a detailed description of action definitions.

Exercise: Determining at what run-levels a program is executed

Usegrep(1) to search for the worghcin the/etc/inittabfile. Determine in
which run-levels the Service Access Controlexq1M)) is started.

5.3.3 Entering the default run-level

When you power up or reboot your system, the system enters the default run-level that

appears in thanitdefault entry of theletc/inittabfile.
The run-level:
3 Indicates that Network File System (NFS) is installed and the system is put

into networking state.

2 Indicates that the NetWork File System (NFS) is not installed and the system
is put into multiuser state.

Theinitdefault entry appears as:

is:3:initdefault
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5.3.4 Changing system run-levels

When a system run-level changes, any program that was startetkfcdmittabthat does
not have an entry for the new run-level receives a terminate signal (15). If the process does
not terminate in a few seconds, it receives a kill signal (9).

If you are using théit (1M) command to go from the networking state to a single-user or
shutdown state, warnings are not issued to the users.

Use thewall(1M) command to warn your users before issuingritecommand. For
example:

wall

System will shut down in 15 minutes
d

To change to single-user state, enter:
init 1

Theinit program terminates any processes that were starteddtofimittabat run-level 3.

Exercise: Using the wall(1M) command

Send the message, “System will shut down in 15 minutes” usirvgatih@ M)
command.

You can also use thehutdown(1M) command and specify a new system state. For
example, to enter single-user mode in five (5) minutes, enter:

shutdown -g300 -y -il
Determine your current system state, by usingithaption to thevho(1) command. Enter:

who -r
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Exercise: Determining your current system state

Enterwho -r to determine your current system state. Access the online
manual pages and explain the output of this command.
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AV 5-6
/| Changing /etc/inittab |\
/etc/conf/init.d/kernel I ‘ /etc/conf/init.d/module name* I
P —
permanent changes for used permanent changes for
system entries to add-on multiports
build

changes here remain
until kernel environment
is rebuilt

a2v0506 © The Santa Cruz Operation, Inc.
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5.3.5 Changing the /etc/inittab file

There are times when entries in teé&/inittabfile need to be changed. For example, you
may want your console login prompt to display differently or if you do not have Network
File Systems (NFS) installed, you may want to changetteefault entry to

multiuser state (2).

When making changes, do not edit tee/inittabfile. This file is recreated from the
following files each time a new kernel is rebuilt. Make changes to the files:

/etc/conf/init.d/kernel Contains entries that are associated with system startup and
the console.

/etc/conf/init.d/module_nant@ontains entries associated with any module’s Driver
Software Package (DSP)

For example, to change the Console login prompt entry ifetb&onf/init.d/kernelile,
perform these steps:

Step 1. Copy théetc/conf/init.d/kernefile to /etc/conf/init.d/kernel.safe
Step 2. Edit théetc/conf/init.d/kernefile and change the word®nsole Login
in this entry:

c0:12345:respawn: /usr/lib/saf/ttymon -g -p
“Console Login:” -d /dev/console -I console

Step 3. Save your changes.
Step 4. Create a newittab file in the/etc/conf/cf.ddirectory. Enter:
/etc/conf/bin/idmkinit

Step 5. Copyetc/conf/cf.d/inittalio /etc/inittah

Exercise: Listing the files that make up  /etc/conf/init.d directory

How many files are in thietc/conf/init.ddirectory?
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5.4 Initializing the Multiuser and Networking States

Recall that run-level 2 (multiuser state) is the operating state of the system when network
file sharing is not installed. Users can:

e Log into the system
e Use system resources simultaneously

In run-level 3 (the networking state) in addition to starting all run-level 2 processes, the
system:

e Starts file sharing and connects your computer to a file-sharing network
e Advertises your resources to remote computers

e Mounts remote resources on your computer

5.4.1 Multiuser state (run-level 2)

When the default run-level is 2, two entriegetc/inittabinstructinit (M) to initialize
multiuser state. They include:

® 2:23:wait:/sbin/rc2 > /dev/console ... This entry instructgit to
execute the files stored in thetc/rc2.ddirectory.

e d2:23:wait:/sbin/dinit >/dev/console ... This entry instructgit to
execute the files ifetc/dinit.ddirectory after the login process.

Initializing run-level 2 also starts the Service Access Facility (SAF) that manages access to
your system through ports and other communication devices. The Service Access Facility
(SAF) is discussed in detail in Lessorrgstalling and Managing Serial Ports
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AV 5-7
/| The /etc/rc2.d Directory I\
total 136
-r-——r——r—-— 5 root 5yS 2668 Feb 3 13:23 K20nfs
-r--r—-r--— 3 root s5ys 873 Feb 3 13:20 SO1MOUNTESYS
-r--r--r-- 2 root sys 222 Feb 3 13:20 S02PRESERVE
-r--r—--r-- 3 root audit 1137 Feb 3 13:22 S02audit
-r--r—--r-- 4 root 5ys 879 Feb 3 13:20 S02mse
-r——r—--r—- 2 root sys 1795 Feb 3 13:20 SO5RMIMPFILES
—IrWXr—-Xr-x 1 root sys 757 Feb 3 13:20 Sl5mkdtab
-r-xXr-xr-x 5 root sys 5392 Feb 3 13:19 S15nd
—-rw-r—-r-- 3 bin bin 206 Feb 3 13:21 s421s
-r——r—--r-- 2 root sys 282 Feb 3 13:19 S65loopback
—r——r—--—-- 1 bin bin 667 Dec 5 15:17 S69ARCservel
-r--r--r-- 4 root sys 4381 Feb 3 13:23 S69inet
—r--r--r-- 4 root sys 462 Feb 3 13:25 S70Nnwip
-r--r--r-- 4 root sys 8279 Feb 3 13:25 S70Pnw
-r——r—--r-- 4 root sys 2764 Feb 3 13:25 S70Rnuc
—IrWXr—-Xr-x 1 root sys 1260 Feb 3 13:20 s70pf
-r--r—-r-- 2 root sys 939 Feb 10 05:09 S70unixtsa
—TWXTr-Xr-X 1 root sys 193 Feb 3 13:23 STlppp@
—r-x-——-——-— 3 root sys 2847 Feb 3 13:25 S73snmp
-r--r--r-- 2 root sys 1450 Feb 3 13:19 S75rpc
-I-Xr--r-- 2 root sys 574 Feb 3 13:19 S79sr
-r-—-r—-r--— 4 root 5ys 2064 Feb 3 13:22 S80nis
—r-Xr-xr-x 1 bin bin 1460 Feb 3 13:20 S8lsendmailC@
~“IWXIYWXTY~X 4 root sys 408 Feb 3 13:25 S881ldap
“ITWAr—XI—X 2 root 5ys 1576 Jan 16 21:12 S90sysinfo2html
—“ITWAr—XI—X 1 root bin 855 Feb 3 12:33 S93scohelphttp
—r-Xr—-XIr-x 2 root 5yS 2494 Feb 3 13:21 SS85vxvm-recover
—I=Xr—XIr-x 4 root 5ys 3486 Feb 10 05:19 S99dtlogin
N ———
5-26 UnixWare® 7 System Administration II: Installation, Configuration, and Maintenance



Initializing the Multiuser and Networking States

5.4.1.1 Analyzing the /etc/rc2.d scripts

The/etc/rc2.ddirectory contains default startup scripts for several programs. Scripts are also
included that clean up temporary and log files.

This is a partial listing of important scripts executedriy(1M) when the system enters
multiuser mode.

SO1IMOUNTFSYS Mounts non-root filesystems
S02audit Enables system auditing
SOS5RMTMPFILES Removes temporary files
S69inet Starts TCP/IP

S70Pnw Starts NetWare services
S93scohelphttp Starts the SCOhelp daemon
S99dtlogin Starts the graphical login

5.4.1.2 Analyzing the /etc/dinit.d scripts

Recall thatetc/dinitis executed fronfetc/inittab The/etc/dinitscript is responsible for
completing portions of initializations that were traditionally performedelby/rc2 Files are
executed from théetc/dinit.ddirectory after the login process starts. Doing so results in
faster performance from startup to multiuser state.

Programs started bgtc/dinitinclude:

S70uucp Cleans up uucp locks, status, and temporary files
S75cron Starts theeron(1M) daemon
S80Ip Starts thdpsched1M) daemon
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5.4.2 The networking state (run-level 3)

When the default run-level is 3, in addition to execufstn/rc2and/etc/dinit the/etc/rc3
script is also executed from this entryétc/inittab:

r3:3:wait:/sbin/rc3 >/dev/console ...

The/sbin/rc3files executes thiete/rc3.d/S22nfand S90visionfdiles that start the network
file sharing services.
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5.5 Customizing Multiuser Initialization

It may be necessary to add your own initialization procedures iietitiec2.ddirectory or
edit an existing script. If you do so, there are certain rules that you should follow:

Do not place an entry ifetc/inittabfor your script. Instead, place the script file in the
/etc/rc2.ddirectory where it will automatically be executed with the other files.

Test the script that performs the desired function from the command line
Name the file so that it begins with the uppercase I8itgK. TheS or K indicates

whether the process should be started (S) or killed (K) upon entering the new system
states.

5.5.1 How scripts are executed from  /etc/rc2.d

When creating your own scripts, it is also important to know that:

The order in which files are executed is important:
e The first character must be S or K

e Characters 2 and 3 must be digits and cause the files to be executed in order from the
lowest number to the highest number, iS01xxxs executed befor802xxx

When entering run-level 2, files that begin withre executed with th&tart option
Files are started in ASCII sorted order

When entering run-level 0, scripts that begin wtfor Kill are executed with thstop
option.K files are found in théetc/rcO.ddirectory with the exception of th€0nfsfile

which is in the/etc/rc2.ddirectory.

Files that begin with characters other tisor K are ignored

Refer torc2(1M) for more information on the executingrofscripts.

5.5.2 Executing commands at system startup

In addition to writing customized startup scripts, individual commands can be started in the
background during multiuser initialization.
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To execute a command during multiuser initialization, create the file
letc/rc2.d/ISBOUSRDEFINE.

Follow these steps to add the command:

Step 1. Create thletc/rc2.d/S89USRDEFINte.
Step 2. Add the following to the end of the script:
command

(wherecommand= the command name)
Step 3. Save your changes and quit.

Step 4. Activate the command by shutting down your system and rebooting.

5.5.3 Defining other run-level initialization scripts

When you switch to single-user statet (1M) scans théetc/inittabfile for the run-level
and takes the following actions:

e When changing to single-user modet scans for the entry:
rl:1:wait:/sbin/rc1l > /dev/console 2>&1 </dev/console

Thesbin/rclfile contains instructions to execute the scripts stored ifetb&cl.d
directory

e When you shut down the systemit scans for the entry:
r0:0:wait:/sbin/rcO off > /dev/console 2>&1 < /dev/console

The/sbin/rcOfile contains instructions to execute the scripts stored ifetb&c0.d
directory

5.5.4 Deactivating rc scripts

To deactivate any script found in thetc/rc[0,2 or 3].ddirectories, SCO recommends that
you rename the file so that it begins with a lowercase letter. Files that do not foll&w the
andK naming convention will not execute. Do not remove the file.
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5.6 Troubleshooting System Startup

This section discusses reasons why a system that has booted successfully in the past may not
boot. These situations usually occur as a result of a power failure or system panic that
corrupts the boot aoot filesystem. Configuration changes, hardware failure, and human

error can also cause these situations.

If you cannot boot your system, check the following:

® Are any cables loose, disconnected, or improperly connected?

e Are the cables terminated properly?

e Does the floppy drive contain a floppy disk that is not a boot disk?

e Has your hard disk developed a bad track or a bad block?

Refer to youtUnixWare 7 Getting Started Guide and Release Ndtessolutions to
specific system boot problems.

Recovering an unusable system is covered iDthaster Recoveriesson.
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AV 5-8
fl The /etc/rc0.d Directory |
The /etc/rc0.d Directory
total 68
-r-—-r—-r-- 3 root SyS 761 Feb 3 10:20 KOOANNOUNCE
-r-—-r-—-r-- 3 root audit 1137 Feb 3 10:22 K0Zaudit
—r—-r—-r—-— 4 root Sys 879 Feb 3 10:20 K02mse
—r—Xr—xr-x 4 root sys 3486 Mar 5 07:12 Kl0dtlogin
———X-————- 4 root s5ys 562 Fepb 3 10:20 K201lp
-r——r——-1r—- 5 root sys 2668 Feb 3 10:23 K40nfs
—rWXIr—Xr—-x 1 root sys 193 Feb 3 10:23 K40ppp@
“ITWXTWXT—X 4 root 5ys 408 Feb 3 10:25 K44ldap
—r—-Xr—-r—- 4 root sys 3121 Feb 3 10:19 Ké68netbios
—r=Xr—xr-x 1 bin bin 1460 Feb 3 10:20 Ké68sendmail@
-r--r—--r-- 4 root sys 4381 Feb 3 10:23 K69inet
-r—-r—-r—- 4 root s5Ys 2064 Feb 3 10:22 K80nis
—Ir—XIr—XIr-X 5 root 5ys 5392 Feb 3 10:19 K85nd
T ——m
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5.7 Shutting Down the System

The primary function of thehutdown(1M) command is to terminate all currently running
processes in an orderly and cautious manner. This command also:

e Allows an interactive shutdown

e Sends a broadcast message, warning users logged on the system to log off

e Allows onlyroot, system owney or a user with thehutdowrrole to execute
shutdown(1M). The/sbin/shutdowscript checks to seenbot or an authorized user is

performing the command. If not, the shut down does not proceed.

e Runsinit (1M)

5.7.1 Analyzing shutdown

When performing thehutdown(1M) command, the actual change of run-levels and killing
of processes is performed loyt (M). The default instructions fanit are supplied from the
following entry in/etc/inittak

r0:0:wait:/sbin/rc0O off 1> /dev/console ...

The/sbin/rcOfile performs the following:

e Echoes that the system is coming down

® Runs scripts stored in thetc/rcO.ddirectory

e Kills off all processes

e Unmounts all filesystems
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5.8

Lesson Summary

You can customize the default UNIX boot process by editing the parametstanid/boat
Multiuser initialization also can be customized by adding to, or editing scripts stored in the
letc/rc2.ddirectory. Theetc/rcOfile points to the scripts stored in thetc/rcO.ddirectory to
ensure an orderly shutdown of your UnixWare 7 system.

Review Questions

1. Which two slices of the UNIX patrtition are used to boot UnixWare 77?

2. What tasks can you perform using the Boot Command Processor (BCP)?

3. Which boot files are accessed by tio®t(1M) program during system startup?

4. Describe some of the purposes of/gte/inittabfile.

5. Which directory contains the default startup scripts for several programs used to
initialize multiuser mode?

6. What do the letters S or K indicate at the beginning of each initialization script stored in
/etc/rc2.ddirectory?

7. When performing a shutdown, what does/#te/rcOfile accomplish?
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5.9 Lab: Creating an /etc/rc2.d Script

Overview

Create an executable script in fe&c/rc2.ddirectory named02awelcomelhis script will
banner the word “WELCOME” to the console during system startup.

Procedure
Step 1. Log in asoot.
Step 2. Change to your student home directory.
Step 3. Create a file namé&f®2awelcome
Step 4. Enter the following line:
banner WELCOME
Step 5. Save your file.
Step 6. Copy the file to thetc/rc2.ddirectory
Step 7. Change permissions so that the file is read and executabte.by
Step 8. Test the results by shutting down and restarting your system.
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5.10 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

boot(1M) Loads the UNIX system

init (1M) Changes run-levels

shutdown(1M) Terminates all processes gradually

wall(1M) Sends a message to all users currently logged in

who(1) Lists the users currently logged in to the system; withrthe

option, indicates the current run-level of the& (1M) process

Relevant files

/stand/boot Contains default boot parameters

[etc/inittab Contains instructions fanit (1M)

/etc/rc0.d Scripts executed when entering single-user mode and state of
shutdown

letc/rc2.d Scripts executed when entering multiuser mode

letc/rc3.d Scripts executed when entering the networking state

/etc/shutdown Script that shuts down the system in an orderly fashion
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5.11 Answers to Review Questions

1. The two slices of the UNIX partition that are used to boot the UnixWare 7 operating
system are the boot and stand slices.

2. The tasks that you can perform using the Boot Command Processor (BCP) include
entering single-user state, loading a different UNIX kernel, booting other operating
systems, and displaying or changing default boot parameters.

3. The/stand/booboot(4) file and/stand/bootmsgare accessed by theot(1M) program
during system startup.

4. The/etc/inittabfile specifies the programs thatt (1M) uses for system initialization. It
also defines at what run-levels certain programs can exist, and begins the login process
at the specified run-level.

5. Thel/etc/rc2.ddirectory contains the default startup scripts for several programs that are
used to initialize multiuser mode

6. The lettersS or K at the beginning of each initialization script stored in/éte/rc2.d
directory, indicate whether the process should be started (S) or killed (K) upon entering
the new system state.

7. During a shutdown, thetc/rcOfile echoes that the system is coming down, runs scripts
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Filesystem Configuration and Disk Management

® Describe the UNIX filesystem structure

® Manage the /dev directory

® Describe important vxfs filesystem features

® Prepare the filesystem for access

® Manage filesystems

® Add large file support

® Check and repair filesystems

® Configure additional hard disks

® Manage the Volume Table of Contents (VTOC)
® Troubleshoot hard disks
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Lesson 6

Filesystem Confguration and Disk Management

Introduction

As the system administrator, you are responsible for the integrity and security of user data.
Once you understand the structure of the UNIX filesystem, you can configure, maintain, and
troubleshoot filesystems and hard disks.

Objectives

This lesson provides an in-depth discussion of/#igfilesystem and special device files. It
also describes the steps and commands you use to configure and troubleshoot hard disks and
filesystems. By the end of this lesson, you will be able to:

e Describe the UNIX filesystem structure

e Manage thédevdirectory

e Describe importanixfsfilesystem features

® Prepare the filesystem for access

e Manage filesystems

e Add largefile support

e Check and repair filesystems

e Configure additional hard disks

e Manage the Volume Table of Contents (VTOC)

e Troubleshoot hard disks
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AV 6-2
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Structure of an Inode

File type and permissions

Link count
Owner UID
File GID

File Size

Data block addresses or major, minor #’s

File last access time

File modification time

Inode modification time
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6.1 Describing the UNIX Filesystem Structure

UnixWare 7 filesystems contain special structures that allow the operating system to access
and maintain the files and data stored on the filesystem. These structures include data
blocks, inodes, and a superblock.

6.1.1 Data blocks

A block is a unit of data stored on the disk. Some filesystems use variable block sizes to
maximize the use of space. A data block can contain either directory entries or file data. A
directory entry consists of an inode number and a filename.

6.1.2 Inodes

The filesystem code in the kernel accesses files by their inode numbers. When a file is
created, the system assigns an inode number to that file. Inodefaretion nodeshat
contain the following information about a file:

e Mode (file type and permissions)

e Link count (number of names used to access this file)

e Owner User ID (UID) and Group ID (GID)

e Size in bytes

e Pointers to disk addresses, hardware devices, and pathnames

® Access time (last time the file was opened for reading)

e Modification time (last time the file was opened for writing)

e Change time (last time the inode was changed)

Users access files by their filenames. Filenames are stored in directory files along with their
associated inode number.

6.1.2.1 Reserved inodes

The system uses:

e Inode 0 to indicate deleted files and directories
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e Inode 1 is not used

e Inode 2 (the root directory) as the top level of each mounted filesystem’s hierarchal
structure

6.1.2.2 Viewing inode numbers

You can display inode numbers associated with filenames. Entergpion with thes(1)
command.

You can also display inode numbers associated with directory files. Entét thgtions
with thels(1) command.

Exercise: Associating file names with inode numbers

Determine the inode number of the ra@tand/standdirectories.

6.1.3 Superblock

One special data block, tkeperblock contains overall information about the filesystem,
just as the inode contains information about a specific file. The superblock contains the
information necessary to mount a filesystem and access its data, including the:

e Size of the filesystem

e Number of free inodes

e Free space available

When the filesystem is mounted, the system reads information from the disk version of the
superblock into memory.
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Root (/) Directory Structure

bin dev etc lost & found opt stand tmp usr var

lib mnt shlib sbin home opt
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6.2 Describing the Directory Hierarchy

Knowing about some of the system directories on a UnixWare 7 system will help you
remember where to find specific tools and configuration files.

Theroot (/) directory is the starting point of the hierarchal files and directories structure. A
brief description of some its key directories is listed below:

/bin System binaries. This directory is symbolically linkedusr/bin.
/dev System device files
letc System administration files and tools, including startup and shutdown

scripts, and kernel generation
/home Default location for user accounts
/lib C programming libraries. This directory is symbolically linkedusr/lib.

llost+found Unreferenced files when cleaning the root filesystem. Each filesystem has its
own lost+founddirectory.

/mnt Empty directory used for mounting filesystems
/opt Directory to which add-on application packages are installed
/OpenServer Contains SCO OpenServer binaries and libraries for compatibility purposes

/sbin Contains executables used in the booting process and in manual recovery
from a system failure

/proc Mount point which provides information on system processes

/shlib Shared libraries. This directory is symbolically linkedusr/lib

/stand Directory to access the filesystem that contains the kernel and boot files
tmp Temporary files created by programs

lusr Contains application and system-specific information

Ivar Contains files and directories that vary from machine to machine, such as

tmp, spool andmail

/var/adm Contains important system accounting and log files
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/var/opt Created and used by application packages

/var/spool  Contains various directories for storing files to be mailed, printed, or passed
through networks. Thaisr/spooldirectory is linked tdvar/spool
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T

/usr Directory Structure
]
usr
| | ]
adm bin lib man spool
(log (system (system (online (spool
files) utilities) libraries)  manual area)
pages)
I,
AV 6-5
/l /etc Directory Structure |\
|/
etc
| T T
conf default Ip init.d security rc*.d
| (system  (p print  (startup (security)  (startup and
cf.d defaults) geryice)  Job files) shutdown scripts)
(making
kernels)
N ———————EE
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6.2.1 Key directories in the /usr directory structure

The/usrdirectory contains many working files and directories for UNIX utilities and
includes:

/usr/adm A symbolic link to/var/adm a storage directory for important log files

/usr/bin Contains binaries that are UNIX application specific, includingp(1bnu),
vi(1), andmailx(1).

lusr/lib Contains configuration files for many UNIX application utilities, including
{usr/lib/mail/mailrc

/usr/man Contains the online man pages and links to the flat text files used by
catman(1Mbsd)

lusr/spool A symbolic link to/var/spoo] a storage directory for spooling programs
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6.2.2 Key directories in the /etc directory structure

These commands and files in fleécdirectory structure contain system-specific
configuration files and system administration databases:

letc/conf Contains files and programs used to configure the UnixWare 7 kernel
/etc/default Contains system default files

letc/lp Contains configuration files and interface programs for the LP Print Service
/etc/mail Contains mail configuration files and programs

letc/security Contains files and directories related to security and system auditing
Important files that also relate to system security are:

/etc/security/ia/master Contains the same information as fee/passwand
/etc/shadowiile. This file is machine readable only.

/etc/security/ia/index Contains a list of user accounts. This file is machine readable
only.

letc/security/tfm/users/*  Contains the authorizations assigned to each user

letc/security/tftm/roles/* Contains the authorizations assigned to each administrative
role
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AV 6-6

1

Special Device Files
Example of block, character, and raw devices for a 3.5 floppy
files in /dev/dsk
brw-rw-rw- 1 root sys 1,180 Apr 7 1998 /dev/dsk/f03c
brw-rw-rw- 1 root sys 1,176 Apr 7 1998 /dev/dsk/f03ct
brw-rw-rw- 1 root sys 1,100 Apr 7 1998 /dev/dsk/£03d
brw-rw-rw- 4 root sys 1, 96 Apr 7 1998 /dev/dsk/£03dt
files in /devﬁsk
CIW—TW-TIw-— 1 root sys 1,180 Apr 7 1998 /dev/dsk/f03c
CrW—Trw-Irw- 1 root Sys 1,176 Apr 7 1998 /dev/dsk/f03ct
CrW—rw-rw- 1 root sys 1,100 Apr 7 1998 /dev/dsk/f03d
CIW—TwW-Trw-— 4 root sys 1, 96 Apr 7 1998 /dev/dsk/f03dt
S ———
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6.3 Managing the /dev Directory

Programs, applications, and commands (running on the UNIX system) do not directly
access system hardware devices such as hard disks, terminals, and printers. Instead, they use
files that represent system hardware.

The files that represent hardware do not contain data, but rather point to code that is located
within the kernel itself. These empty pointer files are knowspasial device files

Special device files require an inode, but do not use data blocks. They arelaatiaeter
or blockfiles.

By convention, special device files are storefev or in subdirectories dflevsuch as
/dev/dslor /dev/rdskThe/dev/dskand/dev/rdsksubdirectoriesontain the UNIX filenames
for floppy and hard disks.

These common naming conventions are used to identify multiple device files associated
with a single device:

/dev/dsk/f*  Floppy devices
/[dev/term/* Serial devices

/dev/lp* Parallel devices

Exercise: Listing device files

Perform a long listing and display the contents of/tlewdirectory.

Note the subdirectories that are contained withindiegdirectory.

6.3.1 Block device special files

You can identify a block device special file by runninglthd or justthd command
and locate & in the first column before the file permissions.

Filesystems are examples of block special devices.
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6.3.2 Character device special files

You can identify a character device special file by running teenmand and locatingcan
the first column before the file permissions.

Examples of character special devices include serial ports, parallel ports, disk drives, and
tape drives.

6.3.3 Raw interfaces

Most block special devices also have a character device interface called the “raw” interface.
Raw devices are character devices; that is, a character interface to an existing block device.

You can identify a raw interface if you run tls€l) command and see amprefix to the
filename or subdirectory (for example, the raw interface to the floppy disk is
/dev/rdsk/f03h)Raw interfaces also havecan the first column before the file permissions.

Raw interfaces allow for efficient transfers of data larger than 1KB.
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AV 6-7
/| Major and Minor Device Numbers |\
Ma'or Minor
o/

brw-rw-rw- 1 root sys 1,180 Apr 7 1998 /dev/dsk/f03c
brw-rw-rw- 1 root syS 1,176 Apr 7 1998 /dev/dsk/f03ct
Prw-rw-rw- 1 root sys 1,100 Apr 7 1998 /dev/dsk/£03d
Prw-rw-rw- 4 root sys 1, 96 Apr 7 1998 /dev/dsk/f03dt
CIW-ILW-IW- 1 root sys 1,180 Apr 7 1998 /dev/dsk/£03c
CIW—LXW—IW— 1 root sys 1,176 Apr 7 1998 /dev/dsk/£f03ct
CrW—rwW-Trw-— 1 root sys 1,100 Apr 7 1998 /dev/dsk/£03d
CrW—-rw-rw- 4 root sys 1, 96 Apr 7 1998 /dev/dsk/£f03dt

\ azvoeo7 © The Santa Cruz Operation, Inc.
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6.3.4 Major and minor device numbers

Each special device file has a major and minor device number associated with it.

The kernel uses special device files to access hardware. Together, the major and minor
numbers represent a section of device driver code that the kernel requires to access a
specific hardware device as follows:

e Major numbers determine which device driver is accessed

e Minor numbers allow you to choose how the device driver will handle a given device to
allow different modes of operation

6.3.4.1 Major device numbers

Each device driver of a given type has a unique major number. For example:
e Hard drives have a major number of 7679

e Floppy drives have a major number of 1

® Tapes have a major number of 111

The major number identifies which device driver the kernel should use to access a particular
device.

Note that the major number can differ from system to system.

Exercise: Viewing major numbers

Identify the major numbers for hard disks, floppy disks, and tapes.

Minor device numbers

The major device number uses the minor device number to further identify the physical
device being accessed.
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A minor device number specifies which routine is being used by the device. For example,
the tape device has a major number of 111. However, additional device files exist that access
the same device but perform a different function.

Major and minor numbers that represent tape devices include:

111,0 —A non-retentioning rewinding devi@edev/rmt/ctapel)

111,1 —A non-retentioning, non rewinding devigge{/rmt/ntapel)

111,4—A device that unloads on clogae{//rmt/utapell

A minor number can also represent a second device when multiple types of the same device
are installed.

To view the major and minor numbers note above, enter:

| /dev/rmt | more

6.3.5 Creating special device files

Most special device files are automatically created as part of the installation procedure for
the device. If a special device file is erased, you have to recreate the missing special device
file.

Use themknod(1) command to create special device files:

mknod device_name [c | b] major minor

For example, to recreatdev/rmt/ctapelenter:

mknod /dev/rmt/ctapel ¢ 111 0

You will often have to change the permission, ownership, and group to that of the original
file.

To print a copy of youfdevdirectory, enter:
| -iR /dev/ | Ip

Place it in youiSystem Log Booko that the you can easily recreate device files if
necessary.
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6.3.6 The Device Database

The Device Databaségtc/device.tapis a database in which the system keeps a list of
attributes about each device on the system.

As new devices are added, the device database is updated automatically. You can use the
getde(1M) to get a list of the devices defined in the Device Database. This list will give
you a list of devices that can be used withdgeattr(1M) command.

You can use thdevattr(1M) to list the attributes of any device.

To view the attributes for the first hard disk, enter:

devattr -v /dev/rdsk/cOb0t0d0s0O

Thedevattr command also accepts alias device names as arguments. For example, the alias
device name for the first:

e Hard disk isdiskl

o Floppy disk isdiskettel
e CD-ROM iscdroml

e Tape isctapel

You can use thprtconf(1M) command to list the amount of memory and configured
devices on your system.

Exercise: Using the prtconf and devattr command

Use theprtconf command to list the devices that are configured on your
system.

Use thegetdey(1M) command to list the devices in the Device Database.

displayed, what is the command that you would use to format this devicq?

Use thedevattr command with the first floppy device. From the informatqn
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6.3.7 Alternate names for special device files

Use links to create alternative names for frequently used devices. For example, to link the
nameDAT _tapeto /dev/rmt/ctapelenter:

In /dev/rmt/ctapel /dev/DAT tape

You can now access the tape drive by either device name.

6.3.8 Troubleshooting the /dev directory

Potential sources of problems in tlevdirectory can include:

e The removal of special device files, either by accident or by program malfunction

e Misspelled device names that leave extraneous, ordinary files

If a legitimate device file is removed, it can be replaced with a text file with the same name.
To locate a list of “suspect” files, enter one of the following:

find /dev -type f -exec Ir -li {} \;

Ir -li /dev | grep “*-"
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6.4 Describing Important vxfs Filesystem Features

One of your most important responsibilities as a system administrator is creating and
maintaining filesystems. Filesystem maintenance includes keeping the filesystems clean,
repairing damaged filesystems, and ensuring adequate space for all users.

The UnixWare 7 system has at least two filesystems on the primary hard disk:

root Contains the programs and directories that comprise the operating system.
The root filesystem is exfsfilesystem type.

stand Contains the information needed to boot your systerhptht@l) program,
and the kernelstand/unixThe stand filesystem istds filesystem type.

Thevxfsdefault filesystem type is an extent based filesystem. It is a high-integrity
filesystem that provides enhanced performance and reliability and includes these features:

Largefile support

e Extent based allocation

e Supports logical block sizes of 1KB, 2KB, 4KB, and 8KB
e Quotas

e Enhanced data integrity

e Fast filesystem recovery

6.4.1 Large file support

By default, file sizes are limited to 2GB. To create files up to 1TB, when creaitixfg a
filesystem with themkfs(1M) command, you must specify tleggefile option. This is
discussed in detail in Section 6.5, “Adding Large file Support,” on page 6-35.

6.4.2 Extent-based allocation

An extent is defined as one or more adjacent blocks of data within a filesystem. When
storage is added to a file orvésfilesystem, it is grouped in extents, as opposed to being
allocated a block at a time (as is done bysthesfs andufsfilesystem).

Using extents means that:
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e Disk I/O to and from a file can be done in units of multiple sequential blocks

e For sequential I/0O, multiple block operations are considerably faster than block-at-a-
time operations. Almost all modern disk drive controllers accept I/O operations in
multiple blocks.

6.4.3 Logical block size

Logical block size is the size of the blocks that the system kernel uses to read and write files.
The logical block size usually differs from the physical block size.

Logical block size defaults for vxfs are based on the size of the filesystem created. They are:

1KB for up to 8GB

2KB for up to 16GB

4KB for up to 32GB
e 8KB over 32GB

There are no fragments with vxfs because storage is allocated in extents that are collections
of one or more blocks.

Becauserxfsuses extent based allocations, keeping the logical block size as small as
possible increases performance and reduces wasted space for most workloads.

6.4.4 Quotas

Thevxfsfilesystem lets you place a per-user quota limit on the use of inodes and data
blocks. A quota consists of two limits:

e Hard—The user cannot exceed this limit on data blocks and inodes under any
circumstances

e Soft—This limit is smaller than the hard limit and allows a user to temporarily exceed
the soft limits as long as the user reduces their resource use before the time limit expires

Warnings are issued to users before additional resources are denied.
Use theedquota(1M) command to set quotas.

For additional information on quotas, refeigotaon_vxfg1M).
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6.4.5 Enhanced data integrity

To improve performance, most filesystems do not synchronously update data and inode
changes to disk. If the system crashes, files that have been updated within the past minute
are in danger of losing data.

When mounting axfsfilesystem you can specify th@ncache=closesync  mode. The

mincache=closesync mode filesystem is somewhat slower as any changes to the file
are flushed to the disk when the file is closed.

6.4.6 Fast filesystem recovery

Thevxfsfilesystem provides recovery only seconds after a system failure by utilizing a
tracking feature called intent logging. Intent logging is a scheme that records pending
changes to the filesystem structure. These changes are recorded in aintentlémg

The intent log is a circular activity log with a default size of 1024 blocks. If the filesystem is
less than 4MB, the log size is reduced to avoid wasting space.

Thevxfsintent log only records changes to the filesystem structure. File data changes are
not logged.

When the system is halted unexpectedlyfslok(1M) command only checks logged
transactions rather than checking the entire filesystem for inconsistencies.
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AV 6-8
fl The Disk1 VTOC I\
#SLICE TAG FLAGS START SIZE
0 0x5 0x201 61 1044198
1 0x2 0x200 237473 785009
2 0x3 0x201 42517 194956
3 0x0 0x0 0 0
4 0x0 0x0 0 0
5 0x0 0x0 0 0
6 0x0 0x0 0 0
7 0x1 0x201 61 34
8 Oxd 0x201 95 942
9 0x0 0x00 0
10 0x9 0x200 1037 41480
11 0x0 0x00 0
12 0x0 0x00 0
13 0x0 0x00 0
14 0x0 0x00 0
15 Oxf 0x201 1022482 2074
\ T ————
AV 6-9
| Description of the VTOC
/* Slice tags */
V_BOOT 0x01 /* Boot slice */
V_ROOT 0x02 /* Root filesystem */
V_SWAP 0x03 /* Swap filesystem */
V_USR 0x04 /* Usr filesystem */
V_BACKUP 0x05  /* full disk */
V_ALTS 0x06 /* alternate sector space */
V_OTHER 0x07 /* non-unix space */
V_ALTTRK 0x08 /* alternate track space */
V_STAND 0x09 /* Stand slice */
V_VAR 0x0a /* Var slice */
V_HOME 0x0b /* Home slice */
V_DUMP 0x0c /* dump slice */
V_ALTSCTR 0x0d /* Alternate sector/track */
V_MANAGED1 0x0e /* Volume management public slice */
V_MANAGED2 0x0f /* Volume management private slice */
/* Slice permission flags */
#define V_UNMNT 0x01 /* Unmountable partition */
#define V_RONLY 0x10 /* Read only */
#define V_VALID 0x200 /* Partition is valid to use */
Nz T G cuz oo, I
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6.4.7 Describing VTOC

The first level of organization of the disk by vtoc is the partition table. The partition table
divides the disk into pieces (called partitions) that serve as logical disks. There are a
maximum of four partitions for each disk. A partition has four characteristics:

e Start sector

e Length

e Operating system type (for example, UNIX, DOS, or Extended DOS)

e Active flag that identifies the current bootable partition

6.4.8 The fdisk(1M) command

Thefdisk command is called first to partition the hard disk. You can create up to four (4)
partitions per hard disk.

6.4.9 The disksetup(1M) command
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AV 6-10

fl The /etc/default/vxfs File I\

BLKSIZE=1024,2048,4096,8192
MNTOPT=mincache=closesync
MKFSTYP=4

LABELIT=YES
MAXSIZE=2147483648

a2v0610 © The Santa Cruz Operation, Inc.
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4 h

The Filesystem Manager

—|Modify Mount Configuration cn sundaj

Hest: | localhost
Filesysterm | /dew/ oot
Mount Foint: |
Descripbon [optonal |
Filesystem Type: | WXFS

Access Mode: Read-write

& How
When to Mount:
At Syetern Startup
Adwvanced Ophone: Set More Ophiones...
T CE Cancel Help
a2v0611 © The Santa Cruz Operation, Inc.
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Thedisksetup(1M) command:

e Executes surface analysis, creates/writes the pdinfo, VTOC and alternates information
to the disk

e |ssues thenkfs(1M) calls to create a specific type of filesystem on the slice. The
defaults used to create the filesystem are taken frofetitydefault/vxféile. Do not edit
this file.

o Creates directories on which the filesystems are mounted

® Mounts the filesystems

e Updates théetc/vfstalfile so that filesystems are remounted during subsequent reboots
of the system

6.4.10 Preparing the Filesystem for Access

Use theFilesystemManager to view filesystems and add or change the mount
configuration.

You can change:

e The mount point; that is, the directory name to which the filesystem is mounted (this can
be an existing empty directory, or the utility will create the directory if it does not exist)

e A description of the filesystem (optional)
e The access mode (read-write or read-only)

e When to mount the filesystem (now or at startup)
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AV 6-12

1

Advanced Options

32v061 2

— Advanced Options for Mounting VXES IFjl

Mode of Intent Logzzing: Log Mode 4|

Clear Elocke before allocating to a file’ Mo —

1 | Cancel Help 0

© The Santa Cruz Operation, Inc.
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You can also use tHélesystem Managerto specify filesystem-specifisdvanced
Options when mounting a filesystem. For example, you can change the mode of intent
logging or clear blocks before allocating a file for thxésfilesystem.

The available advanced options depend on the type of filesystem you are adding or changing
(vxfs, s5, sfs, ufs, and so forth).

The changes you make with thi#esystem Managerare written to théetc/vfstalfile.

6.4.10.1 Changing the mode of intent logging

In the Advanced Optionsfield of theFilesystem Manageryou can change the mode of
intent logging.

Recall that by default, vxfs filesystems log file transactions before they are committed to
disk, reducing the time spent checking and repairing filesystems. You can configure this
behavior as:

e |Log Mode —Log all transactions before the system call returns to the application. This
incurs a slight performance penalty while ensuring fast recovery.

e Delayed Mode —Allow some system calls to return to the application before being
logged. This increases system throughput at the expense of data integrity.

e Temporary Mode —Delay almost all transaction logging. This has the highest
penalty for data integrity and is intended for use with temporary filesystems.

6.4.10.2 Clear blocks before allocating file

Also as part of the Advanced Features Set oftlesystem Manageryou can choose to
Clear blocks before allocating file Answering yes ensures that existing data is always
overwritten with zeroes before the disk space is released.

6.4.11 The /etc/vfstab file

The/etc/vfstalfile contains default information when mounting filesystems. Default
options for a vxfs filesystem include:

/dev/dsk/device_name The block special device file

/dev/rdsk/device_name The raw device used bigck(1M)
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/directory_name The mount directory to which the filesystem is
mounted

vxfs The name of the filesystem type

1 A numeric entry indicates tisck(1M) that the

filesystem is to be checked automatically.

yes/no A yes entry indicates that the filesystem
should be mounted automatically at system
startup bymountall(1M)

These default mount options are also included:

mincache=closesync Specifies that data is written to the disk
immediately when a file is closed. This feature
can affect system performance because of the
additional time writing to the disk. To optimize
system performance, you can remove this
entry from/etc/vfstab Unmount your
filesystem before doing so. After making your
changes, remount the filesystem.

Although you cannot add fields to thetc/vistalfile, you can add mount options to the
seventh (7th) field. For example, so that the filesystem is mounted witirgleéles
capability enabled, enter a comma (,) and the Wargkfiles after the word:
mincache=closesync

The line should now read:

mincache=closesync,largefiles

Refer to thamount(1M) andmount_vxfs(1M) reference pages for a complete definition of
mount options.
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6.5 Adding Large file Support

By default, vxfs filesystems are created to support file sizes of up to 2GB. The vxfs
filesystem can support file sizes greater than 2GB. Usmlifg(1M) command to

determine if your vxfs filesystems suppdesgyefiles.

For example, if youthomefilesystem resides afdev/rdsk/cOb0t0dOsénter:

mkfs -m /dev/rdsk/cOb0t0d0s4

If largefiles are:

® Supported, the strinigrgefiles is displayed

e Not supported, the stringplargefiles is displayed

Largefiles are only supported for the vxfs Version 4 disk layout. Be careful when
implementing largefile support, some third party backup programs may not be able to back

up large files.

Follow these steps using thekfs command to recreate a filesystem andladgefiles

support.

Step 1. Back up the data in the filesystem.

Step 2. Rummkfs -m to determine the syntax to recreate the filesystem.

Step 3. Unmount the filesystem.

Step 4. Rummkfs to recreate the filesystem changing tioéargefiles options
to largefiles . For example to recreate themmefilesystem, enter:
mkfs -F vxfs -0 ninode=65536,bsize=1024,version=4,
inosize=256,logsize=1024,largefiles /dev/rdsk/cOb0t0d0s4
7936110

Step 5. Mount the filesystem.

Step 6. Restore your data.
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6.6

Checking and Repairing Filesystems

Thefsck(1M) command checks and repairs the structure of a filesystem. The checking is
performed in a series of passes, and each pass checks for different inconsistencies within a
filesystem.

In most instances of filesystem corruptitstk(1M) automatically repairs a filesystem
without interaction. If you need to interact wittk, you need to know the definition of
passes, prompts, and error messages.

Use these guidelines when runnisgk:

® You must be in single-user mode to if8ok on the root filesystem

e Non-root filesystems must be unmounted

e |f you do not specify a device when runniisgk, all character special files listed in the

letc/vistalfile that have an entry in tHeckdev and thdsckpass (with a numeric
entry) fields are checked.

6.6.1 Specifying a filesystem type

If you specify a device when runnifgck, you must also specify a filesystem type because
each filesystem can have a different structure. Not all functionssttiaperforms are
applicable to every filesystem.

Use the F option to specify a filesystem type. For example, to specifyxfsdilesystem
type for a filesystem residing on slice 4, enter:

fsck -F vxfs /dev/rdsk/cOb0t0Od0s4

This lesson covers runnirigck on avxfsfilesystem. For more information on the functions
thatfsck performs on different filesystem types, refestohelp= Filesystems= Solving
filesystem problems

6.6.2 Full vs. fast checking

Recall that thevxfsfilesystem updates transactions to an intent log. Intent log records are
written to disk before actual changes are made to the filesystem.

The intent log is “replayed” when changes are made to the filesysterfsckkmommand
runs an intent log replay, also known as a “fast” filesystem checkygisfesystem by
default.
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Because of the intent log replay, a “full” filesystem check should be performed only if there
is a disk hardware failure ésck indicates that a fulisck is necessary.

6.6.2.1 Fast filesystem check

When you run a fast filesystem check, if a log replay is not required, this message displays:
file system is clean - log replay is not required
If a log replay is required, this message displays:

log replay in progress
replay complete - marking superblock as clean

Recall that a fast filesystem check is run by default. For example to run a fast check on a
vxfsfilesystem, enter:

fsck -F vxfs /dev/rdsk/cOb0t0Od0s4

If the filesystem is not marked clean, you must perform a full filesystem check.

6.6.2.2 Full filesystem check

When you run a full check onvafsfilesystem, thésck(1M) command scans and examines
the filesystem structures and reports on its progress. Each pass compares components and
checks that these components agree with each other. These passes are:

pass 0 - Checking structural files

Performs a fast check on the filesystem if you
did not request a full check.

pass 1 - checking inode sanity and blocks

Reads the inode table to determine sizes and
locates the blocks used by each file. Inodes are
checked for inode type, zero link counts, inode
sizes, and bad or duplicate blocks. Scans the
filesystem a second time if duplicate blocks
were found.
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pass 2 - checking directory linkage

Cleans up error conditions caused by improper
inode status, out-of-range inode pointers, and
directories that point to bad inodes.

pass 3 - checking reference counts

Checks for directory connectivity and
reconnects files that were severed from the
directory structure. Any files that are
unreferenced but still valid are placed in the
lost+founddirectory.

When the directory entry is deleted, the name
of the file is lost, sdsck assigns the inode
number as the new name of the file.

pass 4 - checking resource maps
Checks the link count of each entry that

survived Phase 2 and 3.

Refer toscohelp= Filesystems= Solving filesystem problemdor more information on
checking filesystems witfsck.

6.6.3 Running fsck(1M)

When you boot the system after an abnormal shutdowiis¢kéM) command runs
automatically on the root filesystem. Other filesystems are checked when the system enters
multiuser mode.

When runningsck on the root filesystem, you should first unmount all other filesystems.

For example, to check and repair themefilesystem that is installed on
/dev/rdsk/cOb0t0dOs4lo one of the following:

e Runfsck and assume a yes response to all questions asksckfiiM):
fsck -F vxfs -y /dev/rdsk/cOb0t0d0s4

When you specify they option,fsck will (if necessary) perform a full check after
running the intent log replay.
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e Run a full check:
fsck -F vxfs -ofull /dev/rdsk/cOb0t0d0s4
If fsck(1M) finds that the root filesystem has been modified, it will return values that

indicate to either remount the root filesystem or reboot the system automatically. The root
filesystem is only remounted if the damage to it is minor.

Exercise: Repairing the /home filesystem

Unmount thehomefilesystem and rufsck.

6.6.4 Error messages

Error messages may appear in any pass. For example, if an inode was not connected to a
directory in pass 4sck(1M) would reconnect it to thest+founddirectory. If you are
runningfsck in interactive mode, the following message appears, prompting you to answer
y(es) to reconnect the file to tHest+founddirectory:

UNREF FILE 1=782 OWNER=230 MODE=0777 SIZE=5046 MTIME=March 8
1995 (RECONNECT?)

The following list describes the fields in this message:

UNREF FILE 1=782 The inode number of the unreferenced file
OWNER=230 The user ID of the owner of the file
MODE=0777 The permissions on the file

SIZE=5046 The size of the file in bytes

MTIME=March 8 1997 The last time the file was modified

Refer to thdsck(1M) manual page for a complete definition of all error messages reported.
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6.6.5 Running ncheck(1M)

If fsck(1M) reports file errors, it is best to exit the program and rumt¢heck(1M)
command. This command associates inode numbers with filenames.

Sometimes the problem is with the inode, not the actual file. To resolve this problem, you
can copy the file to create a new inode number and then remove the original file.

To run thencheckcommand on the root filesystem, enter:
ncheck -i inode_number /dev/root
If you are checking other filesystems, specify the filesystem’s raw device name.

If you do not specify a filesystemg¢heck checks all filesystems that are listed in the
letc/vistalfile.

Exercise: Associating inode numbers with flenames

Use the-i option to thds(1) command to determine the inode number for e
/etc/default/tarfile. Search the rodtlesystem withncheck1M) and display
the results.
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6.7 Configuring Additional Disks and Filesystems

During the installation of UnixWare 7, you can install up to two hard disks. If you did not
install a second disk during installation, you can usdligieadd(1M) command to add any
additional disks.

This section covers the installation of a hard disk attached to a SCSI host adapter and an IDE
controller. Before adding disks, you will need to:

e Configure the hardware according to your vendor’s documentation

e \ferify that the hard disk has been formatted and passes the vendor’s diagnostic tests

6.7.1 Possible configurations for secondary hard disks

You can add many types of hard disks to your system, provided the disk controller is
compatible with the disk. This list provides some guidelines for possible configurations for
systems with multiple hard disks:
e Boot disk on the primary SCSI host adapter

You can add only other SCSI host adapters.
e Boot disk on an IDE, EIDE, or ESDI controller

Systems can support up to two IDE or EIDE controllers. Each controller can support two
IDE devices. You can also add and configure SCSI host adapters.

e Boot disk on a Compaq IDA-III controller

You can add a maximum of five or more IDA-IlI controllers. Each controller can
support up to 14 disk drives.

6.7.2 The Storage Device Interface (SDI)

The Storage Device Interface (SDI) is a framework for driver software for many of the
hardware devices on a system. The SDI interface:

e Ensures compatibility between current drivers and future UnixWare releases
e Organizes, simplifies, and standardizes the way device drivers are written

® Makes it easier to administer a wide variety of both devices and interfaces
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The Storage Device Interface (SDI) is a versioned driver interface that provides a
framework for developing device drivers for mass storage devices. SDI also is a driver
architecture that uses a multilevel 1/0 stack. In SDI versions prior to SDI 4, the I/O stack
contained two layers: a controller-specific portion (the HBA driver) and a device-specific
portion (the target driver).

Beginning with SDI 4 and UnixWare 7, a third layer is added for a new type of 1/O driver
called a layered driver, which is stacked in the path of the 1/0 operation. Every layer
implements a well-defined piece of functionality and, as such, modifies the 1/0O operation.
The UnixWare 7 1/O stack has three layers:

e Target drivers
e Host Bus Adapter (HBA) drivers
e Layered devices

SDI forms the connection between these layers, providing a consistent and complete
interface for each. SDI is based on the SCSI Device Interface, but has been expanded to also
support non-SCSI devices. This architecture/framework has been developed to be broad in
its functionality and flexibility, so that the majority of SDI driver source is generic and
portable. The enhancements to SDI 4 and the UnixWare 7 1/0O stack provide the flexibility
required to accommodate new technologies such as ccNUMA architectures, multiported
devices, and high availability configurations such as multipath 1/O.

The mass storage target drivers in UnixWare 7 include:

sd0X7) Hard disks
st01(7) Tape devices
sc0X7) CD-ROM devices
swO0X7) WORM devices
mcO0X7) Medium changers

The target drivers support both SCSI and non-SCSI controllers. Non-SCSI controllers
include ESDI, IDE, and ST506. For example, if you have two different types of hard disk
controllers installed in your system, both would be supported bsd®¥7) target driver.

For more information on the SDI and associated devices, redeohelp= Hardware =
Mass storage devices overview
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6.7.3 Hard disk naming conventions

The hard disk naming conventions for SCSI and non-SCSI disk include both a block and
character device file. Entries for block devices are irldbg/dsldirectory and character
devices are in thilev/rdskdirectory.

Disk device filenames have either of these two forms:

/dev/[r]dsk/c#b#t#d#s#

/dev/[r]dsk/c#b#t#d#p#

Where:

e c#is the occurrence of the host adapter board or IDE controller

b#is the HBA bus numbet is always O for IDE disks.

e t#is the SCSI target controller (ID). For the first IDE disk, # is 0, and the second # is 1.
e d#is the logical unit number. # is always 0 for IDE disks.

e s#is the slice number

® p#is the partition number. pO corresponds to the whole disk.

6.7.4 Multi-Path Input/Output (MP10O)

Newer storage processors and RAID boxes have multiple independent ports to access the
same media. Also, some new configurations have multiple Host Adapters on the same bus,
allowing independent access to the media through each card.

Multipath 1/O allows multiple Host Bus Adapters (HBAS) to be connected to the same bus
and multiported devices. This serves two purposes: MPIO provides high availability to the
devices when an HBA fails. Upon controller failure, the operating system will redirect 1/0
through another I/O path to the device.

MPIO also provides load balancing of I/O to the device across multiple controllers.
Currently, disks are the only devices supported by multipath I/O.

Multipath 1/O is implemented as a device driver in the operating system kernel and as such
is able to detect and discover all known paths for devices on system boot. By default the
multipath 1/0 (MPIO) driver will attempt to use all paths and load balance I/O across
controllers.
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Traditionally, devices are represented through special files sudke\asdsk/cOb0t1d0sO.

This name represents a disk that is connected to the first I1/O card, on the first bus off that
card, at an Id of 1 and logical unit 0. In a system with MPIQO, it represents a handle to the
storage device and in fact the first path discovered to the media.

For example, a disk at target O would be knowrdas/rdsk/cOb0t0OdOs0f the first path

were to be lost, the system would remember the association of this name and a particular
stamp. This name would not be reused until some administrative command is run to
acknowledge the change.

Thesdipath(1M) command manages paths in MPIO.

As the system boots, physical disks are discovered and brought online. Each disk has a
stamp associated with it that is used to determine if this is the first occurrence of this disk. If
it is the first occurrence, a device node is creatédew/rdskand/dev/dskthen an entry is

made into the resource manager database.

All subsequent occurrences of this disk will only get an entry inebiagr(1M) database

under an "sdol" entry. The pathname associated with each path to the disk is created by
appending the resource manager key value to the word path. Thus if a resource manager
entry is made for a path having a resmgr key of 29, the name of this path would be "path29".

6.7.5 Configuring IDE disks and disk controllers

The IDE interface design consists of an adapter (usually embedded in the motherboard)
connected to a maximum of four IDE hard drives. These drives are connected to the adapter
by a single 40-conductor cable that carries both control and data information.

Configure IDE disks and disk controllers by:

e Setting the jumpers on the drives according to the number of drives installed. If two or
more drives are connected, jumper oneni@stermode, the others f@lavemode.
Jumper a single drive connected to an IDE pattersifaile drivemode.

e Selecting the ST506 interface on the drive (if you can set this using jumpers; refer to the
drive documentation for details)

The embedded controller on most IDE drives can perform automatic sector translation. This
allows you to configure drives with several different head/cylinder/sectors-per-track
settings.

You may want to use settings other than the factory defaults if your drive has more than
1024 cylinders or if the new settings more closely match some drive types in the BIOS. This
is important if you are also installing another operating system, such as DOS.
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6.7.6 Using diskadd(M) to configure disks

Configure disks witldiskadd(1M). If you invoke diskadd with a disk number argument of 1
or without an argumertiskadd(1M) will attempt to add a second disk with the appropriate
name.

For any additional disks, the argument must be in the forro#f#t#d#as described in
Section 6.7.3, “Hard disk naming conventions,” on page 6-43.

Thediskadd command performs these tasks associated with configuring a hard disk:
e Invokesfdisk(1M) to create a partition(s)
e Invokesdisksetup(1M) to:

e Perform a surface analysis

e Create the VTOC (Molume Table of Contents).

e Write the bad track and bad sector (alternate) tables out to the drive

e Create the layout of slices

e |ssuemkfs(1M) calls to create the filesystem and tbst+founddirectory

e Create mount points

e Mount the filesystems

e Update thdetc/vistalfile

6.7.7 Adding a hard disk

After you physically install your hard disk and verify that is recognized by UnixWare 7
usingsdiconfig(1M), follow these steps to add an additional hard disk:

Step 1. Log in asoot.
Step 2. Entediskadd 1

If you are adding the second hard disk on the systend, isehe disk
number.
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For subsequent disks, you must use the full disk name in the form of
/dev/dsk/c#b#t#d#. For example to add a third SCSI disk on the first host
adapter, enter:

diskadd /dev/dsk/c0b0t2d0

Entery to continue with theliskadd utility.

Thefdisk(1M) command is invoked bgiskadd(1M).

Step 3.

Step 4.

Step 5.

Step 6.

Step 7.
Step 8.

Step 9.

Step 10.

Step 11.

Create your partition(s).
e Entery. A single UNIX partition is created and it is marked active.
e Entern. You create the partition(s). It is marked active.

Perform a surface analysis.
e Entery to skip a surface analysis.
e Entern to perform a surface analysis

Enter the number of slices (filesystems) to be created on this disk.

Enter the directory name to which this filesystem will be mounted. You must
enter the absolute pathname. If the directory does not exist, it is created.

Enter the filesystem type or prgsg to select the default ofkfs
Select the block size or prgsg to use the default block size of 1024 bytes.

Presg=] to have the filesystem automatically mounted on reboot or enter
no to override.

Perform Steps 6-9 again if you choose to install more than one filesystem.
Specify the size of the filesystem in cylinders (1 megabyte of disk space is
approximately 1 cylinder). If you choose to install more than one filesystem,

you are prompted for the size of the additional filesystem(s).

Entery to confirm the size of the filesystems. If you ansmeyou must
repeat Steps 5 through 11 to recreate your filesystems.
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Step 12. Enter the number of inodes.
® Pressie=| to allocate the default number of inodes

e Enter the number of inodes. You can now create or move files to the new
filesystem.
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6.8

Managing the Volume Table of Contents (VTOC)

Recall that the Volume Table of Contents (VTOC) is created when you add a disk.

Thevtoc target driver uses the VTOC to manage the organization of the disk that includes
physical disk and slice information:

The PDINFO (Physical Disk Information) is part of the VTOC that is stored in the boot slice
of each disk. This physical information is used as a sanity check against what is found at
driver initialization time (boot).

Use theprtvtoc (1M) command to print the PDINFO. Although you can run this command
on any disk, it must always be run on slice 0.

prtvtoc  -p /dev/rdsk/cOb0t0d0sO

Exercise: Printing the PDINFO

Print the PDINFO for your primary disk. What is the number of heads an
cylinders for your disk?

The VTOC (Molume Table of Contents) also contains the slice information. Recall that a

slice can be a filesystem, swap space, or can be left to be organized by an application such as
a database. Sixteen (16) slices are created by default.

The slice information includes the:

e Starting sector and cylinder

e Length of the filesystem

e Slice type (for example, root, boot, swap, and stand)

e Permissions

Although it is somewhat difficult to read, tpetvtoc command prints the slice information
by default:

prtvtoc /dev/rdsk/cOb0t0d0sO
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Using the-f option and specifying a filename redirects the output to a file in a different
format:

prtvtoc -f /tmp/vtoc /dev/rdsk/cOb0t0d0sO

Exercise: Printing the slice information

Print the slice information on the primary disk. Which slice contains the oot
slice? What is its starting sector?
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6.9 Troubleshooting Hard Disks

Although hard disks are very reliable, they suffer from physical defects like any other
physical media. Sometimes data loss is recoverable and in rare cases the disk or disk
controller needs to be replaced. This section deals with recoverable data loss.

6.9.1 Mapping of bad blocks

Mapping of bad blocks is performed dynamically and automatically bsd@#disk driver
without user intervention. Defective blocks are reassigned to an area of the disk reserved for
that purpose.

ThesdO1ltarget driver can map both marginal (readable with some difficulty and actual
(unreadable) bad blocks.

If the bad blocks contain data, you may need to restore files or filesystems from a backup.
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6.10 Lesson Summary

UnixWare 7 systems include filesystem types that incorporate the latest in filesystem
technology while ensuring compatibility with earlier releases of the operating system.
Filesystems include a superblock, inodes, and data blocks.

Applications and programs do not directly access system hardware devices such as hard
disks, terminals, and printers. Instead, they use special device files that represent system
hardware. These files are usually storefv or in subdirectories dtley such agdev/dsk

or /dev/rdsk

UnixWare 7 has many utilities for configuring and maintaining filesystems and hard disks.

You can access these utilities usingfiesystem Manageror by issuing commands at the
command line.

Review questions

1. Which inode represents the root directory of each mounted filesystem?

2. Which command do you use to create special device files?

3. Which filesystem type supports intent logging?

4. Which file contains the information used when mounting a filesystem?

5. Which option to thésck(1M) command performs a full check on a filesystem?
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6. Listin order the programs invoked when you diskadd(1M) to configure a hard
disk?

7. What information about a filesystem slice is stored in the Volume Table of Contents
(VTOC)?
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6.11 Lab: Configuring a Second Hard Disk

Configure a second hard disk attached to the first controller. If the hard disk is not attached
to the first controller, your instructor will provide you with the necessary information to
install the disk.

Overview

Run thediskadd(1M) command to configure a second hard disk. Create a single partition.
Do not run a surface analysis. Create a single filesystem, name the filesgtgmand
configure it using the default block size. The filesystem will be mountédabes This
filesystem should mount when going to multiuser mode.

Your instructor will provide you with the hard disk device name.

Procedure
Step 1. Log in asoot.
Step 2. Entediskadd 1 or the name that is provided by your instructor.
Step 3. Entey to continue with theliskadd utility.

Thefdisk(1M) command is invoked bgiskadd(1M).
Step 4. Create a single partition.

e Entery. A single UNIX partition is created and marked active.
Step 5. Do not perform a surface analysis.

e Entery to skip a surface analysis.

Step 6. Entefl for the number of slices (filesystems) to be created on this disk.

Step 7. Enter thésalesdirectory name on which this filesystem will be mounted.
You must enter the absolute pathname. If the directory does not exist, it is
created.

Step 8. Enter the vxfs filesystem type or piigsg to select the default efkfs

Step 9. Presg=] to use the default block size of 1024 bytes.
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Step 10.

Step 11.

Step 12.
Step 13.
Step 14.

Step 15.

Presg=] to have the filesystem automatically mounted on reboot.

Specify the size of the filesystem in cylinders (1 megabyte of disk space is
approximately 1 cylinder). Your instructor will furnish you with the size of
the filesystem.

Entey to confirm the size of the filesystem.

Presg=| to allocate the default number of inodes.

Run thenount(1M) command to verify that the filesystem is mounted.

Copy th&etc/default/tarfile to thesalesfilesystem.
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6.12 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

diskadd(1M)
disksetup(1M)
edvtoc
fdisk(1M)
fsck(1M)
grep(1)
mkfs(M)

mknod(1)

mount(1M)

ncheck(1M)

prtvtoc (1M)

scoadmin1M)

umount(1M)

Relevant files

Configures additional hard disks
Configures hard disks at installation time
Edits the Volume Table of Contents (VTOC)
Displays, creates, or deletes partitions
Checks and repairs filesystems

Searches for a pattern

Constructs a filesystem on a special device

Creates a directory entry and a corresponding inode for a
special file

Mounts a filesystem

Generates a pathname and inode number list for all files in the

specified filesystem
Displays or prints the Volume Table of Contents (VTOC)

Invokes SCOadmin applications (in this lesson, the
Filesystem Manage}

Unmounts a filesystem

[etc/vfstab

[etc/default/vxfs

Contains filesystem defaults

Contains filesystem defaults useddgkadd(1M)

6-55



Filesystem Configuration and Disk Management

6.13 Answers to Review Questions

1. Inode 2 represents the root directory of each mounted filesystem.

2. You can create special device files with shlenod(1) command.

3. The vxfs filesystem supports intent logging.

4. Theletc/vfstalfile contains the information used when mounting a filesystem.

5. The -o full option to thésck(1M) command performs a full check on a filesystem.

6. The order in which programs are invoked when youdiskadd(1M) to configure a
hard disk ardédisk(1M) anddisksetup(1M).

7. The information about a filesystem slice stored in the Volume Table of Contents
(VTOC) includes the starting sector and cylinder, length of the filesystem, slice type,
and permissions.
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® |dentify the components of the ODM

@ Describe the licensing requirements for the ODM features

® Define the terminology and basic concepts of how the ODM works
® Initialize the ODM

® Create a concatenated ODM volume
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Lesson 7

Online Data Manager

Introduction

The UnixWare 7 Online Data Manager (ODM) is an enterprise-class storage management
solution for high availability and online volume management. It provides software RAID
Levels 0, 1, 5, 10 (striping, mirroring, striping with distributed parity and striped mirroring)
as well as disk-spanning capabilities. The following products are included in the ODM:

o VERITAS Filesystem (VXFS)

e \olume Manager (VXVM)

Visual Administrator (VxVA)

Objectives

This lesson provides an in-depth discussion of the UnixWare 7 Online Data Manager
(ODM). By the end of this lesson, you will be able to:

Identify the components of the ODM

Describe the licensing requirements for the ODM features

Define the terminology and basic concepts of how the ODM works
Initialize the ODM

Create a concatenated ODM volume
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7.1 UnixWare 7 Online Data Manager (ODM)

The next sections describe the features available in the ODM. The following products are
detailed:

o VERITAS Filesystem (VXFS)
e \olume Manager (VXVM)

e Visual Administrator (VxVA)

7.1.1 VERITAS Filesystem (VXFS)

All editions of the UnixWare 7 operating system include the 'basic” version of the VxFS
with the following functionality:

e Extent-based allocation

e Extent attributes

e Fast filesystem recovery

e Enhanced security

e Support for BSD-style quotas

The Enterprise and Data Center UnixWare 7 editions include the full SCO Online Data
Manager product which adds the following advanced VXFS features:

e Online administration for defragmentation and resizing of filesystems
e Snapshot mounts for online backup

e Enhanced application interface

e Enhanced mount options

e Improved synchronous write performance

e Enhanced I/O performance

e DMAPI (Data Management API)
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Support for the advanced VxFS features on UnixWare 7 editions other than the Enterprise
and Data Center, can be purchased with an add-on license for the SCO Online Data
Manager.

7.1.2 Volume Manager (VxVM)

To understand the features of the VxVM, it is necessary to define VxVM terminology and
the principles of how it works.

7.1.2.1 How the VxVM Works

The VxVM builds virtual devices, called “volumes” on top of physical disks. Volumes are
accessed by a UNIX filesystem, a database, or other applications in the same way physical
disk partitions would be accessed.

Volumes are composed of other virtual objects that can be manipulated to change the
volume’s configuration. Volumes and their virtual components are referred to as “VxVM
objects”.

VxVM objects can be manipulated in a variety of ways to:

e optimize performance

e provide redundancy of data

e perform backups or other administrative tasks on one or more physical disks

To understand the VxVM, you must understand the relationships between physical objects
and VxVM objects.

7.1.2.2 Physical Objects

To perform disk management tasks using the VxVM, you must understand two physical
objects:

e Physical disks

e Partitions
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AV 7-2
/| Physical Disk Charateristics |\
\E/
c0b0t0d0
~ Physical disk with one partition
C o O
Partition cObOt0d0s0
N ——
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7.1.2.3 Physical Disks

A physical disk is the underlying storage device (media). A physical disk can be accessed
using a device name such as c#b#t#d#, where c# is the controller, b# is the bus, t# is the
target ID, and d# is the disk number. The disk in AV 7-2 is disk number O with a target ID of
0, and it is connected to controller number O in the system.

7.1.2.4 Partitions

A physical disk can be divided into one or more partitions. The partition number, or s#, is
given at the end of the device name. Note that a partition can take up an entire physical disk,
such as the partition shown.

The relationship between physical objects and VxVM objects is established when you place
a partition from a physical disk under VxVM control.

7.1.2.5 VxVM Objects

There are several VxVM objects that allow you to perform disk management tasks:

e VM disks

e Disk groups

e Subdisks

® Plexes

e \olumes

The VxVM objects are described in the sections that follow. Before you can use the VxVM

to perform disk management tasks, you must understand the definitions of these objects and
there relationships to each other and physical disk devices.
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AV 7-3.

/| Virtual Disks and Subdisks |\
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VM Disk with One Subdisk

Subdisk
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7.1.2.6 VM Disks

A VM disk is a contiguous area of disk space from which the VxVM allocates storage.
When you place a partition from a physical disk under VxVM control, a VM disk is
assigned to the partition.

VM Disk properties include:

e Each VM disk corresponds to at least one partition.

e A VM disk is typically composed of a public region (from which storage is allocated)
and a private region (where configuration information is stored).

e A VM disk is accessed using a unique disk media name, which you can supply (or else
the VXVM assigns one that typically takes the form disk##). The AV7-3 shows a VM
disk with a disk media name of diskO1 that is assigned to the partition cOb0t0d0sO0.

With the VxVM, applications access volumes (created on VM disks) rather than partitions.

7.1.2.7 Disk Groups

A disk group is a collection of VM disks that share a common configuration.

A configuration consists of a set of records containing detailed information about existing
VxVM objects, their attributes, and their relationships.

The default disk group otdg (the root disk group). Additional disk groups can be
created, as necessary. Volumes are created within a disk group; a given volume must be
configured from disks belonging to the same disk group.

Disk groups allow the administrator to group disks into logical collections for administrative

convenience. A disk group and its components can be moved as a unit from one host
machine to another.

7.1.2.8 Subdisks

A subdisk is a set of contiguous disk blocks. Subdisks are the basic units in which the
VxVM allocates disk space. A VM disk can be divided into one or more subdisks. AV 7-3
shows an example of a subdisk
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AV 7-4
/| Example of Three Subdisks Assigned to One Partition |\
VM Disk
Physical disk
N .
@ ( D ) Subdisks
disk01-01 | j—"0isk01-01
Partition| | c0b0t0d0s0 <—— | | disk01-02 | |g¢——
disk01-03
c0b0t0d0 € ——(gisk01-03
TS
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Any VM disk space that is not part of a subdisk is considered to be free space, which can be
used to create new subdisks.

Each subdisk represents a specific portion of a VM disk, which is mapped to a specific
region of a physical disk.

Since the default name for a VM disk is disk## (such as disk01), the default name for a
subdisk is disk##-##. So, for example, disk01-01 would be the name of the first subdisk on
the VM disk named diskO1.

A VM disk may contain multiple subdisks, but subdisks cannot overlap or share the same
portions of a VM disk. AV 7-4 shows a VM disk, with three subdisks, that is assigned to one
partition.

7.1.2.9 Plexes

The VxVM uses subdisks to build virtual entities called “plexes” (also referred to as
“mirrors”). A plex consists of one or more subdisks located on one or more disks. There are
three ways that data can be organized on the subdisks that constitute a plex:

e Concatenation

e Striping (RAID-0)

e RAID-5

Concatenation is discussed in this course.

For details on striping and RAID-5, refergoohelp = Filesystems= VERITAS Online

Data Manager= Veritas Volume Managers (TM) User's Guide= Description of the
Volume Manager = Mirroring (RAID-1)
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AV 7-5
/| Example of Cancatenation |\
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7.1.2.10 Concatenation

Concatenation maps data in a linear manner onto one or more subdisks in a plex. If you were
to access all the data in a concatenated plex sequentially, you would first access the data in
the first subdisk from beginning to end, then access the data in the second subdisk from
beginning to end, and so forth until the end of the last subdisk.

The subdisks in a concatenated plex do not necessarily have to be physically contiguous and
can belong to more than one VM disk. Concatenation using subdisks that reside on more
than one VM disk is also called “spanning”.

Concatenation with multiple subdisks is useful when there is insufficient contiguous space
for the plex on any one disk. Such concatenation can also be useful for load balancing
between disks, and for head-movement optimization on a particular disk. AV 7- 5 shows an
example of concatenation. The diagram shows data that is spread over two subdisks in a
spanned plex.

Since the first six blocks of data (B1 through B6) consumed most or all of the room on the
partition that VM disk disk01 is assigned to, subdisk disk01-01 is alone on VM disk disk01.
However, the last two blocks of data, B7 and B8, take up only a portion of the room on the
partition that VM disk disk02 is assigned to. That means that the remaining free space on
VM disk disk02 can be put to other uses. In this example, subdisks disk02-02 and disk02-03
are currently available for some other disk management tasks.

CAUTION! Spanning a plex across multiple disks increases the chance that a disk failure
will result in failure of its volume. Use mirroring or RAID-5 (both described later) to
substantially reduce the chance that a single disk failure will result in volume failure.
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AV 7-7
fl Volume Examples |\
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7.1.2.11 Volumes

A “volume” is a virtual disk device that appears to applications, databases, and filesystems
like a physical disk partition, but does not have the physical limitations of a physical disk
partition.

A volume consists of one or more plexes, each holding a copy of the data in the volume.
Due to its virtual nature, a volume is not restricted to a particular disk or a specific area on a
disk. The configuration of a volume can be changed, using the VxVM interfaces, without
causing disruption to applications or filesystems that are using the volume.

For example, a volume can be mirrored on separate disks or moved to use different disk
storage. A volume can consist of up to 32 plexes, each of which contains one or more
subdisks. In order for a volume to be usable, it must have at least one associated plex with at
least one associated subdisk. Note that all subdisks within a volume must belong to the same
disk group.

The VxVM uses the default naming conventions of vol## for volumes and vol##-## for
plexes in a volume. Administrators are encouraged to select more meaningful names for
their volumes. A volume with one plex contains a single copy of the data.

AV 7-7 shows an example of a volume with one plex. Note that volume volO1 in the
diagram has the following characteristics:

e Contains one plex named vol01-01
e Plex contains one subdisk named disk01-01
e Subdisk disk01-01 is allocated from VM disk diskO1

The diagram also shows how a volume would look if it were set up with a simple,
concatenated configuration.

Refer toscohelp = Filesystems= VERITAS Online Data Manager = Veritas (TM)
User's Guide= Description of the Volume Managerfor information regarding the setup
of volumes with striping and mirroring.
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AV 7-8
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7.1.2.12 Relationships between VxVM objects

VxVM objects are of little use until they are combined to build volumes. VxXVM objects
generally have the following relationship:

e VM disks are placed under VxVM control and grouped into disk groups. Subdisks (each
representing a specific portion of a disk) are combined to form plexes.

e A volume is composed of one or more plexes.
AV 7-8 illustrates the relationships between (virtual) VXVM objects, as well as how they
relate to physical disks. This illustration shows a disk group containing two VM disks

(disk01 and disk02). diskO1 has a volume with one plex and two subdisks and disk02 has a
volume with one plex and a single subdisk.

7.1.2.13 VxVM feature licensing

The "basic" version of the VXVM includes the following functionality:

Concatenation Data is mapped linearly onto one or more subdisks in a plex
Spanning Concatenation using subdisks that reside on more than one
VM disk

The UnixWare 7 Enterprise and Data Center editions include the SCO Online Data Manager
which licenses the following advanced VxVM features:

e Striping
e RAID-5
e Mirroring

For support of the VXVM advanced features on UnixWare 7 editions other than the
Enterprise and Data Center, you must purchase an SCO Online Data Manage add-on license.

7.1.3 Visual Administrator (VxVA)

The VxVA is graphical user interface for the VxVM. Although all VXVM functionality is
presented in all editions of UnixWare 7, without the additional licensing of the SCO Online
Data Manager, the interface prevents you from executing tasks that apply to product features
you have not licensed.
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7.1.4 Initializing the VxVM

Before starting the VxVM, you must usginstall to initialize the VxXVM. In addition, the
VxVM configuration daemonviconfigd) must be running and enabled.

If you attempt to run the VxVA froracoadmin(1M) after initial system installation without
initializing the VxVM, you will get the system message noted below.

Cannot connect to vxconfigd maybe vxconfigd isn’'t running.

Click on the window to exit.

The next sections describe the process for initializing the VXVM including:
e Pre-initialization instructions

e Usingvxinstall

e Checking VXVM processes

7.1.4.1 Pre-initialization instructions

Consider these items in preparation for VxVM initialization:

Path Most of the commands used in the initialization are in the
/sbin, /usr/sbin, /usr/bin/X1br /opt/ivxvm-va/birdirectory.
You should add these directories to y®#TH environment
variable. For example, using the Bourne or Korn Shell,
modify your.profile with:

PATH=/sbin:/usr/sbin:$PATH:/usr/bin/X11:/opt/vxva/bin export PATH

Disk Space Any disk to be managed by VxVM should have two free
partitions and a small amount of free space (1024 sectors).
The free space should be at the beginning or end of the disk
and should not belong to a partition. This space is used for
storing disk group configurations and a disk label that ensures
that the VxXVM can identify the disk, even if it is moved to a
different address or controller. It is also used to keep track of
disk configuration and to ensure correct recovery. The VxXVM
allocates approximately 1024 sectors (512K) from each disk
for the disk group configurations and the disk label. This
space is sufficient to handle normal disk group configurations
for up to approximately 20 disks.
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Disk Contents

Disk Control

Root Disk Control

Encapsulation

Initialization

Install Type

The boot (root) disk is a special case; if no other space is
available, the VxXVM will attempt to allocate space usually
reserved for swap by shrinking the swap slice. This process is
known as swap relocation and, if necessary, will happen
automatically during root disk encapsulation.

Although it is possible to put disks with no free space under
VXVM control, this should only be used as a migration
strategy because many VxVM capabilities based on disk
identity are available only for disks with the required free
space.

Before initializing the VxVM, make sure you are aware of the
contents of each disk.

Do you want to place all or just some of the disks on the
system and/or controller under VxVM control?

Do you want to place the system's root disk under VxVM
control? (This is necessary in the case of a one-disk system.)

Encapsulation is a way of placing a disk under Volume
Manager control that preserves any existing data on the disk.
When you place disks under VxVM control, do you want to
preserve data in any or all existing filesystems and partitions
through encapsulation? With encapsulation, existing
partitions are converted to volumes and existing filesystems
are mounted on volumes.With encapsulation/eéb@vistab
and/etc/swaptalliles are updated to ensure that filesystems
previously mounted on disk partitions will be mounted on
volumes instead. If you plan to encapsulate any disks, make
sure that those disks have the required minimum free space
(1024 sectors).

This destroys all data and partitions on each disk and makes
the disk available as free space for allocating new volumes, or
mirrors of existing volumes. If you are runnimginstall on

new disks that have never been placed under VxVM control
before, choose this option so that the disks will be
repartitioned according to the Volume Manager's
specifications.

During the initialization you will need to decide whether to do
a Custom Installation or a Quick Installation.
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e Custom Installation—encapsulate, unitized, or leave disks
alone

e Quick Installation—encapsulate or initialize all disks on a
controller together

7.1.4.2 Using vxinstall to initialize the VXVM

The following describes how to initialize the VXVM using thenstall program. The
vxinstall program places all specified disks under VxVM control. These disks are
automatically placed in the default disk grougmtdg.

At least one disk must remainiootdg at all times while VXVM is running.

Disks that are not initially placed under VxVM control\bynstall can be added later using

a VxVM interface (such asxdiskadm). However, you must add at least one disk to VXVM

control withvxinstall before you can add disks using other utilities or interfaces.

Initialize the VxVM as follows:

Step 1. Log in asoot.

Step 2. Setup any disk or controller exclude files that you require. To exclude one or
more disks from VxVM control, add the names of those disks to the
letclvx/disks.exclud@e. vxinstall ignores any disks listed in this file and
leaves them untouched. The following is an example of the contents of a
disks.excluddile (which you must create this file manually):
c0b0t0d0
c0b0t1d0

Similarly, you can exclude all disks on an entire controller by adding the
name of that controller to thetc/vx/cntrisexcludefile.

The following is an example of the contents of ¢th&rls.excluddile:
cO
cl

Step 3. Enter the following to startinstall:

vxinstall
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Thevxinstall program then examines all controllers it finds attached to the
system and then lists them:

Generating list of attached controllers....
Volume Manager Installation
Menu: Volume Manager/Install

The VxXVM names disks on your system using the controller and disk number
of the disk, substituting them into the following pattern:

c<controller>b<bus>t<target>d<disk>

Examples:

cOb0t0d0O - first controller, bus 0, first target, first disk
c1b0t0d0 - second controller, bus O, first target, first disk
c1b0t1d0 - second controller, bus 0, second target, first disk

The Volume Manager has detected the following
controllers on your system:

cO:
cl:
c2:
Step 4. Presg] to continue.

Next, vxinstall displays a brief introduction to the initialization process:
Volume Manager Installation

Menu: VolumeManager/Install

You will now be prompted to use Quick Installation or Custom Installation.

Custom Installation allows you to select how the VxVM will handle the
installation of each disk attached to your system.
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Quick Installation examines each disk attached to your system and attempts
to create volumes to cover all disk partitions that might be used for
filesystems or for other similar purposes. If you do not want to use some
disks with the VXVM, or if you want to reinitialize some disks, use the
Custom Installation option. Otherwise, we suggest that you use the Quick
Installation option.

Step 5. Presg] to continue.
vxinstall then displays a menu with the following options:
1 Quick Installation
2 Custom Installation
? Display help about menu
?? Display help about menuing system
g Exit from menus
Step 6. Select to perform a quick installation:

Quick Installation will bring every disk attached to your system under

VXVM control unless you have chosen to exclude some disks (using the
disks.excluder cntrls.excluddile, described in step 2). The Quick
Installation option is the easiest to use. For each controller, Quick Installation
gives you the option of either initializing or encapsulating all disks. If you
want to encapsulate some disks on a given controller and initialize others,
use Custom Installation.

Quick installation allows you to initialize disks on a controller, even if valid
partitions are found on those disks. However, you should avoid selecting the
initialize option for any disks containing valid data.

With encapsulation, thietc/vfstaband/etc/swaptalfiles are updated to
ensure that filesystems previously mounted on disk partitions will be
mounted on volumes instead.

vxinstall asks you a series of questions for each controller and disk it finds
connected to your system. When a default response is displayed in
parentheses, pregs+ to accept that default. At any of tiaeinstall

prompts, you can selegtto completely abandon the initialization and start
over.
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Step 7.

Step 8.

Step 9.

All disks are encapsulated or initialized (according to your instructions) at
the end of thexinstall procedure. If you quixinstall before it enters its

final phase of actually initializing or encapsulating the disks, all disks will be
left as they were befonexinstall started.

At the following prompt, indicate whether to encapsulate your boot disk (this
example assumes your boot disk is narc@adt0d0 ).

The cOb0t0dO disk is your Boot Disk. You cannot add it as a new disk. If you
encapsulate it, you will make your root filesystem and other system areas on
the Boot Disk into volumes. This is required if you want to mirror your root
filesystem or system swap area.

Encapsulate Boot Disk [y,n,q,?] (default: n)
Entern, to leave your root and other filesystems will be left unaltered.

vxinstall now goes through each controller and asks you how to handle the
disks contained on that controllgkinstall begins this process for each
controller by identifying the controller and generating a list of its disks:

Generating list of attached disks on c1....

The Volume Manager has detected the following disks
on controller c1:

¢1b0t0d0 c1b0t1dO c1b0t2d0 c1b0t3d0 c1b0t4d0

Presg==] continue.

If any disks are listed in thetc/vx/disks.excludie, they are listed here
separately as excluded disks.

At the following prompt, indicate whether you want to initialize all the disks
on the controller:

Volume Manager Quick Installation For Controller c1 Menu:
VolumeManager/Install/QuicklInstall/c1
Initialize all disks on this controller?

(destroys data on these disks) [y,n,q,?] (default: n)

e If you entem, vxinstall assumes that you want to encapsulate all disks
on the controller instead and displays the following:
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Volume Manager will now try to encapsulate all the disks on
this controller. Disks not having valid partitions will be
initialized.

Presg== to continue.

e If you entelry, vxinstall prompts you for confirmation and warns you that
this will destroy any existing data on the disks.

Are you sure (destroys data on these disks)
[y,n,q,?] (default: n)
NOTE: Be careful when using this option as it can result in data loss.

Step 10. Entey to continue with the disk initialization. The following message
appears:

Volume Manager will now initialize all the disks on
this controller including disks having valid
partitions.

Presg==] continue.

Step 11. At the following prompt, indicate whether you want default disk names to be
assigned to all of the disks on the controller.

Use default disk names for these disks? [y,n,q,?]
(default: y)

Entery , vxinstall automatically assigns and lists default disk names for each
disk:

The ¢1b0t0dO disk will be given disk name disk01
The c1b0t1d0 disk will be given disk name disk02
The ¢1b0t2d0 disk will be given disk name disk03
The c1b0t3d0 disk will be given disk name disk04

(If you entern , vxinstall prompts you for a disk name for each disk on the
controller individually)
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Step 12.

Step 13.

Presg==] to continue.

If encapsulation was selected, this list also includes the following message
for each disk that can be encapsulated

The c1b0t0dO disk has been configured for
encapsulation.

or the following message is displayed empty disks that will be initialized
instead of encapsulated:

The ¢3b0t2d0 disk appears to be empty.
Adding as a new disk.
Presg==] to continue.

When all of the disks on the current controller have been namedgpress
to continue and repeat the naming process for the remaining controllers on
your system.

When you have completed ¥enstall procedure for all controllers on your
systemyxinstall displays a summary of the disks you have designated for
initialization (New Disk ) or encapsulatiorEncapsulate ) on each
controller:

The following is a summary of your choices.
cOb0t5d0 New Disk
c1b0t0dO New Disk
c1b0t1dO New Disk
c1b0t2d0 New Disk
c2b0t2d3 New Disk
c3b0t0d0 Encapsulate
c3b0t1d0 Encapsulate
c3b0t2d0 New Disk

Is this correct [y,n,q,?] (default: y)
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This is your last chance to review and alter your choices about how to handle
any of the disks to be placed under VxVM control.

Step 14. Encapsulate or remove disks from VxVM control.
e Entery, vxinstall will encapsulate all disks listed wiEncapsulate
and initialize (destroying any existing data) all disks listed Wit
Disk .

e |If you entern , vxinstall prompts you for the name of a disk to be
removed from the list and excluded from VxVM control:

Step 15. After runningxinstall, shut down and reboot your machine

Exercise: Initializing the VXVM

Follow the steps under Section 7.1.4, “Initializing the VXVM,” on page 7-1B to
place a second disk under VxVM control.

Perform a quick installation and encapsulate any existing data on the di1k.

7.1.5 Checking VxVM processes

After the VxVM has been successfully installed and you have rebooted your system, you
can use thes(1) command to confirm that key VxVM processesonfigd(1M),

vxnotify (1M), andvxsparechecK1M) are running:

ps -ef | grep vx

These processes must be running before you can successfully use the VxVA.

Exercise: Checking the VxVM processes

Use theps(1) command to verify that the VXVM process are running.
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7.1.6 Starting up VxVA

You can invoke the VxVA Visual Administrator either by us®@Oadmin= VERITAS
Volume Manageror from a "terminal” window. From a terminal window, enter:

/sbin/tfadmin vxva&
There is also a command-line interface to the VxXVM. For information about using the
command-line options seeohelp= Filesystems= VERITAS Online Data Manager =

VERITAS Volume Manager(TM) Users’ Guide = Part 3: Using the Command Line
Interface.

7.1.7 Performing VxVA basic operations

The VxVA basic operations are provided to perform administrative operations relatively
quickly and easily. The basic operations use free space management techniques to
automatically locate available space for the desired operation, unless you specify some
suitable disk space.

The Basic-Ops menu provides cascading menus for the following operations:

File System Operations  Perform operations involving general filesystem maintenance.
Filesystems can be created, mounted and unmounted, resized,
and backed up.

Volume Operations Perform operations involving general volume maintenance.
Volumes can be created from VxVM disks, removed,
mirrored, resized, and backed up.

Disk Operations Perform operations involving general disk maintenance.
Disks can be initialized, removed, or replaced.

Filesystem operations and basic disk operations are not simulated by the Visual

Administrator in demo mode, so are only accessible in real mode. The advanced disk
operations are, however, accessible in demo mode.

7.1.8 Creating a concatenated volume

Volumes must be created to take advantage of the VxXVM concept of virtual disks. Once a
volume exists, a filesystem can be placed on the volume to organize the disk space with files
and directories. Alternatively, applications such as databases might be used to organize data
on volumes.
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The creation of a volume involves the creation of plex and subdisk components. With the
basic approach to volume creation, the underlying plexes and subdisks are handled
automatically. You simply indicate the desired volume characteristics.

You can create various types of volumes using either the basic or the advanced approach:

Basic

Advanced

The basic approach takes information about what the user wants to
accomplish and then performs the necessary underlying tasks. This approach
requires only minimal input from the user, but does permit more detailed
specifications. Basic operations are accessed usirBgitie-Opsmenu.

The advanced approach consists of a number of fairly complicated
commands that typically require the user to specify detailed input. These
commands use a "building block™ approach that requires the user to have a
detailed knowledge of the underlying structure and components in order to
manually perform the sequences of commands necessary to accomplish a
certain task. Advanced operations are accessed viatranced-Opsmenu
in the VxVA.

Volumes can be created with various layout types:

Simple

Striped

RAID-5

A concatenated volume whose subdisks are arranged both
sequentially and contiguously within a plex. Concatenation
allows a volume to be created from multiple regions of one or
more disks if there is not enough space for an entire volume
on a single region of a disk.

A volume with data spread fairly evenly across multiple
disks. Stripe units are equal sized fragments that are allocated
alternately and evenly to the subdisks of a single plex. There
should be at least two subdisks in a striped plex, each of
which should exist on a different disk. Throughput increases
with the number of disks across which a plex is striped.
Striping helps to balance I/O load in cases where high traffic
areas exist on certain subdisks.

A volume that uses striping to spread data fairly evenly across
multiple disks in an array, and allows independent access. It
also stripes parity across all the disks in the array, rather than
being concentrated on a single parity disk. Each stripe
contains parity stripe units and data stripe units. In
comparison to the performance of striped volumes,
throughput of RAID-5 volumes decreases since parity
information needs to be updated each time data is written.
However, in comparison to mirroring, the use of parity
reduces the amount of space required.
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Mirrored A volume with multiple plexes that duplicate the information
contained in a volume. Although a volume can have a single
plex, at least two are required for true mirroring (redundancy
of data) to be in effect. Each of these plexes should contain
disk space from different disks, in order for the redundancy to
be useful.

Striped and Mirrored A volume with a striped plex and another plex that mirrors the
striped one. This requires at least two disks for striping and
one or more other disks for mirroring (depending on whether
the plex is simple or striped). A striped and mirrored volume
is advantageous because it both spreads data across multiple
disks and provides redundancy of data.

7.1.8.1 Creating a cancatenated volume with the basic approach

To create a simple cancatenated volume with the basic approach:

Step 1. Rurscoadmin(1M).
Step 2. Seled?ERITAS Volume Manager.
Step 3. Select théiew window corresponding to the disk group in which you want

to perform this operation (View obotdg, by default)
Step 4. SeledBasic-Ops= Volume Operations= Simple.
Step 5. Fill out the information required in tBemple Volume/FS Create Form.
The following information is found in th&imple Volume/FS Create Form

Volume name Either use the default or enter a different name for the volume
to be created. The name must be unique within this disk
group. The maximum length of this field is 31 characters.

Volume size Enter the desired volume size. The size should be entered as a
number followed immediately by the letterm s, org to
indicate kilobytes, megabytes, sectors, or gigabytes,
respectively. If no unit is specified, the default is sectors. The
volume size should be less than or equal to the available free
space of the disks.
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Usage Type Select the desired usage tyfsgen is the filesystem
generic usage type that assumes the volume is being used by a
filesystem. gen is the generic usage type that makes no
assumptions regarding the data content of the volume. The
default isfsgen .

Create log subdisk | ndicate whether a log subdisk is to be created. The default is
No.
Create file system | ndicate whether a filesystem is to be created. When this form

is invoked from th&/olume Operationsmenu, the default is
not to create a filesysteril). All fields below this field are
only accessible wheYies is specified here.

FS type Select the desired filesystem type.

Impose inode limit Specify whether to force the filesystem to have a limit of
65,536 inodes (files). This feature is necessary when making
filesystems that are compatible with applications for some
UNIX systems (such as System V releases prior to System V
Release 4). Specifyingo in this field instructs the filesystem
to create as many inodes as appropriate for the filesystem's
size. The default i¥es.

Mount file system: Specify whether or not you want the filesystem to be mounted
after creation. If the answer Yes (the default), you must
specify a mount point in the mount point field. All fields
below this field are only accessible whées is specified
here.

Mount point: Enter the desired mount point for the new filesystem. If the
specified mount point does not already exist, the Visual
Administrator will automatically create it. This field is
required if the filesystem is to be mounted.

vxfs mount option: If vxfs is selected as the filesystem type, various parameters
that affect filesystem performance can be specified when
mounting a filesystem. Select one of the filesystem
configurations provided, each of which represents a certain
type of environment. Mount options suitable for the chosen
environment will be run. This field is ignoredvitfs  is not
selected as the filesystem type.

Mount automatically: Indicate whether this filesystem should be mounted every
time the system comes up (by placing an entreticyvfstal.
The default isyes.

7-30 UnixWare® 7 System Administration II: Installation, Configuration, and Maintenance



UnixWare 7 Online Data Manager (ODM)

Step 6. Click orApply.

Exercise: Create a simple concatenated volume

Follow the steps in Section 7.1.8.1, “Creating a cancatenated volume wigh the
basic approach,” on page 7-29 to create a simple concatenated volume.
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7.2 Lesson Summary

Basic Online Data Manager features are included with all UnixWare 7 editions. The
Enterprise and Data Center editions also include a license for ODM advanced features. A
separate license is required to enable advanced features of the ODM on other UnixWare 7
editions.

To understand the features and utilize the capabilities of the ODM, you must learn the basic
terminology and operation principles of the ODM.

To use the VxVM, you must rwkinstall on your system. After runningkinstall, you can

use the VxXVM basic and advanced options to create volumes that leverage the features of
the system including:

e Simple concatenated

e Striped

e RAID-5

e Mirrored

e Striped and Mirrored

Review questions

1. Which two UnixWare 7 editions include a license for the advanced features of the SCO
Online Data Manager?

2. List and describe the two “basic” features of the VxVM available in all editions of
UnixWare 7.

3. Which commands must you verify are running before you can sucessfully run the
VxVA?
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7.3 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

scoadmin1M)

tfadmin vxva

vxinstall

Relevant files

Invokes SCOadmin applications (in this lesson, the
VERITAS Volume Manager)

Command line toun the Visual Administrator in real mode

Intializes and/or encapsulates disks for use by VxVM

letc/swaptab
[etc/vfstab
letc/vx/disks.exclude

letc/vx/cntrlsexclude

Lists all the swap devices to be configured in the system
Table of filesystem defaults
File you can create to exclude disks dunmstall

File you can create to exclude disk on designated controllers
duringvxinstall
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7.4 Answers to Review Questions

1. The Enterprise and Data Center UnixWare 7 editions include a license for the basic and
advanced features of the SCO Online Data Manager product.

2. The "basic" version of the VXVM includes the following functionality:

Concatenation Data is mapped linearly onto one or more subdisks in a plex
Spanning Concatenation using subdisks that reside on more than one
VM disk

3. The VxVM processegxconfigd(1M), vxnotify (1M), andvxsparecheck1M) must be
running before you can run the VxVA.

7-34 UnixWare® 7 System Administration II: Installation, Configuration, and Maintenance



8

Installing and
Managing Serial
Ports




Installing and Managing Serial Ports

AV 8-1

T

Installing and Managing Serial Ports

® |dentify standard serial ports

® |nstall a serial card

® Use multiscreens

® Describe the Service Access Facility (SAF)
® Configure serial ports

@ Install serial terminals

® Manage logins

® Troubleshoot terminals

a2v0801 © The Santa Cruz Operation, Inc.

8-2 UnixWare® 7 System Administration II: Installation, Configuration, and Maintenance



Introduction

Lesson 8

Installin g and Managing Serial Ports

Introduction

Before other users can access your system, you must install the hardware and configure the
software for serial ports and terminals.

To successfully administer and troubleshoot these ports and terminals, you also need to
understand the login process and be familiar with the associated configuration files and
utilities.

This lesson includes some background information on serial ports. For example, the first
two sections discuss standard serial ports and describe how the terminal hardware
communicates with the operating system. It also provides the information you need to
manage and maintain your serial ports after installation and configuration.

Objectives

This lesson describes how to install, configure, manage, and troubleshoot serial ports and
terminals. By the end of this lesson, you will be able to:

e |dentify standard serial ports

e Install a serial card

e Use multiscreens

e Describe the Service Access Facility (SAF)
e Configure serial ports

e |Install serial terminals

e Manage logins

e Troubleshoot terminals
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AV 8-2

I

Standard Serial Port Naming Conventions

UnixWare 7 UnixWare2 OpenServer
Release 5

COM1  /dev/term/00 /dev/term/00 /devitty1a
COM2 /dev/term/01 /dev/term/01 /devitty2a
COM3 /dev/term/02 /dev/term/02 /dev/ity3a
COM4  /dev/term/03 /dev/term/03 /devittyda

a2v0802 © The Santa Cruz Operation, Inc.
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8.1 ldentifying Standard Serial Ports

By default, UnixWare 7 systems include support for four standard serial ports. A serial port
is used to connect serial devices such as terminals, modems, printers, and mice to your
computer.

Standard serial ports with their device names include:

COM1 /dev/term/00
COM2 /dev/term/01
COM3 /dev/term/02
COM4 /dev/term/03

Note that most computers come equipped with only two (2) standard serial ports, COM1
and COM2.

The following information includes several factors that you need to consider before
configuring serial ports.
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AV 8-3

fl DTE and DCE I\

DTE Data Terminal Equipment (male)

Tx(2) Rx(3) Grnd (7) TxQRx/(;’») Grnd (5)
pe2s | of2seccseeso] R

DCE Data Communication Equipment (female)

Grnd (7) Rx(3) Tx(2) Gr%‘i) Rr(sw(z)
N R ey
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8.1.1 Serial port configuration

There are two types of serial ports configurations:

Data Terminal Equipment (DTE) This type of serial port is usually found on the
back of most computers, dumb terminals, and
some printers.

Data Communications Equipment (DCE)  This type of serial port is found on the back of
modems and some printers.

8.1.2 Flow control

Flow control (or handshaking) is a method used by a device that is sending data to another
device faster than the other device can process the data. Flow control allows the sending
device to pause while the receiving device catches up and prevents data loss.

Serial devices use two types of flow control:

e Hardware flow control (such as RTS/CTS) consists of control signal lines between the
serial device and the computer. These signal lines are used to control the flow of data
between the devices.

e Software flow control (such as XON/XOFF) use special control characters embedded in
the data stream to control the flow of data between devices.

8.1.3 Asynchronous data communications

The serial port uses asynchronous communications. There is no predefined interval between
sending characters. Therefore, the receiving device needs to be told when to expect the data.
This is achieved bframingthe data bits with start and stop bits. Start and stop bits indicate
the beginning and ending of a character.
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AV 8-4
fl Serial Port Speeds and UARTs I\
300
1200
2400
4800
9600 Highest speed for 8250
19200 Highest speed for 16450
when used with fast modems
38400
57600
115200 Highest speed for 16550
9600 Highest speed for 8250
19200 Highest speed for 16450
when used with fast modems
38400
57600
115200 Highest speed for 16550
\ T CI T
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The actual data bits usually number 7 or 8 in total. In additipayigy bit is also added
before the stop bit to provide error detection. There are three types of parity settings:

e No parity— No error detection is enabled
e Even parity

e Odd parity

8.1.4 UARTS

A serial port is controlled by a Universal Asynchronous Receiver and Transmitter (UART)
chip. The UART:

e Converts parallel data into a serial data stream that can be transmitted over a serial line

e Converts received serial data to parallel data for further processing by the CPU

o Generates a hardware interrupt when a character is received and when the UART is
ready for another character. Tingger levelrefers to the number of characters required

in the UART's receive buffer before an interrupt is generated.

The serial drivers in UnixWare 7 support the 8250, 16450, 16550, 16650, and 16750 UART
chips.

Earlier systems may have 8250 or 16450 UARTs. These UARTs do not support high speed

modems. If your system is installed with one of these UARTS, you may want to consider
upgrading your serial port.

8.1.5 Serial device naming conventions

Each serial port is identified by four character device files. Different kinds of serial devices
are associated with different device files. Previous releases of SCO UnixWare and SCO
OpenServer device names are also supported.

Serial device files are stored in thev/termdirectory and include:
/dev/term/0?s Software flow control (XON/XOFF) is enabled. Use this port
when DCD is to be high and data integrity is not crucial, for

example, with a mouse.

/dev/term/0?h Hardware flow control (RTS/CTS) is enabled. Use to
configure some serial printers.
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/dev/term/0?m No flow control. Used by thecoadmin1M) Modem
Manager to configure modems.

/dev/term/07?t No flow control initially when opened. Allows port to be
opened without DCD to be high. Use to configure dumb
terminals that use software flow control.
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T

Installing a Serial Card

SERIAL DEVICES

KERNEL DEVICE
DRIVERS

=

SERIAL CARD/
MOUSE

A\ 4

TERMINAL

Il
A

e

PRINTER
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8.2 Installing a Serial Card

Most systems are equipped with two standard serial 1/0O ports: COM1 and COM2. Some
systems also use ports COM3 and COM4.

You can connect serial devices such as a mouse, printer, or terminal to these ports.

To connect additional serial devices to your system, you must install at least one serial
adapter card that provides more 1/O ports. Serial adapter cards are also knouipast
adapters

The number of serial ports that you can add depends on the card you use. Many cards can
add between 8 and 16 ports.

8.2.1 Serial adapter cards

The two basic types of serial adapter cardslambcards angmartcards.

8.2.1.1 Dumb (standard or non-intelligent) cards

These cards:

Usually convert one serial channel into many ports

Have minimal on-board processing capabilities

Rely on server CPU for I/O processing

Are typically inexpensive

Are good options for servers with 4 to 32 concurrent users

Must be configured so that the kernel recognizes the card as COM1 or COM2 (usually,
you can only install two dumb cards on a system)

8.2.1.2 Smart (intelligent) cards:

These cards:

Have on-board processors and memory and use these resources to manage serial I/O
through the server
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e Include a Host Bus Adapter (HBA) diskette and configuration software that are installed
with vendor-specific instruction he method of installation is manufacturer-dependent.

e May or may not use interrupts, depending on the manufacturer

8.2.2 Installing the hardware

As with the installation of all adapter cards, make sure that there are no conflicts between
the settings of this card and the following settings of any other installed card:

e DMA

e |/O address

e Base RAM

e Shared memory (for some cards)

Recall that a dumb serial card MUST duplicate one of the standard serial ports.

When you have installed a card, reboot your system. Ent®ethiee Configuration
Utility (DCU) to verify that your card is recognized.

Serial device names are created automatically and placed/stetidirectory.

Be sure to record the configuration information in your system administration log book.
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8.3 Using Multiscreens

With the multiscreen feature you can access up to eight (8) different screens by default, each
corresponding to a separate device file. Each one can be accessed one at time through the

console.

You an access the multiscreen by entering:

<Fn>

whereFn is the number of one of the function keys located on the console.

Associated device names in thikevdirectory arddev/vtOlthrough/dev/vt08
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8.4 Describing the Service Access Facility (SAF)
Before you configure ports, you need to understand how UnixWare 7 monitors serial ports
and multiscreens.
As an administrator, you are responsible for making your system accessible to authorized
users. These users may be local (logged on to your system directly) or remote (logged on to
your system through a network).
Both local and remote users gain access to a system thpoughThese ports can be
physical (serial) or symbolic (network).
The Service Access Facility (SAF) provides a mechanism for uniform access to port
monitor services. Each physical port on a computer running UnixWare 7 has a monitor
associated with it.
The monitor associated with each port:
e Grants or denies access
e Keeps track of usage
e Provides information about availability to administrative programs that need to use the

port
Three port monitors are provided on UnixWare 7 systems:
inetd(1Mtcp) Listens for connections on the Internet addresses of the
services specified in its configuration file.
listen(1M) Monitors ports when network users log in or access the
system.

ttymon (1M) Monitors ports when local users log in.
This lesson covers thieymon port monitor. Refer tecohelp= Manual pagesfor
information on thdisten(1M) andinetd(1Mtcp) port monitors.
You can use theacadn{1M) command to view the port monitors running on your system,
enter:
sacadm -l
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Exercise: Viewing port monitors

Enter thesacadmcommand to view the port monitors running on your sysgem.

The PMTYPHield lists the port monitor.

The Service Access Facility (SAF) also provides a set of tools for installing, configuring,
and querying port monitors through a utility called the Service Access Controller (SAC).

8.4.1 The Service Access Controller (SAC)

The Service Access Controller (SAC) is the administrative point of control for all port
monitors. Its job is to maintain the port monitors on the system through:

Customization During initialization, the SAC customizes its own
environment by invoking the per-system configuration script
supplied with the SAF.

Startup Next, the SAC reads its administrative file to determine which
port monitors are to be started.

Polling After the SAC is running, it has two ongoing functions: (1) it
polls its port monitors periodically, and (2) initiates recovery
procedures if necessary.

The SAC is started by theit (1M) command when the system enters multiuser or the
networking state from this entry ietc/inittab

sc:234:respawn:/usr/lib/saf/sac -t 300
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AV 8-6

T

The /etc/saf/_sactab File (Partial Extraction) |\

An extraction from the /etc/saf/_sactab file:

tep:listen::3:/usr/lib/saf/listen -m inet/tcp0 tcp 2>/dev/nulli
inetd:inetd::0:/usr/sbin/inetd
contty:ttymon::0:/usr/lib/saf/ttymon

a2v0806 © The Santa Cruz Operation, Inc.
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8.4.2 The ttymon(1M) port monitor

This section describes the rolettyfimon in monitoring local access to the system using
dumb terminals and console multiscreens.

Thettymon port monitor:

e |[nitializes and monitors ports

e Sets terminal modes, baud rates, and line disciplines for each port it monitors
e \Writes a login prompt on the terminal or multiscreen and waits for user input
e Identifies and authenticates users

Thettymon port monitor is started bsag1M) from the/etc/saf/_sactalile.

After ttymon is started, it monitors serial ports and multiscreens that contain an entry in the
/etc/safdirectory.

You can use thpmadm(1M) command to view the ports being monitored. Enter:

pmadm -

Exercise: Viewing ports

Enter thepmadm command to view the ports being monitored on your
system.
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AV 8-7

(]

Serial Manager |\
—| Serial Manager on sundance | -] _J|
Host Port View Help
Configured serial ports (for 1asy)l on sundance:
Port Logins Spesd Description
0 term/00t enabled CCM 1 terminal
term/01 disabled COM 2 modem

| Select semal port to configuire. .

SCOadmin |
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8.5 Configuring Serial Ports

Thescoadmin1M) Serial Manager configures serial ports after they are installed. The
Serial Manageris also a front end to the Service Access Controller (SAC).

You can use th&erial Managerto configure serial ports for use with:
e Dumb terminals

e Mice

e Modems

e Serial printers

After verifying that your serial board is recognized in the DCU, follow these steps to
configure a serial port:

Step 1. Rurscoadmin(1M).

Step 2. Seleddardware = Serial Manager.

The Serial Managerdisplays the available serial ports. If a serial port is configured, an icon
representing the device associated with the port displays. Note that you cannot modify a

serial port that is associated with a mouse.

You can also view the serial boards that are installed in your system by seléeting>
Boards.

Step 3. SeledPort = Modify to modify a serial port.
Step 4. Select theort type from one of the following:

e software flow control (XON/XOFF) if you are adding a serial
mouse.

e hardware flow control if you are adding a serial printer that
requires hardware flow control

e terminal if you are adding a dumb terminal
e modemif you are adding a modem

Step 5. Select how you want the port configured:
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e Selectoutgoing only if the portis to be used for a dialout modem or
serial printer.

e Selectincoming only if the portis to be used with a dumb terminal
for login purposes.

e Selectincoming and outgoing if the port is to be used with a
modem that is used for dialin and dialout purposes.

Step 6. Select the speed (bps) of the port from one of the following:

e If you select a baud rate, it should not be greater than the capabilities of
the UART chip that controls the port

e |If you selectAUTQ thettymon(1M) port monitor automatically detects
and sets the port configuration

If you selectedncoming only orincoming and outgoing in Step 5, and a baud
rate in Step 6, proceed to Step 7.

If you selectedutgoing only , proceed to Step 9.

Step 7. SeledPort Settingsto set the number of data bits per character and type of
parity:

e Data bits— Choose from or 8 bits. The default is 8 bits.
e® Parity—Choose fronNone, Even, orOdd. The default isNone.

Step 8. SeleddK to accept the number of data bits and type of parity.

Step 9. SeledReceive Bufferto set the trigger level of the UART chip. Recall that
the trigger level refers to the number of characters required in the UART’s
receive buffer before an interrupt is generated.

Do one of the following to set the trigger level. Move the sliding bar to:

e Select a lower value to alleviate data overruns (characters are being lost
in incoming data)

e Select a higher value to improve performance by reducing the number of
interrupts that a UART generates

If the Serial Manageris unable to read the current trigger level of a UART, a value of eight
(8) is shown as the default.
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Step 10. SeleddK to accept the trigger level.
Step 11. SeleddK to accept the serial port configuration.
Step 12. Seledilost = Exit to exit theSerial Manager.
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T

Physical Terminal Connections

DTE Data Terminal Equipment (male)

Tx(2) Rx(3) Grnd (7) TxQRx/(;’») Grnd (5)
pe2s | of2seccseeso] R

DCE Data Communication Equipment (female)

Grnd (7) Rx(3) Tx(2) Gr%‘i) Rr(sw(z)
N R ey
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8.6 Installing Serial Terminals

Now that you know how to configure your serial port, you need to identify to the operating
system the type of terminal that you are using.

This section describes terminal configuration and cabling.

8.6.1 About serial terminal hardware

Before installing a terminal, do the following:
e Examine the hardware manual for instructions on connecting the terminal to a serial line

® Refer toscohelp= Manual pages= terminfo (4) for a complete listing of supported
terminal capabilities and characteristics

Support for terminals is provided through teeminfo database that contains the

definitions and classifications of keystrokes and control sequences that vary from terminal
to terminal.

8.6.2 Ports and cables

The two types of serial (RS-232) ports used for terminals are:

e DTE (Data Terminal Equipment)—for example, terminals

e DCE (Data Communications Equipment)—for example, COM ports
The manufacturer of the hardware determines the type of serial port.
Common types of connectors are:

e 25-pin (DB-25)

e 9-pin (DB-9)

e RJ-11 phone jack

o RJ-45

e Other vendor-specific tables
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The physical connection between a terminal and a server usually requires three signals:

e Pin 2 (Tx—transmit data)

e Pin 3 (Rx—receive data)

® Pin 7 (Gnd—ground)

All other pins are not used by the operating system. For DTE terminals, the cable must be
set up so that the Tx and Rx pins (pins 2 and 3) are reversed at one end. The transmit data

pin at the computer end of the cable must connect to the receive data at the terminal end.

Some multiport board ports and terminal connections may be configured to allow the use of
a straight through cable.

If you cannot reconfigure the port or terminal, you can addllamodendevice to the line
to reorder the signals.
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I

Example Terminal Setup Screen

F10 - TOP LEVEL

BAUD RATE=9600

RCV HNDSHAKE=XON/XOFF

AUX BAUD RATE=9600

AUX RCV HNDSHAKE=DSR

ARROWS - NEW FIELDS

DATA/STOP BITS=8/1

XMT HNDSHAKE=XON/XOFF

AUX DATA/STOP BITS=8/1

AUX XMT HNDSHAKE=NONE

SPACE - NEXT CHOICE

PARITY=NONE

XPC HNDSHAKE=OFF

AUX PARITY=NONE

F1l F2 F3 F5 Fé F7 F8 F9 F1l0
DISP GENERL KEYBRD COMM MISC TABS A/BACK F/KEYS LABELS EXIT
a2v0809 © The Santa Cruz Operation, Inc.
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8.6.3 Terminal settings

Use the terminal setup screens to select specific settings for the:
e Baud rate

e Number of data bits

e Stop bits

e Parity

e Duplex

For example, you might be required to set your classroom terminal to:
e 9600 baud

e 38 data bits

e 1 stop bit

® no parity

e full duplex

e XON/XOFF handshaking

Exercise: Connecting your terminal

Plug in your terminal and turn it on. Plug the serial cable into the terminag§ and
into the available serial port. Go to the setup screen for the terminal andjmake
sure the settings are appropriate for your classroom setup, as presented py your
classroom instructor.
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T

TTY Service Invocation

a2v081 0

ttymon

+

© The Santa Cruz Operation, Inc.
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8.7 Managing Logins

Recall thattymon(1M)

e |[nitializes and monitors ports

e Sets terminal modes, baud rates, and line disciplines for each port it monitors
e \Writes a login prompt on the terminal and waits for user input

e Identifies and authenticates users

After ttymon(1M) invokeslogin(1), and the user logs in, it starts a service.

8.7.1 Logging in

When the Service Access Controller (SAC) sttytsion, ttymon reads the
(/etc/saf/ttymon[1-9])/ _pmt3aHile that contains information about which ports to monitor
and what service (that is, process) is associated with each port.

Theshser(1M) service that enables users to login is startettyioyon. When a user logs
in, theshservprocess:

® Sets up the basic environment
e Changes directory to the user’s home directory

e Execute’s the user’s shell

8.7.2 Setting the terminal type

Terminal types are set after the shell executes and reads the user startup files. To assign a
terminal type, you can change fhERMvariable:

e In the user’sprofile for the Bourne and Korn shells, enter:
TERM=termtype;export TERM
e Inthe user’s .login for the C shell, enter:

setenv TERM termtype
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Setting the terminal type with tldERMvariable assumes that the user is going to always
log in at the same type of terminal.

Thetset(1) command can use the terminal type entered ifetbAtytypefile. If a terminal

type from/ustr/lib/terminfo[a-z]does not exist ifetc/ttytypethe terminal type is set to
UNKNOWTIdnd the user is prompted to enter the terminal type.The following is an example
of thetset command entered in the useigsofile:

eval ‘tset -m ansi:ansi -m: \?${TERM:-wy60} -r -s -Q"
This line instructs theset command to check for aansito label match first in the

letclttytypdile, and if there is not a match, prompt the user to enter a terminal type. If the
user presseg= at the prompt for a terminal type, thwg60 label is set.

8.7.3 Disabling or enabling logins

If you need to disable or enable a terminal for login, follow these steps:

Step 1. Rurscoadmin(1M).

Step 2. Seleddardware = Serial Manager.

Step 3. Select the serial port to disable or enable.
Step 4. SeledPort = Modify.

Step 5. Select one of the following:

Selectoutgoing onlyto disable the port.
Selectincoming only to enable the port.
Step 6. SeledDK.
Step 7. Seledtost = Exit to exit theSerial Manager.
You can also use thmadm(1M) command.
For example, to disable multiscreés ) for login, enter:
pmadm -d -p contty -s 8
To enable multiscreeri ), enter:

pmadm -e -p contty -s 8
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8.8 Troubleshooting Terminals

This section explains how to solve problems associated with terminals. The following are
common types of problems associated with terminals.

e Terminal is completely non-functional

Login prompt is not displayed

Keyboard does not respond
If the above are true, the problem is usually hardware-related.
e Terminal is hung

Previous session is still visible

There is no session activity or keyboard response
If the above are true, the problem can be hardware-related, software-related, or both.
e Display is scrambled

Keyboard is responsive

Session is still active

If the above are true, the problem is usually software-related.
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I

Hung or Scrambled Terminal

Hung Terminal ScrambledTerminal
1. Check physical connections. 1. Log out and log back in.
2. Type [er]q 2. Check terminal type.
3. Press or \ 3. Check terminal setup.
4. Kill process. 4. Type [c] jstty sane [omj.

5. Turn off and on.

6. Check terminal configuration.

7. . Type [cr=] jstty sane [ |
 ———
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8.8.1 Troubleshooting non-functional terminals

The following steps describe how to troubleshoot non-functional terminals:

Step 1.
Step 2.

Step 3.

Step 4.

Step 5.

Check the power and cable connections at the terminal and CPU.
Check the brightness control.

Enter the terminal’s setup mode and verify the configuration, making sure
that all settings match those in tmoadmin(1M) Serial Manager.

Verify the hardware connection by redirecting output from another terminal.
For example, enter:

yes > /dev/term/00t
Redirects thggeg1xnx) command to COML1.

Run thes(1) command and verify that tiigymon(1M) port monitor is
running.

8.8.2 Troubleshooting hung or scrambled terminals

The following are some troubleshooting guidelines for hung or scrambled terminals:

® Pressi=] or [c=] \to terminate the process or issuekiig1) command from another
login session to terminate the process

® Recycle power to the terminal to reset the terminal hardware

e Check the terminal configuration and compare toRtbe settingsin the Serial

Manager

e Check the user’s terminal type using #/(1) command. If th@ ERMvariable is
incorrect, either manually SEERMor source the user.profile file. After TERMs set
correctly, runtset(1) with no arguments to reinitialize the terminal.

® Regain a reasonable set of serial-line characteristicssttjtisane

[ce] j stty sane [
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8.9 Lesson Summary

Terminals or modems attached to serial ports allow other users to access your system. By
default, UnixWare 7 provides support for the console and up to four standard serial ports.

If you want to install additional ports, you must install a serial multiport card. There are two
types of multiport cards, dumb and intelligent.

Serial ports are configured using smadmin1M) Serial Manager.

Review questions

1. Which communications flow control uses special control characters embedded in the
data stream to control the flow of characters?

2. Which serial device file represents the COM1 device file that has software flow control
enabled?

3. Which programs can you enter to confirm that UnixWare 7 recognizes the installed
serial card?

4. What is the role of thigymon(1M) port monitor?

5. WhichPort type would you select in thecoadmin1M) Serial Manager for a modem
that is used for dialout purposes only?

6. Which service is started tymon(1M) after a user logs in?
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8.10 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

dcu(1M) Device Configuration Utility (DCU)

init (1M) Process control initialization

listen(1M) Network listener port monitor

pmadm(1M) Port monitor administration

saq1M) Service Access Controller (SAC)

sacadn(1M) Service access controller administration
scoadmin1M) scoadmin1M)Invokes SCOadmin applications (in this

lesson, thé&erial Manager)

ttymon (1M) Port monitor for terminal ports

Relevant files

letc/saf Directory that contains an entry for the serial ports that are
monitored byttymon(1M)

letc/saf/_sactab File from which thaétymon(1M) port monitor is started
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8.11 Answers to Review Questions

TheXON/XOFF software communications flow control uses special control characters
embedded in the data stream to control the flow of characters.

The/dev/term/00serial device file represents the COM1 device file that has software
flow control enabled.

You can enter the Device Configuration Utility (DCU) and the Serial Manager to
confirm that UnixWare 7 recognizes the installed serial card.

The role of thetymon(1M) port monitor is to initialize and monitor ports; set terminal
modes, baud rates, and line disciplines for each port; write a login prompt on the
terminal and wait for input; and identify and authenticate users.

You would select the Port type “outgoing only” in #emadmin(1M) Serial Manager
for a modem that is used for dialout purposes only.

Theshser1M) service is started dyymon(1M) after a user logs in.
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I

Configuring Modems

® Add a modem to your computer
® Test the connection

a2g0901 © The Santa Cruz Operation, Inc.
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Lesson 9

Configuring Modems

Introduction

As terminals let local users communicate with your system, modems enable you to
communicate over phone lines and ISDN channels. Because many modem types are

supported under UnixWare 7, teeoadmin{1M) Modem Manager lets you easily
configure your modem.

Objectives

This lesson describes how to connect your modem to your computer and test the connection.
By the end of this lesson, you will be able to:

e Add a modem to your computer

e Test the connection
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9.1 Adding a Modem

Modems enable you to communicate over phone lines with remote systems. You must
configure and install a modem before you can set up your system for use with serial
communications or networking software.

To set up a modem on your system, you need to:

e Choose a serial port for connecting the modem

e Configure the modem

e Install the modem

9.1.1 Choosing a serial port

Choose thédev/term/?t device file when configuring modem ports. If necessary, you can
change serial port settings when you install the modem.

Intelligent (smart) multiport serial cards are supplied with their own drivers and have a

variety of device naming schemes. Consult the documentation that came with your
intelligent card for a list of device names.

9.1.2 Modem support

Any external 100% Hayes-compatible modem should work provided that it is connected to a
serial port that is capable of supporting modem control protocols. Some third-party
multiport smart cards cannot be used as they do not support modem control.

Several Hayes-compatible internal and PCMCIA modems are also supported. Some models
of older internal modems have compatibility problems that prevent them from working
properly. For example, they can flood the system bus with spurious interrupts, or they may
not support the quiet, no-echo, or auto-answer modes.

Refer to the SCO Hardware Compatibility Web pages for a list of supported modems.

9.1.3 Connecting the modem

The following two sections describe how to connect your modem to your computer.
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9.1.3.1 Pins and Cables

Recall that a three wire cable is used to connect a dumb terminal. These types of cables
cannot be used to connect a modem. Use a straight through cable between your modem and
computer to connect:

Pin 2 (Tx—Transmit Data)

Pin 3 (Rx—Receive Data)

Pin 4 (RTS—Request To Send)

Pin 5 (CTS—Clear To Send)

Pin 7 (Gnd—Ground)

Pin 8 (CD—Carrier Detect)

Pin 20 (DTR—Data Terminal Ready)

Physical connections between a device and the system may depend on the hardware

configuration. For specific information, refer to the hardware manuals provided with your
modem and computer.

9.1.3.2 Modem setting guidelines

The factory default settings are usually suitable for installing a modem. Do not adjust these
settings until you have tested to see if the modem operates successfully with your system.

If you should have to change settings, follow these guidelines:
e Set the modem to auto-answer

e Set the modem so that it does not answer when Data Terminal Ready (DTR) is low, and
so that it drops the current connection when DTR goes from high to low

e Set Date Carrier Detect (DCD) to go high when a carrier is present, low when a carrier is
not present

e Turn off echoing of characters sent to the modem

e Select quiet mode so that the modem sends no response codes
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9.1.4 Configuring the modem

Use thescoadmin1M) Modem Manager to configure your modem.

After you have connected your modem, follow these steps to configure your modem:

Step 1. Turn on your modem.

Step 1. Rurscoadmin(1M).

Step 2. Seleddardware = Modem Manager.

Step 3. Seledlodem = Add.

Step 4. Choose one of the following ways to install your modem:

e Automatic Detection—The Modem Managercan automatically detect
the type of modem that is connected to your system. Proceed to Step 5.

e Manual Detection—You select the type of modem that is connected to
your modem. Proceed to Step 6.

Step 5. Select the serial port to which the modem is attached:

e |If you selectedAuto Detectionin Step 4, sele®@&LL to have the
Modem Managerto search all serial ports.

e |f you did not configure the serial port with teeoadmin(1M) Serial
Manager, selectConfigure port.

After you have configured your serial port, selbetect= OK. Proceed to
Step 7.

Step 6. Select from the following:

e Modem Vendor—Select the manufacturer of your modem. If it is not
listed, selecStandard Modem Types

e Modem Model—Select the modem model. If you selec&tdndard
Modem Typesfor the modem vendor, select the appropr&ttandard
speedops Modem

e Modem Port—Select the serial port to which the modem is attached. If
the serial port is not configured, sel@xnfigure port.
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Step 7. Click orOK to accept the configuration.
Step 8. Seledtost = EXxit to exit theModem Manager.
You can also modify the modem setup or remove the modem usiMptiean Manager.

If your modem requires a special configuration, refer to the modem scripts stored in the
letc/uucp/defauldirectory.
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9.2 Testing the modem connection

Follow these steps to test whether your modem responds and that you can dial out.
Step 1. Change the ownership of the serial pantitp:

chown uucp /dev/term/??m

chgrp uucp /dev/term/??m

where?? is the number of the corresponding line.

Step 2. Test the modem to ensure that it dials correctly. For example, use the
cu(lbnu) command to dial usidev/term/00m

cu -l /dev/term/00m
You should see a message indicating that you are connected.
Step 3. EnterAT

The screen should ecl@K(if your screen is set to return result codes as text)
or O (if your screen is set to return results as numeric codes).

Step 4. Test the modem for dial-out:
ATDTphonenumber (for tone dial phone connection)
ATDPphonenumber (for pulse dial phone connection)

wherephonenumbeis the number of the machine to which you are trying to
dial out.

Step 5. Enter. to disconnect.

Refer toscohelp= Hardware = Adding and configuring modems = Configuring
UUCP for modemsfor information on how to configuneucp(1lbnu).
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9.3 Lesson Summary

Use thescoadmin1M) Modem Manager to configure your modem. Verify the modem’s
connection using theu(1) command.

Review questions

1. Which serial device file is used when you attach a modem?

2. Which option to theu(lbnu) command lets you directly access the serial port?
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9.4 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

chown(1) Changes the owner ID of a file

chgrp(1) Changes the group ID of a file

cu(1lbnu) Calls up another UNIX system

scoadmin1M) Invokes SCOadmin applications (in this lessonMoglem
Manager)

Relevant files

letc/uucp/default Contains modem dialer scripts
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9.5 Answers to Review Questions

1. The/dev/iterm/??nserial device file is used when you attach a modem.

2. The -l option to theu(1lbnu) command lets you directly access the serial port.
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AV 10-1

4 1)

| Installing and Managing Printers |

® |nstall a parallel card

o |nstall parallel and serial printers

® Add local and remote printers

® Describe the UNIX print service

® Manage print request directories

® Set print request priorities

® Manage printer interface scripts

® Troubleshoot the UNIX print service

a2v1001 © The Santa Cruz Operation, Inc. /
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Lesson 10

Installing and Managing Printers

Introduction

After terminals and modems are installed and configured on your system, users can log in
and access its data. It is likely that these users will want to print out their data. You will need
to install at least one printer for them to do so.

The UNIX print service is a collection of utilities that allow you to configure, monitor, and

control the printers on your system. Installing and managing both local and network printers
on your UnixWare 7 system is an important part of your duties as system administrator.

Objectives

This lesson describes how to install and troubleshoot printers and manage the UNIX print
service. By the end of this lesson, you will be able to:

e |Install a parallel card

e Install parallel and serial printers

e Add local and remote printers to your system
e Describe the UNIX print service

e Manage the print request directories

e Set print request priorities

e Manage printer interface scripts

e Troubleshoot the UNIX print service
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10.1 Installing a Parallel Card

Most systems come with one parallel port installed, but UnixWare 7 supports up to two. The
supported ports are:

e Serial/parallel adapter #1.:
® Device special filenamédev/IpOor /dev/Ip
e Address: 0x378-37f
e |[RQ7
e Serial/parallel adapter #2:
e Device special file namédev/Ip2
e Address: 0x278-27a
e |IRQ5 (orIRQ 7 on MCA)
e Parallel adapter:
e Device special file namédev/Ipl
e Address: 0x3bc-3be
e |[RQ7
As with the installation of all adapter cards, make sure that there are no conflicts between
the settings of this card and any other installed card. When possible, select the default device

interrupts and settings.

Add a parallel card by following these steps:

Step 1. Shut down your system.

Step 2. Install your parallel card.

Step 3. Boot your system to single-user mode.

Step 4. Enter the Device Configuration Utility (DCU) and verify that the card is
recognized.

If the card is not recognized:
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® Check for IRQ or address conflicts in the DCU

e Shut down your system and verify that the card is seated and that cables
are connected properly, etc.

e Repeat Steps 1 through 4
If the card is recognized, proceed to Step 5.

Step 5. Continue booting your system to multiuser mode.
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10.2 Installing Parallel and Serial Printers

After you install a parallel or serial port for a printer, you are ready to install your printer.
Recall that you learned how to install serial ports earlier in Lesson 9, “Installing and
Managing Serial Ports.”

If you are installing a parallel printer, you must use a standard parallel interface cable. If you
are not sure if the printer is a parallel printer, refer to the printer documentation.

If you are installing a serial printer, note that serial printers must be capable of supporting
software flow control XON/XOFF or hardware flow control RTS/CTS.

These steps describe how to install a parallel or serial printer.
Step 1. Power down your system.
Step 2. Connect the printer:

e For a parallel printer, plug the parallel cable into the printer port and the
system parallel port. Be careful not to bend any pins.

e For a serial printer, connect the RS-232 cable from the selected serial port
on your system to the serial port on your printer

Step 3. Turn the printer on.

Step 4. Power up the system.

Exercise: Installing parallel or serial printer hardware

If you have a parallel or serial printer to install, follow the directions abovgand
install it now.

10.2.1 Verifying the hardware installation of a parallel or serial printer

Verify the hardware installation of a parallel or serial printer as follows:
e For a parallel printer, enter:

cal > /dev/lpn
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wherenis the number of the parallel port you are using, for exarfgee/IpQ
e For a serial printer, enter:
cal > /dev/term/??s
where??is the number of the serial port you are using, for exangse/term/00s.

If the calendar prints on the printer, the physical connection is good.

Exercise: Verifying the parallel printer hardware connection

If you installed a parallel or serial printer, follow the steps outlined in
“Installing Parallel and Serial Printers” and verify that the printer hardwa
connection and cable are correct.
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AV 10-2
fl RTS/CTS Handshaking for 25 Pin Connector |\
Device (assumed to be DTE
Computer such as plotter, printer, etc).
Tx 2 S —— 3 Rx
Rx 3 -~ 2 Tx
RTS 4 » S5CTS
CTSS | = 4 RTS
Gnd 7 7 Gnd
CD 8 -
DTR 20 All other pins unused

a2v1002 © The Santa Cruz Operation, Inc.
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10.2.2 Setting up RTS/CTS protocol serial printers

If you are setting up an RTS/CTS protocol serial printer, use a hardware flow control port
such agdev/ttyOlh

To verify the hardware installation of an RTS/CTS protocol serial printer, enter:
cal > /dev/term/??h
where??is the number of the serial port you are using, for exanygse/term/00h

If the calendar prints on the printer, the physical connection is good.

10-9



Installing and Managing Printers

AV 10-3

Parallel Port Settings

¥ aticn
Tlevice MHame I0Start MemStart  MemEnd

i1 diff 20000000 200000Ff

{Page Up/Page Down for more)
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10.2.3 Troubleshooting Printer Installations

Use the following guidelines for troubleshooting printer installations:
e Verify that your cable is securely connected at both ends

e Test the cable on a parallel printer by connecting it to another server and parallel printer
that are currently working

e Recheck your printer configuration by verifying its switch settings; you must use the
printer hardware manual to do this

e Recheck the switch settings on your card—it must be recognized in the Device
Configuration Utility (DCU)

e |If the card is recognized, the interrupt vector that the card is using is listed in the third
column. Make sure that it does not conflict with any other hardware in the system.

e Check and verify that you selected the correct serial device file and port settings in the
scoadmin1M) Serial Device Manager
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10.3 Adding Printers

Use thePrinter Setup Managerto add a local printer to your system’s print services.

10.3.1 Adding a local printer

Add a local printer (parallel or serial) by performing these steps:

Step 1. Rurscoadmin(1M).

Step 2. Seled®rinter Setup Manager = Printer = Add Local Printer.
Step 3. Enter the printer name.

Step 4. Select the printer model. Click on @@nnection Type

If it is a parallel printer, click oarallel.

If it is a serial printer, click oserial = Serial Settings If your serial
settings differ from the displayed settings, change the following:

e BAUD—Select the applicable baud rate. The default is 9600 baud.

o Parity—SelecEven, Odd, orNone The default is None.

e Stop Bits—Select or 2. The default is 1.
e Character Size—Sele8tor 7. The default is 8.
Step 5. Click orOK.
Step 6. SelecYesto receive a mail message if the printer fails.
Step 7. SelecYesto allow users to print without a banner page.
Step 8. SelecAdvanced Optionsif you are installing a non-PostScript® printer.

You can set the:
e Page Length
e Page Width

e Character Pitch
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e Line Pitch

You can select a unit value in inches, centimeters, or characters.

Step 9. Click orOK to accept the settings entered in Step 8.
Step 10. Click orOK to accept all printer configuration settings.
Step 11. Click orOK to add the printer.

The printer appears in tii&inter Setup list. In addition, the printer is
automatically enabled. If you want to enable remote print services from the
Printer Setup window, you must also do the following:

SelectPrinter = Set Remote Access> Enter or select the host(s) that can
have access to this printer. ClicK .

Step 12. Seled®rinter = Make Default to make this printer the default printer.

Step 13. Seledilost = Exit to exit thePrinter Setup Manager.

10.3.2 Adding a TCP/IP printer

If your system is connected to a TCP/IP network and you want to access a printer that is also
connected to the network, add a TCP/IP printer by performing these steps:

Step 1. Rurscoadmin(1M).

Step 2. Seled®rinter Setup Manager = Printer = Add TCP/IP Printer.

Step 3. Enter the printer name.

Step 4. Select the printer model.

Step 5. Select therotocol (spooler type) on the remote host. Spooler types include:

e Ipd (BSD)—The default networking printing protocol

e System V(Legacy)—Provided for backwards compatibility with older
UNIX systems

For HP printers configure@n Network, System V is automatically
selected.
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Step 6.

Step 7.

Step 8.

Step 9.

Step 10.

Seleddn Network if the printer is directly connected to a network. Or if the
printer is connected to a computer on the network, s@ledkemoteServer.

Enter the name of the host that controls the remote printer or Cheltemn
to choose from a list. THRemote Systenfield does not display if you
selectedOn Network in Step 6.

Enter or select the name of the remote printer if you se(@otisiétwork in
Step 6.

Click orOK.
The new remote printer appears in Breter Setup list on the local host.

Seledilost = Exit to exit thePrinter Setup Manager.

Your local host must be listed in thet@/hosts.lpar the étc/hosts.equifiles on the remote

host before the remote printer can accept jobs from your local host. The printer on the
remote host must also be configured to accept remote jobs, and UNIX remote print service
must be enabled on both the local and remote hosts.

10.3.3 Adding a NetWare printer

If your system is connected to a Novell NetWare network and you want to access a printer
that is also connected to the network, add a NetWare printer by performing these steps:

Step 1. Rurscoadmin(1M).

Step 2. Seled®rinter Setup Manager = Printer = Add NetWare Printer.

Step 3. Enter the printer name.

Step 4. Select the printer model.

Step 5. Enter the name of the NetWare server that controls the remote printer or click
on Selectto choose from a name of existing NetWare servers.

Step 6. Enter the name of the printer queue on the remote system or deleon
to choose from a list of existing printer names.

Step 7. Enter the name of the host that controls the remote printer or cteltemh
to choose from a list.

Step 8. ClickOK to accept the configuration.
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10.4 Describing the UNIX Print Service

The background daemon responsible for the print servipsadbed1M), also known as the
print scheduler. The print scheduler starts each time the system goes into multiuser mode.
There is arlpschedprocess for each print request currently printing.

10.4.1 Who can administer the print service?

These users can administer the print service:
e Thelp account
e Theroot account

e Thesystemowner account

10.4.2 Print scheduler functions

The print scheduler does the following:

e Accepts files for printing

e Schedules the work of one or more printers

e Starts programs that interface with the printer
e Monitors the status of print jobs

® [ssues error messages when problems arise
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AV 10-4
fl Print Request Processing |x

Key:

print service
(spooling daemon)
Communication path

UNIX system process
control

standard
interface program
---» Data access

default filter > UNIX system process

@ Disk Files

laser printer

Overview of print request processing

a2v1004 © The Santa Cruz Operation, Inc.
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10.4.3 Print request process

The following describes the flow of a UNIX print request process:

1. A user requests to print a file.

2. The print scheduler assigns the request a uniqgue namecarest ID The request ID
contains the name of the designated printer and a uniqgue number identifying it in the

print queue, such daser-17.

3. The pointers to the print job are then spooled (stored on disk) with other print job
pointers where they await their turn in line to be printed.
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T

Viewing the Status of the Print Scheduler with 1pstat -t |\

scheduler is running

system default destination: laser

device for printer: /dev/1p0

laser accepting requests since Fri Feb 3 13:12:22 1995

printer laser enabled since Wed Feb 8 08:16:29 1995. available.

laser-5 root 1246 Feb 8 08:16 on laser

laser-6 johnsp 1246 Feb 8 08:16

laser-7 aaronm 1246 Feb 8 08:17
D
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10.4.4 Viewing the print scheduler

Use thdpstat(1) command with the option to view the status of the print scheduler. The
following is a description of information displayed:

scheduler is running
system default destination

device for printer

printer is accepting requests

printer is enabled

printer is idle

printername-ID

on printername

The print service is operational

The name of default printer

The physical serial or parallel port to which the
printer is attached

Indicates thatusers can submit print requests
to the printers listed

The printers listed will print accepted requests

The printers listed are not currently printing
but are available to print

The print jobs waiting to print

The jobs currently printing

Exercise: Viewing the print scheduler

Runlpstat -t

What is the name of your default printer?
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10.5 Managing the Print Request Directories

The/var/spool/lp/tmp/ machine_nana@d the/var/lp/logsdirectoriesdescribe each request
that has been submitted to the print service. You can display the information that is stored in
the/var/spool/lp/tmpdirectory with thdpstat(1) command.

The user who submitted the job has access to the requesti¥iga/spool/lp/tmponly Ip or

root has access to the file fmar//Ip/logs

For example, a print request assigned the job number 17 would have the following entries:

/var/spool/lp/tmp/machine_name/17-0

Ivar/spool/lp/tmp/machine_name/17

Ivar/spool/lp/tmp/machine_name/F17-1

/var/spool/lp/tmp/machine_name/17-1

Ivar/lp/logs/requests.1

Contains the absolute pathname of the file to
be printed and scheduling information.

Contains error messages encountered while
trying to print.

Contains a filtered file, e.g., PostScript code.

Contains an unfiltered print file when source is
from stdin or another host.

After the print job has completed
printing, files are removed from
/var/spool/lp/tmp/machine_nanaad the
information is appended to
/var/spool/lp/logs/requests.1.
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Partial Request Log Entries

Letter Content of line
C Number of copies printed
D Printer or class destination or the word “any”
F Filename in /user/spool/lp/temp printed. This line repeated for
each file printed, and files are printed in the order given.
N How the print service notified the user after printing the file.

* M by an electronic mail message
* W by a message written to the user’s terminal
Any -o options given to Ip(C)
Priority of the print request
S Outcome of the job, expressed as a combination of individual
bits in hexadecimal form. The important bits used internally by
the spooler are:
0x0004 Slow filtering finished successfully.
0x0010 Printing finished successfully.
0x0040 Request was cancelled.
0x0100 Request failed filtering or printing.
U Name of the user who submitted the print request.

e

a2v1006 © The Santa Cruz Operation, Inc.
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Examining the print request log

The request log has a simple structure that makes it easy to extract data using UNIX system
commands. For example, to evaluate whether a second printer is needed for a group of
users, use thgrep(1) command and search for the “gid” to determine the number of print
requests submitted by that group.

The request log entries are listed in the order in which they were printed, containing the
request ID, the user and group IDs of the user, the total number of bytes in the file, and the
time the request was queued. Other important entries include:

C The number of copies printed
D The printer destination

F The name of the file printed
S The outcome of the request

0x0010 - Printing finished successfully
0x0040 - The request was canceled
0x0100 - The request failed printing

Refer toscohelp= Printers = Advanced printer configuration = About the print
request logfor a complete definition of all print request log entries.
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Exercise: Determining the contents of a print request log

1. Disable your classroom printer. Your instructor will provide the printe
name.

2. Print theletc/default/taffile. The file remains in the queue because thg
printer is disabled.

3. Change directory tlvar/spool/lp/tmp/machine_name.
4. Examine the contents of your print request ID file.
5. Change the directory twar/lp/logs.

6. Examine the contents of thequestdile.

7. Cancel the print request.

8. Re-examine the contents/aér/Ip/logs/requests.1
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10.6 Setting Print Request Priorities

The print service provides a simple priority mechanism that lets users submit print requests
with a new priority or change the priority of a print request residing in the queue.

A user can be assigned a priority limit between 0 and 39. A lower number indicates a higher

priority. To ensure that the priority scheme workst or thelp administrator controls how
high users can set the priority when submitting or changing a print request.

10.6.1 Default priority level and limits

You can use thipusers(LM) command to set print priorities and limits.
To determine how the current priorities and limits are set, enter:

lusr/sbin/lpusers -l

If the default priority is 20, any print job submitted without requesting a new priority has a
priority of 20.

If the default priority limit is 0, any user can submit a print job requesting a priority between
0-39.

10.6.2 Changing the default priority for all users

You can assign a default priority for the balance of users not assigned a personal limit:
lusr/sbin/lpusers -d new_priority
For example:

/usr/sbin/lpusers -d 30

Users not assigned a personal priority limit can submit print jobs requesting priorities
between 30-39.
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Exercise: Changing the default priority

Change the default priority so that all users can request a print priority bejween
25 and 39 when submitting print requests.

10.6.3 Setting a personal priority limit for a user

You can set personal priority limits for a user or group of users:
/usr/sbin/lpusers -q priority_limit -u username

For example:

/usr/sbin/lpusers -q 10 -u kellyk

The usekellyk can submit a print request with a priority between 10-39.

10.6.4 Restoring the default priority limit

You can restore the default priority limit for a user:
/usr/sbin/lpusers -u username
For example:

lusr/sbin/lpusers -u kellyk

10.6.5 Submitting a print job with a different priority

You can submit a print request using a different priority than the default:
Ip -q new_priority filename
For example:

Ip -q 10 /etc/default/tar
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10.6.6 Changing the priority of a print job residing in the queue

You can reassign a new priority for print requests that are still waiting to print:
Ip -i request-ID -q new_priority

For example:

Ip -i laser-17 -q 10

This repositions the request in the queue, putting it ahead of lower priority requests, but
behind any others at the same higher priority.

10.6.7 Bypassing all other awaiting print requests

Theroot user can bypass all awaiting print requests.

To bypass all awaiting print requests residing in the queue, enter:
Ip -H immediate filename

For example:

Ip -H immediate /etc/default/tar

If the printer is currently printing, the request is the next job printed.
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10.7 Managing Printer Interface Scripts

A printer interface script is a program the print service uses to manage the printer each time
a file is printed. The interface script:

e Initializes the physical printer port

e Initializes the physical printer (restores the printer to a normal state in case a previously
printed file has left it in an unusual state, that is, restores character or line pitch, page
size, and character sets)

e Prints a banner page, if required

® Processes options to th1) command

e Reports any errors encountered by the print service

The system contains model scripts; however, the interface s@amtardcan be chosen for

most industry-standard serial and parallel printers. Printer interface scripts are assigned
when the printer is installed.

10.7.1 Assigning an interface script

Model interface scripts are stored/@tc/lp/model.

Exercise: Model interface scripts

List the model interface scripts for your classroom system.

During the installation of a printer, the selected script is copied to:
letc/Ip/interfaces/printername

There is one interface script for each printer installed.
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Exercise: Installed printer interface scripts

List the installed printer interface scripts for your classroom system.

10.7.2 Customizing the standard interface script

The standardinterface script defines minimal capabilities common to most printers.
However, there may be instances where you need to change the settings rather than
developing your own printer interface script. Changes can include:

e Baud rates

e Serial line settings

e Character pitches

e Restricting the printer from printing a banner page

To make these changes, edit the scripeto/Ip/interfacesDo not edit the scripts in
letc/lp/model.

10.7.2.1 Restricting banner pages

A banner is a page describing the print request (printer name, user, date, and so forth). You
can restrict banner pages from printing as follows:

e At the shell prompt, edit the printer’s interface scr@tange the line that reads:
nobanner="no”
to read:
nobanner="yes”

e From thePrinter Setup Manager, selectPrinter = Properties = DeselectAllow
Banner Page Override
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10.7.2.2 Turning off breaks

When printing multiple data files, to turn off page breaks between files, if you have used the
model interface scripgtandard change the line that reads:

nofilebreak=no

to read:

nofilebreak=yes

10.7.2.3 Changing a baud rate

It may be necessary to change a serial printer’s baud rate if it is producing garbled printouts.

The following steps describe how to change the baud rate for a printer:

Step 1.
Step 2.
Step 3.

Step 4.

Step 5.
Step 6.

Step 7.

Rurscoadmin(1M).

Seled®rinter Setup Manager.

Select the printer.

Seled®rinter = Properties = Serial Settings

A window displaying the current serial communications settings for that
printer appear.

Click on the applicable BAUD rate.
Click orOK.

Seledtlost = Exit to exit thePrinter Manager.

Exercise: Changing a printer’s baud rate

Use the steps outlined in “Changing the baud rate” on this page to change the
baud rate for your printer.
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10.8 Troubleshooting Common Printer Problems

This section covers problems you might encounter while using your printer(s).

If you do not see the expected print output, the most likely cause is either a missing form
feed or some type of hardware problem.

10.8.1 Printer does not print

If your printer is not producing printouts, do the following:

Step 1. Verify the printer has power, is online, and has no loose cabling. Run a
printer self-test. Refer to your printer manual for instructions.

Step 2. Rurpstat -t to determine if the scheduler is running, and the printer is
enabled and is accepting requests.

Step 3. Enter the Device Configuration Utility (DCU) and determine if the printer
port is recognized.

Step 4. Redirect the output from tb@l(1) command to the appropridtg or Ip
port:

cal > /dev/term/ ?7?s
or
cal > /dev/lp ?

e |If the printer prints the calendar, but output is garbled, make sure the
printer is configured properly

e |Ifitis a serial printer, check the baud rate and see if the printer setup
matches the printer interface script.

10.8.2 Restarting a printer

Sometimes just disabling and re-enabling a printer can fix a printer problem.
To enable the printer, enter:

enable printername

10-31



Installing and Managing Printers

To disable the printer, enter:

disable  printername

10.8.3 Laser printers and form feeds

Note that some laser printers must be sent a form feed (eltheoi less commonly, a

\014 ) at the end of a print job telling them to eject the page. For these printers, use the
following test:

(cal; echo “\f\c”) > /dev/Ip0

An alternative is to take the printer off line and manually press the Form Feed button on the
printer itself, which should cause whatever is in the printer buffer to print out.

10.8.4 Testing printers in PostScript mode

Laser printers that are in PostScript mode can be tested by sending them a PostScript file
(Postscript files typically end ip9):

cat /usr/lib/hpnp/testfiles/ps > /dev/lpn

If the printer does not print, check the cable connections both at the printer and the server by
disconnecting and reconnecting the cable.

10.8.5 Determining if the print scheduler is active

If the print service stops in the middle of a print request or does not start any new print jobs,
uselpstat(1) to determine if thgpsched1M) daemon is running.

Ipstat -r

If it is not running, the system displaysheduler is not running
Restart the print scheduler. Enter:

/usr/lib/lpsched

Any jobs that are shown to be on the printer when the scheduler stopped will be printed in
their entirety when the scheduler is restarted.
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If you need to stop the print scheduler, enter:
{usr/lib/lpshut

You can also use thezoadmin(1M) Printer Setup Manager to Start or Halt the print
scheduler by selecting ti&erveroption.

10.8.6 Redirecting output

If you redirect output directly to the parallel or serial port and nothing happens or the system
displays the “cannot create” message, check the following:

Step 1. Verify the device file exists in thdevdirectory.
| /dev/IpO
The output should be similar to this:
crw-rw-rw- 1 root root 103,0 June 13 1993 /dev/Ip0
If the device file is not a character file, remove it:
rm /dev/Ip0

Step 2. Recreate thidev/IpOfile. For example, enter:
mknod /dev/Ip0 ¢ 103 0

Step 3. Change the file permissions, link count, ownership, and group to that of the
original device file:

chown root /dev/Ip0
chgrp root /dev/Ip0
chmod 666 /dev/Ip0

Step 4. Enter the Device Configuration Utility (DCU) and selléatdware Device
Configuration to verify that the port is recognized.

Step 5. Redirect thdate(1) command to the printer:

date > /dev/lp0
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10.8.7 Printer output spacing is wrong

If the printer output is legible, but spacing is wrong:

e Correct double spacing by adding either-elcr or the-tabs option to thestty
statement in the printer interface script

e Correct “zig-zag” output by entering tloalcr option in the printer interface script
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10.9 Lesson Summary

Install your parallel card and verify that is recognized using the Device Configuration
Utility (DCU).

You can install printers that have serial or parallel hardware interfaces. Supported parallel
printers adhere to standard interfaces, and must use standard parallel cables.

Because there are many kinds of supported serial printers (with differing software controls
and handshakes), cabling options for serial printers are typically more complex than parallel
printer cabling.

Serial printers must support XON/XOFF or hardware flow control.

When you verify a printer installation, redirect output to the printer device to confirm the
hardware connection.

The UNIX print service is managed by using the command-line interface Prithi&Setup
Manager in scoadmir(1M). You can set print request priorities for individual or all users.

In addition to installing and maintaining printers, you should also manage the print request
directories on a regular basis.

10.9.1 Review guestions

1. Which two parallel adapters support IRQ 7?

2. Outline the steps for installing a parallel printer.

3. Whichscoadmin1M) manager would you use to change a serial printer’s baud rate?

4. List three common printer installation problems and their resolutions.
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5. Name four functions of the UNIX print scheduler.

6. Which two directories contain print request information?

7. Which user has the authority to bypass all waiting print requests?

8. Which tasks are performed by the printer’s interface script?

9. What command could you use to determine if the print scheduler is running and enabled
to accept requests?
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10.10 Lab: Printer Troubleshooting

Your instructor will create a failure in your classroom server and printer setup.

Overview

The instructor has created a common failure in your system and printer setup. Your task as
system administrator of this system is to identify the failure and correct it.

There is no step-by-step procedure for this lab. Feel free to refer to all classroom and
UnixWare 7 documentation to find the problem and correct it as quickly as possible.

When you believe you have solved the problem, call the instructor over to your system and
explain what you did to solve the problem.

If you find and resolve a problem quite quickly, ask your instructor to create another failure
for you to isolate and repair.
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10.11 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

disable(1)

enablg1)

Ip(1)
lpsched(1M)
lpshut(1M)
Ipstat(1)
lpusers(1M)
stty(1)

scoadmin1M)

Relevant files

Activates the specified printer(s) and allows them to accept
Ip(1) print requests

Activates the specified printer(s) and allows them to accept
Ip(1) print requests

Sends print requests to a printer

Starts the UNIX print service

Stops the UNIX print service

Printslp print service status information

Sets printing queue priorities

Sets the options for a serial terminal or printer

Invokes SCOadmin applications (in this lesson Rheter
Setup and Print Job Manager3

/dev
/dev/term/00

/dev/ttyO0h

/dev/lp0
/dev/lp2
/dev/ipl

/etc/inittab

The device special file directory
Sample device special file for the first serial port

Sample device special file for the first serial port that supports
hardware flow control

Device special file for the first parallel port on a system
Serial/parallel adapter #2
Parallel monochrome adapter

A serial device control file used lyit (M)
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/etc/Ip/interfaces Contains interface scripts for existing printers
Ivar/lp/logs Completed print request log files
letc/lp/model Contains model printer interface scripts

Ivar/spool/lp/tmp/machine Contains print log information while printing
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10.12 Answers to Review Questions

The serial/parallel and parallel adapters support IRQ 7.

To install a parallel printer, connect the hardware (use the correct parallel cable),
configure the parallel port, and test the connection.

You would use thecoadmin1M) Printer Setup Managerto change a serial printer’s
baud rate.

Three common printer installation problems include: incorrect cable (serial printers—
either pins not correctly configured, or incorrect combination of DTE and DCE cable
ends)—use the correct printer cable; port not recognized at boot time—jport must be
correctly installed so that the kernel will recognize it; printer is not online—put printer
online; printer cables loose—tighten cable ends.

Functions of the UNIX print scheduler include: accepting files for printing, scheduling
the work of one or more printers, starting programs that interface with the printer,
monitoring the status of print jobs, and issuing error messages when problems arise.

The/var/spool/lp/tmpmachine_name and thhear/Ip/logsdirectories contain print
request information.

The root user has the authority to bypass all waiting print requests.
A printer interface script initializes the physical port, initializes the physical printer,
prints a banner page, processes options tip{i¢ command, and reports any errors

encountered by the print service.

Run Ipstat -t to determine if the scheduler is running and the printer is enabled and
accepting requests.
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Installing Tape Drives and CD-ROM Drives

® Install a tape drive
® Install a CD-ROM drive
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Lesson 11

Installing Tape Drives and CD-ROM Drives

Introduction

Although your tape and CD-ROM drive are detected automatically during the UnixWare 7
installation, it may be necessary to add tape and CD-ROM drives.

Objectives

This lesson includes the necessary information to install additional tape and CD-ROM
drives. By the end of this lesson, you will be able to:

e |Install a tape drive

e Install a CD-ROM drive
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11.1 Describing Supported Tape Devices

A tape drive (whether for a cartridge, 9 track, 8-millimeter, or a DAT tape) is a character
device and uses device names stored idée/rmtdirectory that include:

ctapel Non-retentioning rewinding device
ntapel Non-retentioning non-rewinding device
rtapel Retentioning rewinding device

nrtapel Retentioning non-rewinding device
utapel Unload on close device

Note that the above device names represent the first tape device. If you had multiple tapes,
ctapeZ2represents the second tape and so on.

The mass storage target driver that supports tape controllers in UnixWat@ 7%
Non-SCSI cartridge tape controllers requireittitbaHBA or a device driver developed by

the manufacturer for use with UnixWare 7. The ictha HBA is on your UnixWare 7
Installation CD-ROM. You can install it using teeoadmin1M) Application Installer.

Exercise: Viewing device files

List the files in thédev/rmtdirectory.
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11.2 Adding a Tape Drive

ISA bus tape drive controllers use jumpers or switches to set the interrupt vector, the DMA
channel, and so on. EISA and MCA bus settings are configured using a utility provided with
the system.

Verify that the controller card settings do not conflict with the settings of other controller
cards already plugged into the bus.

Hardware settings are vendor-specific. Cartridge tape drives typically require settings for:
e DMA

e |RQ

e Base I/O address

SCSI tape drives may require settings for:
e Host adapter type

e Host adapter number

e Target ID

e Bus number

e Logical unit number (LUN)

e SCSI version

You can use thediconfig(1M) command to determine which host adapters are installed on
your system.

If the SCSI host adapter is not yet installed, you will need to install it before continuing with
the SCSI tape installation.

Exercise: Viewing installed host adapters

Run thesdiconfig(1M) command to determine which host bus adapters a
installed on your system.

11-5



Installing Tape Drives and CD-ROM Drives

11.2.1 Adding a SCSI tape drive

Follow these steps to install a SCSI tape drive:

Step 1. Shut down your system.
Step 2. Verify that the host adapter is installed.
Step 3. Configure the tape drive. For example, you may need to set the SCSI ID and

termination. Follow your manufacturer’s instructions.

Step 4. Attach (physically) the new tape drive to the host adapter.
Step 5. Reboot your system.
Step 6. Access your tape drive using tdygecntl(1) command.

11.2.2 Adding a non-SCSI tape drive

Follow these steps to install a non-SCSI tape drive:

Step 1. Install the device driver (HBA) software.

Step 1. Shut down your system.

Step 2. Set the tape controller to these settings:
e |[RQ5

e |/O address 300

e DMA channel 1

Step 3. Install the tape controller.
Step 4. Attach (physically) the new tape drive to the tape controller.
Step 5. Reboot your system.
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11.3 Adding a CD-ROM Drive

CD-ROM (whether a SCSI or IDE) character device names are storeddetedronand
/dev/rcdromdirectories:

e cdrom1—The device alias for the first CD-ROM

e cdrom2 cdrom3 and so on—Subsequent CD-ROM drives

The block device igdev/cdrom/cObOt#10

The mass storage target driver that supports CD-ROMs in UnixWaisc@X3).

UnixWare 7 supports both SCSI and IDE CD-ROMs. The IDE device driver provides
support for:

e |DE Advanced Technology Attachment (ATA)
® ATA Packet Interface (ATAPI)

Follow these steps to add a CD-ROM drive:

Step 1. Shut down your system.

Step 2. Verify that the SCSI host adapter or IDE controller is installed.

Step 3. Configure the CD-ROM drive. For example, you may need to set the SCSI
ID and termination. Follow your manufacturer’s instructions.

Step 4. Attach (physically) the new tape drive to the host adapter or IDE controller.

Step 5. Reboot your system.
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Exercise: Mounting the installation CD-ROM

Mount your installation CD-ROM to thienntdirectory.
Change to thémntdirectory and list the files on your CD-ROM.
Unmount your CD-ROM.

Refer to thanount_cdfs manual pages for instructions on how to mount ypur
CD-ROM. Use the device name that is stored in ydev/cdrondirectory.
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11.4 Lesson Summary

UnixWare 7 supports both SCSI and IDE CD-ROMS. When installing tape drives and CD-
ROM drives on your system, you must verify that the controller card for the drive does not
conflict with other installed devices.

Review questions

1. Which command can you use to determine the host adapters installed on your system?

2. Do you use the block or character device name when mounting a CD-ROM?
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11.5 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

mount Mounts a filesystem

sdiconfig(1M) Determines which disk, tape, and SCSI controllers are present

Relevant files

cdroml First CD-ROM device

ctapel Non-retentioning rewinding tape device

/dev/cdrom Directory in which the CD-ROM block device names are
stored

/dev/rcdrom Directory in which the CD-ROM character device names are
stored

/dev/rmt Directory in which tape device names are stored

ntapel Non-retentioning non-rewinding tape device

rtapel Retentioning rewinding tape device

nrtapel Retentioning non-rewinding tape device

utapel Unload on close tape device
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11.6 Answers to Review Questions

1. You would use thediconfig(1M) command to determine the host adapters installed on
your system.

2. You would use the block device name when mounting a CD-ROM.
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AV 12-1

1

Controlling System and User Processes

® Describe how processes are created

@ Distinguish between user- and system-generated processes
® Check process activity

® Manage process scheduling

® Manage process accounting

a2v1201 © The Santa Cruz Operation, Inc.

12-2 UnixWare® 7 System Administration II: Installation, Configuration, and Maintenance



Introduction

Lesson 12

Controllin g User and System Processes

Introduction

The UnixWare 7 operating system provides many programs to monitor processes, including
those processes that were started during system initialization. However, before monitoring
can take place, it is important to know what types of processes are running on your system,
how process priorities are calculated, and what tasks are automated.

Objectives

This lesson describes the monitoring of processes and how to gather information about user
and system processes. By the end of this lesson, you will be able to:

Describe how processes are created

Distinguish between user- and system-generated processes
Check process activity

Manage process scheduling

Manage process accounting
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T

Command Execution

$ ps

ps
PID=642
PPID=547

PID=642
PPID=547 Jjexecl()

4

sh ‘ sh
» PID=547 —> » PID=547
fork() PPID=1 wait() ‘ PPID=1

TIME >
a2v1202 © The Santa Cruz Operation, Inc.
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12.1 Creating Processes

Processes are generated by users, applications, and system programs to handle a variety of
tasks. Except for built-in shell commands, the execution of a command usually creates a
new process. This is accomplished as follows:

1. The shell reads the command line and prepares to execute the command.

2. The shell issuesfark (2) system call that creates a new process that is nearly identical
to the calling (parent) shell process.

3. The new child process issuesex@¢2) system call that overlays the calling process
with a new program to execute, which is the program specified on the command line.

4. The child process runs the new program and eventually finishes by iss@rig(&h
system call. At this point, the child process is said to have “terminated.” It then enters a
“zombie” (defunct) state until the parent process handles this.

5. Inthe meantime, the parent process isswea®2) system call that causes the parent to
wait until the child process has finished and terminated.
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12.2 Distinguishing Types of Processes

There are many types of processes that exist on a UNIX system. Processes are typically
associated with a terminal or started by the kernel during system startup.

12.2.1 Light Weight Processes (LWP)

The UnixWare 7 kernel supports Light Weight Processes (LWPs). Every process can have
one or more LWPs, each supported separately by the kernel. Each LWP:

e Shares the same process ID

® Shares the same address space and other resources of the process
e Makes system calls and blocks 1/O for resources

e |s scheduled independently

On a multiprocessor system each LWP can be dispatched to run on a different processor
because processes can run in parallel.

To print the status of LWPs within a process, enter:
ps -eL

In addition to viewing LWPs with thps(1) command, you can also change to/gitec
filesystem.

Light Weight Processes can be either system or user processes.

Exercise: Viewing Light Weight Processes

Run theps -eL command. What is the Process ID $gsproc? Change to the
/proc filesystem. Change to tl@lwp directory and view the running LWPs.
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/

| System Security Profiles - Passwords

Security Parameters Low Traditional Improved High

Passwords
Minimum days between changes 0 0 0 2
Expiration time (days) Infinite Infinite 1 6
Lifetime (days) Infinite Infinite 24 12
Minimum Length 1 3 6 8
Checked for obviousness - No No Yes
Password required to login No Yes Yes Yes
Yes Yes Yes

Single User Password required Yes

2v1303 © The Santa Cruz Operation, Inc. J
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12.2.2 System processes

System processes, also known as daemon processes, are not associated with a terminal or
user. They perform system tasks on a periodic basis and sleep between those tasks. A
guestion mark (?) appears in tityefield of theps(1) command output.

Exercise: Identifying daemon processes

Useps(1) with grep(1) to list the daemon processes running on your
classroom system.

This is a partial listing of system daemon processes:
sysproc—PID 0

e |s the first process created by the UNIX kernel

e Creates other daemon processes at system startup

® Swaps processes out of memory into the swap area and back
e Has multiple LWPs

init—PID 1

e |[nitializes the boot and login processes

® |s the ancestor of all user processes

e |s the ancestor of nasysprocdaemon processes

ifor_pmd

e Implements the license policy manager

® Spawns other processes associated with implementing the policy manager

syslogd—Reads and forwards system messages to the appropriate log files and users
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12.2.3 User Processes

User processes are generally associated with terminals and are also identified with a unique
User ID. Users manage their own processes and can normally terminate them without the
help of the system administrator.
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12.3 Checking Process Activity

You can use several commands to check process activity on your system. Various
combinations of these commands provide information about resource usage, process
priorities, and the state of a process or groups of processes.

12.3.1 The ps(1) command

This command obtains information about active processes and gives a “snapshot” picture of
what processes are executing.

To view the most detailed information about every process running on your system, use the
-elf options.

Exercise: Viewing all active processes

—_

Useps(1) to view all currently active processes on your classroom systerf.
What command could you use in conjunction vagto quickly display the
number of active processes?
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T

Process States
F S UID PID PPID CLS PRI NI C TIME COMD
38 0 0 0 sys 79 0 O 0:04 sysproc
423 0 1 0 TS 70 0 0 0:01 init
23 0 74 73 TS 80 0 O 0:00 ifor pmd
423 0 76 74 TS 80 0 O 0:00 ifor_sld
23 0 458 1 TS 70 0 0 0:00 pppd
I,
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Understanding the output of tibe(1) command enables you to analyze the status of all
active processes. The following is a listing of important definitions fopste@mmand.

F (Flag)

S (State of the process)

CLS

PRI (Priority of a process)

The number in this field represents a combination of one or
more flags. For example:

e Thesysprocprocess has a setting of 3, which is the sum
of flags 1 and 2

® This means that thgysprocprocess is a system process
that is always loaded in primary memory (1) and is being
traced by its parent (2)

A process can be in one of several states:

e S) the process is sleeping

® R) the process is ready to run

e O) the process is currently running on the processor

e X) the process is waiting for more primary memory

® Z)the process is a zombie (defunct)

e |) the process is being created; and

T) the process is being traced

The scheduling class for the process.

Process priorities range from the lowest priority of O to the
highest priority of 127.

NI (Nice value of the process)

TIME

This value directly affects the calculation of a process’s
priority when it is being scheduled to run on the processor.
The values range from 0-39; the default nice value is 20.

Shows the minutes and seconds of CPU time used by
processes. This is useful for seeing if any processes are CPU
“hogs,” or if they are runaway processes, taking up large
amounts of CPU time.
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Exercise: Determining the CPU time of a process

Useps(1) to determine which processes are receiving the most CPU timg.
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fl CPU Activity sar -u(1M) |\
UnixWare sosco 5 7 180386 04/28/98
10:36:49 $usr %sys Swio %idle
10:36:53 21 18 13 48
10:36:57 1 1 0 97
10:37:01 1 4 1 94
10:37:05 1 2 0 97
Average 6 7 4 84
T ——————CECE
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12.3.2 The sar(1M) command

Thesar(1M) command reports system activity for a specified processor or system-wide
activity. By defaultsar figures displayed are average across all CPU’s on mulitiprocessor
systems. You can use tHe option to display information for each CPU. Although the
sar(1M) program reports on many different kinds of system activity, the options discussed
in this lesson are related to monitoring process activity.

To determine if the system is bogged down by a runaway process, ug@fton with

sar.

%usr Indicates the percentage of time the system is executing user processes

%sys Indicates the percentage of time the system is executing system processes

%wio Indicates the percentage of time the operating system is idle with processes
that could run if they were not waiting for 1/0 to complete

%idle Indicates the percentage of time the operating system is idle with no runnable

processes

If %idle falls consistently below 30%, the critical resource is processor power. Run the
ps(1) command to check if the excessive CPU usage is due to a runaway process.
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AV 12-6

1

Examining the Run Queue sar -g(1M)

UnixWare honey 5 7.1.0 1386 03/26/99

00:00:00 prung $prunocc rung %runocc sSWpg %Swpocc

01:00:00 2.0 100

02:00:00 1.0 0 2.0 100

03:00:00 1.0 0 2.0 100

04:00:00 1.0 0 2.0 100

05:00:00 1.0 0 2.0 100

Average 1.0 0 2.0 100

 —
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To determine if there is an unacceptable buildup of processes waiting to run on the processor
use theq option to thesar(1M) command.

prung size of processor private queue of process in memory and runnable

%prunocc percentage of time processor private run queue is occupied

rung-sz size of run queue of processes in memory and runnable

%runocc percentage of time run queue is occupied

SwpQ-sz the average number of processes in the swap queue when there were
processes in the queue If there were no processes in the swap queue, this
field is blank.

%swpocc the percent of time during the sample that there were processes in the swap
gueue. If there were no processes in the swap queue, this field is blank.

If the -P option has not been specified, themptlumgq and%prunocc columns will be
blank.

If rung-sz is greater than 2 and %runocc is greater than 90%, the CPU is heavily loaded and

response time may be degraded. Upgrading to a more powerful CPU or a multiprocessor
system might improve response time.

12.3.2.1 Running the sar(1M) command

Thesar command (system activity reporter) can either gather system activity data at the
present time, or extract historic information collected in data files created by the system.

Thesar command reports on many different types of activities including CPU utilization,
buffer usage, and disk 1/O activity.

For example, to collect processor data at 60-second intervals, for 10 minutes, enter:

sar -q 60 10

12.3.2.2 Running the sal(1M) and sa2(1M) commands

Two programs have been set up for you to collect and report system activity data. These
programs are scheduled to be rurchyn from entries in @rontab(1) file. They are started
automatically on your system.
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The information is stored on a daily basis in Ner/adm/sadirectory. Thesal(1M)
command collects and stores data in the binaryMdeadm/sa/saddvheredd is the
current day of the month. For example, the fdat0andsallrepresent the 10th and 11th
day of the current month.

It can be started from thsyscrontab in /var/spool/cron/crontabs/.

Thesad1M) command writes a readable daily report to the/Vide/adm/sa/sarddwhere
ddis the current day of the month. It can also be started frosysoeontab in
Ivar/spool/cron/crontabs/sys.

To manage system activity reporting:

e Change the running time of these programs. fdit'spool/cron/crontabs/sys

e Display CPU usages from the files. For example, enter this command to display the
information in the file'var/adm/sa/sal0

sar -q -f /var/adm/sa/sal0

e Disable the collection of data by removing the entries fronsykerontab file.

12.3.3 The timex(1M) command

When you rurtimex(1) without options, it reports the amount of real time in seconds that
expired while the command was executing and the amount of CPU time (user and system)
that was devoted to the program. For example, to find out how much CPU time was taken to
search théetc/termcagile for anansilabel:

timex grep 'ansi' /etc/termcap

The output is written to standard error.

Refer totimex(1) manual page for additional information.

Exercise: Recording the output of the timex command

How would you record the output frotimex(1) into a file?
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12.4 Managing Process Scheduling

The UnixWare 7 kernel bases its process scheduling on the Light Weight Processes (LWPSs)
not the actual process. When scheduling system calls to accept a process on which to
operate, the operation is applied to each LWP in the process.

The system scheduler determines when the process is run and maintains priorities based on:
e Configuration parameters

e Process behavior

e User requests

12.4.1 Scheduling classes

The scheduler uses four scheduling classes to determine when to run a process:

Time Sharing (TS) The time-sharing class adjusts priorities dynamically in an
attempt to provide good response time to interactive LWPs
and good throughput to CPU-intensive LWPs. This is the
default class used by the scheduler.

Fixed Class (FC) This class is similar to the Time Sharing (TS) class, but it does
not adjust priorities.

Fixed Priority (FP) Fixed priority scheduling, previously known as real-time
scheduling, allows users to set fixed priorities on a per-
process or LWP basis. In the default configuration, the
highest-priority fixed priority LWP always gets the CPU as
soon as it is runnable.

System (SYS) The system class uses a fixed priority policy to run kernel
processes such agsproc.You cannot change any process
class to SYS, nor can you change SYS to any other class.

By default, all fixed priority processes or LWPs have higher priorities than any kernel
process, and kernel processes have higher priorities than any time-sharing process.

Use thepg(1) command to list processes and LWPs with their associated class:

ps -ec | more
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12.4.2 Controlling the nice value

Thenice(2) command is used to execute a program at a different scheduling priority than
usual.

The default nice value of a user’s process is 20. An ordinary user can increase this value to
39. An increased nice value decreases the process’s priority. Processes with low nice values
will, on average, get more CPU time because of the effect the values have on the scheduling
algorithm.

Thenice command reduces the priority of a new process. @l can set a lower nice
value which results in a higher priority.

Therenice(1l) command reduces the nice value of a process that is already running. Only
root can set a lower nice value which results in a higher priority.

For example, to change the nice value so that processes with IDs 987 and 32 have a lower
scheduling priority, enter:

renice -n 5 -p 987 32

Refer tonice andrenice manual pages for information on increasing or decreasing the nice
value of a process.

You can also use tleeoadmin(1M) ProcessManager to change the priority of a process.
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12.5 Managing Process Accounting

On your UNIX system, programs are executed, processes are swapped in or out, and files
are accessed in an instant. This “invisible” activity is summarized by process accounting.
Although process accounting was originally designed for large UNIX systems that billed
individuals for using system time, it is still a useful tool for:

e Detailing analysis of system and user processes

e Determining possible causes of system errors

e Monitoring the system for security reasons

As with any program running over a period of time, process accounting may require a
significant number of resources in terms of CPU usage and disk space.

12.5.1 Enabling process accounting

Use thescoadminReports Managerto start process accounting and run process
accounting reports.

When you start process accounting fromReports Manager, the following takes place:
e The/usr/lib/acct/startupand/ust/lib/acct/shutaccscript that start and stop process
accounting when going to and from multiuser mode is linkédtodrc2.d/S02acand
/etc/rc0.d/KO2acctespectively.
Process accounting records are written to'\thgadm/pacctile.

e Entries are also placed in thar/spool/cron/crontabs/adifile so thatcron executes:

e ckpacct(1M) to check the size of thigar/adm/pacctile. When this file becomes
500 blocks, the file is moved to thear/adm/pacctile. A newpacctfile is created.

e dodisk(1M) to gather information about disk usage by user
® runacct(1M) to generate reports used by Beports Manager

e monacci(1M) to create a monthly report based on the daily reports created by
runacct
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Follow these steps to start process accounting:

Step 1. Rurscoadmin(1M).
Step 2. Selecdystem= Reports Manager= Accounting = Enable.
Step 3. Seledtost = Exit to exit theReports Managet

12.5.2 Generating Reports

Accounting takes place at the termination of each process. One record is written to the
accounting file for each command executed.

Recall that accounting reports are generated byutiecct(1M) program and are printed
using theReports Manager These reports include the:

e Daily Report—Reports on terminal utilization
e Daily Usage Report—Reports usage of system resources by users listed in order of UID

e Daily Command Summary—Reports of system resources by commands executed.
These commands are listed in descending order according to memory usage.

e Last Login Report—Reports the last time each user logged in. It is arranged in
chronological order.

Generate process accounting reports by runseegdmin1M) = System= Reports
Manager = Accounting Summary.

You can also use thacctcon(1M) command to generate process accounting reports. Enter:
acctcom [/var/adm/pacct]

Process accounting files include eight fields of information:

e Command name

e User login name

e Name of the tty device

e Starting time of the process

e Ending time of the process
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e Real time in seconds
e CPU time in seconds
e Mean Size

The command record is prefixed with a pound sign (#) indicating the command was
executed withroot privileges.

Commands not associated with a terminal are indicated by a question mark (jyin the
field.

Exercise: Reading the process accounting file

On your classroom system, run several commands as a regular user. R{n
additional root commands. Read your process accounting file. Can you
distinguish betweeroot commands andser commands? If so, how?

You can generate many different types of accounting reports. These reports can be printed
by user, by a selected group of users, or by terminal. In addition to sending these reports to
your terminal, you can send them to a printer or a data file. To send:
e By user:

acctcom -u login_name /var/adm/pacct
e By group:

acctcom -g group_name /var/adm/pacct
e By terminal:

acctcom -l /dev/term/00t /var/adm/pacct

e By the most recent process:

acctcom -b /var/adm/pacct

12.5.3 Disabling process accounting

Use theReports Managerto disable process accounting. Reeadmin(1M)= System=
Reports Manager= Accounting = Enable/Disable
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When you disable process accounting withRie@orts Manager, all entries are removed
from the/var/spool/cron/crontabs/adifile and the/etc/rc?.ddirectories.

Exercise: Generating process accounting reports

Beginning with the most recent process, display all records footheauser.
When completed, disable process accounting.
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12.6 Lesson Summary

Use theps(1) andsar(1l) commands to monitor process activity and to distinguish between
user- and system-generated processes. You can change process priorities ngie{d.Jhe
andreniceg(1) commands. Although process accounting is usually started at boot time, it can
be stopped and started as necessary. Automate system processes usndgaiiie)

command.

Review questions

1. When a command is executed, which system call creates a new process that is almost
identical to the original process?

2. Which system process is responsible for swapping data to the hard disk if memory is not
available?

3. Name two programs that you can use to identify how much time programs are taking up
on the CPU.

4. What is the default nice value of a user’s process?

5. Whichscoadmin1M) manager is used to enable process accounting?

12-27



Controlling User and System Processes

12.7 Relevant Commands and Files

The following commands and files were presented in this lesson.

12.7.1 Relevant commands

acctcom(1) Prints process accounting files

chkpacct(1M) Checks the size of the Process Accounting file

dodisk(1M) Gathers information about disk usage by user

exeg2) Executes a file

fork (2) Creates a new process

monacci{1M) Creates monthly process accounting reports

nice(2) Changes the priority of a time-sharing process

ps(1) Reports process status

renice(l) Sets the system scheduling priorities of running processes

runacct(1M) Generates accounting reports used bystoadmin(1M)
Reports Managert

sal(1M), saZd1M) Is the system activity report package

sar(1M) Reports system activity

timex(1) Reports process data and system activity

wait(2) Waits for a child process to stop or terminate

12.7.2 Relevant files

/var/adm/pacct Default process accounting file

/var/adm/sa Directory that contains system activity reports
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12.8 Answers to Review Questions

1. The fork system call creates a new process that is almost identical to the original process
when a command is executed.

2. The sysproc process swaps data to the hard disk if memory is not available.

3. You can use thps(1) andsar(1M) commands to identify how much CPU time
programs are taking.

4. The default nice value for a user process is 20.

5. Thescoadmin{1M) Reports Manager is used to enable process accounting.
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I

Managing System Security

® Describe trusted system concepts

® Describe and select a security profile

® Change your system's security profile

® Review the account database files

® Delegate system administration responsibilities

o Configure a user account to execute root commands
® Manage Access Control Lists (ACLs)

® Use advanced protection bits

® Configure additional security measures

a2v1301 © The Santa Cruz Operation, Inc.
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Lesson 13

Managing System Security

Introduction

Every computer system needs protection from people accessing the computer disks and
system files without permission. UnixWare 7 systems provide built-in security features both
compatible to, and beyond, other UNIX systems. These features apply to all users of the
system and are maintained by you, as the system administrator.

Objectives

This lesson provides the tools needed for you to select the best security measures for your
system. By the end of this lesson, you will be able to:

® Describe trusted system concepts

e Describe and select a security profile

e Change your system’s security profile

e Review the account database files

® Delegate system administration responsibilities
e Configure a user account to execudet commands
e Manage Access Control Lists (ACLS)

e Use advanced protection bits

e Configure additional security measures
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13.1 Describing Trusted System Concepts

Because no computer system is completely free from risk, systems are referred to as
“trusted” rather than “secure.” A trusted system is one that achieves a greater level of
control over access to information, providing mechanisms to prevent (or at least detect)
unauthorized access, along with additional means to confirm that these mechanisms are
functioning properly.

In addition to traditional UNIX security, passwords, and permissions, UnixWare 7
incorporates a trust, known as Trusted Facility Management (TFM). The TFM is a
collection of software that maintains parts of the operating system related to security. When
combined with traditional UNIX security, these features are provided:

Discretionary Access Control (DAC) determines the objects a user can access, including
programs, data files, and directories

Identification and Authentication (I&A) offers greater control over login attempts and
the entire login process

Accountability traces an action to an individual user

Authorizations specify user attributes required to perform a certain action

Protected Subsystems offer related collections of files, devices, and commands that
serve particular functions. The security features provide control of the users who
maintain these functions.

The TFM implements the security policy of the system. The security policy is a set of
rules to oversee and guard interaction between “subjects” (processes running on the

system) and “objects” (files and devices).

Object Reuse ensures that information is cleared in RAM before reallocating the
resource to another process
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AV 13-2
fl System Security Profiles - Logins |\

Security Parameters Low Traditional Improved High

Logins

Maximum unsuccessful attempts 99 99 5 3

(account/terminal)

Delay between login attempts 0 10 20 20

(secs) - terminal only

Time to complete login 300 60 60 60

(terminal only)

System Security Profiles (Other)
Default umask 022 022 027 077
UIDs reusable yes yes no no
Home directory permissions 755 755 750 700
Remote printing allowed yes yes no no

a2v1302 © The Santa Cruz Operation, Inc.
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/l System Security Profiles - Passwords |\
Security Parameters Low Traditional Improved High
Passwords
Minimum days between changes 0 0 0 2
Expiration time (days) Infinite Infinite 1 6
Lifetime (days) Infinite Infinite 24 12
Minimum Length 1 3 6 8
Checked for obviousness - No No Yes
Password required to login No Yes Yes Yes
Single User Password required Yes Yes Yes Yes

a2v1303 © The Santa Cruz Operation, Inc.
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13.2 Describing a Security Profile

A security profile is a set of pre-configured values for parameters that control your system'’s
security behavior such as password expiration, login controls, and what privileges are
assigned to users. Once you select a profile, you can switch to another profile, or change any
one of the parameters on an individual basis.

13.2.1 The high security profile

The High security profile is recommended for systems containing confidential information
accessed by many users. With a high security profile:

e Passwords and login controls are strictly enforced. Networking services are limited.
Users can transfer informatioo but they cannot receive informatiémom other
systems.

e User accounts can be deleted but UIDs cannot be reused

e All security features are active from installation

13.2.2 The improved security profile

The improved security profile is recommended for systems accessed by groups of users who
can share information. With an improved security profile:

e Login controls and password expiration are more lenient. Most networking services are
enabled

e User accounts can be deleted and the UID reused

e Security features are active, using parameters that are less restrictive than the High
security profile
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AV 13-4
fl System Security Profiles - Logins |\

Security Parameters Low Traditional Improved High

Logins

Maximum unsuccessful attempts 99 99 5 3

(account/terminal)

Delay between login attempts 0 10 20 20

(secs) - terminal only

Time to complete login 300 60 60 60

(terminal only)

System Security Profiles (Other)
Default umask 022 022 027 077
UIDs reusable yes yes no no
Home directory permissions 755 755 750 700
Remote printing allowed yes yes no no

a2v1304 © The Santa Cruz Operation, Inc.

AV 13-5

/l System Security Profiles - Passwords |\
Security Parameters Low Traditional Improved High
Passwords
Minimum days between changes 0 0 0 2
Expiration time (days) Infinite Infinite 1 6
Lifetime (days) Infinite Infinite 24 12
Minimum Length 1 3 6 8
Checked for obviousness - No No Yes
Password required to login No Yes Yes Yes
Single User Password required Yes Yes Yes Yes

a2v1305 © The Santa Cruz Operation, Inc.
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13.2.3 The traditional security profile

The Traditional security profile provides compatibility with other UNIX systems. It is
recommended for systems that use traditional UNIX security and want to incorporate some
of the security features.

With a Traditional security profile:

e Passwords do not expire. They are not required, but are recommended. All networking
services are enabled.

e User accounts can be deleted and the UIDs reused

e Additional security features can be engaged

13.2.4 The low security profile

The Low security profile is recommended for systems not publicly accessible, with a small
number of cooperating users. With a Low security profile:

e Passwords are not required, but are recommended
e User accounts can be deleted and the UIDs reused

e Additional security features are not active
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13.3 Viewing and Changing your System Security Profile

Exercise: Accessing additional security information

Refer toscohelp= Security = Changing the security profile= security
profile.

Which security profiles logs the use of #&€1) command?

You are asked to select a security profile at installation time. Later, however, it is possible to
select a different profile by using teseoadmin1M) Security Profile Manager or running
therelax(1M) command.

13.3.1 Determining your security profile

You can determine your current security profile usagadmirn(1M).

Exercise: Determining your security profile

To determine your security profile:
Runscoadmin(1M).

SelectSystem= Security Profile Manager.

You can also determine your security profile by enteringéuelef§1M) command:
secdefs

Other options to theecdefscommand are discussed later in this lesson.

13.3.2 Selecting a security profile

Files that define each security profile are stored indatesecurity/seclevelirectory. For
example, the file that defines Improved securitheis/security/seclevel/improved/etc_.def
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When you change a security profile, parameters are written to these individual default files:

/etc/default/login Controls login and password restrictions

/etc/default/passwd Controls password aging parameters

/etc/default/su Records the use of tls&(1M) command

/etc/default/audit Controls when auditing is enabled and disabled
/etc/default/useradd Defines which events are audited and the default permissions

of a user’s home directory when it is created.

These steps describe how to selegirovedsecurity:

Step 1. Log in asoot.

Step 2. Rurscoadmin(1M).

Step 3. SelecBystem= Security Profile Manager.

Step 4. Seledturrent security profile.

Step 5. Seledmproved = Host= Save

Step 6. Click orOK to confirm that your system has been successfully updated.
Step 7. Seledtost = Exit to exit theSecurity Profile Manager.

Step 8. Reboot your system to invoke the new parameters:

shutdown -i6 -g10 -y

You can also use thelax(1M) command to select a new security profile. For example, to
change to Improved security, do the following:

Step 1. Log in asoot.
Step 2. Enter:
relax improved
Step 3. Reboot the system:

shutdown -i6 -g10 -y
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13.3.3 Changing a parameter in your security profile

Instead of selecting a new security profile, you can change individual parameters, including
password expiration information and the maximum number of login attempts, within a
security profile.

Make your changes by editing the appropriate file inet&defaultdirectory. Note that
these changes will affect all users.

13.3.4 Using the secdefs(1M) command

If you suspect that individual parameters have been changed in your system’s security
profile, use thesecdef§1M) command to compare the current settings of the system-wide
security defaults with the security profiles defined in/gte/security/seclevelirectories

Exercise: Running the secdefs(1M) command

Your classroom system is installed with the traditional security profile. R§n
secdefs -\to determine if any changes have been made to the traditional
security profile.

To determine if any parameters have been changed from the default, enter:
secdefs -v

The command displays:

e The name of the default file

® The name of the parameter

® The value of the changed parameter

® The value of the default parameter
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Exercise: Determining security profile differences(1M)

Edit the/etc/default/useradtile. Change théeHOME_MOD&ermissions to
750.

Runsecdefs -uwo verify the change.
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13.4 Reviewing the Account Database Files

When you change parameters in the security profile, several security files are affected.
These files comprise what is known as the Account Database.

An important distinction between UNIX systems is how account information is stored. To
ensure compatibility with other UNIX systems, these files fall into two categories: UNIX
system files (those defined in the System V Interface Definition) and the trusted facility
database that extends System V Security.

13.4.1 System V files

“System V” files are based on the System 5 Release 4.2 (SVR4.2) version of UNIX
developed at AT&T Bell Laboratories.

System V files include the following:

/etc/passwd Contains both account data and (on some systems) an
encrypted password

letc/group Contains group names, IDs, and names of users belonging to
each group

/etc/shadow Contains encrypted passwordgcess to this file is
restricted; it is maintained for compatibility with other UNIX
systems.

/etc/default/passwd Contains default account information such as the minimum

length of a password and number of repeated attempts to
successfully change a password

/etc/default/login Contains default account information, for example, if a
password is required upon login and if pertinent information
displays when a user logs in

Refer to thepasswd1) andlogin(1) manual pages for more information on password
restrictions and login controls.
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13.4.2 Trusted facility database files

Trusted facility database files include:

/etc/security/ia/master Contains the same information foundétc/passwdnd
/etc/shadowit is a system file and cannot be read or edited.

letc/security/ia/index Contains a listing of user accounts. It is a system file and
cannot be read or edited.

letc/security/tcb/privs Contains the file privilege database
letc/security/tfm/users/*  Contains a listing of privileged users

letc/security/tftm/roles/* Contains a listing of administrative roles

Exercise: Reading the /etc/security/ia/master file

Because théetc/security/ia/mastdile is a binary file, use thstrings(1)
command to view the contents of this file.
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13.5 Delegating System Administration Responsibility

Your role of system administration can be limited to a sirgé¢ login or you can delegate
certain responsibilities to individual users. Delegating responsibility eliminates the need for
aroot login to perform tasks associated with system administration.

13.5.1 The system owner account

When you install the operating system, a user is designated ysthen owneAny user
name (except those reserved by the system suaicasandbin) can be assigned as the
system owner.

The system owner can only perform system administration from the desktop. After an

owner leaves the desktop (by opening a terminal window or logging in as a non-desktop
user) they lack the power to perform administration tasks from the command line.

13.5.2 Limited system owner authorizations

You can also assign a limited set of authorizations to a user. After assigned, a user can
perform these tasks usigCOadmin. These authorizations include:

Shutdown System Shut down the system usingthédown Manager

Administer Intranet Configure TCP/IP and manage network connections to
remote systems using tiNetwork Configuration Manager.

Administer Filesystems Add, configure, and manage filesystems usikgdbgstem
Manager.

Administer Printers Add, configure, and remove printers usin thnger
Manager.

Change System Tunables Change kernel tunable parameters ustygtdra Tuner
Manager.

Monitor System Resources View how system resources are used usiggtdravionitor .
You can assign a user any or all of the authorizations.

When a user lacks authorization to ru8B@admin manager, when accessing that
manager, this message displays:

You are not authorized to run ...
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13.5.2.1 Assigning authorizations

Use thescoadmin1M) Account Manager to assign authorizations to a user:

Step 1. Rurscoadmin(1M).

Step 2. SelecAccount Manager.

Step 3. Select an existing userUsers= Authorizations.
Step 4. Select an authorization.

Step 5. Click orAdd.

You can continue adding authorizations. When you are finished:
Step 6. Click orOK.

Step 7. Seledtlost = EXxit to exit theAccount Manager.

13.5.2.2 Removing authorizations

Use thescoadmin1M) Account Manager to remove authorizations from a user:

Step 1. Follow Steps 1-4 under Section 13.5.2.1, “Assigning authorizations,” on
page 13-18.

Step 2. Click orRemove

Step 3. You can continue removing authorizations. When you are finished:

Step 4. Click orOK.

Step 5. Seledtost = EXxit to exit theAccount Manager.

13.5.2.3 The make-owner(1M) command

You can also use thasr/lib/scoadmin/account/make-owreammand to assign or remove
authorizations. All authorizations are assigned or removed. You cannot selectively assign or
remove authorizations usimgake-owner(1M).
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13.5.2.4 Important files

Authorizations to be assigned are stored intsée/lib/scoadmin/account/PrivTabfée.
Additional authorizations can appear if you have installed add-on software packages.

Account names with associated authorizations are stored in
{usr/lib/scoadmin/account/Users/*.
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13.6 Allowing users to execute superuser commands

You can assign users the ability to execute a command that is only executableoby the
user. When executing the command, the user does not have to IafthMyj to theroot
user, ensuring a more secure system.

Use thetfadmin (1M) to executeoot only commands.

Before a user can executesdt only command, several actions must take place:

1. Create a new administrative role usingddeninrole(1M) command or use an existing
administrative role.

2. Add theroot-only command(s) and the privilegprivs to the administrative role using
theadminrole(1M) command.

Theallprivs privilege is required to executeg@ot-only command. This privilege is
what differentiates theot user from an ordinary user.

3. Assign the user to the administrative role usingatirainuser(1M) command.

13.6.1 Adding an administrative role

To create a new administrative role, enter:

adminrole -n ROLE_NAME

For example, to create the role of ADMIN, enter:

adminrole -n ADMIN

If it is an existing role, to view the existing commands associated with the role, enter:
adminrole ROLE_NAME

To remove a role, enter:

adminrole -d ROLE_NAME
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13.6.2 Adding commands to the role

Use theadminrole -a command to add commands to an administrative role, enter:
adminrole -a rootcmd:path:priv role

For example, to add theseradd command to the ADMIN role, enter:

adminrole -a useradd:/usr/sbin/useradd:allprivs ADMIN

Use theadminrole -r command to remove a command from a role, enter:

adminrole -r rootcmd role

13.6.3 Assigning the user the administrative role

Use theadminuser(1M) command to assign the user to an administrative role. A user can
be assigned to one or more roles.

To assign the usaérey to the ADMIN role use then option. Enter:

adminuser -n -o ADMIN ivey

If the user has previously been assigned a role, do not use tlgtion.

To delete the user from the role you must either delete the user from the TFM database with
the-d option or use theo option to supply the user with a new role list that does not

contain the role that you want to delete from the user.

A database of users and their associated roles is stofetd/security/tfm

13.6.4 Executing the tfadmin(1M) command

After the role is assigned to the user, the user performs the following to execute the

command:
Step 1. Log into the system.
Step 2. Enter th#admin (1M) command with theoot only command:

$ /sbin/ttadmin rootcmd

13-20 UnixWare® 7 System Administration II: Installation, Configuration, and Maintenance



Allowing users to execute superuser commands

For example, to run theseaddq1M) command, enter:

$ /sbin/tfadmin useradd [username]

Exercise: Delegating system administration responsibility

Create a user nameacey. You can use theseradd1M) command or the
scoadmin1M) Account Manager.

Add the administrative role ADMIN using tla@minrole(1M) command.

Add theuseraddcommand to the ADMIN role using tlz@minrole
command. Do not forget to assign tdprivs privilege.

Assign the ADMIN role to the user accouvgy using theadminuser(1M)
command.

Log in asivey and execute theseradd command.

Refer to Section 13.6, “Allowing users to execute superuser commands,j on
page 13-20 if you should need help on creating and assigning the role.

13.6.5 Updating the file privilege database

Recall that when you assign a user an administrative role, you also assafjprie
privilege. The system maintains the file privilege databeteésecurity/tcb/privs

If users are unable to run tifadmin (1M) command, it is possible that file privileges have
been modified and the changes are not reflected in the file privilege database.

This can be caused by:
e Running thepkgchk(1M) command. This command goes through the
/var/sadm/install/contentiile and compares file attributes in the file with those on the

filesystem.

If there is a discrepancy between the tpkgchk changes the file attributes to match
the /var/sadm/install/contentde.

After the file is modified, the file privilege database is out of sync with the actual file.
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e Restoring system files. This causes the “last update” time of the file to be modified and
does not match the last update time in the file privilege database.

You can usenitpriv (1M) to check the validity ofetc/security/tcb/privsif initpriv returns
an error, you can rufetc/security/tools/setprito synchronize the file privilege database
with the filesystem.

To determine if the file privilege database is out of sync:

Step 1. Log in asoot.

Step 2. Enter:
initprivs

Step 3. Synchronize the file privilege database if errors are returnedgdoivs .
Enter:

letc/security/tools/setpriv -x
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AV 13-6
fl Access Control Lists |\
total 8
—IW-Ir——r—-— 1 suees training 9 Mar 30 14:22 curriculum
drwxr-xr-x+ 2 suees training 96 Mar 30 14:05 myprojects
—TW-—r——1——+ 1 suees training 27 Mar 30 13:46 proposal
drwxXr-xr-x 2 suees training 96 Mar 30 14:21 sales
drwxr-xr-x 2 suees training 96 Mar 30 14:21 training
e ——m
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13.7 Managing Access Control Lists (ACLS)

Access Control Lists (ACLs) give you a more precise way to control access to files. The
ACL contains one-line entries naming specific users and groups and what access is granted
to each.

ACLs are associated with each file on the Secure (sfs) and Veritas (vxfs) filesystems.
A plus sign (+) appears at the end of the permission bit characters. It shows that additional
access permissions, beyond those shown by the three sets of three bits, have been granted or

denied through the ACL mechanism.

There are at least four (4) entries in an ACL and correspond to the permissions on the file.
For example, if a file’s permissions were 644, the ACL entries are:

user: :rw-
group: r--
class: :r--
other: :---

Theclass entry is the maximum permission that can be granted to another group,
however, it can be overridden.

Theroot user and the owner of a file can set or unset ACLS.
You can view ACLs with thgetac(1) command, enter:

getacl filename
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AV 13-7

fl ACL Entries |\
Before: ACL After: ACL
# file: proposal # file: proposal
# owner: suees # owner: suees
# group: training # group: training
user::rw- user::rw-
group::r-- user;jamesb:rw- #effective:r--
class:r-- group::r--
other:r-- class:r--

other:r--
N ——

AV 13-8

/I Default ACLS I\

Before: After:

# file: myprojects # file: myprojects
# owner: suees # owner: suees

# group: training # group: training
user::rwx USEer::rwx
group:.r-xclass:r-x group::r-xclass:r-x
other:r-x other:.r-x

default:user:;jamesb:rw-

a2v1308 © The Santa Cruz Operation, Inc.
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13.7.1 ACL entries for individual files

You can specifically grant and/or deny access to specific users and/or groups on your system
by adding user and group entries with sike¢ac{1) command.

For example, to add a read and write entry for the jassgsb on theproposalfile, enter:
setacl -m u:jamesb:rw- proposal

The-r option adds the ACL.

To add a read and write group entry for gpineduct group, enter:

setacl -m g:product:rw- proposal

13.7.2 Default ACLs

All files that are created in a directory can have specific ACL entries. For example, you
might want another person to write to any file in your directory because you are working
together on a project.

You can add an ACL entry for every file in the directory, however when you create a file
you have to add the entry each time. UsdepultACL entries, you can get the system to
automatically create these ACLs when the file is created.

Default ACLs can be placed on directory files only.

To configure a default ACL for the us@amesbon themyprojectdirectory, enter:

setacl -m d:u:jamesb:rw- myprojects

13.7.3 Deleting ACLs

You can delete any ACL entry without specifying the permissions. For example, to delete a
group entry fomproducton theproposalfile, enter:

setacl -d g:product proposal
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Exercise: Managing ACLs

Log in using your student account. Create a file napnegosal Use the
setac(1) command and give the useey read and write permission on the
proposalfile.
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13.8 Advanced Protection Bits

The primary data protection on your system is the use of standard UNIX system permissions
on files and directories. Your UnixWare 7 system also includes features that extend this
protection. These features greatly enhance the security of the system as follows:

e When SUID (set user ID) and SGID (set group ID) bits are set on the permissions of a
binary file, the program executes with the UID or GID of the owner rather than that of
the person executing the program

e A SUID/SGIDbinary has access to all the files, processes, and resources belonging to
the owner or group ownership of the binary file

e SUID and SGID do not work on shell scripts
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AV 13-9

fl Extended Discretionary Access Control

File Permissions: S S t

‘ Set User ID (SUID) ‘

Set Group ID (SGID)|

chmod 7666 filename

a2v1309 © The Santa Cruz Operation, Inc.

AV 13-10

)

/l Default Discretionary Access Control

Effect on Files:

(6)(6)(6)

Unrestricted permissions: -TW-rw-rw-
umask 022 0 22
Permissions of new files: -rW-r--r--

(6)(4)(4)

Effect on Directories:

(7)7X7)

Unrestricted permissions: drwXrwxrwx
umask 022 0 22

Permissions of new directories:  drwxr-xr-x

(7)(5)®)

a2v1310 © The Santa Cruz Operation, Inc.
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13.8.1 Examining SUID/SGID bits

When the SUID/SGID is set, a lowercase “s” appears in the user or group permission bits on
a file. In the following example, the permissions and ownership indicate thatoonlgnd
syscan modify/etc/system_fileSince the SGID bit has been setloin/commangdwhen the
user executehin/commandthe user assumes the group idergityg. This enables the user
to change the contents feftic/system_file

---X--s--x 1 root sys ... /bin/command

-rw-rw---- 1 root sys ... /etc/system_file

The SUID bit appears as:

---s--X--X 1 root sys ... /binf/command

To set the SUID bits, use tisdamod(1) command:

chmod 4111 binary_file

To set the SGID bit:

chmod 2111 binary_file

To remove the SUID and SGID bits:

chmod 111 binary_file

13.8.2 Setting the sticky bit

The third advance protection bit is known as the sticky bit. This bit allows users to add files
to a “public” directory and remove only files that they own. The sticky bit appears as:

drwxrwxrwt 4 bin bin 224 Mar 27 10:14 /tmp
To add a sticky bit to a directory:

chmod 1777 dirname

To remove a sticky bit from a directory:
chmod 777 dirname

Users can only set and remove sticky bits from directories that they own.
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Theroot user can set and remove sticky bits from any directory.Additional Security
Measures

The most basic security requirement is to prevent unsupervised physical access to the
system itself. This is accomplished by the following rules:

e Keep your system under lock and key when an operator is not present
e Organize and lock up all backup media

Your UnixWare 7 system provides additional tools to monitor system security.

13.8.3 Restricting root logins

You can restrict theoot login to the console, eliminating entry from any other port. The
following steps describe how to do this:

Step 1. Log in asoot.
Step 2. Edit the fildetc/default/login.
Step 3. Add the entry:

CONSOLE=/dev/console

Restricted root logins are configured automatically if you select the Improved or High
security profiles.

13.8.4 Monitoring the use of the su(1M) command

Users are able to switch to another account, includingptiteaccount, if they know the
password. The following steps describe how to log both successful and unsuscéssful
attempts to thévar/adm/sulodile:

Step 1. Log in asoot.

Step 2. Edit the fildetc/default/su.

Step 3. Verify that the entiULOG=/var/adm/sulog exists. If not, add the
entry.

Step 4. Uncomment the entBONSOLE=/dev/console
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These attempts are automatically monitored if you select the Improved or High security
profiles.

Exercise: Reporting su attempts to the console

Edit the/etc/default/sdile and add an entry to repati(1M) attempts to the
console.

Log into your student account and accesgaloé account usingu.

View /var/adm/sulog.

View the message on the system console @ihT] -
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13.9 Lesson Summary

The UnixWare 7 system provides more than traditional UNIX security. As the system
administrator, you select the security profile and can entrust users with certain tasks by
assigning authorizations. Additional security can be provided by restriotmdpgins and
configuring ACLs.

Review Questions

1. Which security profile(s) allows the removal of user accounts?

N

Using the command-line interface, how would you change your security profile from
Improved to Traditional?

3. Inwhich file is the encrypted password stored when using traditional security on a
UnixWare 7 system?

4. Which command executes a root command for an ordinary user?

5. Which default file specifies whether passwords are required for users when logging into
a system?

6. Which system owner authorization would you assign to a user so the user is able to view
how system resources are used?
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7. Which character at the end of the permission bit indicates that additional access
permissions have been granted or denied through the ACL mechanism?

8. In which file are both successful and unsuccess{dl) attempts to theoot account
recorded?
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13.10 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

adminrole(1M)

adminuser(1M)

getacl1)

initpriv (1M)
make-owner(1M)
relax(1M)
secdefélM)
setac(l1)
strings(1)

su(1M)

tfadmin (1M)

Relevant files

Add, change, delete, or display roles in the TFM database

Add, change, delete, or display administrators in the TFM
database

Display ACLs on files

Checks the validity of the security database

Add, change, or remove the ID of the system owner
Change system security defaults

Report settings of security defaults

Set ACLs on files

Find printable strings in an object file or binary
Switch to another user

Execute aoot-only command

/etc/default/audit

/etc/default/login

/etc/default/passwd

/etc/default/su

letc/group

/etc/passwd

Controls when auditing is enabled or disabled
Contains default login parameters

Contains default password parameters
Contains options for theu(1M) command

Contains group names, IDs, and names of users belonging to
each group

Contains default account information
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letc/security/seclevel
letc/security
letc/security/tfim
letc/security/tcb/privs

/etc/default/useradd

Is the directory that contains the default security level

Is the directory that contains trusted facility database files
Contains a database of users and their associated roles
Contains the file privilege database

Defines which events are audited and the default permissions
of a user’s home directory when it is created

{usr/lib/scoadmin/account/PrivTable

Contains authorizations to be assigned to user accounts

{usr/lib/scoadmin/account/Users/*

/var/fadm/sulog

Contains user account names with associated authorizations

Contains a log of successful and unsuccess{diM)
attempts

13-37



Managing System Security

13.11 Answers to Review Questions

All security profiles allow the removal of user accounts.

To change your security profile from Improved to Traditional from the command line,
enter:relax traditional

The encrypted passwords are storefétcyshadow
The tfadmin(1M) command executes a root command for an ordinary user.

The/etc/default/logirfile specifies if passwords are required for users when logging into
a system.

You would assign the “Monitor System Resources” system owner authorization to a user
so the user is able to view how system resources are used.

The + character at the end of the permission bit indicates that additional access
permissions have been granted or denied through the ACL mechanism.

Thel/var/adm/sulodile contains both successful and unsuccessif{l) attempts.
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® Describe factors that influence performance

® Set performance goals

® Collect performance data

® Run the scoadmin(1M) System Monitor

o Configure the scoadmin(1M) System Monitor
® Autotune kernel parameters

® Interpret kernel error messages

® Configure kernel parameters
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Lesson 14

Performance Tuning

Introduction

In addition to controlling processes, your job as a system administrator is to manage the
sharing of the available system resources equally among all users.

As delivered, UnixWare 7 is configured to provide optimal performance for most
configurations and uses. As system administrators, you won'’t need to configure or tune the
system often. Any system configuration that you perform should be the result of careful
analysis of your user’s needs, application requirements, and operating system performance.

In this lesson, you will learn how to monitor and configure your UnixWare 7 system to
provide the best possible performance.

Objectives

This lesson covers the monitoring and configuring of a UnixWare 7 system. By the end of
this lesson, you will be able to:

e® Describe factors that influence performance
e Set performance goals

e Collect performance data

e Run thescoadmin1M) System Monitor

e Configure thescoadmin1M) System Monitor
e Autotune kernel parameters

e Interpret kernel error messages

e Configure kernel parameters
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14.1 Influencing System Performance

A computer system consists of a finite set of hardware and software components. These
components constitute the resources of the system. One of the tasks of the operating system
is to share these resources among the programs that are running on the system. In addition to
the hardware and software components, how the data is organized, and how programs are
accessed on your hard disk also affect system performance.

14.1.1 Hardware factors

Your system’s hardware has the greatest influence on its performance. It is the ultimate
limiting factor on how fast a process will run before it has to start sharing what is available
with the operating system and other user processes.

Hardware factors that can limit overall system performance include:

e The speed and width of the system’s address and data buses

e The model, clock speed, and the size of the internal memory cache of the system’s CPU
or CPUs

The size of the external cache memory

The amount of memory, the width of its data path, and its access time

The speed and width of a SCSI bus controlled by a host adapter

The width of the data path on peripheral controller cards (32-, 16-, or 8-bit)

Access time for hard disks

Whether intelligent or dumb serial cards are used
e Network interface cards and network design
On multiprocessor systems, the following considerations also become important:

e® Write back external cache (for instructions and data) with cache coherency on each CPU
to reduce the number of accesses to main memory

e Support for fully distributed interrupts

e Memory and I/O subsystems must be as fast as possible to keep up with the demands of
enhanced CPU performance. Use of intelligent controllers is recommended.
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14.1.2 Software factors

The ways in which applications are written usually have a large impact on performance. If
your application makes inefficient use of processing power, memory, disk, or other
subsystems, it is unlikely that you will improve the situation by tuning the operating system.

The efficiency of the algorithms used by an application, or the way it uses system services,
are usually beyond your control unless you have source code.

Some of the factors you can take into consideration when assessing the efficiency of an
application’s code include:

e Does it use algorithms that make the best use of time and storage?

® The optimization of the compiler being used.

e Are shell programs being used where C programs would be more efficient?
® |[s it using a large number of system calls?

e |s the application using memory efficiently?

These factors and more will influence the performance of your system.

14.1.3 System organization

Proper organization of your hard disk can improve its performance. Use the following
guidelines for organizing your hard disk:

e Move frequently accessed data to the fastest disk available

e Ensure the user’s $PATH environment variable has the directory containing programs
the user most frequently uses first
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14.2 Setting Performance Goals

To tune a system efficiently, you need a good understanding of the various system resources
and how the system is going to be used. You must then establish what goals you need to set
to improve performance. To accomplish this:

e Define your goals

e List your goals

e Understand your goals

14.2.1 Defining your goals

The first step in tuning a system is to define a set of performance goals. This can range from
discovering and removing system bottlenecks in order to improve overall performance to
tuning the system to run a single application.

14.2.2 Listing your goals

The performance goals should be listed in order of priority. Often goals may conflict.

A system may be running a database that uses a large cache and also may require a large
portion of memory to compile programs during software development.

Assigning a priority to your goals might involve deciding if database performance is more
important than the speed of compilations.

14.2.3 Understanding your goals

Attempt to understand all goals as well as possible. If possible, note what resources are
affected by each goal. Do you have any conflicts?

14-6 UnixWare® 7 System Administration II: Installation, Configuration, and Maintenance



Collecting Performance Data

14.3 Collecting Performance Data

After you have identified your performance goals, your next step is to determine how the
system is performing at present. Measuring your system'’s performance depends on the tasks
you expect to carry out. Listed below are some of the typical criteria you might use to judge
a system:

e The time taken for an interactive application to perform a task

® The time taken to process a database transaction

e The time taken for an application to perform a set number of calculations

There are a number of tools available with your UnixWare 7 system that assist you in
monitoring and collecting performance data. They include tools for gathering static and
dynamic data. Static tools include:

e scoadminlM) = System= System Information

e sysde{1M)

Dynamic data gathering and monitoring tools include:

e rtpm (1M)

e scoadminlM) = System= System Monitor

e ps(l)

e sar(1Mm)

You should collect data over a duration that is long enough for you to be able to establish
normal patterns of usage.

Three potential performance problems include:
e CPU saturation

® |/O system saturation

e Memory saturation

Poor system performance can result from any combination of problems.
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14.3.1 Identifying CPU saturation

CPU saturation occurs if the processor cannot execute fast enough to keep the number of
processes on the run queue consistently low.

To monitor CPU usage, you can do the following:
e Turn on process accounting to track CPU usage over a period of time

® Use theps(1) andsar(1M) commands to help identify CPU saturation

14.3.1.1 Using the ps(1) command

You should run th@s(1) command at regular intervals. Check for processes that you
suspect are consuming CPU cycles that could be rurcvati(1).

14.3.1.2 Using sar(1M) to check for CPU saturation

Thesar(1M) command reports activity on single processor systems. To check for CPU
saturation withsar, use theu and-q options as follows:

sar -u 60 10

If the %idle field is less than or equal to 30%, could indicate a system lacking in processor
power. CPU saturation will result if there are I&tdle andhigh %usr and%sys

figures.

sar -q 60 10

CPU saturation is reflected #rung-sz figures over 2 anérunocc figures greater than
90%.

While the u option gives the CPU usage in percentages;gloption indicates how many
processes in the run queue are currently competing for the CPU.
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Exercise: Monitoring CPU activity

The shell scripsartest -cpuintensifies CPU activity on your classroom
system.

To gather information on how your classroom system is currently running:

Step 1. Run thear(1M) command to check for CPU saturation.
Step 2. Write down the results from the average fields.

Step 3. Run the shell scrigdirtest -cpuon a second multiscreen.
Step 4. Return to the first multiscreen and rursirecommands agait

and compare the results.
What was your percentage of increase in CPU saturation? How many
processes were currently competing for the CPU? Were they system or fiser
processes?

When finished, use thee] key, terminatesartest -cpu

14.3.2 Tuning CPU resources

If your system is CPU-bound, you can do several things to improve CPU resources. Most of
these will be from the hardware side; however, you can also tune a limited amount of kernel
parameters.

14.3.2.1 Hardware

To improve CPU resources, you can change your hardware by:
e Using smart (intelligent) serial cards

e Choosing a disk controller that is capable of using DMA to transfer data to and from
memory

e Adding more memory if a considerable amount of swapping is occurring

e Upgrading to a faster CPU or CPUs
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e Adding one or more CPUs to a multiprocessor system. If running a single CPU system,
upgrade to a multiprocessor system.

e Purchasing an additional system and divide your processing requirements

14.3.2.2 Kernel parameters

To improve CPU resources, you can changdPtioeess Limit Parameter:

MAXUP Controls the number of processes that a user can run at any given time. The
default is 80. Reduce this parameter to limit the number of processes a user
can run.

14.3.3 Identifying 1/0O saturation

Input/output (1/0) is the process of transferring data from memory to a device, from a device
to memory, or from one device to another.

To make the transfer between memory and disk more efficient, the system maintains a

buffer cache of the most recently accessed disk data. This reduces the amount of disk 1/0O
that the system needs to perform.

14.3.4 Describing the buffer cache

To minimize seeking data on the hard disk, recently used data blocks are held in a cache of
special memory structures called "buffers". Buffers make the operating system more
efficient. Depending on the filesystem type and the setting of kernel parameters, the buffer
cache is "flushed" (written to the disk) at set intervals. On a typical system, approximately
85% of disk I/O can be avoided by using the buffer cache, though this depends on the mix of
jobs running.

UnixWare 7 uses a unified virtual memory architecture. Buffers are allocated as needed by

the system. Buffer cache memory allocation is integrated with paging program schemes.
Buffers are not preallocated. They are a dynamic or “paged” resource.

14.3.4.1 Viewing buffer cache activity

To determine the activity in the buffer cache, use lbheption with thesar(1M) command:

sar -b 60 10

14-10 UnixWare® 7 System Administration II: Installation, Configuration, and Maintenance



Collecting Performance Data

The buffer cache read hit rate (%rcache) indicates the percentage of attempts to read data
from disk (or any block device) where the data was already in the buffer cache.

The buffer cache write hit rate (Yowcache) indicates the percentage of attempts to write data
to disk (or any block device) where the block in which the data was to be written was
already in the buffer cache.

The read and write hit rates should show high values. If these values fall, the system is
having to access blocks on the disk (or other block devices) rather than in the buffer cache.

Increase the amount of buffer space (BUFHWMaf -b  consistently indicates low hit

rates forcache < 90, %wcache < 65) and high bread/s and bwrite/s. Pheache and
%wcache values are low temporarily when you start up an application or bring in new
data. However, if these values are always low, your system may be a heavier than average
user of filesystem data.

14.3.4.2 Viewing I/O activity

A system is I/O bound if the peripheral devices (hard disk, tape, and so forth) cannot transfer
as fast as the system requests. This causes processes to be put to sleep, “waiting for 1/O,”
and leaves the CPU idle for much of the time.

To determine if a system is 1/0O bound, run th@ption with thesar command:

sar -u 60 10

The %wio value displays the percentage of time that each CPU spends waiting for 1/O to
complete while there are no runnable processes. If this value is high, it is possible that I/O is

not keeping up with the rest of the system.

Do not always assume that a high 1/0 value indicates a disk problem. This could be high due
to a tape drive being in use or a shortage of memory.
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To determine if the disk is a problem, run tdeoption with thesar(1M) command:
sar -d 60 10
Check for:

Load balancing How much activity does each disk get? Loads should be
balanced across each disk on the system. Watch for
unbalanced loads if you have multiple disks. Individual disks
may become overloaded before the entire I/O system
approaches capacity. High values of the ratiawsierv
also suggest that a disk is saturated with requests.

Slow disks Once a request hits the disk, how long does it take a disk to
service the request¥wait indicates the length a request
must wait to be serviced by the digkserv indicates how
fast the disk can service the request. Lamgerv times can
indicate a slow disk.

Disk saturation If all disks have loraywait times or long queues and high
gueue occupation then additional disks could help to
reallocate disk activity.

If the values ofobusy andavque are both consistently high for the disk device, the device
cannot keep up with the requests to transfer data.

A %busy average over 50% can indicate 1/0O saturation.

Exercise: Monitoring I/O saturation

The shell scripsartest -iohas been created to increase 1/0O activity on yoyr
classroom system.

Run the shell scriptartest -ioon one multiscreen.

On a second multiscreen, run ga(1M) command twice using thé and-d
option.

Compatre the results to the information in “Viewing buffer cache activity” pnd
“Viewing I/O activity.” Can you determine where your bottleneck is?

When finished, use thge] key to terminate theartest -ioshell script.
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14.3.5 Tuning I/O performance

If your system is disk I/O bound, you can make changes to your hardware configuration or
tune several kernel parameters to improve I/O performance.

14.3.5.1 Hardware

To tune 1/0O performance, you can do the following to your hardware configuration:
e Spread filesystems and swap areas across different disks or buses to help spread the load

e Purchase caching disk controllers or advanced RAID drive arrays

14.3.5.2 Kernel Parameters

To tune 1/0 performance, you can change the follovAilg System Parameters

DNLCSIZE Defines the size of the directory name lookup cache (DNLC). Generally,
larger memory systems both support a heavier workload and have more
memory to spare, so the DNLCSIZE tunable is automatically adjusted to be
larger when more memory is present. You can override the autotuned value
by using idtune. Rusar -t to check whether inode limits should be changed
so that more inodes and pages can be kept in memory and reused.

BUFHWM  The amount of memory that can be used by the transfer of filesystem
structure data such as inodes, indirect blocks, and cylinder groups. It is not
file data, which goes through virtual memory (VM) as pages. NOTE: In
some other UNIX systems such as UNIX System V Release 3.2 and earlier,
the buffer cache was used for practically all disk 1/0, including the contents
of files (that is, reads and writes). The use of buffer cache changed with the
introduction of virtual memory (VM) and, therefore, changed the appropriate
tuning of BUFHWM.

Setting BUFHWM too low causes excess filesystem activity to flush the
buffer before it can be re-used. Setting BUFHWM too high reduces the page
pool size and can increase paging. In general terms, BUFHWM should grow
proportionately with memory size. The value of BUFHWM is autotuned and
it should not have to be retuned. However, you may want to retune
BUFHWM for a specific condition; for example, to reduce the value of
BUFHWM so there is more memory for use by X-windows.

Runsar -b  before and after the change to ensure th&tvache and
%wcache have not changed dramatically.
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NBUF Buffer cache 1/0 uses both buffers and buffer headers. (See BUFHWM.)
Whenever a buffer header is needed, but none is available, the system
dynamically allocates more buffer headers in chunks of NBUF headers at a
time.

There is no limit to the number of buffer headers in the system, but the
tunable BUFHWM limits the number of kilobytes that can be used by buffers
and, therefore, effectively limits the number of buffer headers that are
allocated. Once allocated, buffer header space cannot be freed for other uses.
Therefore, take care when you raise the value of NBUF. A higher value of
NBUF decreases the number of times the Kernel Memory Allocator must be
called to allocate space for buffer headers, but this also can result in the
allocation of headers that are not used.

NHBUF Specifies the size of the hash table used to locate a buffer, given a device
number and a block number. The value must be a power of “2” from “32” to
“1024", inclusive. This value should be about one quarter of the total buffers
available. A value between 1/8 and 1/4 of BUFHWM is typically sufficient.

NPBUF Specifies the number of physical I/O buffers to allocate; one is needed for
each active physical read or write. There is no rule for adjusting NPBUF.
However, if you expect a lot of I/O and filesystem activity, improvement may
be gained by raising NPBUF.

FDFLSHR Interval in seconds to check the need to write buffer cache and file pages to
disk. The default is 1.

NAUTOUP Number of seconds between filesystem updates. Increasing this value can

improve performance, but increase the risk of data loss in a system crash.
The default is 60.

14.3.6 ldentifying memory saturation

UnixWare 7 systems use two types of memBtysical memoris divided between the area
occupied by the kernel and the area available to user procéisaesd.memoryis an area
usually reserved on a local disk called swap.

Memory saturation occurs when the amount of memory required by running programs plus
the memory required by the kernel exceeds the amount of physical memory on the system.

UnixWare 7 is designed to provide programs with as much memory as they require, even if
the requirements exceed physical memory. When physical memory is exhausted, UnixWare
7 memory management begins to use swap areas on the disk for paging or “swapping”.
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Pagingis the process by which the contents of physical memory are moved both to and from
the swap areas and filesystems. In addition to paging, the operating system frees assigned
memory pages by copying modified process pages to the swap area.

With UnixWare 7 Release 7.1, support is provided for up to 8GB of pageable (general
purpose) memory. General purpose memory can be used, for example, for running the
kernel itself, running user programs, and providing buffers for devices and filesystems. In
previous versions of UnixWare 7, memory above 4GB could only be used as dedicated
memory, for shared memory used by database programs.

UnixWare supports Large Physical Memory (LPM). That is, the system can utilize up to
64GB of physical memory. UnixWare uses the Physical Address Extension (PAE) mode of
the Pentium Pro processor when operating with more than 4GB of memory.

UnixWare 7 also supports dedicated memory. Dedicated memory is memory that is set aside
at system initialization time for use by specific shared memory facilities. This memory
cannot be used by the system for any other purpose.

Dedicated memory includes Page Size Extension (PSE) Shared Memory(SHM), Dynamic
Shared Memory (DSHM) and Fine-Grained Affinity Shared Memory (FGA-SHM). PSE
SHM allows processes that use SHM and request a segment (LMB or greater) to improve
performance by using 4MB pages (2MB pages with PAE mode). DSHM allows processes to
create shared memory segments that are up to 63GB in length and to circumvent the 3GB
constraint of user virtual addresses by allowing an application dynamically to create the
mappings between its virtual address space and the shared memory object's pages, as
needed.

For a more information on configuring large memory systems refmoloelp= System
Management= Large physical memory

For an overview of how the system works refes¢ohelp= An overview of the systenw
Memory management

14.3.6.1 The swap(1M) command

To quickly determine if memory is being exhausted, run the command:
swap -

Blocks are displayed in 512-bytes. The information displayed inclugatha , dev,
swaplo , blocks , andfree column.

To determine the number of megabytes of swap space available, add the figures in the
blocks column, and divide the total number of blocks available by 2048. If the swap area is
being used, look further for excess swapping.
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14.3.6.2 Checking for excess swapping with sar(1M)

Paging in and paging out is costly in terms of both disk and CPU overhead.

Run thesar -pgrwud  report. With this information, you can determine whether more
memory is needed.

If the vflt/s value shown bgar -p is greater than 50, then looksar -g . High

values forvscan/s andpfree/s imply that the page-stealing daemon is working
overtime to find free pages because of a memory shortage. A high attach rate and a high
vilt  rate indicate a memory shortage, also.

Other indicators of a memory shortage are the freemem vabkar af and the
swpot/s value ofsar -w . A value ofswpot/s that is consistently greater than "0" is
also an indicator of a memory shortage.

Exercise: Determining free memory

A shell scriptsartest -swaphas been created to increase memory usage 4gnd
initiate swapping on your classroom system.

Use thesar(1M) command to determine the amount of free memory on ygur
classroom system.

On a multiscreen, run treartest -swapscript.

On a second multiscreen, run e command and view the memory usagég
and swapping activity.

When finished, use thge] key to terminate theartest -swapscript.

14.3.7 Tuning memory saturation

If memory shortages occur frequently, increase memory in one of two ways:

e Uninstalling optional kernel utilities that are not needed by your applications frees the
memory used by the utilities so it can be used by user applications.

e Add extra memory
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14.4 Running the System Monitor

In addition to using thear(1M) andps(1) commands to monitor system performance, you
can also use thecoadmin1M) SystemMonitor .

The System Monitor includes information about your system’s:

CPU usage
Free memory
Free blocks
Paging

Swapping

By default, no options are selected and the information updates every five (5) seconds.

To access th8ystemMonitor, enter:

scoadmin(1M) = System= System Monitor.

The System Monitoris not available in character mode.

Exercise: Accessing the System Monitor

Access the&system Monitor.

You can monitor these resources with 8ystem Monitor. Use each resource explanation
as a guide when you are monitoring your system. The resources include:

CPU Usage—User Time The percentage of CPU time spent running in

user mode. This value should slightly be less
than system time.

CPU Usage—System Time If system time is more than double user time,

system resources are not being used efficiently.
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CPU Usage—Wait I/0 Time

CPU Usage—Idle Time

Free Memory Pages

Free Block for Swapping

Page-in requests/per sec

Page-out requests per sec

System swap in per sec

System swap out per sec

Block swap in per sec

Block swap out per sec

Process switching per sec

The percentage of CPU time spent waiting for
I/0. A high wait I/0 time usually indicates that
the processor is waiting for input from the hard
disk. This value should be less than 10 percent.

The percentage of time the processor is idle.
This value should be greater than 10 percent.

The average number of 4096 byte pages
available to user processes. This value should
be greater than 200.

The number of 512-byte blocks available on
disk for page swapping. This value should be
greater than 200.

The number of page-in requests received per
second. This value should be less than 5.

The number of page-out requests received per
second. This value should be less than 5.

The number of transfers per second from the
swap area on disk into memory. This value
should be less than 1.

The number of transfers per second to the
swap area on disk from memory. This value
should be less than 1.

The number of transfers per second into
memory from the disk swap area. This value
should be less than 1.

The number of transfers per second from
memory to disk swap area. This value should
be less than 1.

The number of process switches per second in
and out of memory. This number should be
less than 100 on a 4 to 6 user system.
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14.5 Using the System Monitor

The graph at the top of ti8ystem Monitor window displays a line representing each of the
selected resources plotted against a scale of 0 to 100. This range represents a percentage of
the option values.

The bottom window is divided into three columns:
e The left column allows you to select the resource to monitor

e The middle column allows you to set the scale. The scale for the four “CPU Usage”
options cannot be changed as they can only be shown as a percentage.

® The right column allows you to choose the color in which you want the graph to display.
To change the colors in thést of Colors column you can edit the
lusr/X/lib/X11/app-defaults/sysmonitle.

For more information on changing tBgstem Monitor colors, refer te&cohelp=
System Management> Performing basic system tuning and monitoring= Setting
SystemMonitor options = Customizing System Monitor colors

Exercise: Monitoring CPU Usage

While in theSystem Monitor, follow these steps to select the options that
display how much CPU time is spent in user and system time:

Step 1. Click on ‘CPU Usage - User time.”

Step 2. Select a color from the “List of Colors” column.

Step 3. Click on “CPU Usage - System time.”

Step 4. Select a different color from the “List of Colors” column.

Which resource value should be slightly less?
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14.6 Configuring the System Monitor

You can configure th&ystem Monitor to:
e Save and play back log data
e Signal an alert if the system goes above or below thresholds for selected resources

e Monitor a specific processor

14.6.1 Managing log data

So that you can view your system resources over a period of time, you can save your data to
a file.

Before you begin monitoring, to save your data to a file:

Step 1. SeledActions from theSystem Monitor window.
Step 2. Seledtog data to file.
Step 3. Accept the existing file name or enter a new filename. Cli€&an

You can stop the logging of your data by following these steps:
Step 1. SeledActions from theSystem Monitor window.
Step 2. Selecstop Logging Data

You can playback the log data by following these steps:

Step 1. SeledActions from theSystem Monitor window.
Step 2. SeledPlayback log data

Step 3. Select the file name. Click O .

Step 4. Click orCancelto end the playback.
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14.6.2 Setting alarms

You can set alarms in ti&ystem Monitor to alert you when the system goes above or
below a certain threshold for selected resources.

From theSystem Monitor window, you can set alarms by following these steps:

Step 1. SelecView = Alarms.
Step 2. Select the resource.
Step 3. Select from one of the following:

® Beep—Issues a beep if the level of the selected resource goes above or
below the entered value

e Flash Header—An alarm icon appears next to the selected resource on
the window if it goes above or below the entered value

Step 4. Enter a value in the “Alarm Above” or “Alarm Below” boxes or both.

Step 5. Click orOK.

Exercise: Setting an alarm

Set theSystem Monitor so that you are signaled with an alar@HU Usage
- User time goes above 50%.

14.6.3 Setting options

Recall theinterval that theSystem Monitor reports on your selected resources is five (5)
seconds. In addition to setting a different interval, you can also set:

e How the grid displays
e Which processor to monitor if you have a multiprocessor system.

From theSystem Monitor window, selecActions = Options to set your options. To save
you options, seledictions = Save Settings
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14.7 Autotuning Parameters

Autotuned parameters are kernel variables whose default values are automatically tuned
according to the amount of memory that the system has.

For large memory systems (those with more than 1GB of general purpose memory) a
distinction is made between autouned parameters which consume kernel virtual memory
and those that simply manage physical memory.

For these parameters, a table of information relating memory size to the value of the
parameter is maintained. This table includes the:

e Current value
e Default value
e Minimum value
e Maximum value

for each autotuned parameter. This table is also passed to the kernel to allow the autotuning
of parameters on boot.

These parameters are stored in/#te/conf/autotune.directory
Before changing any of these parameters, usietinee(1M) command to view the current,
default, minimum, and maximum value. For example, to view the values for the

VXFSNINODEparameter, enter:

/etc/conf/bin/idtune -g VXFSNINODE

Exercise: Running idtune(1M)

Determine the default value for tMeXFSNINODEparameter. Run thdtune
command.
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14.8 Interpreting Kernel Error Messages

When system limits are exceeded the kernel will display an error message on the console.

For example, if the number of processes is exceeded on your system or the system is out of
swap space, the following error messages display:

newproc - NO procs
swapdel - too few free pages
Kernel error messages are written to/trea/adm/log/osmlodjle.

Refer toscohelp= System Management> Tunable parameters= Kernel messages
about exceeding system limit$or more information on kernel error messages.
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14.9 Changing Kernel Parameters

You may need to change kernel parameters when:
e You install additional physical memory giving you greater memory resources to allocate

e Kernel error messages are persistent, indicating that certain resources are used up, such
as table entries

e The system response time is consistently slow, indicating that other resources are too
constrained

® Resource usage needs to be tailored to meet the needs of a particular application

You can use the following configuration tools for examining or changing tunable

parameters:

scoadmin1M) System Tuner A menu-driven program that allows you to
examine and modify the value of tunable
kernel parameters.

idtune(1M) Changes autotuned parameters.

14.9.1 The System Tuner

Thescoadmin1M) System= System Tuneris the preferred method for changing system
tunable parameters. The parameters are divided into categories and a description of each
parameter is provided.

In addition to changing parameters, you can also ussytstem Tunerto:

® Resetvalues for all parameters changed since the last save

e Reset to Factory(resets values to those that were set when your system was installed)
The System Tunercannot be run in character mode.

Before using th&ystem Tuner you should make a backup copy of your existing kernel.

This ensures that if a problem occurs during the loading of the new kernel, you can always
load the original kernel and change the parameters.
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The following steps describe how to use 8ystem Tunerto change tunable parameters:

Step 1. Log in asoot. Enter theoot password.

Step 2. Copystand/unixto /stand/unix.before

Step 3. Entestartx to start up a graphical screen.

Step 4. Rurscoadmin(1M).

Step 5. SelecBystem= System Tuner

Step 6. Click on the “Category” button.

Step 7. Select the category.

Step 8. Select the parameter.

Step 9. Enter the new value. Note that you c&ddetor Reset to Factoryas

explained earlier.
Step 10. Click orOK.
Step 11. Rebuild the kernel.
e If you selectYes, the kernel is rebuilt now.

e If you selectNo, the kernel is not rebuilt until you reboot your system.
The current parameters stay in effect.

Step 12. Reboot your system.
e SelectYesto reboot, the new parameters take effect.

e If you selectCancel the new parameters will not take effect until you
reboot.

Step 13. SeleddK to reboot the system now.

14.9.2 The idtune(1M) command

In addition to viewing tunable parameters with idiene(1M) command, you can also
change tunable parameters.

14-28 UnixWare® 7 System Administration II: Installation, Configuration, and Maintenance



Changing Kernel Parameters

14.9.2.1 Changing the parameter

To change a tuneable parameter, enter:
/etc/conf/bin/idtune param value

Answery to confirm the change.

For example, to change the value of MAXUP, enter:
/etc/conf/bin/idtune MAXUP 70

Answery to confirm the change.

14.9.2.2 Rebuilding the kernel

The kernel must be rebuilt and rebooted for the change to become effective.

To rebuild the kernel, enter:

/etc/conf/bin/idbuild -B

The kernel is immediately rebuilt. Reboot your system for the changes to take effect.

If you do not use theB option, the kernel is rebuilt on the next system boot.
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14.10 Lesson Summary

You now have the tools to monitor your systems for CPU, 1/0O, and memory saturation using
thescoadmin(1M) System Monitor. If a performance issue warrants, use the
scoadmin1M) System Tunerto tune and rebuild the UnixWare 7 kernel.

Review questions

1. Describe three hardware factors that influence system performance.

2. What are the three steps when setting performance goals?

3. Which three commands can be used to identify CPU saturation?

4. Briefly describe the scheme for allocating memory for disk buffers?

5. Describe the termpaging

6. What information is monitored by tiseoadmin1M) System Monitor?

7. Whichidtune(1M) command option is used to view parameters that can be autotuned?
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8. Which method is the preferred method to change kernel parameters?
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14.11 Lab: Reconfiguring the kernel

You have determined that the number of processes a user can execute simultaneously on
your system should be 85. The default value is 80.

Overview

Make a copy of the existing kernel in tlstanddirectory before changing a kernel
parameter. Run thecoadmin(1M) System Tunerand increase the MAXUP parameter to
85. Rebuild and reboot the new kernel.

Procedure
Step 1. Shut down the system to single-user mode.
Step 2. Log in asoot. Enter theoot password.
Step 3. Copystand/unixto /stand/unix.before
Step 4. Entestartx to start up a graphical screen.
Step 5. Rurscoadmin(1M).
Step 6. SelecBystem= System Tuner
Step 7. Click on the “Category” button.
Step 8. Select “Process Limit Parameters.”
Step 9. Select thRIAXUPparameter.
Step 10. Enter 85 as the new value.
Step 11. Click orOK.
Step 12. Selectesto rebuild the kernel now.
Step 13. Selectesto reboot your system.
Step 14. SeleddK to reboot the system now.
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14.12 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

idtune(1M) Changes kernel parameters

ps(1) Reports process status

sar(1) Reports system activity

scoadmin1M) InvokesSCOadmin applications (in this lesson, ti&ystem

Monitor andSystem Tunel)

swap(1M) Adds, deletes, and monitors the system swap areas

Relevant files

[stand/unix The UNIX kernel

/stand/unix.old The UNIX kernel created before a new kernel is rebuilt
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14.13 Answers to Review Questions

Hardware factors that influence system performance include the speed and width of the
system’s address and data bus, the amount of memory, access time for hard disks, and
whether smart or dumb serial cards are used.

The three steps for setting performance goals are defining your goals, listing your goals,
and understanding your goals.

Thesar(1M), ps(1), andscoadmin1M) System Monitor commands can be used to
identify CPU saturation.

Buffer cache memory allocation is integrated with paging program schemes. Buffers are
not preallocated. They are a dynamic or “paged” resource.

Paging is the process by which the contents of physical memory are moved both to and
from the swap areas and filesystems.

The CPU usage, free memory, free blocks, paging, and swapping are monitored by the

scoadmin1M) System Monitor.

The -g option of th&tune(1M) command is used to view parameters that can be
autotuned

Using thescoadmin(1M) System Tuner is the preferred method to change kernel
parameters.
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® Prepare for recovery
® Restore a non-root filesystem

® Recover an unusuable system
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Lesson 15

Disaster Recovery

Introduction

Now that you are familiar with the files and directories that make up your UnixWare 7
system, you are better prepared to recover from a loss of, or damage to, the data stored on
your hard disk. The extent of damage can range from a missing file to a corrupted system. In
any event, you want to be able to restore the system to a running state as quickly as possible.

Objectives

This lesson covers the tasks needed to recover your system. By the end of this lesson, you
will be able to:

e Prepare for recovery
e Restore a non-root filesystem

e Recover an unusable system

15-3



Disaster Recovery

15.1 Preparing for Recovery

Backing up your system regularly is a key component in recovering your system. A good
backup allows you to restore files and non-root filesystems, but what happens when you
need to restore your root filesystem or replace a primary root disk? In these types of
situations, a good backup is only one component of many to ensure a complete system
recovery.

15.1.1 Keys to recovering your system

To ensure that you always have a set of emergency media and data backups, SCO
recommends that you:

Create emergency recovery diskettes and tapes immediately after installing and
configuring your system

If you install additional system or application software at a later time, create new
emergency recovery disks and tapes.

Back up your system on a regular basis

15.1.2 Recovery components

The following components should be available:

Original media—Is required if emergency recovery media is not available

Registration information—If you need to call SCO for technical support, have your
license number and registration keys ready. SCO needs this information before they can
assist you.

Emergency recovery diskettes—They are needed to restore your system. You can also
restore a limited number of selected files from your emergency recovery diskettes.

Emergency recovery tapes—Required to restore your system if it is corrupted beyond
repair or your hard disk has been reformatted or replaced

System and backup logs—If these logs are complete (that is, they detail how your
system is organized, what backup method you use, and so forth), they provide the
necessary information for a full system recovery.

Backups—Your most recent data backupsRestoring a Non-root Filesystem
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If you are receiving errors regarding a non-root filesystem, first rufs¢k€LM) command
to correct any inconsistencies. If runnisgk does not resolve the problem, you can restore
the filesystem.

15.1.3 Running fsck(1M)

Remember when runnirfgck, the filesystem must be unmounted. To ok from the
command line, enter:

fsck /dev/rdsk/cOb0t0d0s4

Exercise: Running fsck(1M)

Runfsck(1M) on your/homefilesystem.

15.1.4 Recreating a non-root filesystem

Before restoring your non-root filesystem, SCO recommends that you recreate the
filesystem WARNING: when recreating a filesystem all data is destroyed. Make sure that
you have good backups.

The following steps describe how to recreate a non-root filesystem:

Step 1. Shut down your system to single-user mode.
Step 2. Unmount the filesystem.
Step 3. View the options to tmekfs(1M) command that were used to originally

create your non-root filesystem. Enter:
mkfs -m filesystem_name

For example, to view theakfs options for théhomefilesystem on disk 1,
slice 4, enter:

mkfs -m /dev/rdsk/cOb0t0d0s4

Step 4. Recreate your filesystem using the information from Step 3. For example, to
recreate thénomefilesystem, enter:
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mkfs -F vxfs -0 ninode=65535,
bsize=1024,version=4,inosize=256,
logsize=1024,nolargefiles /dev/rdsk/cOb0t0d0s4
2056320

This mkfs example is a one line command.

Step 5. Mount your filesystem.
Step 6. Return to the networking state. Enter:
init 3

15.1.5 Restoring a non-root filesystem

After the filesystem has been recreated withntikés (1M) program, to restore the
filesystem (assuming you use ARCserve /IT v6.6 from Computer Assotmdtask up
your system), do the following:

Step 1. Log in asoot.

Step 2. Mount the filesystem.

Step 3. Rurscoadmin(1M).

Step 4. SelecARCservel T Backup Managet

Step 5. Insert the media.

Step 6. SeledRestore

Step 7. Select the directory in tBeurce Areato be restored.

Step 8. Select the directory in tBestination Areato which the data is restored.
Step 9. SeledRestore= Run.

Step 10. Seledtile = Exit to exit theRestorewindow.

Step 11. Selediiost = Exit to exit theSCO ARCservelT Backup Manager
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Exercise: Recreating and restoring a non-root filesystem

Recreate youthomefilesystem using the steps outlined in Section 15.1.4,
“Recreating a non-root filesystem,” on page 15-5.

After you recreate youhomefilesystem, use the steps outlined in Section
15.1.5, “Restoring a non-root filesystem,” on page 15-6 to restore/lyouome
filesystem.
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15.2 Recovering an Unusable System

You may need to perform a full recovery of your system if your:
e System will not boot
e System software is corrupted beyond repair

e Hard disk is reformatted or replaced

15.2.1 Recovery components

To ensure a complete recovery of your system, the following components are required:
e Emergency recovery diskettes
e Emergency recovery tapes

e Your SCO licensing and registration information. This is only necessary if you have
reformatted or replaced your hard disk.

Your system log

Your most recent user filesystem(s) backups. User filesystem data is restored after you
have recovered and rebooted your system from your hard disk.

15.2.2 Performing the recovery

After you have verified that your hardware is in working order, use these steps as a guide to
perform a full recovery of your system:

Step 1. Boot your system with the first emergency recovery diskette.
Step 2. Insert the second emergency recovery diskette and=pfess

Step 3. Select “Restore Diskettes” from the emergency recovery menu.
Step 4. Insert your first tape into the drive and presk.

If have more than one tape, you are prompted to insert the additional tapes.

The emergency recovery procedure retensions each tape before restoring the
tape to disk.
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Step 5. Presg= to continue after the tapes have successfully restored.
Step 6. Select “Reboot” to reboot your system.

Step 7. Remove your diskettes and tapes.

Step 8. Presg=] to shut down and reboot your system.

Step 9. Restore your most recent data backups after the system reboots.

15.2.3 Repairing the file privilege database

After the system reboots, you may notice error messages similar to the following:

UX:initprivs: WARNING: FILE ‘ file * fails validation: entry ignored
UX:initprivs: WARNING: X entries ignored in ‘ /etc/security/tcb/privs *

Recall that restoring system files causes the “last update” time of the file to be modified and
does not match the last update time in the file privilege database.

When the system boots to multiuser mode, to synchronize the file privilege database, enter:

letc/security/tools/setpriv -x
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15.3 Lesson Summary

Restoring filesystems is much easier when all recovery components are available. The key
components are:

e Emergency recovery diskettes
e Emergency recovery tapes

e Recent data backups

Review questions

1. List the recovery components.

2. Which option to thenkfs(1M) command displays the syntax used to recreate an existing
filesystem?

3. Which command would you use to synchronize the dates in the file privilege database?
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15.4 Lab: Recovering an unusuable system

You will restore your system to the most recent backup in this lab.

Overview

After trying to repair your root filesystem, you have decided to recover your system. You
have your emergency disks, tapes, and your most recent backups of your user filesystems.

Your instructor will provide you with the media needed to complete this lab.

Procedure

Step 1. Boot your system with the first emergency recovery diskette.

Step 2. Insert the second emergency recovery diskette and=pfess

Step 3. Select “Restore Diskettes” from the emergency recovery menu.

Step 4. Insert your first tape into the drive and presk.
If have more than one tape, you are prompted to insert the additional tapes.
The emergency recovery procedure retentions each tape before restoring the
tape to disk.

Step 5. Presg] to continue after the tapes have successfully restored.

Step 6. Select “Reboot” to reboot your system.

Step 7. Remove your diskettes and tapes.

Step 8. Presg=] to shut down and reboot your system.

Step 9. Restore your most recent data backups after the system reboots.
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15.5 Relevant Commands

The following commands were presented in this lesson.

Relevant commands

fsck(1M) Repairs a filesystem
mkfs(1M) Creates a filesystem
SCO ARCservelT Performs system and data backups

letc/security/tools/setpriv

Repairs the file privilege database
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15.6 Answers to Review Questions

1. The key recovery components include the original media, registration information,
emergency recovery diskettes and tapes, system and backup logs, and data backups.

2. The -m option to thenkfs(1M) command is used to display the syntax used to recreate
an existing filesystem.

3. You would use théetc/security/tools/setpriv -x command to
synchronize the dates in the file privilege database.
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Basic Hardware Configuration

® |dentify the major components of a typical system

® Describe the functions of microprocessors and memory
® Describe the bus architectures supported by SCO

® Describe the functions of SCSI host adapters

® Describe supported hard disk configurations

® |dentify general compatibility issues

® Maintain a sample administration log book
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Appendix A

Basic Hardware Configuration

Introduction

Before, during, and after you install UnixWare 7, you will need to answer questions about
your hardware configuration. For example, you will complete an installation checklist as
part of your pre-installation analysis, you will configure a hard disk during installation, and
you will need to have a basic understanding of your hardware for post-installation tasks
(such as installing a printer or CD-ROM drive).

This lesson provides background information on system hardware and discusses hardware

and architectures supported by SCO to make your installation and post-installation tasks
easier.

Objectives

This lesson describes the basic, or major, hardware components of a typical system
configuration. It also describes some specific information you will need to know about your
system when installing UnixWare 7. By the end of this lesson, you will be able to:

e |dentify the major components of a typical system

e Describe the functions of microprocessors and memory

e® Describe the bus architectures supported by SCO

e Describe the functions of SCSI host adapters

® Describe supported hard disk configurations

e |dentify general compatibility issues

e Maintain a sample administration log book
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A.1 Hardware Overview

Although you and the users you support probably have different types of hardware
purchased from a variety of vendors, most systems include some or all of these major
hardware components:

Video display screen (sometimes called a terminal or monitor)
Mouse

Keyboard

One or more hard disk drives

Power supply

CD-ROM drive

Cartridge tape drive

3.5” floppy drive (and sometimes a 5.25 inch floppy drive in older systems)

Parallel 1/0
Serial I/0
Audio

Central Processing Unit (CPU)
Memory

Graphics card/video adapter
Network card

SCSI host adapter

A.1.1 Microprocessors and Memory

These three components are vital to any computer system:
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Microprocessor (Central Processing Unit or CPU)
The central unit that executes all data processing (adding,
subtracting, logic operations, and so forth)

Memory Area where the CPU stores the intermediate results of the data
that the CPU processes; also reads the data back in and stores
programs

Input/Output (1/0O) support circuitry
Provides the signals that the CPU needs to operate; includes
clocks, controllers, and signal converters

In systems with theingle boarddesign, all of these vital components are located on one
board called thenotherboard In modular or bus-oriented systems, the motherboard is
divided into a separate processor board and a bus board that contains the slots into which
adapter cards are inserted.

In addition to CPU, memory, and I/O support circuitry, the motherboard is comprised of
some or all of the following:

Mass storage interfaces Include connections to CD-ROM drives, hard disk drives, and
floppy disk drives
I/O ports For serial and terminal interfaces, such as terminals, printers,

and so forth

BIOS Provides the system with fundamental operational
characteristics and instructions when the system is powered

up
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Expansion slots Enable you to enhance your system configuration by adding
graphics adapters, network adapters, and so forth. This is also
the area where you would install a SCSI interface card. The
SCSl interface is discussed later in this lesson in “Small
Computer System Interface (SCSI) Host Adapters.”

A.1.2 Microprocessors

The microprocessor is the central and most essential element of your computer; it performs
all logical and arithmetic operations. It reads data from memory, processes that data, and
then writes the results back into memory. This is calledietioh/executeycle.

The two main types of microprocessors available in today’s market are:

e The Intef 80x86 family (where x= 3, 4, and so forth)

e The 68000 Motorola series

Intel, credited with the invention of the microprocessor, is currently the largest manufacturer
of microprocessors.This section briefly describes these Intel microprocessors:

® (486

e Intel Pentiun?

e Intel Pentium Pro
e Intel Pentium II"
e Intel® Pentiun? Il

A.1.2.1 The i486 microprocessor

You need at least an i486 to run a graphical workstation.

Intel introduced the fourth generation of the 80x86 family, the 1486, in 1989. It is a powerful
microprocessor that includes the following on one chip:

e An improved i386 CPU
e A cache controller including 8KB of cache memory

e An on-board (or on-chip) Floating Point Unit (FPU) with an improved multiplier
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A.1.2.2 The Pentium

The Pentium chip, introduced by Intel in 1993, is faster and more powerful than its 80x86
predecessors.

Features of the Pentium include:

64-bit data bus

32-bit processor

A superscalar architecture that can execute simple instructions in parallel
An improved floating-point unit for performance enhancement

Two separate L1-caches with 8KB each for code and data to support the Modified,
Exclusive, Shared or Invalid protocol (MESI)

4KB or 4GB page sizes

A.1.3 The Pentium Pro

The Pentium Pro increases speed and boosts the overall performance of the software
through a unique combination of processing techniques dajladmic Execution

In addition to Dynamic Execution, other features of the Pentium Pro include:

5.5 million transistor chip

256KB L2-cache (or second-level cache)

An improved superscalar architecture

Advanced data integrity, reliability, and serviceability
Compatibility with existing PC applications

4KB or 4GB page sizes
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A.1.3.1 The Pentium Il

The Pentium Il processor is the solution of choice for entry level servers. The Pentium Il

processor provides fast single and dual processor workgroup and web servers. In addition to

the features found with the Pentium Pro, the Pentium Il processor also incorporates:

MMX ™ A technology for advanced server applications. MMX is a set of 57 new
instructions introduced by Intel into Pentium and Pentium Il processors.

ECC A feature available on the L2 cache of the Pentium Il processor. ECC
provides added data integrity and reliability.

A.1.3.2 The Pentium Il Xeon

The Pentium Il Xeon processor delivers breakthrough levels of performance. It's ideal for
any mid-range or higher Intel-based server where performance, scalability, and reliability
are essential. Servers based on the Pentium Il Xeon processor extend Intel Architecture
price/performance to all levels of the enterprise. Xeon features include:

e Large, fast caches

e Thermal protection

e Error checking and correcting

e Functional redundancy checking

e System Management Bus to help ensure maximum reliability and uptime

The UnixWare7 operating system is optimized to exploit the new enterprise capabilities in
the Intel Pentium 1l Xeon processor and usher in a new class of servers for enterprise
computing.

UnixWare 7 takes advantage of the Intel Extended Server Memory Architecture - a
collection of technologies that allows operating systems and enterprise applications to

achieve a fundamental performance benefit and exceed the 4Gbyte memory barrier.

This feature provides for 36-bit addressing which for the first time unleashes the enterprise
power of UnixWare 7 with its support for an unprecedented 64Gbytes of memory.

A-11



Basic Hardware Configuration

A.1.3.3 Pentium il

The Pentium Il processor is designed with capabilities targeted to enhance internet access.
It integrates attributes of Intel's latest processor platforms with new technology enabling
advanced imaging, 3D graphics, streaming audio and video, and speech recognition
applications. The Pentium Il processor features 70 new instructions that can enhance the
use of Web technologies. The Pentium 11l features include:

e 450 Mhz and 500 Hhz Clock Speeds

e 70 Internet Instructions

e Intel Processor Serial Number

e P6 Microarchitecture

e 100 Mhz System Bus

e 512k Level 2 Cache

e Intel 440bx Chip Set
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A.1.4 Memory

All systems contain two types of memory:

e Random Access Memory (RAM)

e Read-only Memory (ROM)

Your system may also have Directory Memory Access (DMA) chips connected to main
memory. DMA allows data to transfer between main memory and other devices (such as

disk drives) without CPU intervention. DMA is discussed in more detail later in this lesson
in “DMA Channels.”

A.1.4.1 Random Access Memory (RAM)

RAM, or main memory, is the computer’s storage area for data. The CPU reads data in from
memory, processes that data, and writes the results back into memory.

RAM is volatile—that is, when the machine is powered off, the data in RAM is lost.
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A.1.4.2 Read-Only Memory (ROM)

ROM is a pre-programming memory chip with instructions and information specific to your
computer’s type.

All computer systems have a ROM-based Basic Input/Output System (BIOS) that contains
the boot instructions that are executed when your system powers up. For example, the
ROM-BIOS holds the instruction for accessing your keyboard and graphics adapter.
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A.2 Bus Basics

A bus, or expansion bus, is a high speed connection of several lines (generally parallel) that
transmit control, data, and address signals. The bus is comprised of the following:

Data lines Carry data between the CPU and the controllers plugged into
the bus slots

Control lines Carry the signals required to control the data transfer

A bus enables you to boost the power of your system and expand its capabilities by adding
expansion or adapter cards tobtss slotsFor example, you might want to add a new

graphics adapter card to provide higher resolution on your monitor, or a network adapter
card that allows you to network your system to other computers.

Although the main function of the bus is to provide a connection for moving data between

add-on cards, the CPU, and the rest of the computer, different types (or architectures) of
buses were designed for different purposes and different systems.

A.2.1 Bus architectures

The kind of enhancements (or products) that you can add to your computer are determined
by the standards set by your system’s expansion bus. This section provides an overview of
the following bus architectures supported by SCO:

e Industry Standard Architecture (ISA)

e Micro Channel Architecture (MCA)

e Enhanced ISA (EISA)

e Personal Computer Memory Card International Association (PCMCIA)

e Peripheral Component Interconnect (PCI)

e 1%0

A.2.1.1 Industry Standard Architecture (ISA)

The ISA is sometimes called tletassicbus because it defined the standards that replaced
the specifications for the Advanced Technology, of Aus. The AT bus is the 16-bit
successor to older IBRIPersonal Computer (PC) technology.
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The original standards set for the AT bus were not clear. In 1987, the Institute of Electrical
Engineers (IEEE) defined a strict set of standards called ISA for the AT bus. ISA added
functionality that was needed to move into 16-bit technology, but retained compatibility
with earlier computer technologies.

The ISA standard defines the following:

e Bus structure

e Architecture of the CPU and support chips

o Clock frequency

A.2.1.2 Micro Channel Architecture (MCA)

IBM designed the MCA bus in 1987 to match the then powerful i368 microprocessor. It
resolved many of the problems seen with the original PC bus.

Although the MCA bus did not really improve system performance, it did give the system
more overall potential by adding the following features:

e 32-bit design with 32-bit addressing

e A power supply (or ground) conductor to protect against radio frequency interference
e A redesigned high-speed bus

e Interrupt sharing

e Bus master$or managing data across the bus

e A burst modehat allows a single device to control the bus for a maximum of 12
milliseconds

e Upgraded clock and data path
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A.2.1.3 Enhanced ISA (EISA)

In 1988, nine computer companies joined forces to design the EISA bus. Basically, they
borrowed from and improved on the MCA and other bus designs in the industry.

Features of the EISA bus include:

e 32-bit extension for the ISA (or AT) bus

e Bus mastering

e Automated setup

e Interrupt sharing

e New data transfer modes for improved performance

e Backwards compatibility with the ISA (or AT) bus and the older XT bus

A.2.1.4 Personal Computer Memory Card International Association
(PCMCIA)

The PCMCIA bus was introduced in 1990 as the standard for expansion boards designed for
notebook, laptop, and other compact computer systems. The PCMCIA interface provides a
connection between a small, credit card-s&dbr PCMCIA card and the host computer.

The original specification, standard 1.0, was intended only as a memory expansion. The
latest standard, 2.0, accommodates both storage and I/O devices, including fax modems,
SCSI adapters, and Global Positioning System (GPS) receivers.

The PCMCIA standard defines the following:

e File formats

e Data structures

e Device-independent means of accessing card hardware

e Software links independent of operating systems

UnixWare 7’s implementation of the PC Card interface is based on technology acquired

from Lynnsoft, Inc. This interface is based on the specification for peripheral device support
for laptop computers that is published by the PCMCIA.
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UnixWare 7 systems support a limited number of PCMCIA adapters but do not currently
support the complete PCMCIA subsystem.

A.2.2 Peripheral Component Interconnect (PCI)

Intel introduced the PCI bus in July, 1992, as a standard interface between the CPU and I/O
devices. The PCI common standard is independent of the microprocessor family, allowing
processors, coprocessors, and support chips to be linked without needing to match the
signals between different integrated circuits.

The PCI bus is &cal bus.

PCl is a high-end solution for powerful personal computers, workstations, and computer
systems. It is typically used for video and disk drive interconnections to the CPU. In
addition to mandatory design rules and processor independent specifications, its features
include the following:

e Expansion to 64 bits

e Multiprocessor support

e Burst transfers with arbitrary length

e |SA, MCA, and EISA support

e High-speed operation

e Automatic detection and configuration of hardware added to PCI slots

A.2.2.1 Intelligent Input/Output (I  20)

1?0 is a technology developed by Intel and its partners to define a standard architecture for
intelligent 1/0O that is both device and operating system independent.

10 was developed to address two key problems relating to 1/0:
e Negative impact of I/O interrupts serviced by the CPU on overall system performance

e® Costly work of creating separate drives for an I/O device for the numerous operating
system choices

120 utilizes a special I/O processor that can be incorporated into system motherboards and
into [0 peripherals.
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The SCO implementation of the 120 architecture conforms to the specifications of the 120

Special Interest Group (SIG), of which SCO is a member. Further information is available at
the 120 SIG web site altttp://www.i20sig.orgf

A.2.3 Accelerated Graphics Port (AGP)

AGP is port interface pioneered by Intel and specifically designed for graphics 1/0. Because
it only involves two devices, the processor and video card, and is not expandable, AGP is
considered a port, and not a bus. AGP eliminates the need for high cost and limited on board

video RAM by allowing the video processor to access the main system memory for doing its
calculations.

Check the SCO Compatible Hardware Web Pages at:
http://wdbl.sco.com/chwp/owa/hch_search féomAGP cards supported with UnixWare

7 video drivers. If there is an accelerated driver available for your AGP card than you will
be able to take advantage of the performance benefits of AGP with UnixWare 7.
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A.2.4 Adapter cards and controllers

An adapter card is the board that you insert into a bus slot to expand the capabilities of the
bus. Examples of adapter cards include interface adapter cards, graphics adapter cards, and
network adapter cards.

An adapter card can have one or mayetrollers A controller is a device, usually a set of
connectors and cables, that allows the CPU to communicate with peripheral devices (hard
disk drives, floppy disk drives, CD-ROM drives, and so forth).

When you add adapter cards to your system, consider the following:

e For EISA bus systems, you must run the manufacturer’s setup program to change the
system’s configuration before you can use the new hardware

e For MCA and ISA bus systems, you may need to run the manufacturer’s setup program
to change the system’s configuration before you can use the new hardware

e For machines with both PCI and ISA buses, the PCI auto-configuration code cannot read
the configuration of cards in the ISA bus slots. You must use the manufacturer’s setup
program to tell the auto-configuration code which interrupts are in use by ISA bus cards.
If you do not mark these interrupts as “used,” you may have an interrupt clash between
an ISA bus card and a PCI bus card.

A.2.4.1 1/O base addresses

An area of dedicated-purpose RAM caltedistersstores commands that directly control
hardware operations and status codes for peripheral devices. To access these registers, the
CPU uses a special set of instructions cdlfedndOUT instructions.

Controllers map their registers into a start address in a special area of memory@alled
memory This start address is called /@ base addres

Each controller on your system that performs I/0O needs a unique memory base address so
that the system can locate it. No two controllers can map to the same 1/O space. For
example, if you are using 0x300, or 300, as the default /0 base address for tife 3Com
3¢c509 network adapter, no other device can use this address.
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The 1/0O base address:
e |[s a three-digit hexadecimal number
e Must match the settings on the adapter

e Must not conflict with any other hardware on your system

A.2.4.2 Shared RAM address

TheShared RAM address the address of a unique area of memory allocated to the host
machine and network or graphics adapters for read/write operations. This area is sometimes
called theRAM buffer Other devices must not use any address in the range from the RAM

base address to the end of the allocated memory (that is, the RAM base address + the RAM
buffer size).

A.2.4.3 Shared ROM address

Some adapters (for example, the IBM Token-Ring adapters) require that you specify a ROM
base address. Like the RAM address, the ROM base address specifies a specific part of
memory that is set aside for networking use.

If you have more than one adapter requiring that you specify a ROM address, make sure you
do not assign addresses that conflict with the ROM region.
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AV A-8
fl Typical Device Interrupts |\
‘ Interrupt ‘ Octal I Device
0* 0 Clock
1* 1 Console
2 2 Networks, tapes and others
3 3 Serial COM2
4 4 Serial COM1
5 5 Alternate parallel port (1p2)
6* 6 Floppy disk
7 7 Main parallel port (1p0 or 1p1)
9* 11 Chain from IRQ2
10 12
11* 13 SCST host adapter 1
12 14 SCSI host adapter 1
13* 15 FPU
14* 16 ST506/ESDI/IDE controller 0
15 17 ST506/ESDI/IDE controller 1
*Do not attempt to use these interrupts for any other purpose.

a2va08 © The Santa Cruz Operation, Inc.
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A.2.4.4 IRQs

The CPU knows when an I/O operation is complete in one of three ways:
Busy-wait Used at boot-time because no other option is available
Polling Checks the control registers every 1/HZ times per second

Interrupt Requests (IRQs)  Signal the CPU when a controller needs attention

IRQs temporarily suspend normal code execution for the currently running program to
execute amterrupt handlerroutine (for example, an input/output operation). When the
operation completes, code execution for the program resumes.

One of the most common causes of problems both during and after installation is a device

interrupt conflict. Each device on your system must have its own (IRQ) setting, with the
exception of devices that support interrupt sharing.

A.2.4.5 DMA channels

Once the CPU knows that the controller has data, the data is transferred to RAM by one of
the following methods:

Programmed 1/O Transfers the data byte by byte through the CPU
Dual-ported RAM Allows simultaneous reading and writing of data
Local bus access Transfers data via a local bus

As discussed previously in section 2.2, “Memory,” data can
also be transferred directly between memory and a device
without CPU intervention using Direct Memory Access
(DMA). A DMA chipor DMA controllerestablishes the path,
or DMA channel between a device and main memory.

Each computer has eight DMA channels for conveying data. Devices capable of performing
DMA transfers require that you specify the DMA channel you want the adapter to use.
Unlike I/O base addresses, IRQs, and memory, DMA channels can, but should not be,
shared.

In addition, some channels are reserved or are typically used for certain functions or devices
as follows:
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DMA channel 4 Reserved for use by the system
DMA channel O Typically used for RAM REFRESH
DMA channel 2 Typically used for the floppy disk controller

During configuration, you can choose to use any (or none) of the channels.
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A.3 Supported Hard Disk Configurations

UnixWare 7 systems support many hard disks and most hard disk controllers, including the
following controllers:

e SCSI

e |Integrated Drive Electronics (IDE)

e Enhanced IDE (EIDE)

e Enhanced Small Device Interface (ESDI)

e Compaq Intelligent Disk Array (IDA)

A.3.1 Small Computer System Interface (SCSI) Host Adapters

Small Computer System Interface (SCSI), commonly referredsowezyis an instruction-
oriented, high-level interface specification for interconnecting a variety of peripheral
devices (such as hard disk drives, CD-ROM drives, and tape driveSa8labusThis

SCSI bus exchanges data only among the SCSI devices connected to it. Before you
configure a new SCSI host adapter, you may need to run a setup program or configuration
utility from the manufacturer.

A SCSI adapter provides the interface between your computer’s system (expansion) bus and
the SCSI bus.The SCSI host adapter:

e Controls access to SCSI peripherals (such as hard drives)
e Transfers data between peripherals and main memory
e Relays commands, status information, and messages

SCSI standards are defined by American National Standards Institute (ANSI). There are
currently three main SCSI standards:

SCSI-1 Approved by ANSI in 1986 as standard X3.131-1986. It defines the basics of
the first SCSI buses, including cable length, signaling characteristics,
commands and transfer modes. It is limited as compared to functions defined
in SCSI-2. It defines only a basic 8-bit narrow bus, and 5 MB/s transfer rate.
SCSI-2 replaces the SCSI-1. Devices that adhere to the SCSI-1 standard can
in most cases be used with host adapters and other devices that use the higher
transfer rates of the more advanced SCSI-2 protocols, but they will still
function at their original slow speed.
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SCSI -2 Approved by ANSI in 1990. It is an extensive enhancement of the original
standard, and defines support for many of the more advanced SCSI features
used today. SCSI-2 supports the following new features as enhancements to
the original SCSI-1 specification:

Fast SCSI- This high-speed transfer protocol doubles the speed of the bus
to 10 MHz.

Wide SCSI—Widening the original 8-bit SCSI bus to 16 bits or even 32
bits permits more data throughput at a given signaling speed.

More Devices per Bus—On buses that are running with Wide SCSI, 16
devices are supported (as opposed to 8 with SCSI-1).

Improved Cables and Connectors— SCSI-2 defines high-density
connections.

Active Termination—SCSI-2 defines the use of active termination to
provide more reliable bus termination.

Command Queuing—Allows multiple outstanding requests between
devices on the bus, simultaneously.

Additional Command Sets—SCSI-2 added new command sets to support
the use of more devices such as CD-ROMSs, scanners and removable
media.

Command Set Enhancements—The command sets for controlling all
kinds of devices were enhanced, including diagnostic capabilities and
messaging.

SCSI-3 The SCSI-3 standard is still being defined. Features that it could include are:

Ultra SCSI— Increase off system bus speed, defining transfer rates up to
20 MHz, meaning 20 MB/s with 8-bit SCSI, or more with Wide SCSI.

Improved Cabling—SCSI-3 again improves cabling over the
improvements in SCSI-2, for the use of Wide SCSI.

Serial SCSI (Firewire)—SCSI-3 contains as one of its different protocol
standards the description for the new Serial SCSI, also called Firewire.
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For more information on SCSI standards refer to:
e SCSI Trade Association Web Sitetp://www.scsita.org/index.html

e T10 Committeehttp://www.symbios.com/t10/
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A.3.2 SCSI addresses

Each controller on the SCSI bus, including the host adapter, has an address referred to as its
controller ID or target ID. You can have up to eight controllers on a SCSI 1 bus with IDs

from O to 7. You can have up to 16 controllers on a 16-bit-wide SCSI Il bus with IDs from 0O

to 15. The host adapter is usually assigned ID 7.

Although you can install controllers in any order on the bus, they each must have a unique
target ID. You usually set the target ID on the SCSI peripheral device by using jumpers, DIP
switches, or thumb-wheels. Refer to the documentation that comes with the controller for
specific instructions.

A peripheral device connected to a controller is identified by its logical unit number (LUN).
Most SCSI devices have a single embedded controller with a LUN of O (although bridge
controllers can support up to eight devices with LUNs from O to 7).

When you configure the first SCSI peripheral connected to an adapter, the SCSI adapters are
configured into the kernel.

A.3.3 General compatibility issues

This section provides information on general compatibility issues and configuration
parameters. Consider the following compatibility issues when adding hardware to your
UnixWare 7 system:

e Some additional hardware (such as host, video, or network adapters) may require new or
updated device drivers. These drivers are supplied on a regular basis through the
Advanced Hardware Supplement (AHS) program. Check with your reseller or sales
representative for details.

e Supported machines are not always supplied with video adapters from the same
manufacturer. Check the video adapter and see if it is listed lrtix&Vare 7 Getting
Started Guide and Release Notes.

e Manufacturers of SCO-supported machines or add-on peripherals may change
configuration, functionality, or firmware at any time
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To determine whether hardware components are compatible with your machine, you must
know the following:

® The microprocessor (for example, i486, Pentium, Pentium Pro, and Pentium II)
e The bus architecture (ISA, EISA, MCA, PCI, and so forth)

e The type of disk controller (IDE, EIDE, and so forth)

A.3.4 General configuration parameters

If your system hangs mysteriously at boot time, during installation, or shortly after
installation, check for hardware conflicts between components, including the following:

e DMA channels

e |/O base addresses

e Shared RAM addresses
e Shared ROM addresses

® |IRQs
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A.4 Plug and Play (PnP)

In an attempt to resolve this ongoing problem, the PnP specification was developed by
Microsoft, Intel, and many other hardware manufacturers. The goal of Plug and Play is to
create a method for hardware and software to work together for a more automatic
configuration of devices and assignment of resources. As the name suggests, the goal is to
be able to just plug in a new device and immediately be able to use it as quickly and easily
as possible. PnP was widely available and used starting in 1995.

PnP requires the cooperation of four main computer components:

System Hardware The hardware on your system, through the system chipset and
system bus controllers, must be capable of handling PnP
devices. PCIl was designed with PnP in mind. Most PCl-based
systems also support PnP on their ISA bus, with special
circuitry to link the two together and share resource
information. Older PCs with ISA-only or VL-bus system
buses generally do not support Plug and Play.

System BIOS The system BIOS plays a key role in a Plug and Play
configuration. Routines built into the BIOS collect
information about the PnP devices and determine how
resources are allocated. The BIOS also communicates this
information to the operating system, which uses it to
configure its drivers and other software to make the devices
work correctly. In many cases older PCs that have an outdated
BIOS but otherwise have support for PnP in hardware (PCI-
based Pentiums produced between 1993 and 1995 are the
prime candidates) can be made PnP-compliant through a
BIOS upgrade.

Peripheral Devices The devices that you are adding into the system must be
designed for PnP compatibility. PnP is now supported for a
wide variety of devices including; modem, network, and
sound cards.

Operating System The operating system must also provide support for PnP
devices and configuration.

UnixWare 7 supports the configuration of PnP ISA adapters, including sound adapters,
SCSI host adapters, multiport serial boards, and others that conform to the Plug and Play
ISA Specification Version 1.0A. To configure these devices us8@@admin PnP
Configuration Manager and referencecohelp= Hardware = Configuring Plug and

Play devices.
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A.5 Clustering

The term clustering is applied by the computer industry to mean various things. For
example, some specialized systems with many processors in a single cabinet, high-speed
interconnects, shared hardware, and possibly shared memory, are referred to as utilizing
“clusters” of massively parallel engines. These systems use multiple processors tied
together in configurations of 100 or more processors, with some type of message passing
and processing capability.

Generally though, a cluster will more often refer to the ability of multiple systems (nodes) to
cooperatively work together to share a computing workload or resource. These nodes can
exist in a single cabinet or be physically separate, each containing its own processor,
memory, disks(s), and be connected via a LAN. Note, that this is not the same as an SMP
(Symmetrical Multiprocessor) system, where a single system contains multiple processors
that share memory and I/O devices.

A cluster can though be built from a series of connected SMP systems. A LAN-based cluster
of systems, each with its own processor, memory and peripherals can appear as a single
server to users and applications. It provides a cost effective way to gain features and benefits
that to date have only been found on more expensive legacy systems.

UnixWare 7 supports high-availability multi-node system clustering with the SCO Reliant
HA 1.1 is an add-on Optional Service for UnixWare 7 systems. For more information on
clustering referenchttp://www.sco.com/products/clustering/
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A.6 Maintaining a Sample System Administration Log Book

You should maintain a log book that details the hardware configuration specific to your
server, as well as some information about the software installed on that server.

Typically, the log book contains the following information:

Installed hardware and software, including updates, patches, etc.
Repair history, both hardware and software

Details of scheduled and unscheduled maintenance and backups
Copies of important configuration files

Locations of media and serial numbers

Printouts, command output, and so forth, of any other information that you think might
be useful. For example:

o0 Disk free spacedf -v )

o The/devdirectory (r -1 /dev | Ip )
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Exercise: Using the sample system administration log book

Examine the sample system administration log book that is included withjyour
student kit.

Become familiar with your classroom system. Log imcad and enter the
following commands:

dfspace

fdisk

sar-r15

sar-ul5

scoadmin system information
sdiconfig -

uname -X
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A.7 Lesson Summary

Understanding your system'’s hardware makes installation, configuration, and maintenance
tasks simpler. Most systems are comprised of the same basic components. The motherboard
contains the vital components of a system.

The kind of enhancements you can make to your system is determined by its bus
architecture.

Before you configure a hard disk, you should have a basic understanding of hard disk device
drivers and disk controllers.

For any hardware installation, you should be aware of general compatibility issues and
possible hardware conflicts.

You should keep an administration log that details the specifics about your server’s
hardware and software, including:

e Details of the hardware and software installed
e Repair history
e Details of planned and unplanned maintenance

e Copies of important configuration files

Review questions

1. Name at least seven major components of a “typical” system.

2. What board contains the microprocessor and memory?

3. What are three main functions of a SCSI host adapter?
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Name at least three types of disk controllers supported by SCO.

. What is one of the most common causes of problems during installation, and what do
you need to do to resolve the problem?

List five items that should be listed in a well-maintained system administration log
book.
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A.8 Relevant Commands

The following command were presented in this lesson.

Relevant commands

df(1) Displays disk free space; with theoption, reports the
percent of blocks used as well as the number of free blocks

dfspacdl) Displays disk free space in megabytes

fdisk(1M) Displays, creates, and deletes partitions

sar(1Mm) Reports on system activity

scoadmin1M) Invokes SCOadmin applications (in this lesson Sistem

Information Manager)

sdiconfig(1M) Determines which SDI disk, tape, and SCSI controllers are
present
uname(l) Prints current system parameters
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A.9 Answers to Review Questions

1. Components of a typical system include: the video display screen, mouse, keyboard,
hard disk drive, power supply, CD-ROM drive, cartridge tape drive, 3.5” floppy drive,
parallel /0O adapter, serial /O adapter, math coprocessor, CPU, and memory.

2. The motherboard contains the microprocessor and memory.
3. The PCI bus interface is commonly used for video and disk drive interconnections.

4. A SCSI host adapter controls access to SCSI peripherals, transfers data between
peripherals and memory, and relays commands (or status information or messages).

5. Disk controllers supported by SCO include Integrated Drive Electronics (IDE),
Enhanced IDE (EIDE), Enhanced Small Device Interface (ESDI), Compaq Intelligent
Disk Array (IDA), and SCSI disk controllers.

6. Device interrupt conflicts are one of the most common causes of problems during
installation; check and make sure each device on your system has its own IRQ setting.

7. Many answers are acceptable. Some more obvious choices include installed hardware
and software, server repair history (both hardware and software), details of scheduled
and unscheduled maintenance and backups, copies of important configuration files,
problems and solutions, and a “to-do” list.
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	2.6 Hardware Checklist
	AV 2-4
	2.6.1 Entering the DCU

	AV 2-5
	2.6.2 Hardware device configuration

	AV 2-6
	2.6.3 Software device drivers configuration

	AV 2-7
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	2.7 Networking Checklist
	2.7.1 Network adapter
	2.7.2 Configuring TCP/IP networking
	2.7.3 Configuring IPX networking
	2.7.4 NIS configuration
	AV 2-9
	AV 2-10


	2.8 Partition and Filesystems Checklist
	2.8.1 Installing other partitions
	2.8.2 Configure slices and filesystems
	AV 2-11

	2.9 Installing UnixWare 7
	2.9.1 Responding to prompts

	2.10 Lesson Summary
	Review questions
	1. Which system profile do you have to choose so that multiprocessing support is installed on the...
	2. What is the recommended minimum amount of memory to run UnixWare 7?
	3. Which program is used to configure hardware devices during installation?
	4. Which devices does SCO recommend that you configure during installation?
	5. Why must you define the /tmp filesystem as a memfs filesystem type?


	2.11 Lab: Installation
	Overview
	Procedure
	Step 1. Insert the floppy diskette labeled, “Installation Disk 1 of 2” into the primary floppy dr...
	Step 2. Turn on your computer.
	Step 3. The system performs a POST test displaying your hardware information. After this test com...
	Step 4. Choose the language you to use during installation.
	Step 5. Insert diskette 2. Press e.
	Step 6. Press u to continue the installation. Use the information from your checklist to install ...
	Step 7. Choose a zone for your system and press u.
	Step 8. Choose a locale for your system and press u.
	Step 9. Choose a keyboard for your system and press u.
	Step 10. Enter the licensing information provided by your instructor. Press e after each entry. P...
	Step 11. Loading Host Bus Adapter (HBA) drivers.
	Step 12. Choose Proceed with installation. The Host Bus Adapters (HBA) drivers are loaded onto yo...
	Step 13. Choose one of these selections when the Device Configuration Utility (DCU) screen displays:
	Step 14. Enter your system node name. Press u to continue.
	Step 15. Choose Install from CD-ROM as the installation method. Press u. You are prompted to inse...
	Step 16. Configure the first hard disk.
	Step 17. Press m to display these choices:
	Step 18. Choose Use whole disk for UNIX, for the first disk and “Do not modify” for the second di...
	Step 19. Choose one of these selections to configure slices and filesystems:
	Step 20. Use your Tab v key to move from field to field. Create a separate /home filesystem from ...
	Step 21. Accept the default. Press u to continue.
	Step 22. Perform disk operations. Choose Use default disk options from these selections.
	Step 23. Choose your System Profile. Select License-Based Defaults. Press u.
	Step 24. Choose one of these selections to confirm or install your network interface card:
	Step 25. Continue to configure your networking hardware. Depending on your networking card, you m...
	Step 26. Enter your TCP/IP networking parameters and frame type from your installation checklist....
	Step 27. Enter your IPX Net Number and Frame Type from your installation checklist. Press u.
	Step 28. Defer NIS. Press s.
	Step 29. Confirm or enter the date and time values. Press u.
	Step 30. Select Traditional as the security level. Press u.
	Step 31. Enter the system owner name, login name, user ID, and password. Press u.
	Step 32. Enter the root password. Press u.
	Step 33. Select the Optional Service and press l to access more information about the service.” T...
	Step 34. Select Accept to acknowledge that your understand the License Agreements and agree to be...
	Step 35. Press u to continue.
	Step 36. Press u to install the software.
	Step 37. When prompted, insert the UnixWare 7.1 HBA diskette. Press e for final HBA configuration.
	Step 38. Remove your floppy disk and CD-ROM when the installation completes.
	Step 39. Press e to shut down and restart your system.
	Step 1. Select the type of mouse. Press u.
	Step 2. Confirm or change the mouse parameters. Press u.
	Step 3. Press e to begin the fifteen (15) second mouse test.
	Step 4. Click your right mouse button. Press e to continue.
	Step 5. Enter the UnixWare 7 Operating System Updates CD-ROM (Disk 2 of 3), when prompted
	Step 6. Enter the UnixWare 7 Optional Services CD-ROM (Disk 3 of 3), when prompted.
	Step 7. Reboot the system.


	2.12 Relevant Commands
	Relevant commands

	2.13 Answers to Review Questions
	1. You have to choose the Custom Configuration system profile so that multiprocessing support is ...
	2. The recommended minimum amount of memory to run UnixWare 7 is 32MB.
	3. The Device Configuration Utility dcu(1M)) program is used to configure hardware devices during...
	4. The devices that SCO recommends that you configure during installation are ones that are neede...
	5. You must define the /tmp filesystem as a memfs filesystem type if you want to use the UnixWare...
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	3.1 Troubleshooting Problems During Installation
	3.1.1 System does not initially boot
	3.1.2 System hangs or resets during boot
	3.1.3 System cannot find the hard disk
	3.1.4 System cannot find the CD-ROM
	3.1.5 Resolving other installation problems

	3.2 Troubleshooting Problems After Installation
	3.2.1 Mouse not responding
	3.2.1.1 Bus mouse
	3.2.1.2 PS2 compatible/keyboard mouse
	3.2.1.3 Serial mouse
	3.2.1.4 Testing your mouse
	Step 1. Log in as root on the console.
	Step 2. Run the mouseadmin command.
	Step 3. Select T to “Test your mouse configuration.”
	Step 4. Press e to begin the mouse test.
	Step 5. Press a mouse button to stop the test.
	Step 6. Press E to exit the mouseadmin utility.

	3.2.1.5 Adding a new mouse
	Step 1. Log in as root.
	Step 2. Run the mouseadmin(1) utility, enter:
	Step 3. Select R to remove your mouse.
	Step 4. Select U to update your mouse configuration and quit.
	Step 5. Run the mouseman utility again. Enter:
	Step 6. Select one of the following to add a mouse:
	Step 7. Select U to update your mouse configuration and quit.
	Step 8. Test your mouse by following the steps under Section 3.2.1.4 on page 3-8.

	3.2.2 Configuring your video
	AV 3-2
	Step 1. Log in as root.
	Step 2. Run scoadmin(1M).
	Step 3. Select Hardware ð Video Configuration Manager.
	3.2.2.1 Changing the adapter type and monitor
	Step 1. Select Modify.
	Step 2. Select your video adapter type or a compatible if it is not autodetected. Click on OK.
	Step 3. Select Change Monitor. Select the monitor type.
	Step 4. Click on OK.
	Step 5. Complete your modifications and Click on OK.
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	3.2.2.2 Changing the resolution
	Step 6. Select the resolution icon. Select Change Resolution. Select the applicable resolution. C...
	Step 7. Select Test to test the resolution. Click on Continue after reading the “Warning Message.”
	Step 8. Click on Cancel if the video test is not successful and repeat Steps 6 and 7.
	Step 9. Click on OK to complete the resolution configuration.
	Step 10. Select File ð Exit to exit the Video Configuration Manager.



	3.3 Lesson Summary
	Review questions
	1. Which UnixWare 7 guides would you use to resolve installation problems?
	2. Which two programs would you run after the installation to install a serial mouse?
	3. Which program can you run to help determine the type of video adapter installed on your system?


	3.4 Relevant Commands
	Relevant commands

	3.5 Answers to Review Questions
	1. You would refer to the UnixWare 7 Getting Started Guide and Release Notes to resolve installat...
	2. The two programs that you would run after the installation to install a serial mouse are dcu(1...
	3. You can run /usr/bin/X11/VideoHelp to help determine the type of video adapter installed on yo...
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	4.1 Creating Emergency Recovery Media
	4.1.1 Requirements for creating emergency recovery diskettes
	4.1.2 Creating emergency recovery diskettes
	Step 1. Log into the system console as root.
	Step 2. Format two floppy diskettes. For example, to format a 1.44MB floppy diskette, enter:
	Step 3. Label each diskette with the name of the system, date created, and sequence number.
	Step 4. Verify that there are no active users on the system.
	Step 5. Shut down the system to single-user mode.
	Step 6. Determine in which filesystem you will create the emergency recovery media. The filesyste...
	Step 7. Create the first emergency recovery diskette by entering:
	Step 8. Insert a formatted disk into the floppy drive. Press e.
	Step 9. Remove the diskette when prompted.
	Step 10. Repeat Steps 8 and 9 for the second diskette.
	Step 11. Store the diskettes in a safe place.

	4.1.3 Creating emergency recovery tapes
	Step 1. Log into the system console as root.
	Step 2. Verify that no active users on the system.
	Step 3. Shut down the system to single-user mode.
	Step 4. Label each tape with the name of system, date created, and sequence number.
	Step 5. Insert the first tape.
	Step 6. Create the emergency recovery tapes using either Step 7 or 8.
	Step 7. Back up a single UNIX partition to the first tape drive. Enter:
	Step 8. Back up multiple disks or a single disk that does not meet the criteria in Step 6, to the...
	Step 9. Remove the last tape from the drive.
	Step 10. Store the emergency recovery tapes with the emergency recovery diskettes in a safe place.
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	4.2 Managing Software Applications
	AV 4-3
	4.2.1 Software management terminology
	4.2.2 Package instances
	4.2.3 The installation software database

	AV 4-4

	4.3 Using the scoadmin(1M) Application Installer
	4.3.1 Viewing properties and contents
	Step 1. Select a package from the Application Installer bottom window.
	Step 2. Click on Info.
	Step 1. Select a package from the Application Installer bottom window.
	Step 2. Select Show Contents.
	Step 3. Select a package. Select Properties.
	Step 1. Select a set from the Application Installer bottom window.
	Step 2. Select Show Contents.
	Step 3. Select Show Programs.

	4.3.2 Installing packages
	Step 1. Insert the media (i.e., CD-ROM, tape, floppy diskette, etc.).
	Step 2. Run scoadmin(1M).
	Step 3. Select Software_Management.
	Step 4. Select Application Installer.
	Step 5. Select the media to install from.
	Step 6. Select the package. Click on Install.
	Step 7. Select Actions ð Exit to exit the Application Installer.

	4.3.3 Spooling packages
	4.3.4 Package formats
	4.3.5 Removing packages
	Step 1. Run scoadmin(1M).
	Step 2. Select Software_Management ð Application Installer.
	Step 3. Select the icon that represents the software package that you want to remove.
	Step 4. Click on Remove.
	Step 5. Press e.


	4.4 Licensing and Registering UnixWare Products
	1. Licensing your software
	2. Registering your software
	4.4.1 Licensing the software
	Step 1. Log in as root.
	Step 2. Run scoadmin(1M).
	Step 3. Select the License Manager.
	Step 4. Select a product for licensing.
	Step 5. Select License ð Add.
	Step 6. Click on License. Enter the licensing information.
	Step 7. Select Host ð Exit to exit the License Manager.

	AV 4-5
	4.4.2 Registering the software
	4.4.3 The registration process
	4.4.3.1 Obtaining your Registration Key
	4.4.3.2 Using the License Manager to register
	Step 1. Select the product to register.
	Step 2. Select License ð Register.
	Step 3. Enter the Registration Key. Click on OK.
	Step 4. Select Host ð Exit to exit the License Manager.

	4.4.4 Copy Protection Policy
	4.4.4.1 Duplicate message
	4.4.5 Copy Protection Policy daemons
	4.4.5.1 Corrective user actions


	4.5 Linux Compatibility
	4.5.1 Linux versions
	4.5.2 Installing Linux applications
	4.5.3 Running Linux applications

	4.6 Creating the Documentation Search Indexes
	4.7 Lesson Summary
	Review questions
	1. How much free space must be remaining in the filesystem used to create the emergency recovery ...
	2. Which option to the emergency_rec(1M) command do you use to back up a system that has a single...
	3. Which command would you use to translate a software package from datastream format to filesyst...
	4. What takes place when you “spool” a software package rather than install the software package?
	5. Describe three methods that you can use for obtaining your Registration Key from SCO.


	4.8 Lab: Installing UnixWare 7 Software Packages
	Overview
	Procedure
	Step 1. Log in as root.
	Step 2. Run scoadmin(1M).
	Step 3. Select Software_Management.
	Step 4. Select Application Installer.
	Step 5. Insert the CD-ROM.
	Step 6. Select the media to install from.
	Step 7. Select the package. Click on Install.
	Step 8. Select Actions ð Exit to exit the Application Installer.


	4.9 Relevant Commands and Files
	Relevant commands
	Relevant files

	4.10 Answers to Review Questions
	1. Thirty (30) megabytes of free space must be remaining in the filesystem used to create the eme...
	2. The -e option to the emergency_rec(1M) command is used to back up a system that has a single p...
	3. The pkgtrans(1) command is used to translate a software package from data stream format to fil...
	4. When you “spool” a software package rather than install the software package the following tak...
	5. The three methods that you can use for obtaining your Registration Key from SCO are accessing ...
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	Introduction
	Objectives


	5.1 Describing the Default Boot Process
	5.1.1 Standard boot procedure
	1. The boot block in sector 0 of the UNIX partition loads boot.
	2. The boot program is loaded and executes the UnixWare 7 kernel.
	1. The system firmware loads the masterboot block from absolute sector 0 on the hard disk.
	2. The masterboot then loads the partition boot program from logical sector 0 of the active parti...
	3. The remainder of boot is loaded from /dev/stand, a bfs filesystem.
	4. The boot program loads and executes the UnixWare 7 kernel.


	5.2 Initiating the Boot Command Processor (BCP)
	5.2.1 Entering single-user state
	Step 1. Boot your system.
	Step 2. Press e when the Starting UnixWare... message displays.
	Step 3. Enter these lines at the [boot] prompt:
	Step 4. INITSTATE=S boot
	Step 5. Enter your root password when you are prompted to enter single-user state.
	Step 6. Perform your task(s).
	Step 7. Continue the boot process to multiuser mode. Enter:
	Step 8. Enter 3 when prompted for the run-level.
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	5.2.2 Loading a kernel other than the default kernel
	Step 1. Reboot your system.
	Step 2. Press e when the Starting UnixWare... message displays.
	Step 3. Verify that the unix.old file exists. List the contents of the /stand directory. Enter:
	Step 4. Boot the unix.old kernel. Enter:

	5.2.3 Booting other operating systems
	5.2.4 Describing boot parameters
	5.2.4.1 Parameters recognized by boot
	5.2.4.2 Parameters that are processed by the kernel
	5.2.4.3 Parameters that define boot messages


	5.3 Describing Early Initialization
	5.3.1 Run-levels
	AV 5-3
	5.3.2 The /etc/inittab file

	AV 5-4
	AV 5-5
	5.3.3 Entering the default run-level
	5.3.4 Changing system run-levels

	AV 5-6
	5.3.5 Changing the /etc/inittab file
	Step 1. Copy the /etc/conf/init.d/kernel file to /etc/conf/init.d/kernel.safe.
	Step 2. Edit the /etc/conf/init.d/kernel file and change the words Console Login in this entry:
	Step 3. Save your changes.
	Step 4. Create a new inittab file in the /etc/conf/cf.d directory. Enter:
	Step 5. Copy /etc/conf/cf.d/inittab to /etc/inittab.



	5.4 Initializing the Multiuser and Networking States
	5.4.1 Multiuser state (run-level 2)
	AV 5-7
	5.4.1.1 Analyzing the /etc/rc2.d scripts
	5.4.1.2 Analyzing the /etc/dinit.d scripts
	5.4.2 The networking state (run-level 3)


	5.5 Customizing Multiuser Initialization
	5.5.1 How scripts are executed from /etc/rc2.d
	5.5.2 Executing commands at system startup
	Step 1. Create the /etc/rc2.d/S89USRDEFINE file.
	Step 2. Add the following to the end of the script:
	Step 3. Save your changes and quit.
	Step 4. Activate the command by shutting down your system and rebooting.

	5.5.3 Defining other run-level initialization scripts
	5.5.4 Deactivating rc scripts

	5.6 Troubleshooting System Startup
	AV 5-8

	5.7 Shutting Down the System
	5.7.1 Analyzing shutdown

	5.8 Lesson Summary
	Review Questions
	1. Which two slices of the UNIX partition are used to boot UnixWare 7?
	2. What tasks can you perform using the Boot Command Processor (BCP)?
	3. Which boot files are accessed by the boot(1M) program during system startup?
	4. Describe some of the purposes of the /etc/inittab file.
	5. Which directory contains the default startup scripts for several programs used to initialize m...
	6. What do the letters S or K indicate at the beginning of each initialization script stored in /...
	7. When performing a shutdown, what does the /etc/rc0 file accomplish?


	5.9 Lab: Creating an /etc/rc2.d Script
	Overview
	Procedure
	Step 1. Log in as root.
	Step 2. Change to your student home directory.
	Step 3. Create a file named S02awelcome.
	Step 4. Enter the following line:
	Step 5. Save your file.
	Step 6. Copy the file to the /etc/rc2.d directory.
	Step 7. Change permissions so that the file is read and executable by root.
	Step 8. Test the results by shutting down and restarting your system.


	5.10 Relevant Commands and Files
	Relevant commands
	Relevant files

	5.11 Answers to Review Questions
	1. The two slices of the UNIX partition that are used to boot the UnixWare 7 operating system are...
	2. The tasks that you can perform using the Boot Command Processor (BCP) include entering single-...
	3. The /stand/boot boot(4) file and /stand/bootmsgs are accessed by the boot(1M) program during s...
	4. The /etc/inittab file specifies the programs that init(1M) uses for system initialization. It ...
	5. The /etc/rc2.d directory contains the default startup scripts for several programs that are us...
	6. The letters S or K at the beginning of each initialization script stored in the /etc/rc2.d dir...
	7. During a shutdown, the /etc/rc0 file echoes that the system is coming down, runs scripts
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	AV 6-1
	Introduction
	Objectives

	AV 6-2

	6.1 Describing the UNIX Filesystem Structure
	6.1.1 Data blocks
	6.1.2 Inodes
	6.1.2.1 Reserved inodes
	6.1.2.2 Viewing inode numbers
	6.1.3 Superblock
	AV 6-3

	6.2 Describing the Directory Hierarchy
	AV 6-4
	AV 6-5
	6.2.1 Key directories in the /usr directory structure
	6.2.2 Key directories in the /etc directory structure

	AV 6-6

	6.3 Managing the /dev Directory
	6.3.1 Block device special files
	6.3.2 Character device special files
	6.3.3 Raw interfaces
	AV 6-7
	6.3.4 Major and minor device numbers
	6.3.4.1 Major device numbers
	Minor device numbers

	6.3.5 Creating special device files
	6.3.6 The Device Database
	6.3.7 Alternate names for special device files
	6.3.8 Troubleshooting the /dev directory


	6.4 Describing Important vxfs Filesystem Features
	6.4.1 Large file support
	6.4.2 Extent-based allocation
	6.4.3 Logical block size
	6.4.4 Quotas
	6.4.5 Enhanced data integrity
	6.4.6 Fast filesystem recovery
	AV 6-8
	AV 6-9
	6.4.7 Describing VTOC
	6.4.8 The fdisk(1M) command
	6.4.9 The disksetup(1M) command

	AV 6-10
	AV 6-11
	6.4.10 Preparing the Filesystem for Access

	AV 6-12
	6.4.10.1 Changing the mode of intent logging
	6.4.10.2 Clear blocks before allocating file
	6.4.11 The /etc/vfstab file


	6.5 Adding Large file Support
	Step 1. Back up the data in the filesystem.
	Step 2. Run mkfs -m to determine the syntax to recreate the filesystem.
	Step 3. Unmount the filesystem.
	Step 4. Run mkfs to recreate the filesystem changing the nolargefiles options to largefiles. For ...
	Step 5. Mount the filesystem.
	Step 6. Restore your data.

	6.6 Checking and Repairing Filesystems
	6.6.1 Specifying a filesystem type
	6.6.2 Full vs. fast checking
	6.6.2.1 Fast filesystem check
	6.6.2.2 Full filesystem check
	6.6.3 Running fsck(1M)
	6.6.4 Error messages
	6.6.5 Running ncheck(1M)

	6.7 Configuring Additional Disks and Filesystems
	6.7.1 Possible configurations for secondary hard disks
	6.7.2 The Storage Device Interface (SDI)
	6.7.3 Hard disk naming conventions
	6.7.4 Multi-Path Input/Output (MPIO)
	6.7.5 Configuring IDE disks and disk controllers
	6.7.6 Using diskadd(M) to configure disks
	6.7.7 Adding a hard disk
	Step 1. Log in as root.
	Step 2. Enter diskadd 1.
	Step 3. Create your partition(s).
	Step 4. Perform a surface analysis.
	Step 5. Enter the number of slices (filesystems) to be created on this disk.
	Step 6. Enter the directory name to which this filesystem will be mounted. You must enter the abs...
	Step 7. Enter the filesystem type or press e to select the default of vxfs.
	Step 8. Select the block size or press e to use the default block size of 1024 bytes.
	Step 9. Press e to have the filesystem automatically mounted on reboot or enter no to override.
	Step 10. Perform Steps 6-9 again if you choose to install more than one filesystem.
	Step 11. Specify the size of the filesystem in cylinders (1 megabyte of disk space is approximate...
	Step 12. Enter the number of inodes.


	6.8 Managing the Volume Table of Contents (VTOC)
	6.9 Troubleshooting Hard Disks
	6.9.1 Mapping of bad blocks

	6.10 Lesson Summary
	Review questions
	1. Which inode represents the root directory of each mounted filesystem?
	2. Which command do you use to create special device files?
	3. Which filesystem type supports intent logging?
	4. Which file contains the information used when mounting a filesystem?
	5. Which option to the fsck(1M) command performs a full check on a filesystem?
	6. List in order the programs invoked when you run diskadd(1M)to configure a hard disk?
	7. What information about a filesystem slice is stored in the Volume Table of Contents (VTOC)?


	6.11 Lab: Configuring a Second Hard Disk
	Overview
	Procedure
	Step 1. Log in as root.
	Step 2. Enter diskadd 1 or the name that is provided by your instructor.
	Step 3. Enter y to continue with the diskadd utility.
	Step 4. Create a single partition.
	Step 5. Do not perform a surface analysis.
	Step 6. Enter 1 for the number of slices (filesystems) to be created on this disk.
	Step 7. Enter the /sales directory name on which this filesystem will be mounted. You must enter ...
	Step 8. Enter the vxfs filesystem type or press e to select the default of vxfs.
	Step 9. Press e to use the default block size of 1024 bytes.
	Step 10. Press e to have the filesystem automatically mounted on reboot.
	Step 11. Specify the size of the filesystem in cylinders (1 megabyte of disk space is approximate...
	Step 12. Enter y to confirm the size of the filesystem.
	Step 13. Press e to allocate the default number of inodes.
	Step 14. Run the mount(1M) command to verify that the filesystem is mounted.
	Step 15. Copy the /etc/default/tar file to the sales filesystem.


	6.12 Relevant Commands and Files
	Relevant commands
	Relevant files

	6.13 Answers to Review Questions
	1. Inode 2 represents the root directory of each mounted filesystem.
	2. You can create special device files with the mknod(1) command.
	3. The vxfs filesystem supports intent logging.
	4. The /etc/vfstab file contains the information used when mounting a filesystem.
	5. The -o full option to the fsck(1M) command performs a full check on a filesystem.
	6. The order in which programs are invoked when you run diskadd(1M) to configure a hard disk are ...
	7. The information about a filesystem slice stored in the Volume Table of Contents (VTOC) include...
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	7.1 UnixWare 7 Online Data Manager (ODM)
	7.1.1 VERITAS Filesystem (VxFS)
	7.1.2 Volume Manager (VxVM)
	7.1.2.1 How the VxVM Works
	7.1.2.2 Physical Objects
	AV 7-2
	7.1.2.3 Physical Disks
	7.1.2.4 Partitions
	7.1.2.5 VxVM Objects

	AV 7-3 .
	7.1.2.6 VM Disks
	7.1.2.7 Disk Groups
	7.1.2.8 Subdisks

	AV 7-4
	7.1.2.9 Plexes

	AV 7-5
	AV 7-6
	7.1.2.10 Concatenation

	AV 7-7
	7.1.2.11 Volumes

	AV 7-8
	7.1.2.12 Relationships between VxVM objects
	7.1.2.13 VxVM feature licensing
	7.1.3 Visual Administrator (VxVA)
	7.1.4 Initializing the VxVM
	7.1.4.1 Pre-initialization instructions
	7.1.4.2 Using vxinstall to initialize the VxVM
	Step 1. Log in as root.
	Step 2. Setup any disk or controller exclude files that you require. To exclude one or more disks...
	Step 3. Enter the following to start vxinstall:
	Step 4. Press e to continue.
	Step 5. Press eto continue.
	Step 6. Select 1 to perform a quick installation:
	Step 7. At the following prompt, indicate whether to encapsulate your boot disk (this example ass...
	Step 8. vxinstall now goes through each controller and asks you how to handle the disks contained...
	Step 9. At the following prompt, indicate whether you want to initialize all the disks on the con...
	Step 10. Enter y to continue with the disk initialization. The following message appears:
	Step 11. At the following prompt, indicate whether you want default disk names to be assigned to ...
	Step 12. When all of the disks on the current controller have been named, press e to continue and...
	Step 13. When you have completed the vxinstall procedure for all controllers on your system, vxin...
	Step 14. Encapsulate or remove disks from VxVM control.
	Step 15. After running vxinstall, shut down and reboot your machine

	7.1.5 Checking VxVM processes
	7.1.6 Starting up VxVA
	7.1.7 Performing VxVA basic operations
	7.1.8 Creating a concatenated volume
	7.1.8.1 Creating a cancatenated volume with the basic approach
	Step 1. Run scoadmin(1M).
	Step 2. Select VERITAS Volume Manager.
	Step 3. Select the View window corresponding to the disk group in which you want to perform this ...
	Step 4. Select Basic-Ops ð Volume Operations ð Simple.
	Step 5. Fill out the information required in the Simple Volume/FS Create Form.
	Step 6. Click on Apply.



	7.2 Lesson Summary
	Review questions
	1. Which two UnixWare 7 editions include a license for the advanced features of the SCO Online Da...
	2. List and describe the two “basic” features of the VxVM available in all editions of UnixWare 7.
	3. Which commands must you verify are running before you can sucessfully run the VxVA?


	7.3 Relevant Commands and Files
	Relevant commands
	Relevant files

	7.4 Answers to Review Questions
	1. The Enterprise and Data Center UnixWare 7 editions include a license for the basic and advance...
	2. The ''basic'' version of the VxVM includes the following functionality:
	3. The VxVM processes vxconfigd(1M), vxnotify(1M), and vxsparecheck(1M) must be running before yo...
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	Introduction
	Objectives
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	8.1 Identifying Standard Serial Ports
	AV 8-3
	8.1.1 Serial port configuration
	8.1.2 Flow control
	8.1.3 Asynchronous data communications

	AV 8-4
	8.1.4 UARTS
	8.1.5 Serial device naming conventions
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	8.2 Installing a Serial Card
	8.2.1 Serial adapter cards
	8.2.1.1 Dumb (standard or non-intelligent) cards
	8.2.1.2 Smart (intelligent) cards:
	8.2.2 Installing the hardware

	8.3 Using Multiscreens
	8.4 Describing the Service Access Facility (SAF)
	8.4.1 The Service Access Controller (SAC)
	AV 8-6
	8.4.2 The ttymon(1M) port monitor

	AV 8-7

	8.5 Configuring Serial Ports
	Step 1. Run scoadmin(1M).
	Step 2. Select Hardware ð Serial Manager.
	Step 3. Select Port ð Modify to modify a serial port.
	Step 4. Select the Port type from one of the following:
	Step 5. Select how you want the port configured:
	Step 6. Select the speed (bps) of the port from one of the following:
	Step 7. Select Port Settings to set the number of data bits per character and type of parity:
	Step 8. Select OK to accept the number of data bits and type of parity.
	Step 9. Select Receive Buffer to set the trigger level of the UART chip. Recall that the trigger ...
	Step 10. Select OK to accept the trigger level.
	Step 11. Select OK to accept the serial port configuration.
	Step 12. Select Host ð Exit to exit the Serial Manager.
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	8.6 Installing Serial Terminals
	8.6.1 About serial terminal hardware
	8.6.2 Ports and cables
	AV 8-9
	8.6.3 Terminal settings
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	8.7 Managing Logins
	8.7.1 Logging in
	8.7.2 Setting the terminal type
	8.7.3 Disabling or enabling logins
	Step 1. Run scoadmin(1M).
	Step 2. Select Hardware ð Serial Manager.
	Step 3. Select the serial port to disable or enable.
	Step 4. Select Port ð Modify.
	Step 5. Select one of the following:
	Step 6. Select OK.
	Step 7. Select Host ð Exit to exit the Serial Manager.


	8.8 Troubleshooting Terminals
	AV 8-11
	8.8.1 Troubleshooting non-functional terminals
	Step 1. Check the power and cable connections at the terminal and CPU.
	Step 2. Check the brightness control.
	Step 3. Enter the terminal’s setup mode and verify the configuration, making sure that all settin...
	Step 4. Verify the hardware connection by redirecting output from another terminal. For example, ...
	Step 5. Run the ps(1) command and verify that the ttymon(1M) port monitor is running.

	8.8.2 Troubleshooting hung or scrambled terminals


	8.9 Lesson Summary
	Review questions
	1. Which communications flow control uses special control characters embedded in the data stream ...
	2. Which serial device file represents the COM1 device file that has software flow control enabled?
	3. Which programs can you enter to confirm that UnixWare 7 recognizes the installed serial card?
	4. What is the role of the ttymon(1M) port monitor?
	5. Which Port type would you select in the scoadmin(1M) Serial Manager for a modem that is used f...
	6. Which service is started by ttymon(1M) after a user logs in?


	8.10 Relevant Commands and Files
	Relevant commands
	Relevant files

	8.11 Answers to Review Questions
	1. The XON/XOFF software communications flow control uses special control characters embedded in ...
	2. The /dev/term/00s serial device file represents the COM1 device file that has software flow co...
	3. You can enter the Device Configuration Utility (DCU) and the Serial Manager to confirm that Un...
	4. The role of the ttymon(1M) port monitor is to initialize and monitor ports; set terminal modes...
	5. You would select the Port type “outgoing only” in the scoadmin(1M) Serial Manager for a modem ...
	6. The shserv(1M) service is started by ttymon(1M) after a user logs in.
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	Configuring Modems
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	Introduction
	Objectives


	9.1 Adding a Modem
	9.1.1 Choosing a serial port
	9.1.2 Modem support
	9.1.3 Connecting the modem
	9.1.3.1 Pins and Cables
	9.1.3.2 Modem setting guidelines
	9.1.4 Configuring the modem
	Step 1. Turn on your modem.
	Step 1. Run scoadmin(1M).
	Step 2. Select Hardware ð Modem Manager.
	Step 3. Select Modem ð Add.
	Step 4. Choose one of the following ways to install your modem:
	Step 5. Select the serial port to which the modem is attached:
	Step 6. Select from the following:
	Step 7. Click on OK to accept the configuration.
	Step 8. Select Host ð Exit to exit the Modem Manager.


	9.2 Testing the modem connection
	Step 1. Change the ownership of the serial port to uucp:
	Step 2. Test the modem to ensure that it dials correctly. For example, use the cu(1bnu) command t...
	Step 3. Enter: AT
	Step 4. Test the modem for dial-out:
	Step 5. Enter ~. to disconnect.

	9.3 Lesson Summary
	Review questions
	1. Which serial device file is used when you attach a modem?
	2. Which option to the cu(1bnu) command lets you directly access the serial port?


	9.4 Relevant Commands and Files
	Relevant commands
	Relevant files

	9.5 Answers to Review Questions
	1. The /dev/term/??m serial device file is used when you attach a modem.
	2. The -l option to the cu(1bnu) command lets you directly access the serial port.
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	Installing and Managing Printers

	AV 10-1
	Introduction
	Objectives


	10.1 Installing a Parallel Card
	Step 1. Shut down your system.
	Step 2. Install your parallel card.
	Step 3. Boot your system to single-user mode.
	Step 4. Enter the Device Configuration Utility (DCU) and verify that the card is recognized.
	Step 5. Continue booting your system to multiuser mode.

	10.2 Installing Parallel and Serial Printers
	Step 1. Power down your system.
	Step 2. Connect the printer:
	Step 3. Turn the printer on.
	Step 4. Power up the system.
	10.2.1 Verifying the hardware installation of a parallel or serial printer
	AV 10-2
	10.2.2 Setting up RTS/CTS protocol serial printers

	AV 10-3
	10.2.3 Troubleshooting Printer Installations


	10.3 Adding Printers
	10.3.1 Adding a local printer
	Step 1. Run scoadmin(1M).
	Step 2. Select Printer Setup Manager ð Printer ð Add Local Printer.
	Step 3. Enter the printer name.
	Step 4. Select the printer model. Click on the Connection Type.
	Step 5. Click on OK.
	Step 6. Select Yes to receive a mail message if the printer fails.
	Step 7. Select Yes to allow users to print without a banner page.
	Step 8. Select Advanced Options if you are installing a non-PostScript® printer. You can set the:
	Step 9. Click on OK to accept the settings entered in Step 8.
	Step 10. Click on OK to accept all printer configuration settings.
	Step 11. Click on OK to add the printer.
	Step 12. Select Printer ð Make Default to make this printer the default printer.
	Step 13. Select Host ð Exit to exit the Printer Setup Manager.

	10.3.2 Adding a TCP/IP printer
	Step 1. Run scoadmin(1M).
	Step 2. Select Printer Setup Manager ð Printer ð Add TCP/IP Printer.
	Step 3. Enter the printer name.
	Step 4. Select the printer model.
	Step 5. Select the Protocol (spooler type) on the remote host. Spooler types include:
	Step 6. Select On Network if the printer is directly connected to a network. Or if the printer is...
	Step 7. Enter the name of the host that controls the remote printer or Click on Select to choose ...
	Step 8. Enter or select the name of the remote printer if you selected On Network in Step 6.
	Step 9. Click on OK.
	Step 10. Select Host ð Exit to exit the Printer Setup Manager.

	10.3.3 Adding a NetWare printer
	Step 1. Run scoadmin(1M).
	Step 2. Select Printer Setup Manager ð Printer ð Add NetWare Printer.
	Step 3. Enter the printer name.
	Step 4. Select the printer model.
	Step 5. Enter the name of the NetWare server that controls the remote printer or click on Select ...
	Step 6. Enter the name of the printer queue on the remote system or click on Select to choose fro...
	Step 7. Enter the name of the host that controls the remote printer or click on Select to choose ...
	Step 8. Click OK to accept the configuration.


	10.4 Describing the UNIX Print Service
	10.4.1 Who can administer the print service?
	10.4.2 Print scheduler functions
	AV 10-4
	10.4.3 Print request process
	1. A user requests to print a file.
	2. The print scheduler assigns the request a unique name and request ID. The request ID contains ...
	3. The pointers to the print job are then spooled (stored on disk) with other print job pointers ...
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	10.4.4 Viewing the print scheduler


	10.5 Managing the Print Request Directories
	AV 10-6
	Examining the print request log
	1. Disable your classroom printer. Your instructor will provide the printer name.
	2. Print the /etc/default/tar file. The file remains in the queue because the printer is disabled.
	3. Change directory to /var/spool/lp/tmp/machine_name.
	4. Examine the contents of your print request ID file.
	5. Change the directory to /var/lp/logs.
	6. Examine the contents of the requests file.
	7. Cancel the print request.
	8. Re-examine the contents of /var/lp/logs/requests.1



	10.6 Setting Print Request Priorities
	10.6.1 Default priority level and limits
	10.6.2 Changing the default priority for all users
	10.6.3 Setting a personal priority limit for a user
	10.6.4 Restoring the default priority limit
	10.6.5 Submitting a print job with a different priority
	10.6.6 Changing the priority of a print job residing in the queue
	10.6.7 Bypassing all other awaiting print requests

	10.7 Managing Printer Interface Scripts
	10.7.1 Assigning an interface script
	10.7.2 Customizing the standard interface script
	10.7.2.1 Restricting banner pages
	10.7.2.2 Turning off breaks
	10.7.2.3 Changing a baud rate
	Step 1. Run scoadmin(1M).
	Step 2. Select Printer Setup Manager.
	Step 3. Select the printer.
	Step 4. Select Printer ð Properties ð Serial Settings.
	Step 5. Click on the applicable BAUD rate.
	Step 6. Click on OK.
	Step 7. Select Host ð Exit to exit the Printer Manager.


	10.8 Troubleshooting Common Printer Problems
	10.8.1 Printer does not print
	Step 1. Verify the printer has power, is online, and has no loose cabling. Run a printer self-tes...
	Step 2. Run lpstat -t to determine if the scheduler is running, and the printer is enabled and is...
	Step 3. Enter the Device Configuration Utility (DCU) and determine if the printer port is recogni...
	Step 4. Redirect the output from the cal(1) command to the appropriate tty or lp port: cal > /dev...

	10.8.2 Restarting a printer
	10.8.3 Laser printers and form feeds
	10.8.4 Testing printers in PostScript mode
	10.8.5 Determining if the print scheduler is active
	10.8.6 Redirecting output
	Step 1. Verify the device file exists in the /dev directory.
	Step 2. Recreate the /dev/lp0 file. For example, enter:
	Step 3. Change the file permissions, link count, ownership, and group to that of the original dev...
	Step 4. Enter the Device Configuration Utility (DCU) and select Hardware Device Configuration to ...
	Step 5. Redirect the date(1) command to the printer:

	10.8.7 Printer output spacing is wrong

	10.9 Lesson Summary
	10.9.1 Review questions
	1. Which two parallel adapters support IRQ 7?
	2. Outline the steps for installing a parallel printer.
	3. Which scoadmin(1M) manager would you use to change a serial printer’s baud rate?
	4. List three common printer installation problems and their resolutions.
	5. Name four functions of the UNIX print scheduler.
	6. Which two directories contain print request information?
	7. Which user has the authority to bypass all waiting print requests?
	8. Which tasks are performed by the printer’s interface script?
	9. What command could you use to determine if the print scheduler is running and enabled to accep...


	10.10 Lab: Printer Troubleshooting
	Overview

	10.11 Relevant Commands and Files
	Relevant commands
	Relevant files

	10.12 Answers to Review Questions
	1. The serial/parallel and parallel adapters support IRQ 7.
	2. To install a parallel printer, connect the hardware (use the correct parallel cable), configur...
	3. You would use the scoadmin(1M) Printer Setup Manager to change a serial printer’s baud rate.
	4. Three common printer installation problems include: incorrect cable (serial printers— either p...
	5. Functions of the UNIX print scheduler include: accepting files for printing, scheduling the wo...
	6. The /var/spool/lp/tmp/ machine_name and the /var/lp/logs directories contain print request inf...
	7. The root user has the authority to bypass all waiting print requests.
	8. A printer interface script initializes the physical port, initializes the physical printer, pr...
	9. Run lpstat -t to determine if the scheduler is running and the printer is enabled and acceptin...
	11
	Installing Tape Drives and CD-ROM Drives
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	Introduction
	Objectives


	11.1 Describing Supported Tape Devices
	11.2 Adding a Tape Drive
	11.2.1 Adding a SCSI tape drive
	Step 1. Shut down your system.
	Step 2. Verify that the host adapter is installed.
	Step 3. Configure the tape drive. For example, you may need to set the SCSI ID and termination. F...
	Step 4. Attach (physically) the new tape drive to the host adapter.
	Step 5. Reboot your system.
	Step 6. Access your tape drive using the tapecntl(1) command.

	11.2.2 Adding a non-SCSI tape drive
	Step 1. Install the device driver (HBA) software.
	Step 1. Shut down your system.
	Step 2. Set the tape controller to these settings:
	Step 3. Install the tape controller.
	Step 4. Attach (physically) the new tape drive to the tape controller.
	Step 5. Reboot your system.


	11.3 Adding a CD-ROM Drive
	Step 1. Shut down your system.
	Step 2. Verify that the SCSI host adapter or IDE controller is installed.
	Step 3. Configure the CD-ROM drive. For example, you may need to set the SCSI ID and termination....
	Step 4. Attach (physically) the new tape drive to the host adapter or IDE controller.
	Step 5. Reboot your system.

	11.4 Lesson Summary
	Review questions
	1. Which command can you use to determine the host adapters installed on your system?
	2. Do you use the block or character device name when mounting a CD-ROM?


	11.5 Relevant Commands and Files
	Relevant commands
	Relevant files

	11.6 Answers to Review Questions
	1. You would use the sdiconfig(1M) command to determine the host adapters installed on your system.
	2. You would use the block device name when mounting a CD-ROM.
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	Controlling User and System Processes
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	Introduction
	Objectives

	AV 12-2

	12.1 Creating Processes
	1. The shell reads the command line and prepares to execute the command.
	2. The shell issues a fork(2) system call that creates a new process that is nearly identical to ...
	3. The new child process issues an exec(2) system call that overlays the calling process with a n...
	4. The child process runs the new program and eventually finishes by issuing an exit(S) system ca...
	5. In the meantime, the parent process issues a wait(2) system call that causes the parent to wai...

	12.2 Distinguishing Types of Processes
	12.2.1 Light Weight Processes (LWP)
	AV 12-3
	12.2.2 System processes
	12.2.3 User Processes


	12.3 Checking Process Activity
	12.3.1 The ps(1) command
	AV 12-4
	AV 12-5
	12.3.2 The sar(1M) command

	AV 12-6
	12.3.2.1 Running the sar(1M) command
	12.3.2.2 Running the sa1(1M) and sa2(1M) commands
	12.3.3 The timex(1M) command


	12.4 Managing Process Scheduling
	12.4.1 Scheduling classes
	12.4.2 Controlling the nice value

	12.5 Managing Process Accounting
	12.5.1 Enabling process accounting
	Step 1. Run scoadmin(1M).
	Step 2. Select System ð Reports Manager ð Accounting ð Enable.
	Step 3. Select Host ð Exit to exit the Reports Manager.

	12.5.2 Generating Reports
	12.5.3 Disabling process accounting

	12.6 Lesson Summary
	Review questions
	1. When a command is executed, which system call creates a new process that is almost identical t...
	2. Which system process is responsible for swapping data to the hard disk if memory is not availa...
	3. Name two programs that you can use to identify how much time programs are taking up on the CPU.
	4. What is the default nice value of a user’s process?
	5. Which scoadmin(1M) manager is used to enable process accounting?


	12.7 Relevant Commands and Files
	12.7.1 Relevant commands
	12.7.2 Relevant files

	12.8 Answers to Review Questions
	1. The fork system call creates a new process that is almost identical to the original process wh...
	2. The sysproc process swaps data to the hard disk if memory is not available.
	3. You can use the ps(1) and sar(1M) commands to identify how much CPU time programs are taking.
	4. The default nice value for a user process is 20.
	5. The scoadmin(1M) Reports Manager is used to enable process accounting.
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	Introduction
	Objectives


	13.1 Describing Trusted System Concepts
	AV 13-2
	AV 13-3


	13.2 Describing a Security Profile
	13.2.1 The high security profile
	13.2.2 The improved security profile
	AV 13-4
	AV 13-5

	13.2.3 The traditional security profile
	13.2.4 The low security profile

	13.3 Viewing and Changing your System Security Profile
	13.3.1 Determining your security profile
	13.3.2 Selecting a security profile
	Step 1. Log in as root.
	Step 2. Run scoadmin(1M).
	Step 3. Select System ð Security Profile Manager.
	Step 4. Select Current security profile.
	Step 5. Select Improved ð Host ð Save.
	Step 6. Click on OK to confirm that your system has been successfully updated.
	Step 7. Select Host ð Exit to exit the Security Profile Manager.
	Step 8. Reboot your system to invoke the new parameters:
	Step 1. Log in as root.
	Step 2. Enter:
	Step 3. Reboot the system:

	13.3.3 Changing a parameter in your security profile
	13.3.4 Using the secdefs(1M) command

	13.4 Reviewing the Account Database Files
	13.4.1 System V files
	13.4.2 Trusted facility database files

	13.5 Delegating System Administration Responsibility
	13.5.1 The system owner account
	13.5.2 Limited system owner authorizations
	13.5.2.1 Assigning authorizations
	Step 1. Run scoadmin(1M).
	Step 2. Select Account Manager.
	Step 3. Select an existing user ð Users ð Authorizations.
	Step 4. Select an authorization.
	Step 5. Click on Add.
	Step 6. Click on OK.
	Step 7. Select Host ð Exit to exit the Account Manager.

	13.5.2.2 Removing authorizations
	Step 1. Follow Steps 1-4 under Section 13.5.2.1, “Assigning authorizations,” on page 13-18.
	Step 2. Click on Remove.
	Step 3. You can continue removing authorizations. When you are finished:
	Step 4. Click on OK.
	Step 5. Select Host ð Exit to exit the Account Manager.

	13.5.2.3 The make-owner(1M) command
	13.5.2.4 Important files

	13.6 Allowing users to execute superuser commands
	1. Create a new administrative role using the adminrole(1M) command or use an existing administra...
	2. Add the root-only command(s) and the privilege allprivs to the administrative role using the a...
	3. Assign the user to the administrative role using the adminuser(1M) command.
	13.6.1 Adding an administrative role
	13.6.2 Adding commands to the role
	13.6.3 Assigning the user the administrative role
	13.6.4 Executing the tfadmin(1M) command
	Step 1. Log into the system.
	Step 2. Enter the tfadmin(1M) command with the root only command:

	13.6.5 Updating the file privilege database
	Step 1. Log in as root.
	Step 2. Enter:
	Step 3. Synchronize the file privilege database if errors are returned by initprivs. Enter:
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	13.7 Managing Access Control Lists (ACLs)
	AV 13-7
	AV 13-8
	13.7.1 ACL entries for individual files
	13.7.2 Default ACLs
	13.7.3 Deleting ACLs


	13.8 Advanced Protection Bits
	AV 13-9
	AV 13-10
	13.8.1 Examining SUID/SGID bits
	13.8.2 Setting the sticky bit
	13.8.3 Restricting root logins
	Step 1. Log in as root.
	Step 2. Edit the file /etc/default/login.
	Step 3. Add the entry:

	13.8.4 Monitoring the use of the su(1M) command
	Step 1. Log in as root.
	Step 2. Edit the file /etc/default/su.
	Step 3. Verify that the entry SULOG=/var/adm/sulog exists. If not, add the entry.
	Step 4. Uncomment the entry CONSOLE=/dev/console.



	13.9 Lesson Summary
	Review Questions
	1. Which security profile(s) allows the removal of user accounts?
	2. Using the command-line interface, how would you change your security profile from Improved to ...
	3. In which file is the encrypted password stored when using traditional security on a UnixWare 7...
	4. Which command executes a root command for an ordinary user?
	5. Which default file specifies whether passwords are required for users when logging into a system?
	6. Which system owner authorization would you assign to a user so the user is able to view how sy...
	7. Which character at the end of the permission bit indicates that additional access permissions ...
	8. In which file are both successful and unsuccessful su(1) attempts to the root account recorded?


	13.10 Relevant Commands and Files
	Relevant commands
	Relevant files

	13.11 Answers to Review Questions
	1. All security profiles allow the removal of user accounts.
	2. To change your security profile from Improved to Traditional from the command line, enter: rel...
	3. The encrypted passwords are stored in /etc/shadow.
	4. The tfadmin(1M) command executes a root command for an ordinary user.
	5. The /etc/default/login file specifies if passwords are required for users when logging into a ...
	6. You would assign the “Monitor System Resources” system owner authorization to a user so the us...
	7. The + character at the end of the permission bit indicates that additional access permissions ...
	8. The /var/adm/sulog file contains both successful and unsuccessful su(1) attempts.
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	Introduction
	Objectives


	14.1 Influencing System Performance
	14.1.1 Hardware factors
	14.1.2 Software factors
	14.1.3 System organization

	14.2 Setting Performance Goals
	14.2.1 Defining your goals
	14.2.2 Listing your goals
	14.2.3 Understanding your goals

	14.3 Collecting Performance Data
	14.3.1 Identifying CPU saturation
	14.3.1.1 Using the ps(1) command
	14.3.1.2 Using sar(1M) to check for CPU saturation
	Step 1. Run the sar(1M) command to check for CPU saturation.
	Step 2. Write down the results from the average fields.
	Step 3. Run the shell script sartest -cpu on a second multiscreen.
	Step 4. Return to the first multiscreen and run the sar commands again and compare the results.

	14.3.2 Tuning CPU resources
	14.3.2.1 Hardware
	14.3.2.2 Kernel parameters
	14.3.3 Identifying I/O saturation
	14.3.4 Describing the buffer cache
	14.3.4.1 Viewing buffer cache activity
	14.3.4.2 Viewing I/O activity
	14.3.5 Tuning I/O performance
	14.3.5.1 Hardware
	14.3.5.2 Kernel Parameters
	14.3.6 Identifying memory saturation
	14.3.6.1 The swap(1M) command
	14.3.6.2 Checking for excess swapping with sar(1M)
	14.3.7 Tuning memory saturation
	AV 14-2

	14.4 Running the System Monitor
	14.5 Using the System Monitor
	Step 1. Click on ‘CPU Usage - User time.”
	Step 2. Select a color from the “List of Colors” column.
	Step 3. Click on “CPU Usage - System time.”
	Step 4. Select a different color from the “List of Colors” column.

	14.6 Configuring the System Monitor
	14.6.1 Managing log data
	Step 1. Select Actions from the System Monitor window.
	Step 2. Select Log data to file.
	Step 3. Accept the existing file name or enter a new filename. Click on OK.
	Step 1. Select Actions from the System Monitor window.
	Step 2. Select Stop Logging Data.
	Step 1. Select Actions from the System Monitor window.
	Step 2. Select Playback log data.
	Step 3. Select the file name. Click on OK.
	Step 4. Click on Cancel to end the playback.

	14.6.2 Setting alarms
	Step 1. Select View ð Alarms.
	Step 2. Select the resource.
	Step 3. Select from one of the following:
	Step 4. Enter a value in the “Alarm Above” or “Alarm Below” boxes or both.
	Step 5. Click on OK.

	14.6.3 Setting options
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	14.7 Autotuning Parameters
	14.8 Interpreting Kernel Error Messages
	14.9 Changing Kernel Parameters
	14.9.1 The System Tuner
	Step 1. Log in as root. Enter the root password.
	Step 2. Copy /stand/unix to /stand/unix.before
	Step 3. Enter startx to start up a graphical screen.
	Step 4. Run scoadmin(1M).
	Step 5. Select System ð System Tuner.
	Step 6. Click on the “Category” button.
	Step 7. Select the category.
	Step 8. Select the parameter.
	Step 9. Enter the new value. Note that you could Reset or Reset to Factory as explained earlier.
	Step 10. Click on OK.
	Step 11. Rebuild the kernel.
	Step 12. Reboot your system.
	Step 13. Select OK to reboot the system now.

	14.9.2 The idtune(1M) command
	14.9.2.1 Changing the parameter
	14.9.2.2 Rebuilding the kernel

	14.10 Lesson Summary
	Review questions
	1. Describe three hardware factors that influence system performance.
	2. What are the three steps when setting performance goals?
	3. Which three commands can be used to identify CPU saturation?
	4. Briefly describe the scheme for allocating memory for disk buffers?
	5. Describe the term paging.
	6. What information is monitored by the scoadmin(1M) System Monitor?
	7. Which idtune(1M) command option is used to view parameters that can be autotuned?
	8. Which method is the preferred method to change kernel parameters?


	14.11 Lab: Reconfiguring the kernel
	Overview
	Procedure
	Step 1. Shut down the system to single-user mode.
	Step 2. Log in as root. Enter the root password.
	Step 3. Copy /stand/unix to /stand/unix.before
	Step 4. Enter startx to start up a graphical screen.
	Step 5. Run scoadmin(1M).
	Step 6. Select System ð System Tuner.
	Step 7. Click on the “Category” button.
	Step 8. Select “Process Limit Parameters.”
	Step 9. Select the MAXUP parameter.
	Step 10. Enter 85 as the new value.
	Step 11. Click on OK.
	Step 12. Select Yes to rebuild the kernel now.
	Step 13. Select Yes to reboot your system.
	Step 14. Select OK to reboot the system now.


	14.12 Relevant Commands and Files
	Relevant commands
	Relevant files

	14.13 Answers to Review Questions
	1. Hardware factors that influence system performance include the speed and width of the system’s...
	2. The three steps for setting performance goals are defining your goals, listing your goals, and...
	3. The sar(1M), ps(1), and scoadmin(1M) System Monitor commands can be used to identify CPU satur...
	4. Buffer cache memory allocation is integrated with paging program schemes. Buffers are not prea...
	5. Paging is the process by which the contents of physical memory are moved both to and from the ...
	6. The CPU usage, free memory, free blocks, paging, and swapping are monitored by the scoadmin(1M...
	7. The -g option of the idtune(1M) command is used to view parameters that can be autotuned
	8. Using the scoadmin(1M) System Tuner is the preferred method to change kernel parameters.
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	15.1 Preparing for Recovery
	15.1.1 Keys to recovering your system
	15.1.2 Recovery components
	15.1.3 Running fsck(1M)
	15.1.4 Recreating a non-root filesystem
	Step 1. Shut down your system to single-user mode.
	Step 2. Unmount the filesystem.
	Step 3. View the options to the mkfs(1M) command that were used to originally create your non-roo...
	Step 4. Recreate your filesystem using the information from Step 3. For example, to recreate the ...
	Step 5. Mount your filesystem.
	Step 6. Return to the networking state. Enter:
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