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sal-0101

Using SCO Administration Tools

Use scoadmin(ADM)

Locate topics in SCO documentation

|dentify other sources of information

Describe the importance of the superuser account
Maintain a system log

©The Santa Cruz Operation, Inc. 1-1



Managers —»

Folders ———

sal-0102

SCOadmin Launcher

.

SiCOadmin

File View Options

LN

Account Manager

Backup kanager
Hardware/k.ernel hManager
License Manager
software MManager

Yideo Configuration kManager
Filesystems

A &l

Metworks

Printers

aysadmsh Legacy
aystem

&
&
&
&
]
]
]
]
£
]
N

SCOadmin
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Desktop Administration Clients

.

aystem Administration

File Edit View Options Tools

Account Backup Manager Filesystems Hardware/ernel
Manager Manager

License Metwarks Frinters
hanager

Software aystem Video Configuration
Manager Manager

E8 EDfusrilibfiX1 1/IXIiKDesktopftools/System_Administration.ts : 12§ SC

©The Santa Cruz Operation, Inc. 1-3



Menu

Control
Buttons

Display
Area

Graphical SCOadmin Manager

.

account Manager on labl

Host Users Groups View Options

PRPS ISy

User accounts on lab1.hands-on.com:

Status  User [ Comment

Superuser

oystem daemons

{Owner of system commands
wener of system files

tdaemaon
bin
SY'S

Status
Line

sal-0104

adm
uucp
nuucp
auth
as5[
cron

System accounting

ULICP administrator
Anonymous LILICPE site
Authentication administrator
Assighable devices

Cron daemon

w0 - oo N = 0 ra =

!

SCOadmin

©The Santa Cruz Operation, Inc.
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CHARM SCOadmin Manager

L

Account Manager on labl
hﬂer"J SETS Lroups View Options

S SCcCcOounts an

bim ! T Lem commands

Display —J» o
Area uucp

nuucCp

Status
Line

sal-0105 ©The Santa Cruz Operation, Inc. 1-5



CHARM Help System

L

Chapter 1

Administering user accounts

help the ' Tk rack of the people
em and control their a T Em

also help organize user

other user

There are sewver. to

o Users adding, modifying.

acroll text with arrow keys ress < > to move to buttons

[iBack:] [ Related Topics... 1 [ Close Window 1

sal-0106 ©The Santa Cruz Operation, Inc. 1-6
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File MNavigate Annotate Options Preferences

=

Help

RIESET™

Document Title: ‘SCD Documentation Library

| gl

[

SCO OpenServer~ Documentation Library

To open a book or book-set in the SCO Cnline Library, click on the hook
of book—set,

If the fitle of a book or bhook—set is not a hyper—text link [the textis not
highlighted, underlined, or a different colar), that book or book set is not
installed on your system. For more information see your system administrator,

A

L 2 N N B N B N N BN N

SC0 OpenServer Features and Limitations

=00 Opensenver Handbook

Ferformance Guide

SC0 Services Handbook,

Operating System Documentation Set

Metworking Documentation Set

Graphical Environment Documentation Set

DOE and Windows Connectivity Documentation Set

Mail and Messaging Documentation Set

Development System Documentation Set

Reference Documentation Set

SCOhelp

©The Santa Cruz Operation, Inc.
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SCO Support Library

File Script Options

Dosasnet | Search| Narow| Seox ml ¥| Al Keywords [
I
Lli After installing smant multiport card, system hangs when gaing multiuser.

Linu The "echo" command doesn work as described in the User’s Reference manual.
Mca Error message "Errar: Can’ exec fetcdinir' installing 2.2.3 Xenix

Pt How to add commands to the fetc/rc file in SC0O XEMIXY Release 2.3

kerge When | use the mount command as a user, | get the error "not owner”.

[ =

When I use the mount conmand as a wser, I get the error "not owner".
EEYWORDS: 2.2 mount umount uwser owner filesystem xenix failed chmod setuid rcoot

RELERSE: 500 EENIE System ¥ Operating System Generic

05 Ol PROELEM : When I try to mount a filesystem as = vser with the fetc/mount

Osi command, I get the ercor message "mount failed: not owner".

Fapers CAUSE : Eeginning with XENIX 2 2.0, the Sfetc/mount and Jetc/umount commands
Recipes had the "setuid root" bit removed as a security feature

Relnotes
Sha

Topip chmod u+s Jetc/mount
chmod v+s fetcAmount

SOLUTION: Log in as rookt, and give the following commends:

This will giwe the vser inwoking the mount and umount
commands the sawe effective user ID as root

However, if you can log in as root, wou probably do not

need to change the permissions on fetc/mount and Sfeto/umount.
If other users camnot log in as root, do you want to

give them root abilities ower the use of your filesystems?
It iz important to note that changing these permissions

- T
Vi There are 177 scripts in 1 categary listed, 2006 scripts in 1 categaory checked, search completed

sal-0108 ©The Santa Cruz Operation, Inc.



Administering User Accounts

_‘_

Analyze user account requirements
Create, remove, and retire user accounts
Modify individual accounts

Manage user groups

Set, change, and remove login restrictions
Create account and login activity reports
Troubleshoot user accounts

sal-0201 ©The Santa Cruz Operation, Inc. 2-1



/etc/default/passwd

L

# PASSLENGTH

# Minimum acceptable password length (unless the user is authorized
# to not have a password). If it is not set, or set to a star (*)

# then the minimum password length is computed based on the

# password lifetime, delay between login attempts and other values.
PASSLENGTH=3

# MINWEEKS

# Minimum number of weeks which must elapse between changes
# of password

MINWEEKS=0

# MAXWEEKS

# Number of weeks before a password must be changed.
MAXWEEKS=0

sal-0202 ©The Santa Cruz Operation, Inc. 2.2



Modify User Defaults

lab1: Modify User Defaults
Minimum User |1D:

Maximum User ID:

Login Shell: [} Change Login Shell...|

Distributed Vig: | Lhangs éﬁ}éﬁiréﬁa;?%e;;”]

Home Directory Base Path: Home Directory 0ptions...|

Login Group: Change Group Membership...|

Cancel | Help |

sal-0203 ©The Santa Cruz Operation, Inc.



Group Permissions

Directory:

drwxrwx--- 2 david sales 688 Jan 1993 reports

File:
-rW-f----- 1 david sales 234 Jan 1993 sales.dat

-rw-rw---- 1 sue market 1256 Mar 1993 forecast

Groups:
sales: john, sue, david

account: peter, mary, donna

market: john, sue, phil

sal-0204 ©The Santa Cruz Operation, Inc.
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Adding a New Group

lab1: Add Mew Group

Group Mame:

Group 1D:

Eriwivibated Vie:

Changs Distribubion.

Users In Group Other Users

Homove »»|[80M
asqg
oo A | audit
auth
hackup
hin
1.~
Search for:

Y R P
Search for:

Cancel |

sal-0205 ©The Santa Cruz Operation, Inc.



Default Login Group

lab1: kodify User Defaults

Minimum User ID:

Maximum User |D:

Login Shell: | Change Login Shell...|
Distributed Vg | Lhangs éﬁ)%ﬁii'éi}i;?%@;;m|
Home Directory B Path: Home Directory Options...
Default irectory Base Pa ry Op |
Login P> Login Group: Change Group Membership...|
Group

ok | _telp |

sal-0206 ©The Santa Cruz Operation, Inc. 2-6
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Changing Permissions
_‘_

Each permission is assigned a number:

read =4 write=2 execute=1

Add these numbers for each user category:

OWNER GROUP OTHER
- fW- [-- ,f-- |
:4\2/4: {/ : V4

6 4 4
Use with chmod(C):

$ chmod 644 filename

©The Santa Cruz Operation, Inc.
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Default Discretionary Access Control

_‘_

Effect on files: (6)(6)(6)

Unrestricted permissions: -r'W-rw-rw-
umask 022 022
Permissions of new files -r'W-I--I'--

(6)(4)(4)

Effect on directories: (7)(7)(7)

Unrestricted permissions: drwxrwxrwx

umask 022 0 272

Permissions of new directories drwxr-xr-x

(7)(3)(5)

©The Santa Cruz Operation, Inc.
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Login:
User ID:

Comment:

Faswword:

Adding a New User

L

lah1: &dd Mew User

4 Sotpassword now v St password later

Login Shell:
Dniribuled Vig:
Home Directory:

Login Group:

Ghanges Login S?&ﬁ§§m|

Change 51}5‘3@%;'%%3&?%@;3”1

Lhange Home i}éz'ﬁa:?@;*;m|

Lhange Group %;%atm?;m*s;é*;%g;m|

DKl

Cancel | Help |

©The Santa Cruz Operation, Inc.




Changing a Password

_‘_

lab1: Change Password: krisr

4 Enter a new password
+ Keep existing password

+ Use machine generated password

v Remove password

Enter Password:

Confirm Password:

Generated Password: |: engraie g password

-1 Force password change at next login

OK | Cancel'

sal-0210 ©The Santa Cruz Operation, Inc. 2-10



Password Expiration

L

lab1: User Password E<piration: krisr

Last Successful Change: Sun May 07 11:12:17 PDT 1995
Last Failed Change: NEVER

Days allowed between changes: |i (or] M default of 0

Days until password expires: |i+¢inits (or) W default of Infinite

Days until account is locked: |ii~#inits (or) W default of Infinite

QK | Cancel' Help |

sal-0211 ©The Santa Cruz Operation, Inc. 2-11



Password Selection
e

— lab: User Password Selection: krisy
Password Required: Default {(Mo) _
Can Choose Own Password: Default {(Yes) _
Check For Obviousness: Default {(Yes) _
Can Run Password Generator: Default (Yes) _
Maximum Generated Password Length: I W default of 8
QK | Eancell Help |

sal-0212 ©The Santa Cruz Operation, Inc. 2-12
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Login Restrictions

lab1: User Login Controls: krisr

Laocation
UTHEHOWHH

UHEHOHWH
UOHEHOHWHN

Last Successiul Login;
Last Failed Login:
Last Logout;

Failed login attempts
since last successiul login:

Time

Sun Hay 07 11:12:17 PDT 1995
HEVER

UHEHOHWH

Failed login attempts allowed
before account is locked:

Current Account Lock Status:

Feason:

W default of 99

1 Unlock Account

Account locked by Administrator

DKl

Cancel'

Help |

©The Santa Cruz Operation, Inc.
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Terminal Manager

Terminal Manager

eyl Create Delete Lock Unlock Options Assign Luit

i Sunday May 7, 1995 1:15

0

sal-0214 ©The Santa Cruz Operation, Inc. 2-14



Reports Manager

.

Reports Manager on labl1.hands-on.com

File Reports Options

Report Data:

I

Login Activity Report
System SCO_SY
Sun May Y 13:17:10 1995

U=er Mame Successful login Unsuccessful login #Failed Lck?

asg HEVER HEVER
audit HEVER HEVER
auth HEVER HEVER
backup HEVER HEVER
bhin HEVER HEVER
CTon HEYWER HEWER
daemon HEVER HEVER
dos HEVER HEVER
krisr HEVER HEVER

HEVER HEVER

HEVER HEVER

HEVER HEVER

T FA T T ETEZT T ALE

|-~

Use the menu to select a report to run SCDadsmin

sal-0215 ©The Santa Cruz Operation, Inc. 2-15



Terminal Access Reports

.

Terminal Access Status

—Select Report to run:

4 Beport on a single terminal

~ Report on a range of terminals

~ Report on all terminals on the system

Enter terminal name:

Erber dast fermingl By ranges

0K | Cancel| Help |

sal-0216 ©The Santa Cruz Operation, Inc. 2-16
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User Login Reports

.

Uzer Login Status

—Select Report to run:

4 Report on a single user

+ Report on an alphabetical range of users
+ Report on a user group

+ Report on all users on the system

Enter user name:

-
E

e lnsb e ngme, or laed ieter, I range:

-
E

Ok | Cancel | Help |

©The Santa Cruz Operation, Inc.
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Managing Processes

_‘_

e Describe a process
e Terminate processes
e Schedule jobs

©The Santa Cruz Operation, Inc.
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Parent and Child Processes

L

25361 /usr/bin/X11l/scologin (PPID=375)

L25368 scosession (PPID=25361)

> 25402 scoterm (PPID=25368)
L25407 sh (PPID=25402)

» 25403 scomail (PPID=25368

> 25404 xdt3 (PPID=25368)

sal-0302 ©The Santa Cruz Operation, Inc. 3-2
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System Time Manager

aystem Time BManager on [abl

Time Options

Sun May 7 13:20:34 PDT 1995

— Time

Hours kMinutes

|113 j |§za j

— Date

Year kMonth

SCOadmin

©The Santa Cruz Operation, Inc. 3-3



Format for crontab.eg

L

crontab.eg
0,15,30,45 * % * 1.5 df -v >>/tmp/df.log
0 3 * * 2-6 cbackup 2 150000 /dev/rctO/dev/u
0 4 28 * % lp /sales/month_report
30 4 1 1 * tar cvf /arch/yr_report /sales/*
,4 A A LY

MINUTES HOURS\ MONTH \ COMMAND

DAY OF DAY OF

MONTH WEEK

Fields delimited by spaces or tabs

® The file must not have blank lines

sal-0304 ©The Santa Cruz Operation, Inc.
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crontab(C) Parameters

|
Field Allowable Values
Minute 0-59
Hour 0-23
Day of month 1-31
Month 1-12
Day of week 0 -6 (0O=Sunday)
Command Any non-interactive command

or shell script

A field value can be a single value, range of values,
or list of values separated by commas

An asterisk selects all allowable values

©The Santa Cruz Operation, Inc.
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Cron Manager

Cron kanager

ODefault User futhorizations for

©The Santa Cruz Operation, Inc.

Sunda

croniC?

=

7, 19495
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Working with Filesystems

_‘_

Understand filesystem basics

Use different filesystem types

Mount and unmount a filesystem

Repair a non-root filesystem

Monitor filesystems

Locate and manage user files

Manage system log files and temporary directories

©The Santa Cruz Operation, Inc.
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One Directory -- Several Filesystems

ROOT (/) FILESYSTEM

/bin

sal-0402

/dev tmp
/stand /u

/luserl /user2 ... /lusern

/stand FILESYSTEM
/u FILESYSTEM

©The Santa Cruz Operation, Inc.
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Filesystem Types

L

HTFS @ DTFS EAFS | AFS S51K

Increased Throughput

Data Compression

Checkpointing

Logging

Versioning

Long Filenames

Symbolic Links

NENCNCNN
NENCN NN
LN

sal-0403

©The Santa Cruz Operation, Inc. 4-3



Filesystem Manager

Mounted
filesystem

— Filesystem Manager on [abl r|r

Host Mount Export View Options Help

Mount status of filesystems on lab1.hands—-on.com

Filesystem kdount Point Access Mode
= /dev/boot {stand read-only
= /dev/root i read—write
fdewifd0135ds18 fmnt read—write
%
I~ =
Total: 3 items
Somi”
SCOadmin

sal-0404 ©The Santa Cruz Operation, Inc. 4-4



Mounting a Filesystem

ROOT (/) FILESYSTEM

/bin

sal-0405

/dev

/mnt S tmp

FLOPPY FILESYSTEM

©The Santa Cruz Operation, Inc.

/u FILESYSTEM
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Repairing a Filesystem

L

Check and Repair Local Filesystem on lab

Filesystem: |+, ro01350s18

Type of Checking: What to do if corrupted:
4 Full Check 4 Automatic Repair

~ Fast Check ~ o Mot Repair

QK | Eancell Help |

sal-0406 ©The Santa Cruz Operation, Inc.



Filesystem Free Space

_‘_

Filesystem kanager on labl

Host Mount Export View Options Help

Disk usage of filesystems on lab1.hands-on.com

Filesystem tAount Paint Total (tBY  Used (MBY  Free (MB) % Used

fdewhoot fstand 15.0 5.5 9.4 38%
fdeviroot ! 936.9 195.6 741.3 215
fdew/fd0135ds18 . . 0.0

T
Total: 3 items

SCOadmin

sal-0407 ©The Santa Cruz Operation, Inc.
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Determining the §ize of a Directory

# du -ks /etc
16352 /etc

\SIZE IN 1K BLOCKS

-s: DISPLAY GRAND TOTAL

-k: DISPLAY SIZE IN 1K BLOCKS

©The Santa Cruz Operation, Inc.
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Determining Disk Usage by User

#quot  /dev/u
312348  john
86298 mary

5024 sue

\SIZE IN 512 BYTE BLOCKS

sal-0409 ©The Santa Cruz Operation, Inc.
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Working with Disks and Tapes

_‘_

Work with floppy disks

Work with tape drives

Transfer data to tape or disk using the tar(C)
and cpio(C) commands

Transfer data to and from a DOS disk

©The Santa Cruz Operation, Inc.
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Floppy Disk Device Names

48ds9 360 KB 5.25-inch

96ds15 1.2 MB 5.25-inch

135ds9 720 KB 3.5-inch

135ds18 1.44 MB 3.5-inch

135ds36 2.88 MB 3.5-inch
Examples:

Floppy Disk 0 3.5-inch  1.44 MB /dev/rfd0135ds18

Floppy Disk 1 5.25-inch 1.2 MB /dev/rfd196ds15

©The Santa Cruz Operation, Inc.
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Determining the Type of Floppy Disk

_‘_

# dtype /dev/rfdO

/dev/rfd0 : tar format

©The Santa Cruz Operation, Inc.
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Formatting a Floppy Disk

L

File Edit View Options Tools

£

4.0 Disk

025 Disk Frinter

EH EDfusrlibR{117IXIFKDesktopftools/Devices.ts : 3 icons shown (2 hi 5C

©The Santa Cruz Operation, Inc.

5-4



DEVICE
/dev/xctO
/dev/erctO
/dev/nrctO
/dev/rctO
/dev/rStp0
/dev/rctmini
/dev/rft0

sal-0505

Types of Tape Drives

TYPE

Cartridge tape controller

Error correcting cartridge tape
No rewind cartridge tape
Cartridge tape

SCSI tape

Mini cartridge tape

QIC 40 floppy tape

©The Santa Cruz Operation, Inc.
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/etc/default/tar

L

# DEVICE BLOCK SIZE TAPE
archiveO=/dev/rfd048ds9 18 360 n
archivel=/dev/rfd148ds9 18 360 n
archive2=/dev/rfd096ds15 10 1200 n
archive6=/dev/rfd0135ds18 18 1440 n
archive8=/dev/rStp0 20 0 y
archive =/dev/rfd0135ds18 18 1440 n

\ DEFAULT tar DEVICE

sal-0506 ©The Santa Cruz Operation, Inc.
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tar(C) Options

OPTION DESCRIPTION
Vv Verbose (display output)
L Follow symbolic links
C Create archive

Append to archive
Table of contents
Extract from archive

H X —~ =

Archive device In
/etc/default/tar

sal-0507 ©The Santa Cruz Operation, Inc.
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cpio(C) Options

Creating an Archive: (vocBL)

Y Verbose

0 Write archive out

C ASCIl header (for moving to different
types of systems)

B Blocking factor set to 5KB

L Follow symbolic links

Extracting an Archive (vicdumB)
Y Verbose
i Read archive in
ASCIl header
Create directories as required
Copy unconditionally

Retain previous modification times

W 3 c o o

Blocking factor set to 5 KB

sal-0508 ©The Santa Cruz Operation, Inc.
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/etc/defat_llt/msdos

A = /dev/install

B = /dev/installl
C = /dev/hdOd

D = /dev/hdld

X = /dev/install

Y

= /dev/installl

©The Santa Cruz Operation, Inc.
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Filesystem Backups

_‘_

Organize and maintain filesystem backups
Manage backup schedules

Back up filesystems

Schedule unattended backups

Verify a filesystem backup

Restore files

Restore non-root filesystems

©The Santa Cruz Operation, Inc.
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Adding a Backup Schedule

Add Filesystem Backup Schedule on [ab1

Backup Schedule for lab1 fdeviroot Filesystem
Perform Complete backup every I? ~| days
: d

Select days to perform Incremental backups:
Complete
Day 2 Mo Backup
Day 3 Mo Backup
Day 4 Mo Backup
Day 5 Mo Backup
Day 6 Mo Backup
Day 7 Mo Backup

—Incremental Backup Types:
Level 1 (files changed since last Complete backup)

Level 2 (files changed since last Incremental backup)

Today is Day Igl ﬂ Backup Dptions...|

OK | Cancell Help |

sal-0602 ©The Santa Cruz Operation, Inc.



sal-0603

Running a Scheduled Backup

L

acheduled Backup on lab

Scheduled: Complete backup of lab1.hands—-on.com fdeviroot

hedia Device: ISESI Tape DOrive ,:"'l MEdiaVaIUES...l

Start | Ean-:ell Help |

©The Santa Cruz Operation, Inc. 6-3
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Examining a Backup History

L

E=amine Backup History for Filesystem labl hands-on.com fdev/boot

Backup Type File List tedia Type

05/07/95 Complete

Browse File List...

Close

©The Santa Cruz Operation, Inc.

6-4



sal-0605

Restoring a Backup

L

Restore Filesystem: [ab1 fdevw/boot

Restore to Date: [05/07./95 Destination...| Original location

Complete Backup Set Required:

Cate Backup Type File List hedia Type
05/07/95 Complete

4 Complete Filesystem -~ Directories or Files  S&igch..

Start | Eancel'

©The Santa Cruz Operation, Inc. 6-5
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Managing Printers
e

Manage the print service

Accept and reject print jobs
Disable and enable printers
Manage print jobs

View and change printer settings
Troubleshoot printer problems

©The Santa Cruz Operation, Inc.
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Checking Printer Status

_‘_

$ Ipstat -t

scheduler is running

system default destination: laserl

device for laserl: /dev/lpO

laserl accepting requests since Fri Jan 13 17:22:45 1995

printer laserl is idle. enabled since Fri Jan 13 17:22:45 1995
available.

sal-0702 ©The Santa Cruz Operation, Inc.
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Stopping/Starting the Print Service

L

aystem Print Services

W Local/Met\Ware Print Service Enabled

-1 Remote UNIX Print Service Enabled

QK | Eancell Help |

©The Santa Cruz Operation, Inc. 7-3



Controlling a Printer

L

L& laserl

I Accept New Remote Jobs
W Accept New Local Jobs
W Enable Printing

‘ OK | Cancel Help

sal-0704 ©The Santa Cruz Operation, Inc.
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Print Job Manager

L
— Frint Job Manager on lal rr
Job View Options Help
= W Bl w2l
Print jobs on host lab1.hands-on.com
hize Date/Time Status

Jdob 1D Gueue Cwener

Mlay 7 1402 printing

laseri

f
1.Job, 1 Selected

SCOadmin

Viewing All Jobs

sal-0705 ©The Santa Cruz Operation, Inc. 7-5



Default Printer

L

Frinter Manager on lakb

Host Printer Settings System Options

2 sdlSa] QR M@

Printer Configuration on lab1.hands-on.com

Type Mame Description
5
L& laser? J
!
2 Printers, Default: laserl D —— De.fal'”t
Printer
Printers configured on lab1.hands-on.com SCOadmin
7-6
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Controlling Printer Access

L

& laser?

Allowed Denied
as(

audit

auth

hackup

kin

cron

R P R P
Search for: Search for:

- -
E E

OK | Cancell Help |

©The Santa Cruz Operation, Inc. 7-7
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Controlling Banner Pages

15 laser?

Mumber of banner pages: |1

‘ kK | Cancell Help |

©The Santa Cruz Operation, Inc. 7-8
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Stopping and Starting the System

_‘_

e Stop an SCO OpenServer system
e Start an SCO OpenServer system
e Switch between system modes

©The Santa Cruz Operation, Inc.
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System Shutdown Manager

aystem shutdown Manager on [abl

Shutdown Message Options

Delay:

=] : .
0 i
I = Hours I < Minutes

Mewsage:

1 Rehoot after shutdown

1 Confirm prior to shutdown

SCOadmin

©The Santa Cruz Operation, Inc. 8-2



Shutting Down the System

shutdown(ADM)
polite, gradual
allows programs warning (networks, windows)

haltsys(ADM)
emergencies only
from single user mode

reboot(ADM)
from single user mode
automatically starts up again

Turn off computer
necessary for a "hung" system
last resort

sal-0803 ©The Santa Cruz Operation, Inc.
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