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SCO
ACE

The SC@® Authorized Education class you are about to take may form part of the recommended
preparation for those seeking the SCO ACE™ certification.

The SCO ACE certification program uses a series of exams to measure your ability to support and
administer SCO installations with the SCO recommended skills that maximize system
performance. As a certified SCO ACE graduate, you earn all of the respect that the industry
accords to each certified member of the extended SCO support team. When professionals in the
computer industry see your SCO ACE certification, they know that you have passed demanding
SCO testing requirements. This certification is the foundation for mastering real-world®UNIX
systems, including those from other vendors.

Important!

When registering for any SCO ACE exam at a Sylvan Prometric™ testing
center, please quote the course release number on the fronStiideat
Guidethat the exam covers. This number corresponds to the version numl
the SCO ACE exam for that course.

or of

Ask your SCO Authorized Instructor, or call SCO for more information about SCO Certification.
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Introduction

Lesson 1

Course Introduction

1.1 Introduction

This SCO OpenServer Release 5 Administration |: User Servimasse is designed for
individuals who need to perform routine system administration tasks on a daily basis. The
target audience includes support technicians, developers, engineers, system administrators,
and other technical users who require the ability to perform standard system administration
tasks.

1.1.1 Course goal and purpose

At the conclusion of this course, you should be able to perform the tasks and duties
associated with the routine operation of an SCO OpenServer system. These tasks include
technical procedures such as supporting user accounts and user processes, maintaining
filesystems and backing up their data, managing printers, and performing system startups
and shutdowns.

1.1.2 Target audience

This class is aimed at system operators, developers, engineers, support technicians, system
administrators and other technical users who require an understanding of first line system
administration. Students are likely to have a wide variety of backgrounds in XEMIX

UNIX®, but must have prerequisite skills equal to or exceeding those provided in the
Introduction to SCO UNIX Systemsourse.
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1.2 Student Materials

The contents of the box containing your student materials are yours to keep and write notes
in as you see fit. Your instructor may have other reference materials in the classroom for
your use while attending this class. Please do not take or write in these materials as they will
be needed again for later classes.

1.2.1 The Student Guide

The Student Guidecontains:
e Outline of presentation
e® Note-taking space

e Copies of all transparencies

1.2.2 Job aids

Job aids are designed to assist you in performing on-the-job administration and as references
to other helpful materials. This course includesvin@uick Reference Guidea card that
provides a list of the most commonly use(C) commands and their functions.

1.2.3 SCO documentation

This course also includes references td28® OpenServer System Administration Guide
This guide provides step-by-step procedures an administrator needs to perform to ensure
smooth and efficient operation of all services on a SCO OpenServer system. You should
have access to this guide during the course.
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1.3 Using scoadmin(ADM)

Many procedures in this course require you to st&€@admin manager such as the
Filesystem Manager

SCO OpenServer Release 5 includes both graphical and character-based versions of most
administration utilities. When started from the Desktop, the graphical versions
automatically run. When started from a character device (such as a terminal), the character
versions run.

In this course, the Desktop is used to start the graphical versions of administration utilities.
There are several ways to recoadminADM) utilities.

For example, to run thigilesystem Managey a tool that allows you to manage filesystems:

e From theSystem Administration folder, select= Filesystems = Filesystem
Manager.

e From a UNIX window, entescoadmin . Select= Filesystems = Filesystem
Manager.

e From a UNIX window, entescoadmin filesystem

Be sure that you are logged inrast when invoking these utilities.
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1.4 Sample exam items

The following questions are representative exam items on the SCO ACE certification exam
for this course. Being able to correctly answer these questions does not guarantee that you
will be able to pass the actual exam.

1. What is the maximum EAFS filesystem size?

A. 2GB
B. 256GB
B. 512GB
C. 1TB

2. Which security profile meets only the minimum requirements for the C2 level of trust?
A. High

B. Improved

C. Traditional

D. Low

3. Which file contains a log of device initialization messages:

A. /usr/adm/syslog

B. /usrfadm/messages

C. /usr/adm/hwconfig

D. /usr/adm/install.log
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4. Which file contains a list of the filesystems to be checked when you ifsci@&DM)
without arguments?

A. /etc/bcheckrc

B. /etc/checklist

C. /etc/ncheck

D. /etc/default/checklist

5. During operating system installation, which hard disk setup option is available only if
your system has an active UNIX partition with a clean root filesystem and a valid
/etc/default/filesy$le?

A. Preserve

B. Use whole disk for UNIX

C. Customize

D. Interactive fdisk/divvy

Answers to sample exam items

1. A
2 B
3 C
4 B
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1.5 Typographical Conventions

This publication presents commands, filenames, keystrokes, and other special elements as

shown here:

Ip orlp(C)

/new/client.list
root

arg or arg

[ arg ]

arg

$

=] d

0240

g Q+i

Q!

Exit program?

Commands, device drivers, programs, and utilities (names,
icons, or windows); the letter in parentheses indicates the
reference manual section in which the command, driver,
program, or utility is documented

Files, directories, and desktops (names, icons, or windows)
System or user names

Placeholders (replace with appropriate name or value)
Surrounds alwptionor cmdargthat is not mandatory

Indicates multiple occurrences of thpetionor cmdarg

Command line prompt for commands executable from the
Bourne shell by any user

Command line prompt for commands only executable by the
superuser from theoot account

Keyboard keys

Presgcr] and[sx keys simultaneously

Press all three keygs ], , and[o] , simultaneously
Presgc=] key. With[c=] still depressed, also press.

Presg:a] key. With[zT] still depressed, also press and
release in sequen@g, [2], [z, and[g].

Presgcr] key. With[c=] still depressed, also pregs.
Release both keys and prégs

Presgcr] key. With[c=] still depressed, also pregs.
Release both keys and préss| [].

System output (prompts, messages)
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tar tv

“Description”
Cancel

Edit

Copy

File = Find = Text

openoropenS)

$HOME
SIGHUP
“adm3a”
employees
buf

b_b.errno

User input, such as on a command line

Field names or column headings (on screen or in database)
Button names

Menu names

Menu items

Sequences of menus and menu items

Library routines, system calls, kernel functions, C keywords;
the letter in parentheses indicates the reference manual
section in which the file is documented

Environment or shell variables

Named constants, signals, and kernel parameters

Data values

Database names and tables

C program structures

Structure members
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f Using SCO Administration Tools \

Use scoadmin(ADM)

Locate topics in SCO documentation

Identify other sources of information

Describe the importance of the superuser account
Maintain a system log
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Lesson 2

Using SCO Administration Tools

Introduction

A system administrator may be responsible for performing a wide variety of tasks. This
course focuses on the most common tasks involved in the routine administration of an SCO
OpenServer system.

Objectives

This lesson introduces a system administrator’s responsibilities and the available tools and
resources. By the end of this lesson, you will be able to:

e UsescoadminADM)

e Locate topics in SCO documentation

e Identify other sources of information

e Describe the importance of the superuser account

e Maintain a system log
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AV 2-2

f SCOadmin Launcher \

File View Options Help
Managers —> Account hManager

Backup hanager
Hardwarefl ernel Manager
License hanager
Software hManager

Yideo Configuration hanager
Filesystems

e

Metworks

Printers

Sysadmsh Legacy
System

Folders — 3

L. O0DCO0ReeeE

SCQadmin
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2.1 Using scoadmin(ADM)

Most of the system administration tasks described in this course can be accomplished using
scoadminADM), SCQO'’s system administration and configuration tool. This tool consists of

a series of managers that support both a graphical and a character interface so that you can
perform system administration from any terminal or console. All of the functionality of
scoadminis available in either interface, but the methods of navigation differ.

Invoke scoadminfrom a UNIX prompt to start the main program:

scoadmin

This brings up the launcher, a hierarchical menu to access the individual managers. Most of
the managers are nested in subdirectories, or folders.

Exercise: Running scoadmin(ADM)

RunscoadminADM). Open theSystemfolder and note the available
managers. Close the folder by selecting the double-dgtdption at the
bottom of the screen.
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f

Qm-moe,

Desktop Administration Clients \

File Edit View

QOptions Tools Help |

Account
kanager

License
ranager

Software
kanager

Sysadmsh Legacy System Wideo Configuration

)
Backup Manager Filesystems Hardware/Kermel
ranager

A ail Metworks Frinters

ranager

EH EDfusrilibf1 1 /IXIfXDesktopftoolsiSystem_Administration.ts : 12§ SC
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2.1.1 scoadmin(ADM) clients

If you are using the SCO Desktop, you can also access the various managers from Desktop
icons. When the system is freshly installed, you can find all of the managersSSysteen
Administration folder. You can move these icons directly to the Desktop for easier access.
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f

Menu

Control
Buttons

Display
Area

Status
Line

\ sa1-0104

—>
—>

Graphical SCOadmin Manager \

Host Users Groups Yiew Options Help

Account Manager on lah?

PPN i

User accounts on lab1.hands-on.com:

Status  User

daemaon
bin

) sYS

adm
uucp
nuucp
auth
asg
cran

1o} Comment

2

Superuser

System daemons

Cwner of system commands
Cwner of system files
System accounting

UUCP administrator
Anonymous LIUCP site
Authentication administrator
Assignable devices

Cron daemon ;

[ra i RN I B R

SCOadmin
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2.1.2 Screen areas

In eachscoadminADM) manager, there are four distinct areas of the window.

2.1.2.1 Menus

Located at the top of the window, the menu provides access to the various administration
tasks supported by that manager. For exampld{tisemenu allows you to select a remote
system to control and th¢elp menu allows you to access context-sensitive online help.

2.1.2.2 Display area

This section contains the system elements that the manager supports. For example, the
display area of thA&ccount Managerlists user accounts, and the display area of the
Backup Managerlists supported filesystems for backup.
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2.1.2.3 Control buttons

Control buttons appear in the data area, typically at the top. They provide shortcuts to the
menu options or allow you to configure additional options for a particular manager.

2.1.2.4 Status line

At the bottom of the screen is a status line. The default behavior of the manager is to list a
brief explanation of the currently selected menu option or button.

If you find the default behavior distracting, sel@gtions = Point Help to disable the
display.
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2.1.3 Graphical mode

The following are general guidelines for using the administration managers in graphical
mode:

Use the mouse to switch between the various screen areas

Select a menu by clicking on it. A drop down menu appears. Execute an option by
clicking on it.

Switch between options within a particular screen area by using the arrow keys
Activate buttons by clicking on them

Select a particular element in the display area by clicking on it
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f CHARM SCOadmin Manager I

Menu —P

Display —pp-
Area

1 information

Status
Line
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2.1.4 Character mode

The character mode versionsgfoadmin{ADM) is based upon the Character Motif

(CHARM) interface. It executes the same managers as the graphical version, so the layout
of the data and menu options are identical. Instead of using a mouse, you can do the
following to navigate through the interface:

e Use[3 to switch between the various screen areas. You can alsdiPresgo to the
menu.

e Use[3] on a menu to open the drop-down menu. Wsand[ij to select a menu option.
Presg==] to execute a menu option.

e Activate a button by selecting it, then pressiag or

e Select a particular element in the display area by using the arrow keys to highlight it,
then presgnc] or o]

Exercise: Using scoadmin(ADM)

The file/etc/motds a “message of the day” that displays every time a userjlogs
into the system. It is a way for the system administrator to communicate jvith
users about the system. You can modify the message usiktIMB

Manager:

Step 1. Log in asoot.

Step 2. RurscoadminADM). SelectSystem= MOTD Manager.
Step 3. Edit the message.

Step 4. Log out, then log in again and confirm the changes to the

message.
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2.2 Locating Topics in SCO Documentation

SCO provides comprehensive documentation covering the use of its systems. This
documentation is packaged online as part of the product and additionally can be purchased
as a hard copy package. This section provides an overview of this documentation so that you
can easily locate topics to find the answers to your questions.

2.2.1 Overview of documentation

The major reference books include the following:

® SCO OpenServer Handbook
Introduces the product, covers installation and some basic use of the system, including
the Desktop, online help, email, starting and stopping the system, configuring hardware,
and installing software. In addition to being available online, this book is always
included as hard copy in every SCO OpenServer package.

® SCO OpenServer Operating System Administration Guide

Describes the configuration and maintenance of the base operating system, including
account, filesystem, printer, backup, security, UUCP, and virtual disk management.

® SCO OpenServer Operating System Administrator’s Reference
Contains the manual pages for system administration commands and utilities (ADM),
system file formats (F), hardware-specific information (HW), miscellaneous commands
(M), and TCL commands (TCL).

® SCO OpenServer Operating System User’s Guide
Provides an introduction to UNIX command-line utilities, the SCO Shell utilities,
working with files and directories, editing files with thi€C) editor, transferring files to
disk and tape, using DOS disks and files in the UNIX environment, managing processes,
shell programming, regular expressioask(C), andsedC).

® SCO OpenServer Operating System User’s Reference

Contains the manual pages for user-accessible operating system commands and utilities

(C).
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2.2.2 Using online help

SCO OpenServer systems provide help to both graphical- and character-based users.
GraphicalscoheldXC) is a complete library of the documentation available for a particular
system package.

Character-based help is available to users of the character-based versions of
scoadminADM). Reference pages for specific commands are available usingai(€)
command.

Regardless of the tool, online help accesses the same text files lodadiliscohelp

Refer to theSCO OpenServer HandbogpkGetting Help.”

2.2.2.1 Using the man(C) command

Use theman(C) command to access a reference page about a specific command. The file
/etc/default/marcontains the default settings for the usenah.

Exercise: Using man(C)

Use theman(C) command to find information anan. Read about
/etc/default/manNext, view/etc/default/man
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2.2.2.2 Using help in a character environment

In addition toman(C), you can access context-sensitive help while using any of the
scoadminADM) managers.

SelectHelp from any menu withiscoadminADM). You can access the relevant portions
of theSCO OpenServer Handboaknd theSCO OpenServer System Administration
Guide depending upon which part eéoadminADM) you are using.
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f

Qm-mw

| marwl

SCOhelp N\

File Mavigate Annotate Options Preferences Help
A 2 miEE e go E
Document Title: |5EEI Documentation Library @J

SCO OpenServer~ Documentation Library

To open a book or book-set in the 8CO Online Library, click on the book
or book-set,

If the title of a book or book—set is not a hyper—text link {the text is not
highlighted, underlined, or a different color), that book or book set is not
installed on your system. For more information see your system administrator

SCO OpenServer Features and Limitations
SCC Cpenserver Handbook

Ferformance Guide

SC0 Services Handbook

Operating Systern Documentation Set
MNetworking Drocumentation Set

Graphical Ervironment Docurmentation Set
DOE and Windows Connectivity Documentation Set
Iail and Messaging Documentation Set
Development System Documentation Set
Reference Drocumentation Set

SCOhelp
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2.2.2.3 Using help in a graphical environment

You can access the online documentation as follows:
e From the Desktop, double-click on tHelp icon or selecHelp = On Help

e From most SCO graphical tools, place your cursor on the element on which you want
help, then press] or select thélelp option from a button or menu

Once the help system is running, you can access any documentation available on your
system. This is a hypertext system; clicking on a link takes you immediately to related
documentation. There is also a toolbar located at the top of the window with the following
buttons:

Backward and forward arrows move you back and forth across selected hypertext links
e The library button displays a list of available manuals

e The table of contents button displays the table of contents for the current manual

e The index button displays the index of the current manual

e Bookmark buttons allow you to quickly access previously marked topics

e The search button allows you to search for a single key word in the current page, a
specified document set, or the entire library

e The print button allows you to print the current page

The scroll bar allows you to see more of the current page

You can add your comments to any help page using the menu option:
Annotate = Annotate.
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2.2.3 Newsgroups

If you have access to the Internet, you can find many technical newsgroups where users
share tips and information. By communicating with a wide range of users, you can often
find someone who has encountered and solved a problem similar to yours. SCO-specific

newsgroups include:

comp.unix.sco.announce

comp.unix.sco.misc

comp.unix.sco.programmer

2.2.4 Other resource sites

Product, service, and business announcements

of reasonable interest to the SCO community
of developers, distributors, resellers,
consultants, administrators, and end-users

Questions, answers, comments, and
discussions about past, present, and future
SCO and related third party products and
services

Questions, answers, comments, and discussion

about past, present, and future SCO
development system products and related
software and issues

In addition to newsgroups, SCO also sponsors the following:

Home page on the World Wide Web

FTP sites

CompuServe

Provides a graphical interface to browse
SCO'’s technical scripts and to download
patches. It is at the following address:
http://www.sco.com/

Available on the Internet are two sites for
downloading patches via File Transfer
Protocol (FTP). If you do not have a Web
browser, you can download patches from these
sites. These sites are at the following
addressedtp.sco.comandsosco.sco.com

SCOFORUM
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2.2.5 Technical support

You can also receive one-on-one help through the Technical Support services offered by
SCO or its authorized partners. These professionals can help you solve problems you may
encounter while administering the system.
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2.3 Using the Superuser Account

Every UNIX system has a superuser account for system administration. Also known as the
root account, this account:

e Can read any file

e Can write or delete any file

e Can execute and terminate any user program

Because there are no restrictions to this account, you can potentially delete major portions of

the system. Use threot account only when necessary and be careful when you are using it.
Use your regular login account when you are not performing system duties.
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2.4 Maintaining a System Log

When troubleshooting a system, one of the most valuable tools available is a current system
log. This book should be kept next to the system and should contain the following types of
information:

e All system modifications, including hardware and software configuration information

e All system problems encountered, including detailed summaries of the causes and
solutions

e Statistics describing system use, performance, and growth
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2.5 Lesson Summary

There are many resources available to you as an administrator. Administration tools and
documentation come with the system to support your job. For the most current information
and more extensive support, you can turn to technical libraries, other users, or SCO
Technical Support.

Review questions

1. Using the CHARM interface, list the steps necessary to change the message of the day.

2. Which manual would you reference to find information about shell programming?

3. Which resource(s) allows you to direct questions to other users of SCO OpenServer
systems?

4. Why should you avoid logging in as the superuser unless necessary?

5. Should the system log be kept online? Why or why not?
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2.6 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

man(C) Displays manual pages

scoadminADM) Invokes SCOadmin applications (in this lesson,M@TD
Manager)

scohelgXC) Accesses the SCO documentation library

Relevant files

/etc/default/man Default configuration file for the use ofan(C)

{usr/lib/scohelp Directory containing all of thecohelgdXC) manual pages
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2.7 Answers to Review Questions

This section provides suggested answers to the review questions.

1.

To change the message of the day using the CHARM interface, do the following: run
scoadminADM), selectSystem= MOTD Manager, andedit the message.

You would reference t@CO OpenServer Operating System User’s Guménd
information about shell programming.

The Internet Newsgroups allow you to direct questions to other users of SCO
OpenServer systems.

You should avoid logging in as superuser to minimize the danger of unintentionally
deleting key files.

The system log should not be kept online. If the system crashes to the point where you
cannot boot it, you need to be able to access a hard copy log.
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f Administering User Accounts N\

Analyze user account requirements
Create, remove, and retire user accounts
Modify individual accounts

Manage user groups

Set, change, and remove login restrictions
Create account and login activity reports
Troubleshoot user accounts
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Lesson 3

Administerin g User Accounts

Introduction

The main task of any system administrator is to support the use of computer resources by
users. Before a user can utilize an SCO OpenServer system, that user must have an account
on the system. The system administrator’s job includes creating accounts for users and
maintaining these accounts by changing user environments, passwords, and group
membership, as necessary.

Objectives

This lesson demonstrates the creation and management of user accounts and groups. By the
end of this lesson, you will be able to:

Analyze user account requirements
Create, remove, and retire user accounts
Modify individual accounts

Manage user groups

Set, change, and remove login restrictions
Create account and login activity reports

Troubleshoot user accounts
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3.1 Analyzing User Account Requirements

Before a user can log into and use the system, you must create an account for that user. A
user account is more than a login ID; it sets up the user’s basic working environment and
access privileges for the system.

A little planning can simplify account management. Most users probably share similar
requirements with regards to access privileges. Others may have special needs. Setting up
system-wide account defaults saves time when it actually comes to creating and maintaining
accounts.

This section addresses issues to consider before creating user accounts.
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3.1.1 User ID

The User ID, or UID, is a uniqgue number that identifies each user. It can be assigned by the
system or by the administrator. The suggested minimum for individual accounts is 200. The
suggested maximum UID is 60000.

Use the same UID to identify a specific person on all systems that person accesses.

3.1.2 Login

The login is the account name typed in atldgen:  prompt. It must be unique for each
user on the system. The login name:

e Can be between 1-8 characters, although the suggested length is between 3-8 characters
for compatibility with other UNIX platforms

e Should not contain upper case letters
e Cannot contain a colon characte) (
e Cannot start with a number

As with the User ID, use the same login to identify a specific person on all systems.
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f /etc/default/passwd I

# PASSLENGTH
# Minimum acceptable password length (unless the user is authorized
# to not have a password). If it is not set, or set to a star (¥*)
# then the minimum password length is computed based on the

# password lifetime, delay between login attempts and other values.
PASSLENGTH=3

# MINWEEKS

# Minimum number of weeks which must elapse between changes
# of password

MINWEEKS=0

# MAXWEEKS
# Number of weeks before a password must be changed.
MAXWEEKS=0

\ sa1-0202 ©The Santa Cruz Operation, Inc. 22 /
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3.1.3 Password

Before a user can log into the system, the user account should have an assigned password.
Password restrictions are based upon the security profile of the system, but you can also
modify them for an individual user.

No one can access the system without a valid account name and password. You can modify
password restrictions to make it easier or harder for someone to gain unauthorized access.
Some of the restrictions you can set include the following:

Minimum password length What is the shortest password a user can have?

Password expiration If security is important, you want the users to
periodically change their passwords. You can
set how much time elapses before users are
forced to change their passwords. In addition,
to prevent them from immediately switching
back to a previous password, you can set a
minimum time that must elapse between
password changes.

Refer to thesCO OpenServer System Administration Guitiecurity Profiles,” for a list
of default parameters set according to the security profile.

3.1.3.1 Setting the minimum password length

The minimum password length can only be set for the entire system. Change the minimum
password length for the system by editing PR SLENGTHield in /etc/default/passwd
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Qm 0203

Modify User Defaults \

User Defaults
Minimum User ID: |[200
Maximum User ID: I:E.OOOO
Login Shell: Iish Change Login Shell...l
fHuiribuied YWig: I Changs Distvibation. .
Home Directory Base Path: Ij/usr Home Directory Options...l
Login Group: |§gmup Change Group Membership...|
OK I Cancell Help
©The Santa Cruz Operation, Inc. 2_3/
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3.1.3.2 Controlling password expiration

Password expiration defaults are set originally when the security profile for the system is
selected. The following system-wide defaults can be modifiéetaidefault/passwd

MINWEEKS The minimum number of weeks that must elapse between
password changes. This prevents a user from circumventing
password changes. When forced to change passwords, the
user could immediately switch back to the original password
if this value is set to zero.

MAXWEEKS The maximum number of weeks that can elapse before the
password must be changed. The user must change the
password before the login is allowed.

Thelogin shellis the command shell the user sees immediately after login. The default shell
is the Bourne shell (sh), but the default also can be set to any of the following shells: Korn,
C, Restricted Bourne, Restricted Korn, SCO shell, or DOS. Note that the system must have
SCO Merge installed before you can select DOS as a shell.

The following steps describe how to view and modify the defaults for account creation:

Step 1. RurscoadminADM)
Step 2. SelecAccount Manager.
Step 3. SeledDptions = User Defaults

Note the User ID range, login shell, home directory, and login group.

Step 4. SeledaChange Login Shel] select the new login shell, then sel®gt to
return to the main defaults window.

Step 5. SeledDK to exit theUser Defaultswindow.

Step 6. Seledtost = Exit to exit theAccount Manager.

Any defaults changed affect only the creation of new user accounts. Existing accounts are
not affected. Note that many account defaults are savettidefault/accounts
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AV 3-4
f Group Permissions \
Directory:
drwxrwx--- 2 david sales 688 Jan 1993 reports
File:
-rw-r----- 1 david sales 234 Jan 1993 sales.dat
-rw-rw—---—- 1 sue market 1256 Mar 1993 forecast
Groups:

sales: john, sue, david
account: peter, mary, donna

market: john, sue, phil

\sa1—0204 ©The Santa Cruz Operation, Inc. 2.4 /
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3.1.4 Home directory

Exercise: Setting account defaults

View /etc/default/accountand note how thEHELL variable is set. Use the
Account Managerto change the default login shell to the SCOshell

(scoshC)). Now, view/etc/default/accountagain. What is the value of
SHELL?

Thehome directorys the user’s “work space” on the system and the directory where most

of the user’s files are stored. By default, this directofysg/login_nameMany systems

have a separate filesystem for user account directories. The default should then create home
directories in this separate filesystem, for examyplegin_name

In some environments, groups of users share a single home directory. In that case, the
directory name should reflect the group, not an individual user.

3.1.5 Groups

Groupsallow sets of users to share files. The group permissions on a file or directory
determine whether members of a group can access them. This allows work groups to share
files and still restrict access to sensitive data.

A user can be a member of several groups simultaneously, and can access any file or
directory that is within that user’s group set, if group permissions allow. By default, files
created by a user have the group ID of that user’s login group.

Exercise: Reviewing group permissions

Refer to the first graphic on the previous page. Who can read thel&keda®
Who can write to it? Who can read the fileecas? Who can write to it?

As with User ID and login names, each group should have the same group nhame and group
ID on all systems in the organization.
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AV 3-5
\

f Adding a New Group

lab1: Add

Group Mame: |[

Group ID: [{100

Eistvibured Via I

Other Users

S Gamove :s»I adm
asg J
—ccidd || audt

Users In Group

auth
hackup
7 hin ’
Y P T —
Search for:

Search for:

QK | Cancel Help | ‘

©The Santa Cruz Operation, Inc. 2_5/
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3.1.5.1 Creating a group

The following steps describe how to create a new group:

Step 1. Rurscoadmir(ADM).

Step 2. SelecAccount Manager = Groups = Add New Group.

Step 3. Enter a group name of 3-8 characters.

Step 4. Accept the default Group ID or enter a new one.

Step 5. Add users to the group by selecting them fror®ther Userslist and

selectingAdd. Remove users from the group by selecting them from the
Users in Grouplist and selectingRemove

Step 6. SeledDK to create the group.

Step 7. Seledtost = Exit to exit theAccount Manager.

Exercise: Creating a group

Create a new group callethss

3-13



Administering User Accounts

AV 3-6

f Default Login Group \

lah1: Modify User Defaults
Minimum User ID: [[200
Maximum User ID: IfEOOOO
Login Shell: I}sh Change Login Shell...
Eistributed Via: I Change Distibution..,
Home Directory Base Path: |i~ Home Directory Options...
Default i [irusr Home Directory Options...
Login P> Login Group: Ijgm:mp Change Group Membership...|
Group
OK Cancel Help

\ sal-0206 ©The Santa Cruz Operation, Inc. 2.6 /
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3.1.5.2 Changing the default login group

If the majority of users will belong to a specific group, you may want to set that group to be
the default login group. On a freshly installed system, “group” is the default login group.

The following steps describe how to change the default login group for new users:

Step 1.
Step 2.
Step 3.
Step 4.
Step 5.

Step 6.

RurscoadminADM).

SelecAccount Manager = Options = User Defaults
SeledaChange Group Membership

Select the login group.

SeleddK to accept changes.

Seledtost = Exit to exit theAccount Manager.

Exercise: Modifying the default login group

Change the default login groupcdtass Will this change an existing accoungs
login group?
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AV 3-7

/

\531-0207

read = 4 write = 2 execute = 1

Changing Permissions \

Each permission is assighed a number:

Add these numbers for each user category:
OWNER GROUP OTHER

L row -

NN N

6 4 4
Use with chmod(C):

$ chmod 644 filename

©The Santa Cruz Operation, Inc. 2_7/
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3.1.6 Reviewing permissions

Each file and directory has permissions for the following three categories of users:

User The owner of the file
Group Members of a designated group
Other Other users

Users can change the permissions of files and directories that they own. Permissions are set
with chmod(C) command. This command has the following numeric options for setting

permissions:
Read 4
Write 2
Execute 1

Add these numbers to determine the permission for the owner, group, or others. This
number sequence is known as the filatsde

For example, if you entered the following command to set the permissions for the
/usr/publ/asciffile:

chmod 664 /usr/pub/ascii

The permissions would for the file would look like:
-W-rw-r--

In this example:

e Owner permissions = read (4) + write (2) =6
e Group permissions =read (4) + write (2) = 6

e Other permissions =read (4) = 4
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AV 3-8
f Default Discretionary Access Control N\

Directories: (7) (7) (7)
Unrestricted permissions: drwxrwxrwx

— umask 022 0o 2 2
Permissions of new directories drwxr-xr-x
(7) (5) (5)
Ordinary files: (7) (7) (7)
Unrestricted permissions: —rwXrwXrwx

— umask 022 o 2 2
— No execute permission ——=—X--X--X
Permissions of new files —rw—r—--r-—-
(6) (4) (4)

Qgﬂ-ozoa ©The Santa Cruz Operation, Inc. 2—8/
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3.1.7 Default Discretionary Access Control (DAC)

When a file or directory is created, it is set with default permissions defined by the system.
Typical permissions are:

For files -rW-r--r--
For directories drwxr-xr-x
If a group of users shares a common set of directories and files, you may want to change the

default permissions for users within that group. For example, you may want the default
permissions to grant write permissions to all members within the group.

3.1.7.1 Review of umask(C)

Default DAC is set with themask(C) command. This command specifies which
permissions tavithhold

For example, to set the following default permissions:

Owner All permissions (none excluded)
Group All permissions (none excluded)
Others Readr() and searchx() permissions (write excluded)

You use the following command:
umask 002

Given the above defaults, new files will be set to the mode-8&4n{-r-- ), and new
directories will be set to mode 77&n{xrwxr-x ).

3.1.7.2 Modifying system-wide umask(C) defaults

Without anyumask setting, permissions are completely open on both new filesy-
rw- ) and new directorieslfwxrwxrwx ). An initial umask is defined inetc/profileand
letc/cshre The defaulumaskin these files is determined by the security profile of the

system:
Low and Traditional 022
Improved 027
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High 077

You can modify this setting by editing the appropriate environment file.

Exercise: Setting umasks

Situation 1: Set up the Bourne shell system-wideask so that only the
owner has permissions to view or modify a file, or change into a directory.
What are the permissions for any new file created? For any new directory?

Situation 2: Set up the C shell system-widmask so that only the owner ¢
modify a file or directory, but everyone can read or execute. What are th
permissions for any new file created? For any new directory?

Note that many third-party applications set their ammask, so the permissions on files
created with those applications may not reflect the system ounnsesk.

3.1.8 Login environment

When the system creates a user’s home directory, it populates the directory with the
appropriate startup files for the login shell. These files set the user’s working environment,
including the system prompt, the command search path, and other environment variables.

You can modify the system-wide default startup files to match the needs of your users.
Listed below are some of the changes commonly made:

e Adding a variable identifying a default printer for the user
e Modifying the user’s search path
e Modifying the user’s default terminal settings

Refer to thesCO OpenServer System Administration Guidg@pendix D, “Sample shell
startup files,” for a detailed explanation of these files.
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3.1.8.1 Default account startup files

You can find the default files that are copied to the home directoriasriffib/mkuser
There is a subdirectory for each of the shells. Listed below are the shells and the names of
their respective startup files:

Bourne shell {usr/lib/mkuser/sh/profile
C shell /usr/lib/mkuser/csh/cshrand/usr/lib/mkuser/csh/login
Korn shell {usr/lib/mkuser/ksh/kshrand/usr/lib/mkuser/ksh/profile

These files contain default environment settings:
e Terminal type
e Search path

e Mail folder
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3.1.8.2 System environment files

In addition to these default account files, the following system environment files are
executed before executing the user startup file:

letc/profile  Executed for both the Bourne and Korn shells

/etc/cshrc Executed for C shells

These files are set up by default to do the following:
e Set up the user’s umask
e Display the “message of the day” filetc/motd when the user first logs into the system

e Inform the user if there is unread mail waiting in the mailbox
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3.2 Creating, Removing, and Retiring User Accounts

When a new person requires access to the system, you must create a user account. You can
either accept the default account, or modify some of the account parameters. At this point
you would also set the password for the new account to avoid unauthorized access.

After using the system for a while, a user may want to use a different login shell or to belong
to different groups. Some users may forget their account passwords. In those cases, you
would need to modify the current account settings.
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AV 3-9

4 Adding a New User I\

lah1: Add

Login: |I

User ID: (201

Comment:

Paswword: I # Sai password now  ~ St password later

Login Shell: |:sh Changs Legh Shell.
Distributed Vig |: Changs Distribution..,
Home Directory: I:/usr Changs Homs i)ia’ﬁc?{zzy.J
Login Group: I"gr'oup Lhangs Group %.:?é‘,fi’%?}ﬁf%’smpu.l

0K | Cancel Help

QM—OZOQ ©The Santa Cruz Operation, Inc. 2_9/
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3.2.1 Creating a default account

The following steps describe how to create a user account using system defaults:

Step 1. RurscoadminADM).

Step 2. SelecAccount Manager = Users= Add New User

Step 3. Enter the login name. Either accept or assign a UID. Damenent field,
you can enter information about this user, such as full name, department, and
extension.

All of the other fields are set according to defaults.
Step 4. Selecket password now

Note that, if you sele@et password laterthe user cannot log in until you
set the initial password.

Step 5. SeledDK to continue.
The system prompts you to set the initial password for the account.
Step 6. Do one of the following:
e Set the password; the system will prompt you to enter the password twice
® SelectGenerate passwordo have the system select a password. The
system displays the generated password. Write it down so that you can
give it to the user.

e SelectSet password to blank(if the security profile allows)

Step 7. Select whether or not you want to force the user to change the password at
the first login.

Step 8. SeledDK. The system creates the user account.

Step 9. Seledtost = Exit to exit theAccount Manager.
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3.2.2 Creating an account using modified defaults

The following steps describe how to create a user account using modified defaults:

Step 1.
Step 2.

Step 3.

Step 4.

Step 5.

Step 6.
Step 7.

Step 8.

RurscoadminADM).

SelecAccount Manager= Users= Add New Uset

Enter the login name. In @emmentfield, you can enter information about
this user, such as the full name, department, and extension. You can also
enter a differenUser ID, if desired.

Selecket password now

Note that, if you sele@et password laterthe user cannot log in until you
set the initial password.

Change the default values for additional fields as follows:

e To change the login shell: seléghange Login Shell select the
appropriate shell, then selgadd Shell Environment Files to Home
Directory to set up the default user environment for that shell. SBkect
to continue.

e To change the home directory or its permissions: s€leahge Home
Directory, enter the new directory location, and set the permissions for
the home directory. Sele@K to continue.

e To change group membership: selébange Group Membershipand
set the login group. You see a list of groups and a list of groups to which
the account belongédd andRemovegroups between those two lists.
SelectOK to continue.

SeledDK to create the account.
Set the password for this account.

Seledtlost = Exit to exit theAccount Manager.

3-26

SCO OpenServer™ Release 5 Administration I: User Services



Creating, Removing, and Retiring User Accounts

Exercise: Creating a user account

Create an additional user account for yourself. Select your login name. 4dd
admto your group membership, and set your login shell to the Korn shel

(ksh.

3.2.3 Retiring and removing user accounts

When a user leaves the company, you should disable that user’s account to prevent any
unauthorized access. Depending upon the security profile of the system, you can disable a
user account as follows:

e Remove the account so that the login name can be reused. This option is not available to
systems using the high security profile.

e Retire the account. No one would be able to log into the system using the login name,
and the login name is unavailable for reuse. This is available at all security settings.

3.2.3.1 Managing user files

In addition to disabling the user account, you must decide what to do with the user’s files
and directories. Leaving the files unchanged could mean that disk space is used
unnecessarily. Also, any files that belong to that user may be restricted to access only by the
root account.

You have the following two options:
e Back up the files and directories, then delete any files or directories owned by the user.
This would free up disk space, but could remove files that other users require. If at a

later date, you need a file, you can restore it from the backup.

e Assign ownership of the files to another user. That user could then decide which files to
keep and which to remove.

Use thefind (C) command to locate any files owned by a particular user.
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Exercise: Locating user files

find / -user sysadm1 -print | more

Usefind (C) to locate any files owned by your new user account. For exarple,
if the new user login isysadm1 enter the following:

3.2.3.2 Removing a user

The following steps describe how to remove a user account:

Step 1.
Step 2.
Step 3.
Step 4.
Step 5.
Step 6.
Step 7.

Step 8.

RurscoadminADM).

SelecAccount Manager.

Select the user account.

Seledtsers= Delete

SeleddK.

Seledtost = Exit to exit theAccount Manager.
Move any important files to another location.

Remove the user’s home directory. The following command assumes the

directory is infusr.

rm -r /usr/ login_name

Once the home directory has been removed, the account name can be used again.

If you do not remove the home directory, you can still reuse the account name and ID if you
specify a different home directory.

You can also use thenuser(ADM) command to remove a user:

rmuser username
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Exercise: Removing a user account

Remove thesysadmZ2account and delete the home directory. Try to log injps
sysadm2 Now, create theysadm2account and try to log in again.

3.2.3.3 Retiring a user

If the user account is to be temporarily out of use, you can retire that user. Both the login
name and the user ID are then not available for reassignment. In high security systems, you
must retire a user account to disable it.

The following steps describe how to retire a user account:

Step 1. RurscoadminADM).

Step 2. SelecAccount Manager.

Step 3. Select the account.

Step 4. Seledtsers= Retire.

Step 5. SeledDK.

Step 6. Seledtost = Exit to exit theAccount Manager.

Exercise: Retiring a user account

Retire thesysadm2account. Try to log into the systemssadm2 Now try
to create a newysadmz2account. What happens?

3.2.3.4 Unretiring a user

Use theunretire (ADM) command to reactivate a retired user account:

unretire login_name
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You must change the password after usingetire. Note that you cannot unretire an
account when the system is set to the high (C2) security mode.

Exercise: Reactivating a user account

Unretire thesysadmZ2account:

unretire sysadm?2
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3.3 Modifying Individual Accounts

You can make changes to individual accounts. For example, you can modify individual
account information, an individual account environment, outhask of a single account.
In addition, you can change user passwords and control password expiration and selection.

3.3.1 Modifying individual account information

When modifying a user account, you can change any of the values except the login name
and user ID. The following steps describe how to modify an existing account:

Step 1.
Step 2.
Step 3.

Step 4.

Step 5.

Step 6.

Step 7.

RurscoadminADM).

SelecAccount Manager.

Select the account you want to modify.

Seledtsers= Modify.
Note that the screen is the same as the screen to create a new user.

Select the desir@hangeoption(s) and make the changes. For example, to
change the login shell, sel&€hange Login Shell

SeledDK after each change.

Seledtost = Exit to exit theAccount Manager.

Exercise: Modifying a user account

Modify your sysadmluser account so that t@®mmentfield states the date
and name of this course.
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3.3.2 Modifying an individual account environment

When the home directorlOME) is created for the user, copies of the default startup files
are placed there. Listed below are the shells and the names of their respective startup files:

Bourne shell $HOME/.profile
C shell $HOME/.cshrcand$HOME/.login
Korn shell $HOME/.kshrcand$HOME/.profile

Exercise: Setting a user’s search path

If only one group of users access a specific application, you may want tq add
that application’s directory to their individual search paths.

Add /usr/bin/X11to the search path for your account.
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3.3.3 Modifying the umask of a single account

You can set up a user’s environment to use a specific default by includmgsk(C)
statement in the shell’s startup file, suct$BOME/.profileor $HOME/.login This
overrides the system-wide default. Note that tilmask could create a potential security
hole since the permissions on all new files will differ from the system defaults.

If you change an individualsmask, you may have to use tkbmod(C) command to set
the permissions on existing files to match the new environment.

3-33



Administering User Accounts

AV 3-10

f Changing a Password \

4 Enter a new password
+ Keep existing password
+ Use machine generated password

+ Remove password

Enter Password: I

Confirm Password: I

Generated Password: I Genevale o passwerd

-1 Force password change at next login

QK | Cancel| Help |

Qa1—0210 ©The Santa Cruz Operation, Inc. 2_10/

3-34 SCO OpenServer™ Release 5 Administration I: User Services



Modifying Individual Accounts

3.3.4 Modifying user passwords

The following steps describe how to modify a user password:

Step 1. RurscoadminADM).

Step 2. SelecAccount Manager.

Step 3. Select the user.

Step 4. Seledtsers= Change Password

Step 5. Set the password.

Step 6. SeledDK.

Step 7. Seledtost = Exit to exit theAccount Manager.

Exercise: Modifying the password for sysadm?2

Change the password feysadm2
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AV 3-11

f Password Expiration \

lak1: User Pa rord Expiration: krisr
Last Successful Change: &Sun May 07 11:12:17 PDT 1995
Last Failed Change: NEVER

Days allowed between changes: | for) M default of 0
Days until password expires: [[7+7 022 (or) I default of Infinite

Days until account is locked: |{{::8 0 =z (or) W default of Infinite

oK | Help |

Qa1—0211 ©The Santa Cruz Operation, Inc. 2_11/
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3.3.5 Controlling password expiration

You can control password expiration for an individual user. The following steps describe
how to change the password expiration values:

Step 1. RurscoadminADM).

Step 2. SelecAccount Manager.

Step 3. Select the user.

Step 4. Seledtsers= Password Restrictions> Expiration.
Step 5. Select the desired values for the following:

e Days allowed between changas the number of days that must elapse
between changes. Deselect the default value and enter a new value.

e Days until password expireds the maximum number of days that can
elapse before the password must be changed. Deselect the default value
and enter a new value. This number must be larger than the number of
days allowed between changes.

e Days until account is lockedsets the number of days that must elapse
before the account is locked if the user does not change the password.
This number should be larger than the number of days until the password

expires.
Step 6. SeledDK.
Step 7. Seledtost = Exit to exit theAccount Manager.
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AV 3-12

f

Maximum Generated Password Length:

Password Required: Default (No) |

Can Choose Own Password: Default(Yes) |
Check For Obviousness: Default{Yes) |

Can Run Password Generator: Default(Yes) |

Password Selection \

lah1: User P: ord Selection: krisr

W default of 8

OKl

Can-::ell Help |

Qa1—0212

©The Santa Cruz Operation, Inc. 2—12/
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3.3.6 Controlling password selection

The following steps describe how to modify the rules regarding an individual user’s
password selection:

Step 1. Rurscoadmirn(ADM).

Step 2. SelecAccount Managet

Step 3. Select the user.

Step 4. Seledtsers= Password Restrictions> Selection

Step 5. Set whether a password is required for this account. This does not delete an

existing password. You must delete the password.

WARNING! If an account does not have a password, anyone can access the
system through this account.

Step 6. Set whether or not the user can select the password. INgetlie user
must let the system generate a password.

Step 7. Set whether the system should check a user-supplied password for
obviousness. This helps users to select passwords that are more difficult to
guess.

Step 8. Set whether the user can generate a password. If the user can generate a

password, set the maximum generated password length.
Step 9. SeledDK.

Step 10. Seledilost = Exit to exit theAccount Manager.

Exercise: Controlling password selection for sysadm?2

Modify the sysadm2account so that the user cannot generate a passworg.

Log in assysadm2and try to change the password by allowing the systerg to
generate it.
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3.4 Managing User Groups

You may need to add and remove users from groups, as well as remove groups, as personnel
in your company changes.

3.4.1 Modifying group membership

The following steps describe how to modify a group’s membership:

Step 1. Rurscoadmirn(ADM).

Step 2. SelecAccount Manager.

Step 3. Selec¥iew = By Groups.

Step 4. Select the appropriate group.

Step 5. SeledBroups = Modify.

Step 6. Add and remove users as desired.

Step 7. SeledDK.

Step 8. Seledtost = Exit to exit theAccount Manager.
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3.4.2 Removing a group

The following steps describe how to delete a group:

Step 1. RurscoadminADM).

Step 2. SelecAccount Manager.

Step 3. Selec¥iew = By Groups.

Step 4. Select the appropriate group.

Step 5. SeledBroups = Delete

Step 6. SeledDK.

Step 7. Seledtost = Exit to exit theAccount Manager.

Once you remove a group, you should also:
e Set the default login group to a different group if this group was the default login group

e Use thechgrp(C) command to modify files still assigned to the deleted group
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3.5 Locking and Unlocking Accounts

One way that a person can try to break into a system is to repeatedly attempt to log into a
terminal by guessing the password for specific accounts. You can protect both terminals and
user accounts by limiting the number of consecutive unsuccessful login attempts. The
system locks the account or terminal if the unsuccessful attempts exceed the specified limit.

Of course, if legitimate users forget their passwords, their accounts or terminals will be
locked. In that case, you will have to unlock accounts and terminals so that those users can
access the system again.
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AV 3-13

f Login Restrictions \

lah1: User Login Contr 14 I

Location  Time
Last Successful Login: UMKHOWH  Sun May 07 11:12:17 PDT 1995
Last Failed Login: UNKHOWH HEVER
Last Logout ~ UNKHOWHN TUNKHOWH

Failed login attempts
since last successful login:

Failed login attempts allowed
hefore account is locked:

HOME

W default of 98

Current Account Lock Status: Locked 1 Unlock Account

Reason: Account locked by Administrator

oK | Cancell Help |

Qa1—0213 ©The Santa Cruz Operation, Inc. 2_13/
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3.5.1 Setting login restrictions on user accounts

Depending upon the security profile of the system, there is a default limit on unsuccessful
login attempts. If a particular user account is sensitive or at risk, you can modify the limit.

The following steps describe how to modify the limit for a specific user account:

Step 1.
Step 2.
Step 3.

Step 4.

Step 5.
Step 6.

Step 7.

RurscoadminADM).

SelecAccount Manager.

Select the user.

Seledtsers= Login Controls.
The window displays the last successful login, the last failed login, the last
logout, and the number of failed login attempts since the last successful
login.

Deselect the default limit and enter a new limit.

SeleddK.

Seledtost = Exit to exit theAccount Manager.
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3.5.2 Locking and unlocking a user account

If a user accidentally locks his or her account, you must unlock it before it can be used. If a
user is going to be away for an extended period of time, you can lock the account to prevent
unauthorized logins.

The following steps describe how to lock or unlock an account:

Step 1. RurscoadminADM).

Step 2. SelecAccount Manager.

Step 3. Select the user account.
Step 4. Seledtsers= Login Controls.

e To unlock a locked account, selébtlock Account
e To lock an unlocked account, seléoick Account
Step 5. SeledDK. A locked account symbol appears next to the account.

Step 6. Seledtost = Exit to exit theAccount Manager.
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You can also uspasswd -I to lock an account:
passwd - username
Usepasswd -u to unlock an account:

passwd -u  username

Exercise: Locking sysadm2

Lock thesysadm?2account then try to log into the systensgsadm?2
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AV 3-14

Qm-ozm

Terminal Manager \

Sunday May 7, 1995

©The Santa Cruz Operation, Inc. 2_14/
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3.5.3 Setting login restrictions on terminals

The following steps describe how to set login restrictions on terminals:

Step 1.
Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

RurscoadminADM).
Selecdystem= Terminal Manager.
SeledExamine.

Enter the appropriate terminal device file, or gigder a list and select the
device.

The window displays the last successful login, the last failed login, the last
logout, and the number of failed login attempts since the last successful
login.

Seleckpecifyfor Consecutive unsuccessful logingnter the desired limit.
You can also specify a delay between login attempts and a timeout value for a
login attempt.

SeledQuit = Yesto exit theTerminal Manager.

3.5.4 Locking and unlocking a terminal

The following steps describe how to lock or unlock a terminal:

WARNING! Do not lock terminals that are labelled witlitygp. These are pseudo terminals
used for networking.

Step 1.

Step 2.

Step 3.

Rurscoadmir(ADM).

SelecBystem= Terminal Manager.

Lock or unlock a terminal as follows:
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e To lock a terminal, seletiock. Enter the appropriate terminal device
file, or presgz] for a list and select the appropriate device. S&lesto
confirm the change.

e To unlock a terminal, seletinlock. Enter the appropriate terminal
device file, or presgy for a list and select the appropriate device. Select
Yesto confirm the change.

Step 4. SeledQuit = Yesto exit theTerminal Manager.
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You can also use theylock(ADM) and ttyunlock (ADM) commands to lock and unlock a
terminal. For example:

e To lockttyO5
ttylock tty05
e To unlockttyO5

ttyunlock tty05

Exercise: Locking tty05

Lock thettyO5 multiscreen. Try to log in on that screen.
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AV 3-15

f Reports Manager \

File Reports Options Help
Report Data:

T [

Login Actiwvity Report
System SCO_SV
Sun May 7 13:17:10 1995

User Name Successful login Unsuccessful login #Failed Lck?

adm MEWER MEVER None 5l

asg NEVER NEVER Horne Y

audit MEWER MEVER Morne M

auth MEWER MEYER Hone N

backup MEWER MEYER Hone N

bin MEWER MEVER None Bl

craon NEWER NEVER Hone &l

daesmon MEWER MEWYER Hone N

dos NEWER NEVER None N

krisr MEVER NEVER MNone A

listen NEWER NEVER Hone &l

1p NEWER NEVER Norne M

mmc MNEWER NEYER Hone N ’
=] ]
Use the menu to select a report to run SCOadsmin

Qa1—0215 ©The Santa Cruz Operation, Inc. 2_15/
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3.6 Using Account Activity Reports

Part of maintaining system security is watching for potential problems. Expired passwords,
locked terminals and accounts, and repeated unsuccessful logins can all indicate either a
security problem or an education problem for your users.

Because a system often has a large number of users, it is impractical toAseotira
Manager to examine each individual account for potential problems. SCO OpenServer
systems provide Reports Managerthat generates system-wide reports for account,
password, and terminal status.

3.6.1 Reporting password status

You can run the following three types of password status reports:

e A report that lists all accounts with passwords soon to expire

e A report that lists all accounts with expired passwords

e A report that lists all accounts locked due to expired passwords

The following steps describe how to run a password status report:

Step 1.
Step 2.
Step 3.
Step 4.
Step 5.

Step 6.

RurscoadmirnfADM).

Selecdystem= Security = Reports Managet
SeledReports = Password Status

Select the report you want to run.

SeleddK.

Seledtile = Exit to exit theReports Managert

Exercise: Running the password status report

Use theReports Managerto list all accounts with expired passwords.
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AV 3-16

f Terminal Access Reports \

Terminal 3 I

Select Report to run:

4 Report on a single terminal
~ Report on a range of terminals

~ Report on all terminals on the system

Enter terminal name:

Enter last terming! I range:

OK | Cancel Help

Qa1—0216 ©The Santa Cruz Operation, Inc. 2 —16/
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3.6.2 Reporting terminal status

The terminal status report can address a single terminal, a range of terminals, or all terminals
on the system. The report provides the following information:

e Terminal

e Whether the terminal is locked

e What type of login delay is in effect

e How many unsuccessful login attempts have occurred

e The limit on unsuccessful login attempts for this terminal

The following steps describe how to generate a terminal status report:

Step 1. RurscoadminADM).

Step 2. SelecBystem= Security = Reports Managet

Step 3. SeledReports = Terminal Access Status

Step 4. Enter the terminal or range of terminals you want to examine.
Step 5. SeledDK.

Step 6. Seledtile = Exit to exit theReports Managet

Exercise: Running the terminal status report

Use theReports Managerto report on the status tif05. UnlockttyO5then
run the status report again.
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AV 3-17

f User Login Reports \

User Login Status

Select Report to run:

4 Report on a single user
+ Report on an alphabetical range of users
+ Report on a user group

+ Report on all users on the system

Enter user name:

Enrer st user nmng, or lnst Iobley, In rangss

0K | Cancel | Help |

Qa1—0217 ©The Santa Cruz Operation, Inc. 2_17/
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3.6.3 Reporting login activity

The user login status report can address a single user, a range of users, a specific user group,
or all users on the system. The report provides the following information:

e Login name

e Last successful login

e Last unsuccessful login

e Number of failed login attempts
e |Lock status

The following steps describe how to generate a login activity report:

Step 1. RurscoadminADM).

Step 2. Selecdystem= Security = Reports Managet

Step 3. SeledReports = User Login Status

Step 4. Enter the user or range of users you want to examine.
Step 5. SeledDK.

Step 6. Seledfile = Exit to exit theReports Managet

Exercise: Running the Login Activity report

UseReport Manager to report on the status of tegsadm2account. Unlock
the account, then run the status report again.
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3.7 Troubleshooting User Accounts

From time to time users may run into problems using their accounts. Listed below are some
of the common problems and the steps to take to correct them.

3.7.1 Fixing forgotten or compromised passwords

The following steps describe what you should do if you need to change a user’s password:

Step 1.
Step 2.
Step 3.
Step 4.

Step 5.

Confirm the user’s identity.

Unlock the user’s account, if necessary.

Unlock the terminal, if necessary.

Change the password. Force the password to be changed at the next login.

Remind the user to keep the password private.

3.7.2 Fixing an incorrect terminal type

Sometimes a user incorrectly sets the terminal type during login. As a result, some
applications may not display or interpret keystrokes correctly. To reset the terminal type,
you must modify th& ERMvariable.

In either the Bourne or Korn shell, enter the following at the user prompt:

TERM=erminal _type

export TERM

In the C shell, enter the following command at the user prompt:

setenv TERM

terminal _type
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3.8 Lesson Summary

Before users can access a system, they must have designated accounts. These accounts set
up the users’ working environments. In addition to creating and removing accounts, there

are a number of elements that you control:

e Which accounts are members of which groups

e How strict are the parameters defining acceptable passwords

e What type of login restrictions are enforced for both accounts and terminals

Review questions

1. Whatumask value grants the owner and members of the group full access, but denies
any access to other users?

2. What determines whether you can remove or unretire a user account?

3. What file sets an individual account environment using the Bourne shell?

4. List the steps necessary to remove a user group.

5. Why should you not lock terminals that are labelled witty?

6. List the three types of password status reports that can be generated.

7. Why do you want to confirm a user’s identity before unlocking the account?
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3.9 Lab: Creating Groups

In the next two labs, you are going to create user accounts that will belong to several
different groups. In this first lab, you will set up groups for the organization.

3.9.1 Overview

Create three new groupsdmin, sales andmanagers.

3.9.2 Procedure

First, create the admin group and assign members.

Step 1. Rurscoadmir(ADM).
Step 2. SelecAccount Manager.
Step 3. SeledBroups = Add New Group.
Step 4. Enteadmin as theGroup Name.
Step 5. SeledDK.
Step 6. Repeat Steps 3 through 5 to creatsdlesandmanagersgroups (enter the
appropriategGroup Namein Step 4).
Step 7. Seledtost = Exit to exit theAccount Manager.
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3.10 Lab: Creating New Users

Set up new user accounts and modify them as specified. In addition, assign them to the
appropriate groups.

3.10.1 Overview

Create user accounts for five individuals. Your instructor will give you a new user password
to assign to each of the accounts. Modify the default settings according to the individual’s
requirements:

salesl Uses the SCOshell

sales?2 Uses the Korn shell

sysadm3 Uses the Korn shell; also belongs to group backup

sysadm4 Uses the Korn shell; should log in as a member of the gysgdmin

mgrl Uses the SCOshell

Thesysadm3andsysadmd4accounts should both belong to #amin group. Thesalesl

andsales2accounts should both log in as members ot#lesgroup. Thengrl account
should belong to both trealesand themanagersgroups.

3.10.2 Procedure

The following steps describe how to set up and modify user accounts:
Step 1. RurscoadminADM).
Step 2. Select thaccount Manager

Perform the following steps for each account.

Step 3. Seledtsers= Add New User

Step 4. Enter the login name.

Step 5. Enter a comment to describe the account.
Step 6. Selecket password now
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Step 7. Seledathange Login Shell

Step 8. Select the correct shell for the user, then sktietShell Environment
Files to Home Directory

Step 9. SeleddK to set the login shell.

Step 10. SeledcChange Group Membership

Step 11. Select the group to add from@taer Groups list (eitherbackup or
sysadmin), then selecAdd.

Step 12. Change the login group for fysadm4account tesysadmin

Step 13. Assign other group memberships as defined above.

Step 14. SeleddK to set group membership.

Next, you create the account and set the new user password.

Step 15. SeleddK from theAdd New Userscreen to create the user account. The
system sets up the account, including the populated home directory.

Step 16. Type in the initial the password (provided by your instructor) when prompted
in both theEnter PasswordandConfirm Password fields.

Step 17. Seledtorce password change at logirthen selecDK to set the password.

Step 18. Seledtost = Exit to exit theAccount Manager.
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3.11 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

passwdC) Sets a password. Also locks and unlocks user accounts.

setenyC) Sets environment for command execution in the C shell

ttylock (ADM) Locks terminals

ttyunlock (ADM) Unlocks terminals

scoadminADM) Invokes SCOadmin applications (in this lesson,Alseount
Manager, theReports Manager, and theTerminal
Manager)

umask(C) Displays or sets file-creation mode mask

unretir e(ADM) Unretires a previously retired user

Relevant files

letc/cshre System environment file for the C shell

letc/profile System environment file for the Bourne or
Korn shell

/etc/default/accounts File specifying default user account
information

/etc/default/passwd File specifying default password information

lusr/lib/mkuser/csh/cshrc Default account environment file for the C
shell

/usr/lib/mkuser/csh/login Default account environment file for the C
shell

lusr/lib/mkuser/ksh/kshrc Default account environment file for the Korn
shell
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lusr/lib/mkuser/ksh/profile Default account environment file for the Korn
shell

{usr/lib/mkuser/sh/profile Default account environment file for the
Bourne shell

$HOME/.chsrc Account environment file for the C shell

$HOME/.login Account environment file for the C shell

$HOME/ .kshrc Account environment file for the Korn shell

$HOME/.profile Account environment file for the Bourne or
Korn shell
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3.12 Answers to Excercises and Review Questions

This section provides suggested answers to the exercises and review questions.

Exercise: Setting account defaults

The value of SHELL iscosh

Exercise: Reviewing group permissions

The accountdlavid, john, andsuecan readales.datOnly david can write tosales.dat

The accountsue john, andphil are the only accounts that can either read or write to the
file forecast

Exercise: Modifying the default login group

Changing the default login group will not affect existing accounts.

Exercise: Setting umasks

e For Situation 1:

o0 umask:077

o0 New file permissions:rw-------

o New directory permissionslrwx------
e For Situation 2:

o0 umask:022

o New file permissions:rw-r--r--

o New directory permissionsirwxr-xr-x
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Exercise: Retiring an account

The system does not allow you to re-useatimin2 account name. Instead, you see the
following error message:

Unable to create new user account: admin2

Answers to review questions

1. The umask valu@07 grants the owner and members of the group full access, but denies
any access to other users.

2. The security profile of the system determines whether you can remove or unretire an
account.

3. The$HOME/.profilefile sets an individual account environment using the Bourne shell.

4. To remove a user group: reanoadmiADM), select theAccount Manager, select
View = By Groups, select the appropriate group, sel@cbups = Delete and select
OK.

5. You should not lock terminals that are labelled wittypbecause they apseudo-
terminalsthat are used by the network. If you lock the pseudo-terminals, the network
loses functionality.

6. The three types of password status reports are: all accounts with passwords soon to
expire, all accounts with expired passwords, and all accounts locked due to expired
passwords.

7. You should confirm a user’s identity before unlocking the account to maintain system
security.
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f Managing Processes I

e Describe a process
e Terminate processes
e Schedule jobs

Qa1—0301 ©The Santa Cruz Operation, Inc. 3_1/
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Lesson 4

Managing Processes

Introduction

Every program that runs on an SCO OpenServer system runs as a process. As the system
administrator, you support your users by ensuring that processes are running correctly and
by fixing hung processes.

You also can automate jobs that clean or monitor the system. You can schedule these

maintenance tasks to occur during periods of low system use without administrator or
operator intervention.

Objectives

This lesson covers process management and job scheduling. By the end of this lesson, you
will be able to:

e Describe a process
e Terminate processes

® Schedule jobs
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4.1 Describing a Process

Every event that occurs on an SCO OpenServer system is the result of a process. Both users
and the system can generate processes, which can affect the performance of the system.

Understanding how processes work can help you identify problems and decide how to best
fix them.

4.1.1 Definitions

A program is a file in the filesystem that contains instructions, or code, to accomplish a task.
A process is an instance of a program which is presently executing.

SCO OpenServer systems support many processes running simultaneously. This is called
multitasking

Various system calls enable processes to create other processes, communicate with other
processes, and terminate other processes.

4.1.2 The process table

The kernel maintains a table of all running processes. This table can grow dynamically to a
maximum size determined by the kernel and available system resources.

Every time a new process is created, the kernel assigns it a unique process identification
number (PID) and adds information describing it to the process table.

4.1.3 Viewing current processes

To view processes currently in the table, usgp#{€) command. Common options for the
ps command include:

-f Generates a full listing of a process

-u Generates a list of processes owned by the specified user(s)

-t Generates a list of processes associated with the specified terminal
-e Displays the entire list of processes
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Exercise: Viewing user processes

Useps to view all of the processes associated with your current login.

Useps -f  to view more information about the processes associated wi
your current login.

kh

Useps -fu root | pg to view information about all abot’s current
processes.

Useps -ftttyO1 to view information about all processes associated yith
the console.

Useps -ef | pg to view information about all processes.
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AV 4-2

f Parent and Child Processes \

25361 /usr/bin/X11/scologin (PPID=375)

|—>25368 scosession (PPID=25361)

> 25402 scoterm (PPID=25368)
25407 sh (PPID=25402)

> 25403 scomail (PPID=25368

> 25404 xdt3 (PPID=25368)

\5,21—0302 ©The Santa Cruz Operation, Inc. 3_2/
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4.1.4 Process genealogy

A process that creates a new process is callegktlemtprocess. The new process is called
thechild.

The shell will take most commands and create a child process to run them. Often, a parent
process waits for the child process to complete before continuing.

By starting child processes in the background, one parent process can have many child
processes.

A child process can have only one parent process.

4.1.5 Foreground and background processes

When a command is entered at the shell prompt, the shell creates a child process to run the
command. The shell waits for the command to exit, then returns the prompt to the user. This
command is said to run in th@egroundsince the user cannot execute another command

until it completes.

When a command is entered at the shell prompt followed by an ampersand (&), the shell
creates a child process to run the command, but does not wait for the command to exit.
Instead, it immediately returns the prompt to the user. This command is said to run in the
background

Background processes must be non-interactive. Different shells handle foreground and
background processes differently.

4.1.6 Daemon processes

Daemon processes are processes not associated with a particular terminal or user. They
perform system tasks on a periodic basis, and sleep between those tasks.

Theps(C) command indicates daemons with a question n®ria(thetty field.

4.1.7 Defunct processes

A defunct process is a process that has terminated but has not been removed from the
process table because its parent did not “wait” for it. While the parent is still alive and not
waiting for the child, defunct processes can remain in the process table. The slot in the
process table is the only system resource consumed by it.
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Large numbers of defunct processes can interfere with the creation of new processes, as the
total number of processes that can exist on the system is limited.

Usually, a defunct process is removed when its parent terminates. If it is not removed,
init (M) inherits and removes it.

Should a defunct process remain, consider rebooting the system to remove it.
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4.2 Terminating Processes

Sometimes processes stop functioning. For example, a program may encounter an
unexpected error and hang. The process is still in the process table, and sometimes a
window is still displayed, but the process is not running. You must manually terminate such
a process.

You may also need to terminate runaway processes. These have not stopped working; they
are caught in some form of infinite loop. These usually occur as a result of a user script
error. Runaway processes will continue to use system time and memory until you terminate
them.
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4.2.1 The kill(C) command

You can terminate processes usingkiig€C) command:
kill [-signal] PID

Thekill command sends a signal to a process which usually results in the termination of that
process. Some processes can ignore signals or respond to them without terminating. This is
calledtrappingthe signal.

To terminate a process with tkid command, you must know the process ID number (PID)
of the process you want to terminate. Non-root users can kill only their own processes.
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4.2.2 Using the kill(C) command

You send various signals to a process when usingiltlf€) command. Send them in the
following order until the process terminates:

o Presqm] (kill -2 ) at the terminal with the hung process

® Presscr]\ (kill -3 ) at the terminal with the hung process. This is likely to create a
file namedcorewhich contains the program code.

® Runps-u account name from another terminal or console to get the PID of the
hung process

e Runkill  PID from another terminal or console. This is the same as
kill -15 PID. Some programs will trap this signal, terminate child processes, and
clean up any temporary files before quitting.
e Runkill PID on the parent process.
If none of the above signals work, rkiil -9 PID. Processes cannot trap or ignore this
signal. Since this signal cannot be trapped, the process cannot clean up temporary files and
child processes.

Note that high-priority processes cannot be terminated without rebooting the system.
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AV 4-3

f

Qm-osoe,

System Time Manager \

Time Options Help

| Sun May 7 13:20:34 PDT 1985

—Time
Hours Minutes
|113 5 |eo =
— Date
Year Month Day
= | Y = |
a5 o 1B i e =

SCQadmin

©The Santa Cruz Operation, Inc. 3_3/
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4.3 Scheduling Jobs

One way to make your job easier is to automate routine tasksrdm&) daemon will run
these automated tasks at designated hours on designated days. You can schedule non-
interactive jobs to run during off-hours when the system load is lighter.

A scheduled job can be either a single command or a shell script containing many
commands. Output of a command will be mailed to you unless redirected to a file or
terminal.

4.3.1 Setting the system date and time

Before you schedule jobs, you should be sure that the system date and time are correct.

The following steps describe how to set the correct date and time usi@gstieen Time

Manager:

Step 1. Rurscoadmir(ADM).

Step 2. Selecdystem= System Time Manager

Step 3. Enter the correct date and time. Note that hours are expressed in a 24-hour
format. For example, entéd to indicate 2:00 p.m.

Step 4. Selectime = Setto set the system clock to the specified date and time.
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The following steps describe how to set the date and time usiagktime(ADM)
command:

Step 1. Enter:
asktime
The following prompt appears:

Current System Time is Wed Nov 8 08:19:00 PST 1994
Enter new time ([YYMMDD]hhmm[ss]):

Step 2. Enter the date and time:
e YYMMDI an optional date field that consists of year, month, day. For
example, to set the clock to February 10, 1995, at 2:30 p.m., enter
9502101430 .
e hhmmis a required field that specifies hours and minutes. Hours should
be represented in a 24-hour format. For example, to set the clock to 2:30
p.m., ente430.

® ss is an optional seconds field. For example, to set the clock to 2:30 p.m.
with 45 seconds, entéd3045 .

Step 3. Presg= .
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Exercise: Setting today’s date and time

Set the system clock to the correct date and time.
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AV 4-4
4 Format for crontab.eg I
crontab.eg
0,15,30,45 * * * 1-5 df -v >>/tmp/df.log
0 3 * * 2-6 cbackup 2 150000 /dev/rct0/dev/u
0 4 28 * * lp /sales/month report
30 4 1 1 * tar cvf /arch/yr_ report /sales/*
4 A r x
MINUTES HOURS\ MONTH COMMAND

DAY OF DAY OF
MONTH WEEK

e Fields delimited by spaces or tabs

® The file must not have blank lines

\ sal-0304 ©The Santa Cruz Operation, Inc. 34 /

AV 4-5

/ crontab(C) Parameters \

Field Allowable Values

Minute 0-59

Hour 0-23

Day of month 1-31

Month 1-12

Day of week 0 - 6 (0=Sunday)

Command Any non-interactive command
or shell script

® A field value can be a single value, range of values,
or list of values separated by commas

@ An asterisk selects all allowable values

ksm-osos ©The Santa Cruz Operation, Inc. 3_5/
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4.3.2 Specifying jobs and scheduled times

Jobs and their scheduled times are stored in a file. The file can have any name, but SCO
recommends calling drontab.egoecause the name clearly states the file’s purpose.

Thecrontab.edile is an ASCII file that can be created with any text editor. Each user can
submit only one request file, so the file can contain multiple job requests. A new submission
overwrites previous submissions. Each request in the file must contain six fields, separated
by spaces or tabs. The first five fields specify when the job should run, and the sixth is the
command to run.

The file cannot have any blank lines or header lines. Be sure that you do not include a
carriage return at the end of the last line in the file.

Exercise: Specifying cron(C) jobs

Create aron(C) entry to mail the last 10 lines kfsr/adm/syslogo root
every Saturday at 11:30 pm.
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4.3.3 Listing and modifying user cron(C) jobs

You can use therontab(C) command to list and modify users’ cron jobs. Each user’s entry
is stored inusr/spool/cron/crontabs/user_name.

To list and modify scheduled jobs:

Step 1. Enter:
crontab -e -u user
Step 2. Edit the file to add or modify any job requests.
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4.3.4 Removing cron(C) jobs

You can userontab -r to cancel altron(C) activities for a user:
crontab -r

WARNING! Running this command asot will delete all of thecron(C) jobs forroot that
assist in system maintenance.
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4.3.5 Authorizing a user to schedule jobs

The following files control which users can schedtrien(C) jobs:

{usr/lib/cron/cron.allow An explicit list of who can schedutzon(C) jobs. An empty
file indicates that none of the users can schedule jobs.

{usr/lib/cron/cron.deny An explicit list of who cannot scheduteon(C) jobs. This file
is used only itron.allowdoes not exist. An empty list
indicates that any user can schedule jobs.

If neither of these files exist, any user can schechae(C) jobs. If both of these files exist,
cron.allowtakes precedence.

The following steps describe how to use authorize users to sctam{C) requests:

Step 1. RurscoadminADM).
Step 2. Selecdystem= Cron Manager.
Step 3. Selecscheduled= Default to set the permissions for all users. Select

Allow or Denyto permit or deny schedule requests.

Step 4. Selecdcheduled= Userto set the permissions for a specific user. Enter the
user’s name, or pregg for a list and select a name. Then sefdltiw or
Deny to permit or deny schedule requests.

Step 5. Presgj to exit theCron Manager.

4-21



Managing Processes

4.4 Lesson Summary

Processes comprise a large portion of system operation. From time to time you will need to
terminate hung processes so that a user can resume working. You can also schedule jobs to
automate routine administration tasks.

Review questions

1. What is the difference between a program and a process?

2. Why is it preferable to udell -15 instead okill -9 ?

3. Why should you save yoaron entries in a separate file suchcasntab.e@
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4.5 Lab: Scheduling Processes

In this lab you will schedule tasks to run automatically.

4.5.1 Overview

Log in assysadm1l View your currentron(C) file. Then create scheduled tasks to:
e Search for and remove angrefiles at 5:00pm each day

e Mail the last 50 lines ofusr/adm/messagdse root at 8:30am on Mondays

4.5.2 Procedure

Step 1. List the contents of the curreran(C) file:
crontab -l
Step 2. Use thénd (C) command to write theron(C) entry to search for core files

and remove them:
find / -name core -exec rm {} \; 2>/dev/null

Step 3. Use th&il (C) command to write theron(C) entry to mail the last 50 lines
of /usr/adm/messagés root:

tail -50 /usr/adm/messages | mail root
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4.6 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

cron(C)
crontab(C)
kill (C)
ps(C)

scoadminADM)

Relevant files

Executes commands schedulecchyntab(C)

Schedules commands to be executed at regular intervals
Sends a kill signal to a process

Displays information about active processes

Invokes SCOadmin applications (in this lesson,@nen
Manager and theSystem Time Manage)

$HOME/crontab.eg
/usr/lib/cron/cron.allow

{usr/lib/cron/cron.deny

Suggested file containing a useci®n(C) requests
Contains a list of users allowed to subaoman(C) requests

Contains a list of users explicitly denied the ability to submit
cron(C) requests
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4.7 Answers to Excercises and Review Questions

This section provides suggested answers to the exercises and review questions.

Exercise: Specifying cron(C) jobs

Thecron(C) entry looks like:

30 23 * * 6 tail /usr/adm/syslog | mail root

Review questions

1. The difference between a program and a process is that a program is an executable file in
the filesystem, while a process is an instance of a program which is currently executing.

2. ltis preferable to uddll -15 instead okill -9 becausemany processes will
trap a signal 15 and remove any temporary files before exiting. Signal 9 cannot be
trapped, and any temporary files created would not be deleted.

3. You should save yowron entries in a separate file suchcagntab.egoecause, if you
accidentally delete theron(C) entry, you can resubmit it using the fi@ntab.eg
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Lesson 5

Workin g with Filesystems

Introduction

A filesystem is a structure that allows UNIX to store and access files and directories. Unless
you make a filesystem available to your users, they cannot access any of the information
stored on it. If a filesystem becomes damaged, you will be unable to access any of its data
until it has been repaired. If a filesystem fills up, performance degrades and users may not
be able to save their work. Maintaining filesystems ensures that users can access the
programs and data needed for their jobs.

Objectives

This lesson shows you how to manage and repair filesystems. By the end of this lesson, you
will be able to:

Understand filesystem basics
Use different filesystem types
Mount and unmount a filesystem
Repair a non-root filesystem
Monitor filesystems

Locate and manage user files

Manage system log files and temporary directories
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5.1 Understanding Filesystem Basics

Understanding what a filesystem is will help you manage user data effectively. Filesystems
must be handled properly to prevent data corruption, and different types of filesystems have
different capabilities.

Although a user sees all data organized as a single hierarchical directory structure, that
directory structure consists of more than one filesystem.

A UNIX filesystem is a data structure which stores files. All files in the UNIX hierarchical
directory structure are stored in filesystems. Filesystems hold all regular, special, and
directory files, as well as the information needed to locate and access them.

A filesystem contains files much as a library bookshelf holds books. Like bookshelves,
filesystems can fill up—and once a filesystem is full, it cannot hold any more data.

Permanent filesystems can reside on hard disks, floppy disks, and CD-ROMS. RAM
filesystems are not permanent; they disappear along with their contents when you turn off
the system

Filesystems must bmountedo be available for use.
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5.2 Using Different Filesystem Types

Different types of filesystems have different capabilities, which may affect how you use
them. In most cases, you control the types of filesystems used; the one exception is CD-
ROMs. Knowing the types of filesystems supported will allow you to determine whether the
system can use a particular CD-ROM.
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5.2.1 Disk filesystems

Following is a list of features available in the various disk filesystems:

Increased throughput Caching techniques increase the data throughput of your
computer
Data compression Allows you to store more data in a filesystem. Compression

occurs real-time and is transparent to users.

Checkpointing Updates the disk from the buffer cache. If your system
experiences a system error, checkpointing will reduce the
likelihood that the filesystem will need to be checked and
repaired when rebooting the system.

Logging Reduces the system downtime normally incurred when
cleaning a large filesystem. All filesystem activity is logged
so in the event of an abnormal shutdown, the log is used to
track areas of the disk which need to be cleaned. This reduces
time spent on checking and cleaning the filesystem to a few

seconds.

Versioning Allows users to undelete a file

Long filename Older filesystem types supported filenames up to 14
characters in length. Newer filesystem types support longer
file names

Symbolic links Allow you to link directories and files across different
filesystems. Older filesystem types do not support symbolic
links.
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5.2.2 DOS filesystems

Any MS-DOS® primary partition or disk is also a filesystem recognized by an SCO
OpenServer system. These DOS structures can be mounted into the hierarchical directory
structure like any other filesystem. Note that you cannot mount a compressed DOS partition.

5.2.3 Viewing filesystem information

The following steps describe how to view the filesystem types:
Step 1. RurscoadminADM).
Step 2. Seledtilesystems= Filesystem Manager
A list of known filesystems appears. Note which ones are mounted.
Step 3. Selec¥iew = Filesystem Type
Step 4. Seledtlost = Exit to exit theFilesystem Manager

You can also use thstyp(ADM) command to view the filesystem type of a specified
filesystem:

fstyp /dev/root
As root, use thenount(ADM) command to identify mounted filesystems:

mount

Exercise: Viewing the current filesystems

View the current filesystems. What type is each?

5-11



Working with Filesystems

AV 5-5
e Mounting a Filesystem N\
ROOT (/) FILESYSTEM
| | |
Ibin Idev ... Imnt e Itmp

Iu

I

1? | |

/u FILESYSTEM
FLOPPY FILESYSTEM

\531-0405 ©The Santa Cruz Operation, Inc. 4-5 /

5-12 SCO OpenServer Release 5 Administration I: User Services



Mounting and Unmounting a Filesystem

5.3 Mounting and Unmounting a Filesystem

Filesystems allow easy expansion of the hierarchical directory structure because storage can
be added to the system in a completely seamless manner. For example, if you want to make
a CD-ROM available to users, the filesystem on it will appear within the existing directory
structure. The user will not even be able to distinguish between data on the CD-ROM and
data on the hard disk.

Before a user can access data in a filesystem, it must be incorporated into the existing
directory structure. This process is knowmasintinga filesystem.

5.3.1 Mounting a filesystem

Most permanent filesystems are mounted at boot time. Floppy and CD-ROM filesystems are
mounted on occasion and only when the media is in the proper drive. When you mount a
filesystem, you are attaching it to the current directory structure. You must have the
following two pieces of information:

e The device file associated with the filesystem

e The existing directory to which you will mount the filesystem, known asthent point

5.3.1.1 Filesystem device files

Each filesystem has an associated device file. Some of the common filesystems are listed
below with their respective device files:

root filesystem /dev/root
/u filesystem /dev/u
Primary floppy disk /dev/fdO
Primary CD-ROM dev/cdO

5.3.1.2 Mount point

A mount point is an existing directory. When a filesystem is mounted, the directory entry for
the mount point is redirected to the raftdirectory of the filesystem.

If the mount point directory contains any files, you will not be able to access those files as
long as a filesystem is mounted to that point. Specify the mount point as an absolute
pathname. Ideally, the mount point should always be an empty directory.
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The following steps describe how to mount a filesystem:

Step 1.
Step 2.
Step 3.
Step 4.

Step 5.

RurscoadminADM).

Seledtilesystems= Filesystem Manager
Select the filesystem you want to mount.
Seled¥lount = Mount.

Seledtost = Exit to exit theFilesystem Manager

You can also use thmount(ADM) command to mount a filesystem:

mount /dev/

filesystem_device mount_point

Themount_poindirectory does not need to exist immediately under the fodir€ctory.
Any subdirectory can be a mount point.

A CD-ROM filesystem must be mountedraad-only For example, to mount a CD-ROM
using the primary drive to thenntdirectory, you would use the following command:

mount -r /dev/cdO /mnt

Exercise: Mounting a floppy disk filesystem

Mount the floppy disk filesystem to theantdirectory.

5.3.1.3 Why mounting may falil

If 2 mount operation fails, check for the following situations:

e Have you specified a non-existent device file or mount directory?

e |If mounting a floppy disk or CD-ROM, is the media in the drive?

e Are you or someone else in the mount directory or using a file in the mount directory?
Usefuser(ADM) to determine if anyone is using the directory:

fuser -u /mount_point
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This command normally displays the process ID of any process accessing that directory.
The-u option also displays the user who owns the process. Udautloption to display
the user and to send a kill signal to the process.

5.3.2 Unmounting a filesystem

To unmount a filesystem, no one can be using it. That means that user, including the root
account, should have the mount point directory or any of its subdirectories as the present
working directory. Also, no one should be using any of the files in the filesystem.
Usefuser -u  to determine if anyone is using the filesystem:

fuser -u /dev/filesystem_device

The following steps describe how to unmount a filesystem:

Step 1. RurscoadminADM).

Step 2. Seledtilesystems= Filesystem Manager

Step 3. Select the filesystem you want to unmount.
Step 4. Seledlount = Unmount.

Step 5. Seledtost = Exit to exit theFilesystem Manager

To unmount a filesystem from the command line, use one of the follayanmoynt(ADM)
commands:

umount /dev/filesystem device
or

umount mount_point

Exercise: Unmounting a floppy disk filesystem

Unmount the floppy disk filesystem, then mount it again tdnimg directory.
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5.4 Repairing a Non-root Filesystem

If a filesystem becomes corrupt, you must repair it before you can use it safely. If the
filesystem mounts during startup, the system normally is configured to check and repair it
before mounting it. You would need to check the filesystem manually under the following
conditions:

® The filesystem is not mounted during startup

® The filesystem is configured to be mounted during startup, but the system is not
configured to check it

5.4.1 Causes of filesystem corruption

When a filesystem becomes corrupted, either the actual data or the structures used to locate
the data become damaged. Several situations can cause filesystem corruption:

e Hardware failure

e Program failures; for example, an error occurs that causes a program to fail, possibly
resulting in data loss

e System crash
e Power failure
e Improper shutdowns

The last two are the most common causes of filesystem corruption.

5.4.2 The lost+found directory

While repairing a filesystem, the system will attempt to recover any lost files and put them
in thelost+founddirectory located in each filesystem. After a filesystem repair, check this
directory for lost files.
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5.4.3 Repairing a non-root filesystem manually

WARNING! Do not perform this procedure on the root filesystem.

The following basic steps must occur to manually repair a filesystem:

Step 1. Unmount the filesystem.
Step 2. Repair the filesystem.
Step 3. Mount the filesystem.

If the filesystem is already mounted, you can usd-lesystem Managerto unmount the
filesystem, repair it, and mount it again. Perform the following steps:

Step 1. RurscoadminADM).

Step 2. Seledkilesystems= Filesystem Manager

Step 3. Select the filesystem that you want to repair.

Step 4. Seledlount = Check and Repair= Selected Filesystem

Note: If you want to check a filesystem not listed, select
Check and Repair= Other Local Filesystem Then, enter the filesystem

device file.
Step 5. Select eithétll or Fastchecking.
Step 6. Do one of the following:

e SelectAutomatic Repair if you want the system to automatically repair
any filesystem problems

e SelectDo Not Repairif you do not want the system to automatically
repair any filesystem problems

Step 7. SeledDK to start the check. ARsck Statuswindow appears to report
progress.

Step 8. Selec€losewhen complete to exit tifesck Statuswindow.

Step 9. Seledtlost = Exit to exit theFilesystem Manager
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If the filesystem was mounted prior to checking, the system will unmount the filesystem,
check and repair it, and mount it again. If the filesystem was not mounted prior to checking,
the system will simply check it. You must mount it to make the data available.

Use thefsck(ADM) command to check and repair the filesystem from the command line.
Cleaning the filesystem may not fix everything. Save the output in case it is needed later for
analysis.

umount /dev/  filesystem _name

fsck -y /dev/ filesystem_name 2> log_file

mount /dev/  filesystem_name | mount_point
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Exercise: Repairing a floppy disk filesystem

Check and repair the floppy filesystem.
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5.5 Monitoring Filesystems

When a filesystem comes close to being full, performance will start to suffer. If the
filesystem actually fills up, users and programs will not be able to save any data to that
filesystem. You should never allow a filesystem to completely fill up. Before that occurs,
you should either increase the size of the filesystem or delete unnecessary data. As the
system administrator, it is your responsibility to keep track of filesystem usage for proper
planning.

5.5.1 Determining filesystem free space

The first statistic you should check is overall usage. The following steps describe how to
check the free space on all of the mounted filesystems:

Step 1. RurscoadminADM).
Step 2. Seledtilesystems= Filesystem Manager
Step 3. Selecd¥iew = Disk Usage

Note that the list displays the total size of each filesystem, the number of
megabytes used, the number of megabytes free, and the percentage of
filesystem used.

Step 4. Seledtlost = Exit to exit theFilesystem Manager

To check the free space from the command line, uséf(g command:

df -kv

The-k option displays size in 1KB blocks. Theoptionreports the percent of used blocks
as well as the number of used and free blocks.

SCO OpenServer filesystem performance will begin to degrade when filesystem free space
drops below 15%.
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Exercise: Determining free space on a filesystem

Determine how much free space is on each of the filesystems.

5.5.2 Determining the size of a directory

If a filesystem is close to being full, you may want to determine if a particular directory
seems inordinately large. This may help you determine if there are some files you can
remove that will free up space.

Use thedu(C) command to locate the directories using the most disk space:
du /| sort -nr | head

The-n option sorts by numeric value. Threoption reverses the order of the sort.

Exercise: Identifying the largest directories

Determine the ten largest subdirectories on the system.
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®
® SIZE IN 512 BYTE BLOCKS
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5.5.3 Determining disk usage by user

If a filesystem is close to full, you may want to check how much space each user is
occupying. If a few are using an inordinate amount of space, you might request that they
clean up their files.

Use thequot(ADM) command to determine space used by each user:

quot /dev/  filesystem_name

Exercise: Determining disk usage

Determine disk usage by user for thdilesystem:

quot /dev/u
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5.6

Locating and Managing User Files

Throughout normal operation, both users and programs will save files to a filesystem. Most
of these files are normal data files, but some magobefiles, created when a program
failed. You can maintain free disk space by periodically deleting these files.

Additionally, when you remove a user account, you need to decide what to do with files
owned by that user. You can transfer ownership to another user or delete the files. Ignoring
them may use valuable free space.

You also may want to track large files as a way to manage free space. If an individual file is
growing, or if there is an increasing number of large files, you may need to adjust your
filesystem organization to compensate for usage.

In any of these situations, tfiad (C) command will help you manage user files.

5.6.1 Finding large files

Use thefind command with thesize+n option (the size of the file in 512-byte blocks) to
find files larger than a specific size:

find / -size + n -print

5.6.2 Finding files by owner

Use thefind command with theuser option to find files owned by a specific user:

find / -user username -print

5.6.3 Finding and removing core files

A corefile is created when a program aborts either from an error or from receiving a “quit”
signal from a userg=]\ orkill -3 ). The file is always nametbre, and it contains a

copy of the terminated program.

You can find and automatically delete core files usindititg(C) command:

find / -name core -exec rm {} \;

Use the-ok option if you would rather be prompted before deleting each file:

find / -name core -ok rm {} \;
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Exercise: Deleting core files

First, create aorefile using thesort(C) command:

sort /etc/termcap

While the command is running, pressj\. Now use thdind (C) command to
delete allcorefiles on the system.

find / -name core -exec rm {} \;
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5.7

Managing System Log Files and Temporary Directories

The SCO OpenServer system maintains several log files that contain information about
system usage. When new information is generated, the system appends it to the appropriate
log file, preserving the previous contents of the file. Because some log files can rapidly
become quite large, you should check these files periodically and, if necessary, clear them
by deleting their contents.

A temporary file contains data created as an intermediate step during execution of a
program. This file may be left behind if a program encountered an error or a user stopped it
prematurely. In most cases, the user has no use for temporary files, and you can safely
remove them.

5.7.1 Clearing key system logs

You may want to print or archive a log before clearing it. Do not delete a log file because the
file ownership and permissions may change when it is recreated. Also, deleting the file only
removes the symbolic link, not the actual data. Instead, do the following:

> log_filename

Some of the main system-wide log files that grow quickly are:

letc/wtmp Account records
/usr/adm/messages System messages log
/usr/adm/syslog System events log
/usr/spool/lp/admins/Ip/logs/* Printer logs

5-30

SCO OpenServer Release 5 Administration I: User Services



Managing System Log Files and Temporary

5.7.2 Clearing key temporary directories

The main system-wide temporary files are:
e lost+found(for each filesystem)

e /tmp

e /usr/tmp

Check these directories periodically and remove older files.
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5.8

Lesson Summary

Filesystems store all of the data and programs used on the system. As an administrator, you
will have to mount filesystems to make the data available. When a filesystem becomes
corrupt, it must be cleaned before using it again.

Finally, monitoring and managing disk space assures that the system can continue to support
your users’ work. Upgrade the disk space before it fills to capacity.

Review questions

1. What must occur before a user can access the files on a filesystem?

2. Which filesystems support long filenames?

3. List three situations that might cause a mount command to fail.

4. If the system is cleaning the fllesystem, in what directory will recovered files be
stored?

5. Which command will show how much space each user is utilizing on a filesystem?

6. How would you find every file on the system that is larger than 3MB?

7. What happens when you delete a log file?
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5.9 Lab: Working with a Floppy Disk Filesystem

This lab emphasizes the difference in a directory when a filesystem is mounted to it.

5.9.1 Overview

If the floppy filesystem is still mounted, unmount it. Cdpgr/pub/ascito /mntand write
down the contents dinnt Mount a floppy disk filesystem fonnt Copy/etc/motdto that
filesystem and write down the contentdmmiht Unmount the floppy filesystem and record
the contents oimnt Compare the contents fmntwhen the floppy filesystem is mounted
and when it is not.

5.9.2 Procedure

In the following procedure, you will unmount the floppy disk filesystem (if it is mounted),
copy a file tomnt and record the original contents of that directory. Next, you will mount
the floppy disk filesystem, copy a different file/tant, and record the contents. Then, you
will unmount the floppy disk filesystem, examine the contentsnat and compare the
directory listings.
Step 1. Use thamount(ADM) command to unmount the floppy disk:

umount /mnt
Step 2. Copyusr/pub/asciito /mnt

cp /usr/pub/ascii /mnt

Step 3. Obtain a directory listing hntand record the output.
| /mnt
Step 4. RurscoadminADM).
Step 5. Seledtilesystems= Filesystem Manager
Step 6. Seled¥lount = Add Mount Configuration = Local.
Step 7. Entefdev/fd0 for Device File /mnt for Mount Point, and selecNow

for When to Mount.

Step 8. Verify thaAt System Startupis notselected foWWhen to Mount.
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Step 9.

Step 10.

Step 11.

Step 12.

Step 13.
Step 14.
Step 15.
Step 16.
Step 17.
Step 18.

Step 19.

Step 20.

SeleddK.

Seledtost = Exit to exit theFilesystem Manager

Copyetc/motdto the floppy disk filesystem:
cp /etc/motd /mnt

Obtain a directory listing fmhntand record the output:
| /mnt

RurscoadminADM).

Seledtilesystems~ Filesystem Manager

Select thidev/fdOfilesystem.

Selednmount.

Selectesto verify the operation.

Seledtost = Exit to exit theFilesystem Manager

Obtain a directory listing fmhntand record the output:

| /mnt

Compare the directory listings from Step 3, Step 12, and Step 19.
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5.10 Relevant Commands, Files, and Syntax

The following commands and files were presented in this lesson.

Relevant commands

df(C)

du(C)

find (C)
fsck(ADM)
fstyp(ADM)
fuser(ADM)
mount(ADM)
quot(ADM)

scoadminADM)

umount(ADM)

Relevant files

Reports number of free disk blocks

Summarizes disk usage

Find files

Checks and repairs filesystems

Determines filesystem type

Identify processes using a filesystem or directory
Mounts a filesystem

Summarizes filesystem ownership

Invokes SCOadmin applications (in this lesson, the
Filesystem Manage}

Unmounts a filesystem

letc/wtmp
/usr/adm/message

/usr/adm/syslog

Accounts record file
System messages log file

System events log
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5.11 Answers to Review Questions

This section provides suggested answers to review questions.

Review questions

1.

2.

3.

Before a user can access the files on a filesystem, the filesystem must be mounted.
The HTFS, DTFS, EAFS filesystems support long filenames.

Three situations that would cause a mount command to fail are: specifying a non-
existent device file or mount directory, mounting a floppy disk or CD-ROM without the
media in the drive, or someone is either in the mount directory or using a file in the
mount directory.

If the system is cleaning the filesystem, recovered files will be stored in
/ul/lost+found

Thequot(ADM) command shows how much space each user is utilizing on a
filesystem.

To find every file on the system that is larger than 3MB, enter:
find / -size +6144 -print

When you delete a log file, you delete the symbolic link to the file. The information is
still in the filesystem.
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AV 6-1

/

\531—0501

o Work with floppy disks
e Work with tape drives
o Transfer data to tape or disk using the tar(C)

Working with Disks and Tapes N\

and cpio(C) commands
Transfer data to and from a DOS disk

©The Santa Cruz Operation, Inc. 5-1
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Lesson 6

Workin g with Disks and Tapes

Introduction

There are times when you may want to copy one or more files to another system. If the two
systems are not networked together, the easiest way to do this is to copy the files to a floppy
disk.

There are also times when you may want to duplicate one or more directories on another
system. If the amount of data is large, it may require a large number of diskettes. An easier
way to accomplish this would be to transfer the data by tape.

Objectives

This lesson covers all of the common ways to transfer data using both floppy disks and
tapes. By the end of this lesson, you will be able to:

e Work with floppy disks
e \Work with tape drives
e Transfer data to tape or disk using tag(C) andcpio(C) commands

e Transfer files to and from a DOS disk
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AV 6-2
f Floppy Disk Device Names \
48ds9 360 KB 5.25-inch
96ds15 1.2 MB 5.25-inch
135ds9 720 KB 3.5-inch
135ds18 1.44 MB 3.5-inch
135ds36 2.88 MB 3.5-inch
Examples:
Floppy Disk 0 3.5-inch  1.44 MB /devirfd0135ds18]
Floppy Disk1 5.25-inch 1.2MB /devirfd196ds15]
\531.0502 6The Santa Cruz Operation, Inc. 52 )
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6.1 Working with Floppy Disks

To transfer data using floppy disks, follow these guidelines:
e You must know the correct device file to use for a specific floppy disk

e |If you receive a floppy disk with data, you must know how the data was transferred to
the disk

e |If you are going to transfer data to a floppy disk, you must format the disk before using it

6.1.1 Identifying floppy device names

The standard UNIX data transfer commands use device files. Each type of floppy disk uses
a different device file:

5Y%-inch 1.2MB floppy disks /dev/rfd096ds1%r /dev/rfd196ds15
3%-inch 1.44MB floppy disks /dev/rfd0135ds18®r/dev/rfd1135ds18
3%-inch 2.88MB floppy disks /dev/rfd0135ds36r /dev/rfd1135ds36
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AV 6-3

f Determining the Type of Floppy Disk \

# dtype /dev/r£d0

/dev/r£d0 : tar format

sa1-0503 ©The Santa Cruz Operation, Inc. 53

\_ /
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6.1.2 Determining a disk media type

Use thedtype(C) command to determine what type of data a floppy disk contains:
dtype device name

This command recognizes any of the following data types:

e UNIX filesystems

e DOS diskettes

e tar(C) archive

e pio(C) archive

e backup(ADM) archive

Exercise: Examining a floppy disk

Determine the type of data stored on the floppy disk(s) provided by the
instructor.
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AV 6-4
f Formatting a Floppy Disk \
File Edit Yiew Options Tools ﬂelp-li
3.5 Disk 5.2 isk Printer
i&] EDfusrlibiX11/IXI%DesktopitoolsiDevices.ts : 3 icons shown (2 hi SCO
\531—0504 ©The Santa Cruz Operation, Inc. 54 /
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6.1.3 Formatting a floppy disk

You must format a new floppy disk before you can use it. The following steps describe how
to format a floppy disk from the SCO Desktop:

Step 1.

Step 2.

Step 3.
Step 4.
Step 5.

Step 6.

Selectools = Toolsheds= Devices

Click and hold on the appropriate disk (use the right mouse button if your
mouse is configured as a right-hand mouse; use the left mouse button if your
mouse is configured as a left-hand mouse).

Seledformat.

Insert the floppy disk when prompted.

Presge .

Presg= again when complete.

You can also format a floppy disk from the command line usinéptineat(C) command.
For example, to format a 1.44MB disk in the primary floppy drive, enter:

format /dev/rfd0135ds18

Exercise: Formatting a floppy disk

Format a floppy disk. How doetype(C) identify the disk?
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AV 6-5

\531 -0505

f Types of Tape Drives \
DEVICE TYPE
/dev/xct0 Cartridge tape controller
/dev/erct0 Error correcting cartridge tape
/dev/nrct0 No rewind cartridge tape
/dev/rct0 Cartridge tape
/dev/rStp0 SCSI tape
/dev/rctmini Mini cartridge tape
/dev/rft0 QIC 40 floppy tape

©The Santa Cruz Operation, Inc. 5.5
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6.2 Working with Tape Drives

To transfer data using tapes, follow these guidelines:

® You must know the correct device file to use for a specific tape drive

e |If you receive a tape with data, you must know how the data was transferred to it
Computer tapes share some of the same limitations as audio tapes. The tape can develop
slack, which can lead to data errors. Tapes need to be rewound before you can access data
on them. Just as you can format floppy disks to remove data, you may need a way to erase

the data from tapes.

This section addresses these preparatory steps.

6.2.1 Identifying tape device names

Before you can use a tape drive, you must know the proper device file to use. The common
tape drives and their respective device files are listed below:

Cartridge /dev/rctQ /dev/nrctQ /dev/xctO
SCSI Cartridge or DAT /dev/rStpQ/dev/nrStpQ/dev/xStp0
Mini Cartridge /dev/rctminj /dev/nrctminj /dev/xctmini

For each type of tape drive, notice the three device files. Each of the three are described

below:

/dev/r (haracter device file that rewinds upon closing. This is the most commonly
used file.

/devinr (haracter device file that does not rewind upon closing. This is the device
used to append data to a tape.

/dev/x @ntrol file used byape(C). Data cannot be transferred using this file. This

file accesses the tape controller.
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6.2.2 Working with tapes

You can retention, rewind, or erase tapes usingaipe{C) command. Depending upon the
type of tape drive you have, there are also some other options available. To find out which
options are available, enter the following command:

tape

You can use theape command with any tape device. The default tape device is stored in
/etc/default/tape

Exercise: Viewing /etc/default/tape

Determine the default tape drive:

more /etc/default/tape

Use the tape command as follows:

e To retention a tape using the default tape drive, enter:
tape reten

e To rewind a tape using the default tape drive, enter:
tape rewind

e To erase a tape using the default tape drive, enter:
tape erase

e To use a tape drive other than the default, specify the appropriate device file at the end
of the command. For example, to retention a tape using a cartridge tape drive, enter:

tape reten /dev/rctO
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6.3 Transferring Data to Tape or Disk

The two major transfer utilities atar (C) andcpio(C). Both commands can copy files and
directories. Both also have advantages and limitations. This section addresses when and
how to use these commands.

6.3.1 Absolute versus relative pathnames

You can specify files to transfer by using either absolute or relative pathnames. The method
you use to create an archive affects how you restore data from that archive.

6.3.1.1 Absolute pathnames

When using absolute pathnames, you specify the file location relative to thA root (
directory.

The default behavior when restoring the file is to place it in the original location in the
directory tree. For example, when you archiv&/pub/ascii you can create the archive
from within any directory. You can also restore the file from any directory, and the file is
placed infusr/pub

You can override absolute pathnames during a restore.

6.3.1.2 Relative pathnames

When using relative pathnames, you specify the file location relative to the current working
directory.

The default behavior when restoring the file is to place it in a location relative to the current
working directory. For example, your current directonjus/pub To specify a relative

backup, use/asciito designate the file. If you restore the file while inftingpdirectory, the

file asciiis restored itmp.
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6.3.2 Transferring symbolically linked files

SCO OpenServer systems use a large number of symbolic links in the root filesystem. When
backing up an entire filesystem, this does not affect the procedure. However, consider the
following when backing up a single directory containing symbolic links:

e |If you just back up the directory containing the link, the default behavior is to back up
the link only, not the data

e With bothcpio(C) andtar (C), theL option backs up the actual data associated with the
link. However, if you restore the file, the link is broken and the data now exists in that
directory.

If you want to backup the actual data and preserve the links, you must back up both the
directory containing the symbolic link and the directory containing the actual data. In this
situation, do not use thHe option.
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AV 6-6
4 /etc/default/tar N\

# DEVICE BLOCK SIZE TAPE
archive0=/dev/rfd048ds9 18 360 n
archivel=/dev/rfd148ds9 18 360 n
archive2=/dev/rfd096dsl5 10 1200 n
archiveé=/dev/rfd0135ds18 18 1440 n
archive8=/dev/rStp0 20 0 v

archive=/dev/r£fd0135ds18 18 1440 n

\ DEFAULT tar DEVICE
©The Santa Cruz Operation, Inc. 56
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6.3.3 The tar(C) command

Thetar(C) command can archive only subdirectories that are within 17 levels of subnesting.
This command has the following advantages:
® |tis easyto use

e [t can override absolute pathnames when restoring files. In other words, you can specify
the final destination of a file even if the archive was created using absolute pathnames.

This command also has the following limitations:
e [t cannot be used to transfer special device files or empty directories
e |t does not support filename expansion for extracting data

e Data archives created witar (C) may be difficult to transfer to computer platforms
other than SCO OpenServer systems

Usetar unless you must transfer special device files or empty directories.
The default device used lbgr is specified inetc/default/tar This file also contains

references to other devicts can access. For exampégchive8  points to the primary
SCSI tape drive.

Exercise: Modifying the default tar(C) device

Edit/etc/default/tarso that the default device is the tape drive in your sysgem.
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AV 6-7

f tar(C) Options \

OPTION DESCRIPTION

\' Verbose (display output)

Follow symbolic links

Create archive

Append to archive

Table of contents

Extract from archive

Archive device in
/etc/default/tar

H(X = O r

©The Santa Cruz Operation, Inc. 5-7 /
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6.3.3.1 Copying data

Listed below are several examples of creating archives tai(Q):

e Create an archive dfisr/pubusing absolute pathnames. Store the archive on the default
device:

tar cv /usr/pub

e Create an archive dfisr/pubusing relative pathnames. Store the archive on the primary
floppy disk, identified asrchive6 in/etc/default/tar

cd /usr/pub
tar cv6 ./*

e Create an archive dfisr/pub Store the archive iimp/tarfile:
tar cvf /tmpl/tarfile /usr/pub

e Using relative pathnames, append the datateimotda symbolically linked file, to the
archive on the floppy disk:

cd /etc

tar rvL6 ./motd
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6.3.3.2 Viewing the contents of a tar(C) file

Usetar tv to view the contents of an archive:
tar tv
tar tve

tar tvf /tmp/tarfile
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6.3.3.3 Extracting data from a tar(C) archive

Listed below are several examples of extracting data frtan(&) archive.
® Restore the entire archive from the primary floppy disknygo

cd /tmp

tar xv6
® Restore just/motdfrom the primary floppy disk thusr/pub

cd /usr/pub

tar xv6 ./motd

® Restordusr/pub/ascifrom/tmp/tarfile. Override the absolute pathname and restore it to
tmp:

cd /tmp

tar xvAf /tmp/tarfile usr/pub/ascii
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AV 6-8

f cpio(C) Options \

Creating an Archive: (vocBL)

v Verbose

o Write archive out

c ASCII header (for moving to different
types of systems)

B Blocking factor set to 5KB

L Follow symbolic links

Extracting an Archive (vicdumB)
v Verbose
i Read archive in
ASCII header
Create directories as required
Copy unconditionally
Retain previous modification times

w3 ¢ a o

Blocking factor set to 5 KB

\531-0508 ©The Santa Cruz Operation, Inc. 5.8
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6.3.4 The cpio(C) command

Thecpio(C) command has the following advantages:
® |t copies device files and empty directories
e [t allows use of filename expansion on extraction

e |t offers an ASCII header option, making it more portable between different platforms
that offercpio

e |tis the only standard data transfer utility that accurately archives entire filesystems

e [t can override absolute pathnames when restoring files. In other words, you can specify
the final destination of a file even if the archive was created using absolute pathnames.

6.3.4.1 Copying data

Use theo option withcpioto create an archive. This command must receive a complete file
list from stdin to back up the data.

The easiest way to generate a current file list is to usenth@C) command. Usend -
depth so thatcpio restores files located in write protected directories.

Listed below are several examples of creating archivescpith
e Create an archive of the current directory. Store the archive on the primary floppy drive:
find . -depth -print | cpio -vocBL -O /dev/rfd0

e Create an archive dfisr/pubusing absolute pathnames. Store the archive on the
primary floppy drive:

find /usr/pub -depth -print | cpio -vocBL -O /dev/rfd0
e Create an archive of the filesystem. Store the archive on tape:
cd /u

find . -depth -mount -print | cpio -vocBL -O /dev/rctO
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6.3.4.2 Viewing the contents of a cpio file

Use the following command to display a table of contents émi@C) archive:
cpio -Bitcv -1/dev/ device_name

For example, use the following command to display the contentsmb archive on the
primary tape drive:

cpio -Bitcv -1/dev/rct0
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6.3.4.3 Extracting data from a cpio file

Listed below are examples of extracting files froepao archive:

e To extract all files from an archive created with absolute pathnames, enter:
cpio -vicdumB -l /dev/rfd0

e To extract a single file archived with a relative pathname, enter:
cd /usr/pub

cpio -vicdumB -I /dev/rfd0O ascii
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AV 6-9

f /etc/default/msdos I

/dev/install
/dev/installl
/dev/hd0d
/dev/hdld
/dev/install
/dev/installl

K XM O Q0 W Wp
I

©The Santa Cruz Operation, Inc. 59
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6.4 Transferring Data to and from a DOS Disk

SCO OpenServer systems also provide a variety of commands that allow you to manipulate
files on DOS diskettes without mounting the disks. If you are performing a few quick tasks
on the disk, you may find these commands quicker to use than mounting the disk or running
DOS Services.

6.4.1 DOS disk designations

You can use these DOS utilities by either specifying the UNIX device file or standard DOS
disk designations. You can find the DOS disk designations definettidefault/msdos

Exercise: Viewing DOS disk designations

View /etc/default/msdosNote that the primary floppy disk is identified as the
A drive.

6.4.2 DOS utilities

Listed below are the various DOS utilities and their functions.

doscat List the contents of a DOS file

doscp Copy a file to or from a DOS disk

dosdir List DOS directories in the DOBIR style
dosformat Format a DOS floppy

dosls List DOS directories in the UNIX systels(C) style
dosmkdir Make a directory on a DOS disk

dosrm Remove files from a DOS disk

dosrmdir Remove directories from a DOS disk

Refer to thedoscmdC) manual page for additional information.

6-27



Working with Disks and Tapes

Exercise: Copying a file to a DOS diskette

Copy/etc/motdto a DOS diskette in the primary floppy disk drive:
doscp /etc/motd a:
Confirm that the file has been copied:

dosdir a:

6.4.3 Copying data to DOS filesystems

SCO OpenServer systems enable you to integrate DOS applications and files. Although
DOS filesystems have a different structure than UNIX filesystems, you can mount them to
the UNIX directory structure as with any other UNIX filesystem. This provides two main
benefits:

® You can copy, move, rename, and delete files using the same commands as for UNIX
files, eliminating the need to learn special commands

® You can back up the files in the DOS filesystems using the same tools used to back up
UNIX filesystems

Listed below are two types of DOS filesystems and their respective device files:
e Existing DOS partitions on a hard diskdev/hd0d

e DOS formatted floppy disks+dev/fd0

Mounting and unmounting DOS filesystems is the same as for UNIX filesystems.
There are two restrictions to using mounted DOS filesystems:

® You cannot execute DOS files and applications from a mounted DOS filesystem; to do
this, you must run SCO Merge or boot DOS off the DOS partition

e You cannot use DOS utilities on a mounted DOS filesystem
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Exercise: Using a DOS filesystem

Mount a DOS floppy filesystem tonnt Copy/etc/motdto the DOS floppy.
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6.5 Lesson Summary

SCO OpenServer systems provide several ways to back up data to diskette or tape. Each
method has its advantages and limitations. The correct tool to use depends upon the job
being performed and upon your level of comfort with each tool.

Review questions

1. What is the device name for a 3.5-inch, 720KB diskette drive if it is the second diskette
drive in the system?

2. What type of tape device/dev/rStp@

3. What happens if you use theoption with thetar(C) command?

4. What are the benefits to mounting a DOS filesystem?
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6.6 Lab: Creating an Archive and Extracting Selected Files

In this lab, you use thepio(C) andtar (C) commands to create archives and extract selected
files from them.

6.6.1 Overview

Create a relative backup of thesr/pubdirectory to either tape or disk. Rename
/usr/pub/ascij then restoréusr/pub/asciifrom the archive.

Create a backup of thdevdirectory. Renam#lev/tty05 then restorédev/tty0O5from the
archive.

6.6.2 Procedure

The following steps describe how to create an archive and extract selected files:

Step 1. Move to thausr/pubdirectory:
cd /usr/pub
Step 2. Use thtar (C) command to create a relative backup of the directory:

e For a floppy disk, enter:
tar cvf /dev/rfd0 ./*
e For a cartridge tape, enter:
tar cvf /dev/rctO ./*
Step 3. Renamkisr/pub/ascii
mv ascii ascii.bak
Step 4. View thear (C) archive:
e For a floppy disk, enter:
tar tvf /dev/rfdO

e For a cartridge tape, enter:
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Step 5.

Step 6.

Step 7.

Step 8.

Step 9.

tar tvf /dev/rctO
Use thtar (C) command to extradtisr/pub/ascii
e From a floppy disk, enter:
tar xvf /dev/rfd0 ./ascii
e From a cartridge tape, enter:
tar xvf /dev/rctO ./ascii
Move back to the rodj (irectory.
cd/
Usingpio(C), create an archive of th@evdirectory:
e For a disk, enter:
find /dev -depth -print | cpio -ov -O /dev/rfd0
e [or atape, enter:
find /dev -depth -print | cpio -ov -O /dev/rctO
Disable and renanfaev/tty05
disable tty05
mv /dev/tty05 /dev/tty05.bak
View thepio(C) archive:
e For a disk, enter:
cpio -Bitvc -1 /dev/rfd0
e F[or atape, enter:

cpio -Bitvc -1 /dev/rctO
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Step 10. Usingpio(C), restorddev/tty05

From a disk, enter:
cpio -ivmu /dev/tty05 -1 /dev/rfd0
From tape, enter:

cpio -ivmu /dev/tty05 -1 /dev/rctO
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6.7 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

cpio(C)
doscp
dosdir
dtype(C)
find (C)
tape(C)

tar(C)

Relevant files

Copies archives

Copies a file to a DOS diskette
Displays the contents of a DOS diskette
Determines the format of data

Locates files

Maintains tapes

Copies archives

/etc/default/msdos
/etc/default/tape

/etc/default/tar

DOS command configuration file
Defaulttape(C) device

tar (C) device configuration file
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6.8 Answers to Excercises and Review Questions

This section provides suggested answers to the exercises and review questions.

Exercise: Formatting a floppy disk

The commanditype(C) identifies the newly formatted disk asrecognized data

Exercise: Scheduling an unattended backup

Thecron(C) entry would be as follows:

30 17 ** 2,4 Jusr/lib/sysadmin/cbackup 0 150000 /dev/rct0 \
/dev/boot

Review questions

1. The device name for a 3.5-inch, 720KB diskette drive, if it is the second diskette drive in
the system, igdev/rfd1135ds9

2. The tape devicklev/rStpQs the first SCSI tape drive in the system. Using this device
will cause the drive to rewind the tape upon completion of the task.

3. Thetar(C) command will back up the actual data associated with a symbolic link if the
L option is used.

4. Mounting a DOS filesystem has the following benefits: you can copy, move, rename,
and delete files using the same commands as for UNIX files, eliminating the need to
learn special commands; you can back up the files in the DOS filesystems using the
same tools used to back up UNIX filesystems.
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AV 7-1

f Filesystem Backups \

Organize and maintain filesystem backups
Manage backup schedules

Back up filesystems

Schedule unattended backups

Verify a filesystem backup

Restore files

Restore non-root filesystems
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Lesson 7

Filesystem Backups

Introduction

The most expensive component of any system is the data stored on it. Unlike hardware, lost
data is often irreplaceable. To protect this business critical information, routine backups are
essential. Maintaining systematic backups and restoring lost data is an important and
common task for system administrators.

Objectives

This lesson shows how to maintain backups that enable the restoration of a filesystem or
critical files. By the end of this lesson, you will be able to:

e Organize and maintain filesystem backups
e Manage backup schedules

e Back up filesystems

e Schedule unattended backups

e \ferify a filesystem backup

e Restore files

® Restore non-root filesystems
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7.1 Organizing and Maintaining Filesystem Backups

Filesystem backups are a copy of one or more filesystems saved on tape or diskette. Files
and filesystems can become damaged, resulting in data loss. Maintaining backups give you
the best chance of recovering data. Sometimes you may want to restore an older version of a
file, so you should retain more than the most current backup. To restore the correct data, you
must keep accurate records of the backups you create. This section addresses some of the
basic administrative details associated with maintaining good system backups.

7.1.1 Using different backup levels

Although there are a large number of user files that change on a daily basis, programs and
most system files tend to remain static. One way to save tape space and time spent
performing backups is to use incremental backups BHo&kup Manager supports three

levels of backups:

Level O Backs up every file in the filesystem

Level 1 Backs up every file created or modified since the last level 0 backup

Level 2 Backs up every file created or modified since the last level 1 or level O
backup

7.1.2 Using a backup schedule

The best protection against data loss is a systematic backup routirgadkug Manager

allows you to create a schedule in which you designate how often the system should perform
each backup level. For example, you can choose to perform a level 0 backup every two
weeks. You may then decide to perform a level 1 backup weekly and a level 2 backup daily.
A backup schedule provides the following benefits:

e Backups take as little time as possible

e Files that change regularly are backed up on a daily basis while more static information
is backed up less often

e Lost files can be recovered as quickly as possible
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7.1.3 Deciding when to back up filesystems

Back up a filesystem when the fewest number of users are logged into the system. This
provides the following benefits:

® The backup does not affect system performance during peak times of system use
® You have a better chance of avoiding problems caused by backing up the system while

users are modifying files. In fact, you may want to bring the system down to single-user
mode while performing a complete system backup.

7.1.4 Storing backup media

After creating your backups, store them in a secure, fireproof place so that you can use them
to restore your data in the event of a hardware failure or other system problem that causes
data loss. Consider archiving older tapes off-site for additional protection against any
disaster that could destroy the building, such as fire.

WARNING! Store your tapes in a secure location! If an unauthorized person can access
your tapes, any data on those tapes is no longer secure.

For correct retrieval, you should label the backups with the following type of information:
® System name

e Filesystem name

e Backup date

e Who performed the backup

e Backup method—Iist what utility was used to create the backup

e Specify the sequence on the volumes if the backup required multiple volumes. For
example, specify “1 of 3” to identify the first tape of a backup that required 3 tapes.

e Backup level

e Rotation date—the date that the tape can be reused

7-5



Filesystem Backups

7.1.5 Maintaining backup logs

Maintaining a written backup log book for each computer also helps you to keep your
backups organized. Your system maintains a backup history for scheduled backups;
however, if the online history is unavailable, you can use the written records to construct a
backup set from which to restore the system.

For each backup of the system, record the following:

e Filesystem name

e Backup date

e Who performed the backup

e Number of volumes required for the backup

e Backup level

e Any problems that occurred during the backup
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7.2 Managing Backup Schedules

A backup schedule helps you to perform systematic, routine backups. This section describes
how to maintain backup schedules.
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AV 7-2

e Adding a Backup Schedule N\

edule on lah1

Backup Schedule for lab1 /deviroot Filesystem
Perform Complete backup every |7 2| days
: =

Select days to perform Incremental backups:

Complete
Mo Backup
Mo Backup
Mo Backup
Mo Backup

Mo Backup

Mo Backup
—Incremental Backup Types:
Level 1 (files changed since last Complete backup)
Level 2 (files changed since last Incremental backup)

Today is Day 1 j Backup Options...l

-

OK | Cancel Help |

\531-0602 ©The Santa Cruz Operation, Inc. 6-2 /
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7.2.1 Creating or modifying a schedule

The following steps describe how to create a backup schedule:

Step 1.
Step 2.
Step 3.

Step 4.

Step 5.

Step 6.

Step 7.

Step 8.

Step 9.

Step 10.
Step 11.

Step 12.

RurscoadminADM).

Select thBackup Manager.
Select the desired filesystem.
Do one of the following:

e SelectSchedule= Add Filesystem Scheduléf there is no existing
schedule

e SelectSchedule= Modify Filesystem Schedulef a schedule exists

Enter how often the system should perform a complete backup (level 0). The
maximum interval is 35 days.

Click on a day in tHgelect days to perform incremental backup#st until
you see the desired backup option.You see a list showing all of the days
between complete backups.

Entell in theToday is Dayfield to begin your backup cycle with a
complete backup of the filesystem.

SeledBackup Options. Select the desired option for whether or not the
filesystem should be mounted.

Selec®ave Backup Contents Listdo maintain a history of all scheduled
backups. This history includes:

e The filesystem name
e The names of all files and directories backed up
® The backup date
® The backup level
SeleddK to leave the options menu.
Seled®K to save the schedule.

Seledilost = Exit to exit theBackup Manager.
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Exercise: Creating a backup schedule for the boot (  /stand) filesystem

Create a backup schedule for the boot filesystem. Assume Monday is dgy 1.
Perform a complete backup each Monday and a level 1 backup every Tlesday
through Friday. Do not perform a backup on Saturday or Sunday. Salext
Backup Contents Lists

7.2.2 Deleting a Schedule

The following steps describe how to delete an existing filesystem schedule:

Step 1.
Step 2.
Step 3.
Step 4.
Step 5.

Step 6.

RurscoadminADM).

Select thBackup Manager.

Select the desired filesystem.

SelecBchedule= Delete Filesystem Schedule
SeleddK to delete the schedule when prompted.

Seledtost = Exit to exit theBackup Manager
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7.3 Backing up a Filesystem

Even though a backup schedule has been created, you must still perform the backups. The
schedule does not mean that the backup occurs automatically; it specifies what type of
backup should run on any given day.
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f Running a Scheduled Backup \

Scheduled Backup on lab1

Scheduled: Complete backup of lab1.hands—on.com fdeviroot

Media Device: [SCST Tape Drive 4 /| Media Values...|

Start | Cancel| Help |

\531-0603 ©The Santa Cruz Operation, Inc. 6-3 /
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7.3.1 Running a scheduled backup

The following steps describe how to run a scheduled backup:

Step 1.
Step 2.
Step 3.

Step 4.

Step 5.

Step 6.
Step 7.
Step 8.

Step 9.

Step 10.

Step 11.

RurscoadminADM).
Select thBackup Manager.
Select the desired filesystem.
SeledBackup = Run Scheduled
The system displays the default backup media device.

Select the appropriate device if you are using a media device other than the
default.

Select oNledia Valuesto set the block and volume size for the media.
Selecstart.
Insert the appropriate media into the media device when prompted.

SeleddK to begin the backup. If the backup requires more than one disk or
tape, insert the next disk or tape when prompted and $2#ect

When complete, the system prompts you to verify the backup. If you select
Yes the system prompts you to insert the disks.

Seled®K when complete.

Seledilost = Exit to exit theBackup Manager.

If you skip a scheduled backup, tAackup Manager performs the highest level backup
that is due to run.
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f Examining a Backup History N\
Examine Backup Histary for Fil
Date Backup Type File List hMedia Type
05/07/35 Complete 'J\‘
'
Browse File List...
Close Help
\531—0604 ©The Santa Cruz Operation, Inc. 6-4 /
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7.3.2 Examining the backup history

If you are using incremental backups, you may not know when a file was last archived. It
may exist on one or more level 1 or level 2 backups. If you chose to maintain a backup
history, you can browse through these online logs to locate a particular file.

The following steps describe how to examine the backup history:

Step 1.
Step 2.
Step 3.

Step 4.

Step 5.

Step 6.
Step 7.

Step 8.

RurscoadminADM).
SeledheBackup Manager.
Select the desired filesystem.
SeledExamine = Backup History.

A screen displays all of the backups with the backup date, backup level,
whether or not a file list exists, and the backup media type.

Select a backup and seawse File List

You can see all of the files and directories that are on that backup. You can
also search for a specific file.

Seledtloseto exit the file list.
Seledtloseto exit the backup history.

Seledtost = Exit to exit theBackup Manager

Exercise: Backing up the boot fileystem

Perform a scheduled backup of the boot filesystem. Start the backup without
the media inserted. What error message do you get? Insert the media afd
perform the backup. Once the backup is complete, view the backup histdry for
this filesystem.
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7.3.3 Running an unscheduled backup

There are times when you may want to run an unscheduled, complete backup of a
filesystem. Whenever you are going to make major changes to the system, you should back
it up completely in case problems occur that result in data loss. Some examples of such
changes include the following:

e Adding any hardware to the system

e Changing the size of a filesystem or partition

e Reorganizing filesystems

The following steps describe how to run an unscheduled backup:

Step 1. RurscoadminADM).

Step 2. Select thBackup Manager.

Step 3. Select the desired filesystem.

Step 4. SeledBackup = Run Unscheduled= Selected Filesystem

Step 5. Select the appropriate device if you are using a media device other than the
default.

Step 6. Select oNedia Valuesto set the block and volume size for the media.

Step 7. Enter the starting directory (if desired) infnem Directory field.

Step 8. Selecstart.

Step 9. Insert the appropriate media into the media device when prompted.

Step 10. SeleddK to begin the backup. If the backup requires more than one disk,
insert the next disk when prompted and Seldct

Step 11. Selecteswhen prompted to verify the backup.

Step 12. Insert Volume 1 when prompted and sédctDo the same if prompted for
additional volumes.

Step 13. SeleddK when verification is complete.

Step 14. SeledK again after you receive the message that the backup is complete.
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Step 15. Seledilost = Exit to exit theBackup Manager.

The backup history contains only the logs for scheduled backups. If you want to examine
the contents of a specific tape, perform the following steps:

Step 1. RurscoadminADM).

Step 2. Select thBackup Manager.

Step 3. SeledExamine = Media Contents

Step 4. Select the appropriate media device.

Step 5. Selecstart. After reading the first volume of the backup, the system

displays a list of files and directories that are on that backup. You can also
search for a specific file.

Step 6. Seledtloseto exit the backup history.
Step 7. SeledCloseto exit the file list.
Step 8. Seledtost = Exit to exit theBackup Manager

Exercise: Backing up the /etc/default directory

Perform an unscheduled backupett/defaulton theroot filesystem. Verify
the backup, then view its contents.
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7.4

Scheduling an Unattended Backup

You can schedule automatic backups that occur during hours of low system use without
requiring that someone be present. This provides several advantages:

® Aslong as there is a tape in the drive, a backup occurs. You do not have to worry about
forgetting to back up the system.

® Since you can schedule the backup to occur during hours of low system use, the backup
does not have to impact system performance when there are many users on the system

e Since the backup occurs automatically, someone does not have to spend the time
monitoring the backup

Observe the following cautions when using unattended backups:

e For an unattended backup to succeed, a single day’s backup must fit on a single tape

® Be careful to replace the tape each day, or the automatic backup overwrites the previous
day’s archive. This means that you will not have any previous versions of the backup;
and if there is a disaster that destroys the system, it can also destroy your backup.

e The filesystem must be mounted before the backup occurs

e Only theroot account can back wgdl files with thecbackup(ADM) command

Unattended backups are created usio@ckup, which does the following:

® Bypasses the backup schedule for a particular filesystem

® Uses thecpio(C) command to create the backup

® Supports incremental backup levels

The syntax focbackupis:

{usr/lib/sysadmin/cbackup level vol _size  device filesystem

Volume size is expressed in KB. For example, to create a complete (level 0) backup of the
filesystem on a 150MB cartridge tape, you would use the following command:

/usr/lib/sysadmin/cbackup 0 150000 /dev/rctO /dev/u

Use thecron(C) command to run the backup at specified times.
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Refer toSCO OpenServer System Administration Guiterforming unattended
backups.”

Exercise: Scheduling an unattended backup

Before creating aron job, you should always test the command first to m
sure the syntax is correct.

Using thecbackup(ADM) command, perform a level 0 backup of the boot
(/dev/boo} filesystem.

If this executes correctly, log in as the usackup and submit &ron(C)

request to run this level 0 backup every Tuesday and Thursday at 5:30 p
careful that you do not overwrite any existing cron requests for this user.
to Lesson 3 for instructions on submittingran request.

ke

m. Be
efer
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7.5 Verifying a Filesystem Backup

You should verify the backups to ensure that the system can read the backup. Otherwise, you
might not find out about a problem until you are unable to recover data from a particular
backup. At the very least, periodically verify a backup upon completion and assume the
others are also valid.

The following steps describe how to verify a backup:

Step 1. Rurscoadmir(ADM).

Step 2. Select thBackup Manager.

Step 3. SeledBackup = Verification.

Step 4. Select the appropriate device if you are using a media device other than the
default.

Step 5. Insert the first volume when prompted and s€lEctDo the same if

prompted for additional volumes.

The verification displays discrepancies (if any) or a message that the backup

is OK.
Step 6. SeledDK.
Step 7. Seledtost = Exit to exit theBackup Manager
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Exercise: Verifying the last backup of the boot filesystem

Verify the backup created with tledackup(ADM) command.
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f

\531 -0605

Restoring a Backup

Restore to Date: |105/07/95 Destination...| Original location

Complete Backup Set Required:
Cate Backup Type File List hedia Type
05/07/9: Complete B

4 Complete Filesystem - Directories or Files  Seleci..

Start | Cancel

©The Santa Cruz Operation, Inc.

6-5
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7.6 Restoring Selected Files

There are times when you need to restore only a few files from a specific backup. A file may
have been accidentally erased or corrupted. Restoring the entire filesystem would overwrite
some current files, so you want to select the files to be restore@®ackep Manager

allows you to select the files to be restored and designate where to restore them.

The following steps describe how to restore selected files from a backup:

Step 1. RurscoadminADM).
Step 2. Select thBackup Manager.
Step 3. SeledRestore= From Backup History to restore files from a scheduled

backup. SeledRestore= From Current Media to restore from an
unscheduled backup.

Step 4. Select the appropriate media device.
Step 5. Do one of the following:
e Select Specified File# you want to type in a short list of files to restor.

e Seclect Files Selected from Media Lidb select the files from a list

Step 6. Insert the first volume of the backup when prompted.
Step 7. SeledDK. A list of files appears.
Step 8. Select the files you want to restore and salddt The selected files appear

in a list at the bottom of the window. If you want to remove a file from the
selected list, highlight the file and sel&#move You also can search for

specific files.
Step 9. SeledDK when you have completed the list of files to restore.
Step 10. Specify the destination directory. If you want to restore files to their original

directories, specify the roaof) directory.

Step 11. Sele@®tart. You can then verify the file list by selectingew Selected
Files.

Step 12. Verify the list and sele®K to start the restoration.

Step 13. Insert the first volume of the backup when prompted and G&lect
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The system sequentially restores the files, and prompts you for other backup
volumes, if necessary.

Step 14. Seled®K when the restore is complete.

Step 15. Seledilost = Exit to exit theBackup Manager.

Exercise: Restoring /etc/default/tar

Restorégetc/default/tarfrom the unscheduled backup of the directory
/etc/default

Next, restordunix to the directorytmpfrom the backup of thkoot
filesystem.

7-24 SCO OpenServer Release 5 Administration I: User Services



Restoring a Non-root Filesystem

7.7 Restoring a Non-root Filesystem

Although unlikely, sometimes a filesystem becomes so damaged that a complete restoration
is required. Or, you may have added a new hard disk and have to move the filesystem to it.
In either case, you must restore the entire filesystem.

The following steps describe how to restore a full filesystem:

Step 1. Rurscoadmir(ADM).
Step 2. Select thBackup Manager.
Step 3. Do one of the following:

e® SelectRestore= From Backup History to restore files from a
scheduled backup

e SelectRestore= From Current Media to restore from an unscheduled

backup
Step 4. Specify the appropriate media type.
Step 5. SeledComplete Contents of Mediaand designate the rodj flirectory as

the destination directory.

Step 6. Selecktart. A verification message appears.
Step 7. SeledDK.
Step 8. Insert the first volume of the backup when prompted and &&ect

The system restores the files and prompts you for other backup volumes, if

necessary.
Step 9. SeleddK when the restore is complete.
Step 10. Seledilost = Exit to exit theBackup Manager.
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7.8

Lesson Summary

Creating system backups is the only way to recover your system in case of either hardware
failure or accidental loss of data. SCO OpenServer systems provide a backup tool that
allows you to create complete as well as incremental backups. These backups allow you to
restore either entire filesystems or selected files.

Review questions

1. Why should you store backup tapes off-site from the location of the system?

2. How does saving the "Backup Contents Lists" benefit you?

3. Two days of scheduled backups were skipped, a level 1 and a level 2. Today’s backup is
a level 0. Which level backup will run today if you perform a scheduled backup?

4. What would be thebackup(ADM) command to perform a level 1 backup of the root
filesystem using the primary 250MB cartridge tape?

5. How often should you verify a backup?

6. List the steps to restore a single file from a scheduled backup.

7. List the steps to restore a complete non-root filesystem.
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7.9 Lab: Creating a Default Backup Schedule

Create a backup schedule to back up uHge'system regularly.

7.9.1 Overview

Create a default backup schedule for thigésystem. Perform a complete backup every 14
days, a level 1 backup on days 2 and 8, and a level 2 backup on all other days. Make sure
that you save the backup content lists.

7.9.2 Procedure

The following steps describe how to create a backup schedule to back wplésygtem

regularly:

Step 1.
Step 2.
Step 3.
Step 4.
Step 5.
Step 6.

Step 7.

Step 8.
Step 9.
Step 10.

Step 11.

RurscoadminADM).

Select thBackup Manager.

Select thei filesystem.

Selecdchedule= Add Filesystem Schedule

SePerform Complete Backupto 14 days.

Select once @ay 2andDay 8to perform a Level 1 Incremental backup.

Select twice dpays 3-7andDays 9-14to perform a Level 2 Incremental
backup.

Select oBackup Options
SelecAlways Mount FilesystemsandSave Backup Contents List.
SeleddK to close the “Backup Options” dialog box.

SeleddK to save the backup schedule. Do not Baitkup Manager.

Given the above schedule, if the system were to crash on the morning following the Day 10
backup, from which backups would you have to restore to completely recover the system?
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7.10 Lab: Backing up and restoring a filesystem

Run a scheduled backup of thdilesystem. Restore the entire filesystem.

7.10.1 Overview

Verify that the default media device is the tape drive. Perform a scheduled backupiof the /
filesystem.

7.10.2 Procedure

The following steps describe how to run a scheduled backup af fitesystem, then
restore the entire filesystem:

Step 1. SeledDptions = Set Default Device

Step 2. SeMedia Deviceto Tape.

Step 3. Select thei filesystem.

Step 4. Seleddackup = Run Scheduled

Step 5. Verify the Media Device and selStart.

Step 6. SeledRestore= From Backup History.

Step 7. Specify the appropriate media type.

Step 8. SelecComplete Contents of Mediaand designatai as the destination
directory.

Step 9. Start the restore process. Insert media as prompted.
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7.11 Relevant Commands

The following commands were presented in this lesson.

cbackup(ADM)
cron(C)
crontab(C)

scoadminADM)

Performs unattended incremental backups
Executes scheduled commands

Schedulesron(C) jobs

Invokes SCOadmin applications (in this lesson,Blaekup
Manager)

7-29



Filesystem Backups

7.12 Answers to Excercises and Review Questions

This section provides suggested answers to the exercises and review questions.

Exercise: Stopping the print service

Trying to print the file gives the following error message:
Can’t establish contact with the LP print service
Running thdpstat(C) command gives the following error message:

The LP print service isn’'t running or can’'t be reached

Exercise: Rejecting print jobs

Running thdpstat(C) command gives the following report:
laserl not accepting requests since DATE - printer
down, use laser2

Trying to print the file gives the following error message:

Requests for destination “laserl” aren’t being accepted

Exercise: Disabling a printer

The system accepts the print request.
Running thdpstat(C) command shows the waiting print request.

After the printer is enabled, the print service sends the waiting print job to the printer.
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Exercise: Promoting a print job

After the first two promotions:

e The print job that was originally last is now first in the queue

e The print job that was originally second-to-last is now second in the queue
After promoting the originally second-to-last print job again:

e The print job that was originally last is now second in the queue

e The print job that was originally second-to-last is now first in the queue

Exercise: Transferring print jobs

The job ID does not change when you transfer a print job to another queue.

Review questions

1. The print service performs the following tasks: receives files to be printed, schedules the
work of one or more printers, starts the programs that interface with specific printers,
tracks the status of print jobs, alerts you to printer problems, and issues error messages
when problems occur.

2. You should set up a printer to reject print requests when the printer is going to be
unavailable for more than one to two hours.

3. You should disable a printer when it is going to be unavailable for only a brief amount of
time.

4. Transferring a print job sends it to a different print queue. Promoting a print job places it
at the top of the current print queue.

5. You would want to limit access to a printer when you want to reserve that printer for a
highly specialized activity, such as printing forms or production-quality materials.

6. Check any of the following when a printer stops working: check your mail— error
messages that occur during printing are often mailed to the user who made the request;
uselpstat -t to view the status of the printing system—verify that the printer schedule is
running and that the printer is enabled and accepting requests; check the power and
cables to the printer; verify that the printer hardware is working by checking the printer
documentation for a self-test—switch the printer off and on again.
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f Managing Printers \

Manage the print service

Accept and reject print jobs
Disable and enable printers
Manage print jobs

View and change printer settings
Troubleshoot printer problems
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Lesson 8

Managing Printers

Introduction

After data transfer, printing is one of the most common functions that users perform.
Maintaining printers, print services, and print queues enables your users to print out reports
and other items required for their jobs.

This lesson describes how to manage print queues when bringing a printer down for
maintenance. It also shows you how to manage user print requests and how to configure
printers for specific functions.

Objectives

This lesson addresses the tasks required to manage printing services. By the end of this
lesson, you will be able to:

Manage the print service

Accept and reject print jobs
Disable and enable printers
Manage print jobs

View and change printer settings

Troubleshoot printer problems
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f Checking Printer Status \

$ lpstat -t

scheduler is running

system default destination: laserl

device for laserl: /dev/1lp0

laserl accepting requests since Fri Jan 13 17:22:45 1995
printer laserl is idle. enabled since Fri Jan 13 17:22:45 1995
available.
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8.1 Managing the Print Service

You control print services through tReinter Manager, which is located in thBrinters
folder inscoadminfADM). The Printer Manager allows you to control the operation and
configuration of specific printers and printer classes.

8.1.1 Defining the print service

The print service is responsible for performing the following tasks:

Receiving files to be printed

Scheduling the work of one or more printers

Starting the programs that interface with specific printers
Tracking the status of print jobs

Alerting you to printer problems

Issuing error messages when problems occur

When a user prints a file, a daemon process called the printer schipdaleedADM),

sorts the print requests and puts them into the designated printer queue. As soon as the
designated printer is ready for that print job, the scheduler runs an interface program to print
the file.

Use thdpstat(C) command to view the status of the various printers:

Ipstat -t | more
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f Stopping/Starting the Print Service \

System Print Ser

W Local/MetWare Print Service Enabled

—1 Remote UNIX Print Service Enabled

OK | Cancel| Help |
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Exercise: Determining printer status

View the status of the printers on your system.

8.1.2 Stopping the print service

The print service starts as soon as the system enters multiuser mode. Under normal
operation, you should never have to stop and start the print service manually. However,
sometimes you must stop the print service to clear up a problem.

The following steps describe how to stop the print service manually without stopping the
operating system:

Step 1. RurscoadminADM).

Step 2. Seled®rinters = Printer Manager.

Step 3. SelecBystem= Print Services

Step 4. Deselectdcal print service enabled If your system supports remote

printing, also desele®emote UNIX print service enabled
Step 5. SeledDK.
Step 6. Seledtlost = Exit to exit thePrinter Manager.
You can also use thpshut(ADM) command to stop the print service:

[usr/lib/lpshut

8.1.3 Starting the print service

The following steps describe how to restart the print service:

Step 1. RurscoadminADM).
Step 2. Seled®rinters = Printer Manager.
Step 3. SelecBystem= Print Services
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Step 4. Selectacal print service enabled If your system supports remote printing,
also selecRemote UNIX print service enabled

Step 5. SeledDK.
Step 6. Seledtost = Exit to exit thePrinter Manager.
You can also use tHpschedADM) command to start the print service:

{usr/lib/lpsched
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Exercise: Stopping the print service

Shut down the print service, and try to print a file. What is the error mesgage?
Runlpstat(C). What does it say?

Restart the print service. Ripstat(C) to ensure that the print service is
running.
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8.2 Accepting and Rejecting Print Jobs

Sometimes a printer needs major maintenance, possibly requiring a trip to the repair shop.
Maybe you are waiting for a toner cartridge that is on back-order. In such situations, you
want the print queue to reject print jobs so that users will know to send requests to another
printer.

8.2.1 Rejecting print jobs

The following steps describe how to stop a printer from accepting print jobs:

Step 1. RurscoadminADM).

Step 2. Seled®rinters = Printer Manager.

Step 3. Select the desired printer.

Step 4. Selecsettings= Control.

Step 5. Deseled&ccept new local jobsIf this printer accepts requests from remote

systems, also deselektcept new remote jobs
Step 6. SeledDK.
Step 7. Seledtost = Exit to exit thePrinter Manager.
You can also use theject(ADM) command to stop a printer from accepting print jobs:
reject  printername
Use the optionr to reject print jobs so that a reason will show up itpatat(C) report:
reject -r" reason " printername

Note that users will not see this message unless thdgstan(C).

8.2.2 Accepting print jobs

The following steps describe how to allow a printer to begin accepting print jobs:
Step 1. RurscoadminADM).

Step 2. Seled®rinters = Printer Manager.
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Step 3. Select the desired printer.
Step 4. Selecsettings= Control.
Step 5. SelecAccept new local jobs If this printer accepts requests from remote

systems, also sele&tcept new remote jobs
Step 6. SeledDK.
Step 7. Seledtlost = Exit to exit thePrinter Manager.

You can also use theccep{ADM) command to allow a printer to begin accepting print
jobs:

accept printername

Exercise: Rejecting print jobs

Reject print jobs, and provide a message that informs users to redirect gfint
requests téaser2

reject -r"printer down, use laser2" laserl

Runlpstat(C). What does it report? Try to send a print jolaserl What
message do you get?

Accept print jobs. Rufpstat(C) and note the difference. Try to print a file
laserl

J
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8.3 Disabling and Enabling Printers

Printers occasionally need routine checks and maintenance, such as replacing toner
cartridges or removing jammed paper. If the maintenance requires only a short disruption of
printing, disable the printer. A disabled printer continues to accept print jobs in its queue,
but does not print them until you enable it again.

If you disable the printer while it is in the middle of a print job, the printer restarts the job
from the beginning once you enable it.

8.3.1 Disabling a printer

The following steps describe how to disable a printer:

Step 1. RurscoadminADM).

Step 2. Seled®rinters = Printer Manager.

Step 3. Select the desired printer.

Step 4. Selec®ettings= Control.

Step 5. Deselednable printing.

Step 6. SeledDK.

Step 7. Seledtlost = Exit to exit thePrinter Manager.

You can also use thdisablg ADM) command to disable a printer, or printers:
disable  printername
Use the optionr to disable the printer so that a reason appearslpstai(C) report:

disable -r" reason" printername

8.3.2 Enabling a printer

The following steps describe how to enable a printer:
Step 1. RurscoadminADM).

Step 2. Seled®rinters = Printer Manager.
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Step 3.
Step 4.
Step 5.
Step 6.

Step 7.

Select the desired printer.
Seleckettings= Control.
SeledEnable printing .
SeleddK.

Seledtlost = Exit to exit thePrinter Manager.

You can also usenablg ADM) to enable the printer, or printers:

enable printername

8-14
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Exercise: Disabling a printer

Disablelaserland try to print a file tdaserl What happens? What does
Ipstat -areport? What dodgpstat -t report?

Enablelaserland runipstat(C) again. What happens to the print job?
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8.4 Managing Print Jobs

What can you do if one of the following situations occurs?
e A printer breaks down, but there are several jobs already waiting in its queue
® Someone sends a very large job to the printer several times by accident

e An extremely important and timely report is sitting in a queue behind many time-
consuming and less important print jobs

ThePrint Job Manager allows you to manipulate individual print requests and groups of
print requests to keep the queues running smoothly.

8.4.1 Viewing print jobs

The following steps describe how to view print jobs:
Step 1. RurscoadminADM).
Step 2. Seled®Printers = Print Job Manager.

A list of print jobs that are still in the printer queues appear in the order in
which they were submitted.

Step 3. Selec¥iew = By Queue(s) Select the queues that you want to view.
Step 4. Selec¥iew = By User(s).Select the users that you want to view.
Step 5. Seleclob = Exit to exit thePrinter Job Manager.

You can also use thpstat(C) command to view print jobs as follows:
e To view print jobs by queue, list the queues:

Ipstat laserl laser2
e To list print jobs by user, use the option:

Ipstat -u userl,user2
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Exercise: Viewing print jobs

Disable botHaserlandlaser2.As theroot account, send several print jobsfo
each printer. Log in asysadmland send several print jobs to each printer

Now view the print requests. Sort the jobs by queue, then by user.

8.4.2 Canceling print jobs

The following steps describe how to cancel print jobs:

Step 1.
Step 2.
Step 3.
Step 4.

Step 5.

RurscoadminADM).

Seled®rinters = Print Job Manager.
Select the print job(s) you want to cancel.
Seleclob = Delete

Seleclob = Exit to exit thePrinter Job Manager.

Note that each print job has a unique job ID that consists of two parts:

e Name of the printer queue

® Sequence number

You can also use theance(C) command to cancel print jobs:

cancel

job id1  job id2

Exercise: Canceling print jobs

Cancel one print job from each queue. Enable both printers and monitorjthe
print queues as the printer service processes the requests.
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8.4.3 Holding print jobs

You may want to suspend the processing of a large print job temporarily until several
smaller jobs have processed. In this case youncla print job. The print service will
continue to process other jobs in the queue until you resume the job.

The following steps describe how to hold a print job:

Step 1.
Step 2.
Step 3.
Step 4.

Step 5.

RurscoadminADM).

Seled®rinters = Print Job Manager.

Select the print job(s) you want to place on hold.

Seleciob = Hold.

Seleclob = Exit to exit thePrint Job Manager.

You can also use thHp(C) command to hold print jobs:

Ip -i

job_id -H hold

8.4.3.1 Resuming print jobs

The following steps describe how to resume a print job:

Step 1.
Step 2.
Step 3.
Step 4.

Step 5.

RurscoadminADM).
Seled®rinters = Print Job Manager.
Select the print job(s) you want to resume.

Seleciob = Resume

Seleclob = Exit to exit thePrinter Manager.

You can also use tHp(C) command to resume print jobs:

Ip -i

Jjob_id -H resume
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Exercise: Holding and resuming print jobs

A4

Disablelaserlso that print jobs will accumulate. Send several print jobs t
laserl

Place the second print job in the queue on hold. Enakéel and monitor its
print queue.

Resume the printing of the held print job. Monitor the print queue.

8.4.4 Moving print jobs

You can move opromotea print job to a higher level in the queue. You can also move print
jobs within a single queue or between different queues.

8.4.4.1 Promoting print jobs

Promoting a print job places it higher in the print queue. Promoting a job does not
necessarily mean that the job will print first. If there is a job currently printing, the job
moves to next in line in the queue, unless you place the printing job on hold. If other jobs
have already been promoted, the job moves to the end of the list of promoted jobs, unless
you promote the job again.

The following steps describe how to promote a print job:

Step 1. RurscoadminADM).
Step 2. Seled®Printers = Print Job Manager.
Step 3. Select the desired print job(s), then sdlglct= Promote The job or jobs

move to the top of the queue.
Step 4. Seleclob = Exit to exit thePrint Job Manager.
You can also use tHp(C) command to promote a print job:

Ip -i job_id -Himmediate
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Exercise: Promoting a print job

Disablelaserland send several print requests to the queue. Promote thejlast
item in the queue, then promote the second-to-last. What is the print order
now-?

Promote the second item again to place it first in the list. Efaddeland
monitor the queue.

8.4.4.2 Transferring print jobs between queues

The following steps describe how to transfer print jobs between queues:

Step 1. RurscoadminADM).

Step 2. Seled®Printers = Print Job Manager.

Step 3. Select the job(s) to transfer.

Step 4. Seleciob = Transfer.

Step 5. Select the destination queue, then selkct

Step 6. SeledDK again when prompted to confirm the destination queue.
Step 7. Seleclob = Exit to exit thePrint Job Manager.

You can also use tHp(C) command with the optio to transfer print jobs between
qgueues:

lp-d job_id -dprint_queue
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Exercise: Transferring print jobs

Disablelaserlandlaser2 Send several print jobs l@serl Transfer the last
job in the queue ttaser2

Does the job ID change when you transfer a job?
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8.5 Viewing and Changing Printer Settings

You can designate a printer to be the system default printer, set a default printer for an
individual user, control user access to a printer, and determine whether or not a printer
produces banner pages.

8.5.1 Setting the default printer

When a user does not specify a destination, print jobs go to the system default printer.
Setting the default simplifies the environment for the user.

The following steps describe how to set up a printer as the default printer:

Step 1. RurscoadminADM).

Step 2. Seled®rinters = Printer Manager.
Step 3. Select the desired printer.

Step 4. SeledPrinter = Set to default

ThePrinter Manager displays the name of the default printer in the lower
right corner of the screen.

Step 5. Seledtlost = Exit to exit thePrinter Manager.

8.5.2 Setting a default printer for a user

You can specify default printers for individual users, overriding the system default.
For Bourne and Korn shell users, edit the usersfile and add the following two lines:

LPDEST=printername
export LPDEST

For C shell users, edit the usecshrcand add the following line:

setenv LPDEST printername
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8.5.3 Controlling access to a printer

There are situations in which you may want to restrict who can send jobs to a specific
printer. For example:

e® A department needs to print a large job as quickly as possible

e You want to minimize wear on a high-end printer

® You have a printer stocked with blank company checks

The following steps describe how to restrict access to a printer:

Step 1.
Step 2.
Step 3.

Step 4.

Step 5.

Step 6.

Step 7.

RurscoadminADM).

Seled®rinters = Printer Manager.

Select the desired printer.

Selecdettings= Advanced= Users
The “Printer Users” dialog box appears with&lowed and aDenied ist.
Allow or deny access to the printer as follows:

e If a user is on th&llowed list, and you want to deny that user access to
the printer, select the user ID, then sel@eny. The user ID moves to the
Deniedlist.

e |[f a user is on th®eniedlist, and you want to allow that user to access
the printer, select the user ID, then seldtdw. The user ID moves to
the Allowed list.

SeleddK.

Seledtlost = Exit to exit thePrinter Manager.
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Exercise: Controlling access to a printer

Set up thdaser2printer to deny access $gsadmz2 Log in assysadmZ2then
try to print/etc/motdto laser2 What error message do you see?

8.5.4 Preventing banner pages

If you have a printer dedicated to printing special forms, such as checks, you may want to
disable banner pages so that the printer does not print a banner across the form.

To disable the banner for a specific printer, follow these steps:

Step 1.
Step 2.
Step 3.
Step 4.
Step 5.
Step 6.

Step 7.

RurscoadminADM).

Seled®rinters = Printer Manager.
Select the desired printer.
Selecsettings= Advanced= Banners.
Ente® for no banner printing.
SeleddK.

Seledtlost = Exit to exit thePrinter Manager.
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8.6 Troubleshooting Printer Problems

If a printer stops printing, try the following troubleshooting tips:

e Check your mail. Error messages that occur during printing are often mailed to the user
who made the request.

e Uselpstat -t to view the status of the printing system. Verify that the printer
scheduler is running and that the printer is enabled and accepting requests.

e Make sure the printer is online
e Check the power and cables to the printer

e Verify that the printer hardware is working by checking the printer documentation for a
self-test. Switch the printer off and on again.

e Shut down the print service. Upg(C) to verify thatpsched ADM) is not running.
Restart the print service.

If none of the above work, shut down the system and restart it.

Refer to theSsCO OpenServer System Administration Guidf&roubleshooting the print
system,” for a list of common problems and suggested solutions.

Exercise: Online help troubleshooting suggestions

Use the online help system to find suggestions if the printer output is illepible.
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8.7 Lesson Summary

The print service allows you to control how users access printers. You can temporarily
disable a printer for quick maintenance, or you can reject all print jobs if a specific printer is
to be down for a few days.

The print service also allows you to control individual print requests. Print jobs can be
redirected to different printers, canceled, or moved ahead in the queue.

In addition, the print service allows you to control who can access a printer, and how

specific printers behave. You can also designate a default printer—system-wide or for
individual users.

Review questions

1. What does the print service do?

2. When should you set up a printer to reject print requests?

3. When should you disable a printer?

4. What is the difference between transferring a print job and promoting it?

5. Why would you want to limit access to a specific printer?

6. List three things to check when a printer stops printing.

8-29



Managing Printers

8.8 Lab: Managing Printers

In this lab,laserlneeds to be shut down for repairs. Reject any new print requests for that
printer and redirect any jobs in its queudatser2

8.8.1 Overview

Disablelaserlandlaser2so that the print requests accumulate. Send several print requests
to bothlaserlandlaser2 Setlaserlto reject requests, then move the joblagerls queue
to laser2s queue.

8.8.2 Procedure

The following steps describe how shut to daaserlfor repairs, reject any new print
requests for that printer, and redirect any jobs in its quelasd¢o2

Step 1. RurscoadminADM).

Step 2. Seled®rinters = Printer Manager.

Step 3. Seledtserl then selecBettings= Control. DeselecEnable Printing.

Step 4. Seledtaser2 then selecBettings= Control. DeselecEnable Printing.

Step 5. Open acotermwindow or multiscreen. Send several print requests to both

printers. Some examples are listed below:

Ip -dlaserl /etc/motd
Ip -dlaser2 /etc/default/tar

Step 6. Seledtaserl then selecBettings= Control.

Step 7. Deseledccept new local jobs

Step 8. SeledDK to activate your choices.

Step 9. Open acotermwindow or multiscreen. Try to send a print jolddeerl

Ip -dlaserl /etc/motd
Step 10. RurscoadminADM).

Step 11. Seled®rinters = Print Job Manager.
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Step 12.

Step 13.

Step 14.
Step 15.
Step 16.

Step 17.

Step 18.

Step 19.

Seledfiew = By Queue(s)to list all print jobs oraserl

Select all print jobs currently laserl, then seleciob = Transfer.
Transfer the jobs ttaser2

SeleddK.
SeledDK again when prompted to transfer the jobkaser2
Selectob = Exit to exit thePrint Job Manager.

Go back to tHerinter Manager. Selectlaser2 then select
Settings= Control. SelectEnable Printing.

Seled®K.

Seledtlost = Exit to exit thePrinter Manager.

8-31



Managing Printers

8.9 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

acceptADM) Allows print requests to a printer or class of printers
cance(C) Cancels print requests

disablg(C) Turns off a printer or class of printers

enablgC) Turns on a printer or class of printers

Ip(C) Sends requests to a printer

Ipsched ADM) Starts the print service

lpshut(ADM) Stops the print service

Ipstat(C) Prints information about the current status of the print service
Ipuserg ADM) Sets printing queue priorities

reject(ADM) Prevents print requests to a printer or class of printers
scoadminADM) Invokes SCOadmin applications (in this lesson,Rhieat Job

Manager and thePrinter Manager)

Relevant files

$HOME/.cshrc User’s C shell login file where a default printer may be set

$Home/.profile User’s Bourne or Korn shell login file where a default printer
may be set

letc/default/Ipd Default print service options
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8.10 Answers to Excercises and Review Questions

This section provides suggested answers to the review questions.

Review questions

1.

It is expedient to use thaltsy§ ADM) command when the system is in single-user
mode, the shutdown process fails, a hard disk crashes, or a security breach is detected.

In single-user, only theot account is logged into the system, and many system
services, such as printing and networking, are not operating. Also, the system mounts
only the boot/stangd and root filesystems. In multiuser mode, the system checks and
repairs filesystems, if necessary, then mounts any non-root filesystems that have been
configured to mount during startup. In addition, all system-generated processes are
running and users can log into the system.

To warn users and bring the system down to single-user mode in 15 minutes, enter the
following:

shutdown -g15 -i1 y -f"The system is coming down."
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f Stopping and Starting the System \

e Stop an SCO OpenServer system
e Start an SCO OpenServer system
e Switch between system modes
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Introduction

Lesson 9

Stopping and Starting the System

Introduction

Starting and stopping an SCO OpenServer system requires more than just turning the power
on and off. You must follow a standard set of procedures to start and stop the system to

carry out system maintenance tasks. An improper shutdown can result in the loss of data and

a corrupted system. This lesson demonstrates the necessary steps to ensure proper operation.

Objectives

This lesson describes the proper way to shut down and start up an SCO OpenServer system.
By the end of this lesson, you will be able to:

e Stop (shutdown) an SCO OpenServer system
e Start (boot) an SCO OpenServer system

e Switch between system modes
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9.1 Stopping an SCO OpenServer System

Occasionally, you may need to shut down the system to perform routine system
maintenance, for example:

® To replace system hardware
® To clear up hung (defunct) processes or a hung system
e To upgrade system resources, such as processors, memory, or hard disks

Although the new SCO OpenServer filesystems are more robust than earlier releases, a
proper shutdown is still the best way to protect filesystems and user data from corruption.

To execute a safe shutdown, the following precautions are necessary:

e Users must save their work and stop any user processes, including any background
processes

e All users should be logged off the system

e Only theroot account or a user with shutdown privileges can shut down the system
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9.1.1 Normal shutdown

The following steps describe how to perform a normal shutdown:

Step 1.
Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Step 7.

Step 8.

RurscoadminADM).
Selecdystem= System Shutdown Manager

Deseled®eboot after shutdownif you do not want the system to
automatically reboot.

Deselec@onfirm prior to shutdown if you do not want to be prompted
during the shutdown process.

Entel5 in theMinutes field to give users time to save work and log off the
system.

Enter a warning message inNMessagebox to alert users to save their work
and log off the system.

Selecthutdown = Begin Shutdown
SeleddK to confirm the shutdown when prompted.

Note that you can also selégancel if you decideto stop the shutdown.
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You can also use tlshutdown(ADM) command to execute a shutdown:

shutdown -g15 -y -f"System to shutdown in 15 min."

The following list describes the options used in this example:

e -gsets the number of minutes until the shutdown startshbisemif you want to
specify the number of hours and minutes to precede the shutdown. If you do not set this
option, the shutdown starts in one minute.

e -y allows the shutdown to proceed without any further prompts

e -f"mesg” broadcasts the message to all terminals, warning users to save their work and
log out of the system
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shutdown(ADM)
¢ polite, gradual
s allows programs warning (networks, windows)

haltsys(ADM)
= emergencies only
= from single user mode

reboot(ADM)
¢ from single user mode
¢« automatically starts up again

Turn off computer
¢ necessary for a "hung" system
e last resort
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Exercise: Shutting down the system

Shut down the system so that the system warns users and then shuts dgwn in 2
minutes.

9.1.2 Other shutdown circumstances

If you bring the system down while users are still logged into the system, they can lose
unsaved work. You should only bring the system down quickly if:

e The system is in single-user mode
® The shutdown process fails

e A hard disk crashes

® A security breach is detected

If the system is in multiuser mode and you need to bring it down quickly, use the
shutdown(ADM) command without any delay:

shutdown -g0 -y

If the shutdown command is not working or the system is in single-user mode, use the
haltsy§ ADM) command:

haltsys

If you want to reboot the system immediately after shutdown, you can use the
reboot(ADM) command:

reboot
WARNING! The commandbaltsys andreboot can cause problems if used while there is

network activity. They should only be used from single-user mode or in emergencies when
shutdown does not work.
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9.2

Starting an SCO OpenServer System

When you power up a system, it goes through several stages before the operating system is
fully operational. These stages include:

e Loading the kernel progranstand/unixinto memory

® Repairing theoot filesystem, if necessary, and mounting it
e Selecting the mode of system operation

e Setting the system date and time

At several points throughout this process, you have the option to accept the default startup
or to modify the boot operation. Some examples include:

e Booting from an older kernel if there is a problem with the default
e Booting into single-user mode to perform system maintenance

e Correcting the system date and time

9.2.1 Autoboot to multiuser mode

Under normal circumstances, you can let the system automatically boot. If no one responds
to the boot prompt within a specified time, typically 60 seconds, the system boots
automatically. During an automatic boot, the system does the following:

e |oads the default kerndstand/unix from the primary hard disk

o Cleans the root filesystem, if necessary

e Boots to multiuser mode

e Pauses for 30 seconds so that you can set the date and time. If the system receives no
input, it accepts the system-calculated date and time

e Cleans and mounts any other filesystems configured to mount during system boot

This automatic boot process is useful if the system loses power. When power is restored, the
system can usually reboot to normal operation without requiring intervention.

Refer to thesCO OpenServer HandbopkChanging the system restart options,” for
instructions on how to change the automatic boot default values.
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9.2.2 Standard boot

If you need to start the system using values other than the default, you must respond to all of
the prompts during startup. These are described below.

9.2.2.1 Boot prompt

The first prompt you see during startup determines which version of the operating system
loads.

Boot

If you presge] , the system boots the default kernel.

If the default kernel does not load correctly, you can load the previous version of the kernel
by enteringunix.old at the prompt:

Boot
: unix.old

If you have a DOS partition, you can boot DOS by entedlivg) at the prompt:

Boot
: bootos dos

Once you respond to this prompt, the boot process loads the specified kernel.

9.2.2.2 Checking and repairing the root filesystem

Once the operating system is loaded, it displays information about the system configuration
and verifies that the root filesystem is in order and not corrupted. If there is a problem with
the files or directories in the root filesystem, the filesystedirtg and you see the

following message:

fsstat: root filesystem needs checking
OK to check the root filesystem (/dev/root) (y/n)?

You must clean the filesystem. If you choose not to clean it, the root filesystem may become
even more corrupt, resulting in unpredictable behavior and eventual failurey &k

pressqm] . At this point, the system rufsck(ADM). Record any error messages that report
files with sizes larger than 0. You may need to restore these files.

If the filesystem is in good order, it is calleléan and the system mounts it for operation.
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9.2.2.3 Selecting single-user or multiuser mode

Once the system mounts the root filesystem, the system is in single-user mode, also known
asrun-level 1 The system then prompts you to either log in to perform system maintenance
or to enter multiuser mode. You see the following message:

INIT: SINGLE USER MODE

Type CONTROL-d to continue with normal startup,
(or give the root password for system maintenance):

To bring the system up for full, normal operation, pies$ d. This brings the system up in
multiuser mode, also known a-level 2 While the system is in multiuser mode:

e |If necessary, the system checks and repairs, then mounts, any non-root filesystems that
have been configured to mount during startup

e All system-generated processes are running

e Users can log into the system

Some forms of system maintenance require you to run the system in maintenance, or single-
user, mode. For example, backing uprbat filesystem in single-user mode ensures that

users are not modifying files while the backup occurs.

Enter theroot account password at this prompt to remain in maintenance mode. While in
maintenance mode:

e Only theroot account is logged into the system
e Many system services, such as printing and networking, are not operating

® The system only mounts the bogtand and root filesystems
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9.2.2.4 Setting the system time

If the system is booting to multiuser mode, the system prompts you for the correct time and
date:

INIT: New run level: 2

Current System Time is Wed Nov 8 08:19:00 PST 1994
Enter new time ([YYMMDD]hhmm[ss]):

If the current date and time are correct, pfes$. Otherwise, enter the correct values and
presser= -

YYMMDD  Optional date field which consists of year, month, day. For example, to set
the clock to February 10, 1995, at 2:30 p.m., e9662101430 .

hhmm The required hours and minutes. Hours should be represented in a 24-hour
format. For example, to set the clock to 2:30 p.m., €80 .

Ss The optional seconds field. For example, to set the clock to
2:30 p.m., 45 seconds, enfiet3045 .

Once you set the date and time, the system completes the boot process, and the system is
ready for normal operation.

Refer to thesCO OpenServer HandbookSetting the time and date at startup.”

Exercise: Starting the system

Manually start the system. Enter multiuser mode. If necessary, enter the
correct date and time.
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9.3 Switching Between System Modes

The cleanest way to back up your root filesystem is to back it up from single-user mode.
You could reboot the system to switch between the two modes, but you can also switch
between the modes without fully rebooting the system.

9.3.1 Switching from multiuser to single-user mode

Useshutdown -i1  to bring the system from multiuser mode into single-user mode
without rebooting the system:

shutdown -g15 -il1 -y -f"The system is coming down"

Run this command from the system console so that you can then log into system
maintenance mode.

9.3.2 Switching from single-user to multiuser mode

After performing a system backup, you can switch back into multiuser mode without
rebooting. To switch back to multiuser mode:

Step 1. Typédc] d at a system prompt to exit single-user mode. You see the
following message:

INIT: SINGLE USER MODE

Type CONTROL-d to continue with normal startup,
(or give the root password for system maintenance):

Step 2. Typédcr] d again to enter multiuser mode.

Exercise: Switching modes

Bring the system to single-user mode, then back to multiuser mode.
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9.4 Lesson Summary

Shutting down the system in an orderly fashion provides users with enough warning to save
their work. However, in cases of emergencies, you can usalisgADM) or
reboot(ADM) commands to bring the system down more quickly.

Left alone, the system can start up and enter multiuser mode automatically. You can also

boot other operating systems, or bring the system into single-user mode for system
maintenance.

Review questions

1. When is it expedient to use thaltsy§ADM) command instead of the
shutdown(ADM) command?

2. What is the difference between single-user and multiuser mode?

3. What command would you use to bring the system from multiuser to single-user mode
in 15 minutes, and warn users that the system is coming down?
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9.5 Lab: Abnormal System Startup

If you are not using a Uninterruptable Power Source (UPS) with your system, a power
failure brings the system down, possibly corrupting the filesystem. You need to bring the
system back up and clean any filesystem damage.

9.5.1 Overview

Turn off the power to the system while it is running in multiuser mode. Manually boot the
system and clean all of the filesystems.

9.5.2 Procedure

The following steps describe how to bring up your system after an abnormal shutdown:

Step 1. Turn off the system while it is still in multiuser mode.

Step 2. Wait 10 seconds, then power up the system.

Step 3. Entey when prompted to check the root filesystem.

Step 4. Entey when prompted to correct any problems.

Step 5. Write down any messages displayed before the filesystem was set to “OK.”
Step 6. Presgi=] d when prompted to enter multiuser mode.

Step 7. Entey if you are prompted to clean thefllesystem.

Step 8. Entey when prompted to correct any problems.

Step 9. Write down any messages displayed before the filesystem was set to “OK.”
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9.6 Relevant Commands

The following commands were presented in this lesson.

haltsyg ADM) Shuts down the system
reboot(ADM) Shuts down the system and reboot
scoadminADM) Invokes SCOadmin applications (in this lesson,3lgstem

Shutdown Manager)

shutdown(ADM) Shuts down the system in an orderly fashion
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9.7 Answers to Review Questions

This section provides suggested answers to review questions.

Review questions

1.

It is expedient to use thaltsy§ ADM) command when the system is in single-user
mode, the shutdown process fails, a hard disk crashes, or a security breach is detected.

In single-user, only theot account is logged into the system, and many system
services, such as printing and networking, are not operating. Also, the system mounts
only the boot/stangd and root filesystems. In multiuser mode, the system checks and
repairs filesystems, if necessary, then mounts any non-root filesystems that have been
configured to mount during startup. In addition, all system-generated processes are
running and users can log into the system.

To warn users and bring the system down to single-user mode in 15 minutes, enter the
following:

shutdown -g15 -i1 y -f"The system is coming down."
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Appendix A

Starting the Desktop

Introduction

For your reference, the following pages have been extracted fradBCeOpenServer
Handbook
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A.0.1 Starting the Desktop

To start the Desktop, type your login name in the field, press the Enter key, type your password, then
press Enter again. To keep your password confidential, it is not shown on the screen as you type it.

NOTE Users should log in with a nomet account to do their daily tasks. It is recommended that only
system administrators log in ext on the Desktop.

If you do not have an account (login) name and password, see your system administrat@ysetethe
Administration Guidelf you have problems, make sure that the “login” field is highlighted (selected)
before entering your name. To select the field, use the mouse to move the pointer into that field, then
briefly press and release (click) the left mouse button (mouse button 1).

If your screen is blank, try pressing any key. If your screen is still blank, make sure your terminal is turned
on.

If your screen is not blank, the absence of the login box means that the Desktop has been set up to start
differently at your site. The most common alternative setup requires you to:

1. Enter your login name at a command-line prompt.
2. Enter your password.

3. Atthe prompt, entestartx.

See your system administrator for instructions if the Desktop still fails to start.

A.0.2 Exiting the Desktop

When you are ready to exit from the Desktop, open the File menu at the upper left corner of the Desktop
by moving the mouse pointer onto the word File and clicking mouse button 1. Then move the mouse
pointer to the word Exit and click mouse button 1.

When you are asked, click mouse button 1 on the OK button to confirm that you want to log out.

A.0.3 Using Desktop features

As you work on the Desktop, you can communicate with your computer by pointing to graphic images
(objects) on the screen. The objects that you'll be using the most frequently are icons, windows, menus,
and the mouse pointer:
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Figure 1-1 Desktop Overview

Icons are small pictures that represent programs, documents, data, or the containers (directories)
in which those items are kept.

Windows are work areas that open up on the Desktop. You look at and work with information in
these windows.

Menus are lists of tasks you can perform.

Pointer shows you where you are on the screen. It changes shape to let you know what you can do
there. An hourglass, for example, indicates that you need to wait while the computer per-
forms your instructions.
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A.0.4 Using the mouse

Use the mouse to point to objects on the screen. When you move the mouse, the pointer moves. When the
pointer touches an object, you are pointing to it.

Use the buttons on the mouse to tell your computer what you want to do with the object. There are three
ways to use the mouse buttons:

Click a button by briefly pressing and releasing it

Double-click
a button by clicking twice in rapid succession

Drag (move) an object by pointing to it, then holding down a button while moving the mouse.
Releasing the button “drops” the object in the new location.

When you see instructions to click on an object, point to the object, then click the mouse button.

2 2
000 00w
1] 37
Right-handed Left-handed
maouse mouse

Figure 1-2 Mouse buttons

Always use mouse button 1 unless instructed otherwiggouse button 1 is usually the left button. Left-
handed people may prefer that the right button function as button 1 and can change the configuration
accordingly. For information on how to do so, seeGhaphical Environment Guide

A.0.5 Pressing onscreen buttons

When using the various Desktop programs, you will see a variety of dialog boxes that contain onscreen
“buttons.” To press an onscreen button, click on it.

These buttons always initiate the same actions:

OK accepts any changes you made, closes the window, and initiates the appropriate action. In
a message window, press OK to indicate you understand the message.

Cancel undoes your changes and closes the window.

Help displays information about the active program.
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A.0.6 Using windows

Windows play an important role in your work on the Desktop. For example, you can have several win-
dows open at the same time, such as one for reading your mail and one for writing contracts. You can then
move easily back and forth between these two workspaces, and you can transfer a document or tool from
one window (workspace) to another, just as you would on your desk.

Select a window to work in by clicking on it. That window’s frame changes color to identify it as the
active window. Although you can have many windows open at the same time, you can only enter text,
draw, or use controls in one window (the active window) at a time. Programs may be running in other
windows, but your computer needs to know to which window it should direct your input.

maximize button

window menu button minimize button

= UNIX IS8

Figure 1-3 Window Components

Every window has a Window menu you can use to move, resize, or close the window. Open this menu by
clicking on the Window menu button in the upper left corner of the window’s frame.

To close a window, select Exit from tR#ée menu or double-click on the Window menu button or select
Close from the Window menu.

A.0.7 Scrolling

When there is more information to display than can fit in a window, use the scroll bars to see more:
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» To scroll smoothly through the window’s contents, drag the scroll bar slider.

* To move in short jumps toward the top or bottom (or right or left edge) of the window’s contents, click
on the arrow at either end of the scroll bar.

» To jump by one full window, click on the scroll bar between the slider and one of the arrows.

The position of the slider in the scroll bar indicates how much of the window’s contents lies to either side
of the portion displayed in the window.

A.0.8 Using menus

Each window has a menu bar that lists the names of the menus available in that window. To open a menu,
click on its name. To select an item from the open menu, click on that item. To close the menu without
selecting an item, move the pointer off the menu and click (or release) the mouse button.

If the menu item you select requires that you make additional choices, a submenu appears. Use the same
methods for selecting from submenus.

A.0.9 Using icons

Figure 1-4 Icon Types

Files and directories on the Desktop are represented as pictures, known as icons. These graphics are
designed to give you information about the object that the icon represents. icons represent unique func-
tions and are illustrated accordingly. Theash icon, for example, represents thmsh desktop, which

contains your discarded files and directories.
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To activate an icon, double-click on it. For example, if you double-click orl¢hgicon, you can select
from the online help books available in the Documentation Library. For more information on using icons,
windows, menus, programs, and other Desktop features, clidkiog the Desktojn this library.

A.0.10 An overview of the SCO Panner window manager

The Sco Panner window manager allows you to use your screen to view different aspects of a much
larger workspace than can be displayed at one time. You can organize that workspace to suit your needs.
In addition, because you have more space available, your screen becomes less cluttered.

For example, you can control the SCO Panner window manager by using a feature known as the “pan-
ner,” which contains a map of your entire workspace, divided by a grid into a number of rectangular
regions. These regions serve as work areas. Also provided is a “viewfinder,” which allows you to navi-
gate around the workspace and change your view area.

For more information, see the online help bdd&ing SCO Panner
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