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Lesson 1

Course Introduction

1.1 Introduction

ThisUnixWare 7 NonStop Clusters Administratiazourse is designed for individuals who
need to gain a firm understanding of how to manage Unix¥Naf¢onStof§ Clusters

(NSC). The target audience includes day-to-day administrators of an NSC cluster. The
course may also be useful to technicians who install NSC systems and programmers who
will develop cluster-aware applications.

1.1.1 Course goal and purpose

At the conclusion of this course, students should be able to:

e Define the ternsingle system imadg&SI) and describe how it affects system
administration

e Use the clusterized SCOadmin managers

e Use the non-clusterized administration tools in a cluster environment, applying them to
specific nodes when needed

® Use NSC-specific commands to perform cluster-wide and node-specific administration
tasks, including:

e Starting and stopping individual nodes and the whole cluster, in either a controlled
manner or as a result of a node failure (actual or simulated)

e Migrating a running process from one node to another

e Filesystem administration including mounting, unmounting, and maintaining
protected storage

e Network administration
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Configure and use the NSC load-leveling feature
Configure and use the NSC failover daemons
Configure other aspect of cluster behavior using NSC-specific tools

Troubleshoot common problems encountered when running applications a clustered
environment

Explain how autotuning and general tuning is accomplished to effect the best possible
cluster-wide performance
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® Single System Image (SSI) and NSC Administration
® Basic Process Administration

® Filesystem Administration

® Network Administration

® Startup and Shutdown

® | oad Leveling

® Failover

® Configuring NSC Behavior

® Troubleshooting Malfunctioning Applications
® Tuning an NSC Kernel
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1.1.2 Course Lessons

To achieve the course goals, this course contains the following lessons:

e Introduction (this lesson) — course goals, topics, lengths, and typographical
conventions

e Single System Image (SSI) and NSC administration — reviews the concept of SSI and
discusses how it affects system administration on a cluster

® Basic process administration — managing processes in a cluster environment; 32-bit
PIDs, process migration and kernel objects, and NSC-specific process administration
commands

e Filesystem administration — managing the cluster-wide file tree and device name space,
the basics of using Veritas ODM for mirroring, and the implications of maintaining
protected storage

e Network administration — distinguishing between a physical and virtual IP interface,
multi-instance server daemons, and PPP

e Startup and shutdown — starting and shutting down the entire cluster and individual
nodes

e Load leveling — balancing process load across the cluster using the load-leveling
facility

e Failover — configuring software failover

e Configuring NSC behavior — using the NSC-specific configuration tools to configure
certain aspects of NSC’s behavior

e Troubleshooting malfunctioning applications — using UNIX tools to troubleshoot
problems with applications running in an NSC environment

e Tuning an NSC kernel — configuring autotuning kernel parameters
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1.1.3 Target audience

This class is aimed at people who need to become NSC system administrators. NSC
installation and support technicians and developers may also find this course useful.
Students are likely to have a wide variety of backgrounds in BNDxixWare, and SCO
OpenServer. You must have the following prerequisite skills before attending this course:
e Passed the UnixWare 7 SCO ACE certification tests

e Passed the NSC Cluster Concepts test

e Have a working knowledge of UNIX shell programming

1.1.4 Course roadmap

UnixWare 7 NonStop Clusters Administratios the third course in a series on SCO
NonStop Clusters. The other courses are:

e UnixWare® 7 NonStop Clustef Concepts

e UnixWare® 7 NonStop Clustef8Installation

1.1.5 NSC Curriculum Hardware Supplement

TheNSC Curriculum Hardware Supplemengrovides detailed information about hardware
supported by UnixWafe7 NonStof§ Clusters. Separating the hardware-specific
information into another book allows the NSC curriculum guides to remain vendor-
independent.

This makes it possible to revise the hardware chapters on a schedule that accommodates
changes in hardware support independent of the software release.

Each vendor has a separate chapter ilNtB€ Curriculum Hardware Supplement he
introductory chapter includes some generic hardware information, but is largely used as a
placeholder for cross references into the supplement. These cross references point to
sections in the supplement, rather than page numbers. This allows training centers to use
different types of hardware in their classrooms. The instructor can direct students to the
appropriate chapter of the supplement for their classroom configuration.
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For example, when you are referred to the section titled “Initializing Nodes,” in your
hardware vendor’s chapter in tN&C Curriculum Hardware Supplementook for this
section in the supplement table of contents in your vendor’s chapter.

The latest version of tieSC Curriculum Hardware Supplemerndan be found on the SCO
web site. At any time after class, you can obtain the latest hardware-related information by

downloading the latest version from the Internet.
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1.2 Student Materials

This student guide is yours to keep and write notes in. Your instructor might have other
reference materials in the classroom for your use while attending this class. Please do not
take or write in these materials as they will be needed again for later classes.

1.2.1 The Student Guide

The Student Guidecontains:
e Outline of presentation
e Note-taking space

e Copies of all transparencies

1.2.2 SCO documentation

This course refers to the online documentation usoadpel{X1) or a web browser.
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1.3 Typographical Conventions

This publication presents commands, filenames, keystrokes, and other special elements as

shown here:

Ip orlp(1) Commands, device drivers, programs, and utilities (names,
icons, or windows); the number in parentheses indicates the
reference manual section in which the command, driver,
program, or utility is documented

/new/client.list Files, directories, desktops (names, icons, or windows),
system, network, and printer names

root User names

argor arg Placeholders (replace with appropriate name or value)

[ arg ] Surrounds awptionor cmdargthat is not mandatory

arg ... Indicates multiple occurrences of thpetionor cmdarg

$ Command-line prompt for commands executable from the
Bourne shell by any user

# Command-line prompt for commands only executable by the
root user from theoot account

Keyboard keys

Presger] andfxg keys simultaneously

Press all three keygg] , , and[@E] , simultaneously

d Presqcr] key. With[c=] still depressed, presy.

0240 PresgaT] key. With[zD] still depressed, press and release in
sequencéo], [2], [z, and[g].

Q+i Presdgcr] key. With[c=] still depressed, pregg. Release
both keys and press .

Q+I Presdgcr] key. With[c=] still depressed, pregg. Release
both keys and pre$s] [1].

Exit program? System output (prompts, messages)
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tar tv
“Description”
Cancel

Edit

Copy

File = Find =Text

openoropen2)

$HOME
SIGHUP
“adm3a”
employees
buf

b_b.errno

User input, such as on a command line

Field names or column headings (on screen or in database)
Button names

Menu names

Menu items

Sequences of menus and menu items

Library routines, system calls, kernel functions, C keywords;
the number in parentheses indicates the reference manual
section in which the file is documented

Environment or shell variables

Named constants, signals, and kernel parameters

Data values

Database names and tables

C program structures

Structure members
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1.4 Sample Exam Items

These questions are representative exam items on the SCO ACE certification exam for this
course. Being able to correctly answer these questions does not guarantee that you will be
able to pass the actual exam.

1. Which of these i8IOT a method used to migrate processes between nodes?

A kill

B. rfork
C. migrate
D. kill3

2. Which command registers a program vkigepalive?
A. spawndaemon

B. keepalive

C. ka_start

D. keepalive_startup

3. Which configuration file is used bbgad_leveld?

A. letc/cluster/load_level

B. letcl//load_level/parameters

C. /etc/cms/load_level

D. letc/cluster/load_level/parameters

1-13



Course Introduction

Which statement regarding CVIPSIIRUE ?

A. You cannot configure the CVIP as a DHCP client.

B. The CVIP interface can be aliased to only one virtual IP address.
C. CVIP addresses must be on the same subnet as at least two NICs in the cluster.
D. There is a limit of six CVIPs per cluster.

Answers to sample exam items
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Lesson 2

Single System Imaye (SSI) and NSC Administration

Introduction

Recall that the concept single system imag&S) was defined and discussed in the
UnixWare® 7 NonStop Clustef8Conceptsourse. In brief, SSI makes the cluster appear as
a single computer to its users and administrators.

This lesson reviews the concept of single system image (SSI) and describes how SSI is

implemented in NSC, focusing on the implications of SSI for you as an administrator of a
cluster.

Objectives

By the end of this lesson, you will be able to:
e Explain the concept of SSI

® Describe how SSI effects namespaces, including process IDs, network addresses, and
file names, including device names

e Define how SSI affects startup and shutdown of the entire cluster and of individual
nodes

e Discuss NSC limitations resulting from the current implementation of SSI
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AV 2-1

f| Single System Image (SSI) and NSC Administration |\
® Overview of SSlin NSC and Current Limitations
® Processes
® File and Device Names
® Networking and CVIP
® Startup and Shutdown
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Topics

In order to meet these objectives, this lesson discusses:

Overview of SSIin NSC and current limitations — defining SSI in an NSC environment
Processes — the single-PID space and implications for process management
File and device names — how SSI affects the file tree and device names

Networking and CVIP — reviews the concept of a single IP address to represent the
entire cluster

Startup and shutdown — how SSiI affects startup and shutdown

Note These topics provide a high-level overview of the administrative issuesj The

remaining lessons in this course discuss the specific topics in detail.
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Overview of SSI in NSC and Current Limitations

2.1 Overview of SSI in NSC and Current Limitations

Cluster products that fully implement SSI present a view of the cluster as a single system to
users and administrators. This provides several advantages:

e Users and administrators do not have to learn new cluster-related commands
e Programmers do not have to rewrite programs specifically for the clustered environment
e Administrative complexity is reduced

NSC implements SSI in almost every subsystem including processes, filesystems,
networking, even startup and shutdown. That is, unless you seek cluster-specific
information or services, the system appears to you—programmer, user, or administrator—as
a single computer.

Although the SCO NSC implementation of SSI extends to almost every component of the
operating system, there are a few limitations. SCO has an on-going effort to eliminate these
remaining limitations. Check tignixWare 7 NonStop Clusters Release Notesthe most
current information. For NSC 7.1.1, these limitations apply:

Kernel object migration When a program running in a process creates a kernel object,
for example a socket or file descriptor, the object is created on
the node where the object is created.

If the process migrates to another node, the object remains on
the node where it was created.

If the node containing that object goes down, the object
becomes unavailable. This can obstruct communication
between network programs, cause file I/O to fail, and so on.
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IP only

Only one CVIP per sub-net

Currently, NSC only supports the IP protocol stack. This is
generally not a problem as most programs either use IP
directly, or use a protocol on top of IP such as NETBEUI or
TCP. VisionFS is an example of an application that uses
TCP/IP and therefore works with NSC.

However, it does mean that IPX/SPX is not supported.
Therefore, NetWare services are not supported by NSC.

You can have only one CVIP per subnet to which the cluster
connects. This means that all traffic inbound to a cluster on a
particular subnet will be routed through a single LAN NIC.

The LAN NIC serving the CVIP can be changed so there is no
single point of failure. But, the LAN NIC currently acting as
the CVIP receives all traffic targeted to the cluster for that
subnet.

This can be a bottleneck for network applications with heavy
in-bound traffic.

Note Web and most database applications usually generate much more outpound
(as apposed to inbound) network traffic. Therefore, this limitation doesjot
generally affect those applications.

CVIPs are discussed further in lessons throughout this course.

X Server only on the root node

Currently, the X Server can ramly on the root node.

However, X clients can run on any node. For example, you
can start multipleload(X1) programs, each running on a
different node. They can display the load on that node using
an X Server running either on node 1, an independent
machine, or via a browser and the webtop.
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Overview of SSI in NSC and Current Limitations

One node controls storage

VxVM on root nodes only

Currently, storage can only be protected by two nodes.
Further, of those two nodes, only one node performs all I/O
for that storage. Thus, the protecting nodes are in an
active/passive configuration.

With external shared storage, this means slight overhead
because each 1/0O request must first go over the SAN. With
CNM, this means even more overhead on eate because
they must not only be performed on the current root node, but
also on the other node protecting the storage.

Theeritas Volume Managercan only be used to manage
protected storage on the root nodes. It cannot be used to
protect storage attached to other dependent nodes in a cluster.

Exercise: Review Known Limitations

Read the “Known Limitations” section of thénixWare 7 NonStop Clusters
Release Notefor the version of NSC used in your classroom. These are gther
provided by your instructor, or viewed using a browsers from the NSC
installation CD-ROM.
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2.2 Processes

The purpose of SSI is to make the cluster appear as a single computing resource. But
processes run on individual nodes in the cluster. In order to implement SSI for processes,
NSC has these process-related customizations:

Processes are assigned a cluster-wide process ID (PID) when they are created.

The PID of a process includes the node number on which it was created (called the
origin nodg. The PID is now a 32-bit number, with the high-order 16 bits indicating the
origin node and the least significant 16-bits containing a node-unique number in the
traditional manner of UNIX PIDs.

For example, on a non-NSC system, a process ID might be 1805 decimal, or
11100001101 binary. The equivalent PID on NSC started on node 2 would have a PID of
132877 decimal. That is, 1805 + 13107%2because the 2nd of the high-order 16 bits

is set for processes created on node 2.

The PID does not change if a process migrates to another cluster. This maintains the
UNIX paradigm that PIDs remain constant throughout the life of a process.

The NSC kernel has a mechanism for finding any process on any node, regardless of its
origin node, or where it has migrated, even if the origin node is lost.

There is a cluster-wide view of all existing processes viewed with traditional UNIX
tools such as thes(1) command
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Processes

Exercise: Viewing processes, cluster-wide

Use this exercise to observe how all processes are visible from all nodes

how their PIDs are unique.

Step 1.
Step 2.

Step 3.

Step 4.
Step 5.

Step 6.

Step 7.

Step 8.

Step 9.

Step 10.

Login to the console of node Tradt.
Change directory tlabs/lab2

Start thepinner program on node 1. Enter:
Jspinner

Login to the console of node Z@at.
Change directory tlabs/lab2

Start thepinner program on node 2. Enter:
Jspinner

Login asoot on a multiscreen on node 1.
Rurps to see your processes. Enter:

ps -ef | grep spinner

What are the PIDs of each process? What is the numeric
difference between the PID of the two processes?

Kill the processes using &k (1) command.

, and
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In addition to providing SSI for traditional processes manipulation, NSC also provides
cluster-specific features for managing processes. These include:

e Failover — allows you to configure NSC to monitor an application and, if it fails (either
because the node it was running on failed, the software aborted, or it was killed), restart
it. Failover is somewhat like thrit (LM) program. It is discussed in detail in Lesson 8:
“Failover.”

e Load leveling — allows you to configure NSC to balance the load of selected
applications among specific nodes. It is discussed in detail in Lesson 7: “Load
Leveling.”

e Migration, pinning, and other generic process-related commands — which are discussed
in detail in Lesson 3: “Basic Process Administration.”
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2.3 File and Device Names

Since the goal of SSI is to make the cluster look like a single computing resource, and since
disk, filesystems, and so on, are attached to at least two nodes, the NSC implementation of
SSI for I/0 has several aspects. These include:

® There is a single, cluster-wide file tree consisting of all filesystems mounted from all
nodes cluster-wide.

e All device nodes for devices on all cluster nodes are accessible from every cluster node

This means device node names must be clusterized to ensure they are unique. For example,
if you have two nodes, each with a parallel port, they can not both call their device nodes
/dev/lpQ

As arule,#is appended to all device non-cluster device node names, #isdtes number

of the cluster node where the device is physically attached. For example, for two parallel
ports, one each on nodes 1 and 2, the device nam&eafip0.1and/dev/Ip0.2

respectively.

Exercise: Listing device nodes for the standard serial ports

Step 1. Log into the cluster asot.

Step 2. List the device nodes for the standard serial ports by entefing:
Is -l /dev/term/*

Which names are used for the device nodes of the serial ports on node }?

The exceptions are devices related to the storage device interface (SDI) kernel subsystem,
including disks and HBAs. These devices ha#@repended to the non-cluster device node
name, wheret has the same meaning as above. For example, the first disk on the second
node has a device node nam&at0b0t0d0s0
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The/standdirectory is now a normal directory in the root filesystem. It contains several

subdirectories, one for each node, named by node number, whetartilesystems of
the respective node is mounted.

Exercise: Listing the contents of /stand

Step 1. Log in asoot.
Step 2. List the sub-directories of tts¢anddirectory. Enter:
Is -I /stand

How many subdirectories are listed?

Do all of the subdriectories with numbers for names have entries in the fhount
table as reported by tmeount(1M) command?

Information on managing filesystems in a clustered environment is presented in Lesson 4:
“Filesystem Administration.” Information on the impact of clusterized device node names is
presented in Lesson 10: “Troubleshooting Applications.”
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Networking and CVIP

2.4 Networking and CVIP

To make an NSC cluster appear as a single computing resource on the network, the NSC
implementation of SSI affects networking in these ways:

e NSC uses one CVIP for each subnet to which the cluster is attached.
e A CVIP creates a virtual network interface for a given subnet that:
e Attaches itself to a physical LAN NIC on the subnet

e Dynamically detaches from the current LAN NIC and attaches to a different LAN
NIC (on the same subnet) if the node with the current LAN NIC is lost

e Uses ARP to indicate to which physical LAN NIC it is currently attached
e |If a cluster is attached to several subnets, you may configure one CVIP per subnet

® You do not have to use CVIPs. However, alternative schemes to present the cluster as a
single resource to the network all have a single point of failure in their design.

o Network interfaces are visible cluster-wide. Their interface names follow the same
naming convention as most device nodes in NSC. That is, the names.happended
to them, wheré# is the cluster node on which the interface physically exists.

Exercise: Viewing the network configuration
Step 1. Log in asoot.
Step 2. List the network interfaces cluster-wide. Enter:
ifconfig -a
Step 3. List the MAC addresses of all network interfaces. Enter:
arp -a

How many nodes physical interfaces are there and what are their nameg? To
which NIC is the CVIP mapped? ]

Detailed information on how CVIPs work and how they are managed is presented in Lesson
5: “Network Administration.”
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2.5 Startup and Shutdown

Since the purpose of SSl is to make the cluster appear as a single computing resource, some
commands have been modified to operate on the entire cluster rather than just on the node
on which the command is run. Justatl) displays a list of all processes cluster-wide, the
shutdown(1M) command now shuts down all nodes, cluster-wide.

Use the cluster-specific commarmtljsternode_shutdowr§1M), to bring down a specific
cluster node.

Similarly, the startup procedure has been significantly modified for clusters. For example:

e On a non-cluster system, there is only ontg1M) daemon running. This is also true of
clusters.

e The boot procedure has been modified to only Btarbon the current root node.

e If the current root node fails, during cluster regroupjiiteprogram is restarted on the
new root node.

e Programs started bgit that were running on a node that fails are restarted on the new
root node.

Detailed information about managing the startup and shutdown process is provided in
Lesson 6: “Startup and Shutdown.”
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2.6 Lesson Summary

This lesson reviewed the concept of SSI and provided an overview of the implications of the
NCS implementation of SSI to you as an administrator. Specifically, this lesson discussed
SSI with respect to:

® Processes

e Files, filesystems, and device nodes

e Networking

e Startup and shutdown

This lesson also presented that current limitations of NSC’s implementation of SSI.

Review questions

1. How do PID numbers differ for processes started on node 1 versus those started on node
2?

2. What happens if you run tisdutdown command from a shell running on node 2?

3. What is the device node name for the first disk drive on controller O in node 4?

4. If you have a cluster with two subnets, how many CVIPs can you have?

2-17



Single System Image (SSI) and NSC Administration

2.7 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

clusternode_shutdowri1lM) Shuts down the specified cluster node

ifconfig(1Mtcp) Displays and configures network interface parameters
init (1M) Initializes processes during boot

kill (1) Send a signal to a process

Is(1) Lists the contents of a directory

mount(1M) Mounts or unmounts filesystems

onnodd1) Executes a command on a specific node

ps(1) Reports process status

shutdown(1M) Shuts down the cluster

Relevant files

/stand Contains directories for each node in the cluster with the
kernel files found irstandon a standalone system
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2.8 Answers to Exercises and Review Questions

This section contains the answers to exercises, review questions, and labs presented in this
lesson.

Exercise answers

“Review Known Limitations,” on page 2-9

Known limitations related to SSI in NSC 7.1.1 include:
e Only one CVIP per subnet

e X Server runs only on node 1

e Protected storage is controlled by only one node

e VxVM can only manage protected storage on root nodes

“Viewing processes, cluster-wide,” on page 2-11

The PIDs on node 1 are greater than those on node 2%y §216-bit number).
The PIDs on node 2 are always greater than 13167ph@cause the 2nd of the high-order

16 bits (that is, the 18th bit) is set to indicate the node number. So PIDs on nodé’2are 2
the a 16-bit number..

“Listing device nodes for the standard serial ports,” on page 2-13

The device node names for the serial ports on node/tlerkerm/00..and/dev/term/00.2

“Listing the contents of /stand,” on page 2-14

By default, thestanddirectory contains one directory for each node in your cluster.
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“Viewing the network configuration,” on page 2-15

Theifconfig command displays:

One loopback interface—Io0

One entry for each PIP in the cluster—mbst wheren is the interface number aitis
the node number

One entry for each CVIP created—cvipO for the default CVIP interface created during
installation

For example, on a two node cluster with one NIC in each node, these network interfaces are
displayed byfconfig:

[e]0]

cvip0
net0.2
net0.1

Review Question Answers

This section contains the answers to the review questions on page 2-17.

1.

The PIDs on node 1 are always greater than 65536 because the 1st of the high-order bits
(that is, the 17th bit) is set to indicate node number 1. So PIDs on node'l -ate@a
16-bit number.

The PIDs on node 2 are always greater than 13167pb@cause the 2nd of the high-
order 16 bits (that is, the 18th bit) is set to indicate the node number. So PIDs on node 2
are 27 + the a 16-bit number.

Theshutdown command always shuts down the entire cluster. It must be run from the /
directory.

The device node name for the first disk on controller O in noda4tbh0t0d0s0

If you have a cluster with two subnets, you can have up to two CVIPs (as of release
7.1.1).
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Introduction

Lesson 3

Basic Process Administration

Introduction

The NSC implementation of single system image (SSI) allows processes to start on, and
move to, any node in a cluster. Sometimes it is desirable to start processes on specific nodes
or prevent their migration to other nodes.

This lesson teaches you how to administer processes in this environment.

Objectives

By the end of this lesson, you will be able to:

Define the termserigin nodeandsurrogate-origin node

Explain how the cluster presents a single, cluster-wide list of processes
Name the NSC facility that automatically restarts failed processes
Name the NSC facility that automatically migrates processes

Identify and use the commands to manage processes on multiple nodes

Explain the impact of process migration on kernel objects
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AV 3-1
f| Basic Process Administration |\
® Overview
® Cluster-specific Process-related Commands
® Multi-Node Execution
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Topics

In order to meet these objectives, this lesson discusses:
e Overview — a general overview of processes in NSC

e Cluster-specific process-related commands — how to use commands to start, migrate,
and kill processes in a cluster

e Multi-node execution — issues related to processes running on multiple nodes, IPC,
migration, and kernel objects
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3.1 Overview

One of the key differences between NSC and failover-only solutions such as Reliant HA or
Microsoft Wolfpack, is that on NSC, all nodes run processes. Some other clustering
solutions, such as Turbo Linux, allow processes to run on all nodes but you must manage
processes on each node separately. The SSI implementation @rdv®Ies a cluster-wide

view of processes

In addition to allowing all nodes to run processes, NSC allows you to control where a
process runs, either manually or automatically. In addition, the NSC failover subsystem
allows you to have NSC monitor your processes and restart them if they fail for any reason,
including a node loss.

These topics are discussed in more detail after you have learned the basics of process
management on an NSC cluster.

e Section 3.2, “Cluster-Specific Process-Related Commands,” on page 3-11
® Lesson 7: “Load Leveling”

e Lesson 8: “Failover”

3-6 UnixWare 7 NonStop Clusters Administration



Overview

3.1.1 The global process view

Recall that on non-cluster UNIX systems, the kernel keeps a process table or process list
with one entry per active process on the system. They often Hpxaxilesystem that
provides application-level views of the process list.

NSC implements a clusterizéaroc filesystem. This means that utilities likg(1) see all
processes, cluster-wide, at all times.

To implement this cluster-wide view:

® The NSC kernel on each node keepsrtaal procesdist on each node. The virtual
process list for a given nodd, contains:

e An entry for every process started on node N that is still running, It can be running
on any node in the cluster. For this process, mbiereferred to as therigin node

® An entry for every process running on nddleegardless of which node originated
the process.

e An entry for every process related to one of the above, including parent, child,
process-group leader, and so on.

The virtual process information on the origin node includes information about where the
process is currently running.

® Process IDs (PIDs) now have two parts. The most significant portion contains the
number of the origin node. The least significant portion contains a number unique to the
node.
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Processes are accessed in this manner (whenlkikifig to send a signal, for example).
e Look in the virtual process list to determine if the process is executing on the local node.

e |If the process is not executing on the local node, use the PID to determine the origin
node.

e Contact the origin node using a SAN message to determine where the process is
running.

e Send a message to that node by way of the SAN
Whenever nodél leaves the cluster:
e If Nis the root node, A SAN event is trigger and causes election of a new root node.

e A surrogate-origin nodé€the current root node) gathers information from all remaining
nodes for each currently-running process that originated onhhode

e The surrogate node makes aipeoc  entry in its own list for each of these processes
which includes current information about where the process is currently running.

e The other nodes know that nades down, and use the surrogate node instead ofiMode
to obtain information about processes that originated atNode

Whenever nod&| re-joins the cluster:
e The surrogate propagates the surrogptec entries back to nods.

e The other nodes in the cluster note that ndde& back and to contact it for information
about processes it created.

The creation and migration gproc entries (during a node down and node up) occurs
when a cluster is reformed. While reforming, no other process-related operations can occur.
This is why the cluster appears to pause when a cluster goes down or comes back up.
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Overview

3.1.2 Process-related user-level NSC concepts

There are several NSC-specific concepts related to controlling processes at the
user/administrative level. Learn these concepts to better understand subsequent discussions
about controlling processes in NSC.

Migrate When a process moves from node N to node M, it is saidgmteto node
M. In the current version (UnixWate7 NonStof§ Clusters), the whole
process migrates together. That is, the light-weight processes (LWPs) of a
process may not be executing concurrently on different nodes.

In NSC, migration occurs through a NSC-specific sigBHEMIGRATE
number 35. Unlike other signals, delivery of this signal must be accompanied
by additional information, the node to which the process is migrated.

Pinned A process that ignores tlI B GMIGRATESsignal is said to bpinnedto its
current node. That is, it can not be migrated.

Load Several NSC tools place a process on the leadednode, either at startup
or through migration. In this contextad refers only to CPU load. It is not
based on I/O, RAM utilization, or any other resource.

Overloaded A node that has a CPU load significantly greater than the other nodes in the
cluster. What constitutesgnificantlyis configurable in certain ways.

Underloaded The opposite of overloaded. That is, a node that has a CPU load significantly
lower than the other nodes in the cluster.
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AV 3-2

/| Cluster-Specific Process-Related Commands |\

o cluster(1)

e onall(1)

® onnode(1)

® node_self(1)

® clusternode_num(1)
® where(1)

o fast(1)

o fastnode(1)

o Kkill3(1)

® migrate(1)

aslcproc02 © The Santa Cruz Operation, Inc.

AV 3-3

/| The cluster(1) Command |\
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3.2 Cluster-Specific Process-Related Commands

In addition to the traditional process-related UNIX commands, NSC has several commands
that allow you to manually control where a process is executing within a cluster, or to
determine on which node you want to execute a process.

Each of these commands are discussed in their own subsections below.

3.2.1 The cluster(1) command

Use thecluster(1) command as shown in AV 3-3 on page 3-10 to determine:

The number of the nodes that are currently up
The number and state of the nodes in the cluster

Verbose information about each node, including state, last state, number of CPUs, times
of transition, and so on

The maximum number of nodes supported by the version of NSC in use

The number of CPUs online in each node

This information can be useful in many ways, especially in shell scripts. For example:

To distribute tasks to nodes based on the number of CPUs in each node

To determine the state of a particular node, so you do not try to start processes on nodes
that are not up

Exercise: Using the cluster(1) command

Determine when each of the nodes in your cluster made their last transijon

3-11



Basic Process Administration

3.2.2 The onall(1) and onnode(1) commands

Once you have determined on which node to execute a command, asaddg1)
command to start a command on that node. The syntax is similamohihp(1) command.
Enter the command you would normally use preceded witbrthedecommand. For
example, to start a new Korn shell withhistory on node 2, enter:

onnode 2 ksh -0 vi

You can also usennodewith the-p flag topin a process to a node. This means that it will
ignore signals from the NSC load-leveling daemon to move to another node. For example:

onnode -p 2 ksh -0 vi

You can un-pin a pinned command with tReflag toonnode

Exercise: Using the onnode(1) command

Use theonnodecommand to staps(1) and pin it to node 2.

Use theonall(1) command to run a command on all nodes within a cluster. This command
provides you with considerable flexibility through various command-line arguments, as
documented in thenall(1) manual page.

Exercise: Using the onall(1) command

After reviewing theonall(1) manual page, use the command to rayrey(1)
command on all nodes of the cluster.
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3.2.3 The node_self(1), clusternode_num(1), and where(1) commands

Use thenode_selfl) orclusternode_nun{l) commands to determine the node on which a
process is currently running. This is useful for determining whether to migrate your process
to another node. You might want to do this for several reasons:

e Migrate to the fastest node to get the best CPU performance. See Section 3.2.4, “The
fast(1) and fastnode(1) commands,” on page 3-15.

e Migrate to the node that is serving a particular set of protected storage. You can find out
which node is serving the storage usingwiinere(1l) command. This generally has the
following effect:

e |t greatly increases the performance of I/O-intensive processes by eliminating calls
across the SAN for I/O

e [tincreases overall cluster performance by decreasing SAN traffic

Exercise: Using cluster commands together

Step 1. Log in asoot.
Step 2. Determine which node is servingAabs/lab3directory.
Enter:

where /labs/lab3

Step 3. Determine the node on which you are running. Enter:
node_self
Step 4. Use theme(1), dd(1), andonnodg1l) commands to time the

difference in reading th#abs/lab3/megl@ile from the node
that is serving thdabs/lab3directory and from a node that i
not.

Send the output afd to/dev/nulland block the reads 1MB pqr
block.
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AV 3-4

f| The fast(1) Command |x
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# node self
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3.2.4 The fast(1) and fastnode(1) commands

Use thefast(1l) andfastnodg1l) commands to manually balance load across a cluster.

In order for these commands to function, the load-leveling daelvad (eveld must be
running because these commands use information generated by this daemon to determine
which node is currently the fastest.

Your instructor has already turnedload_leveldfor this lesson. Lesson 7: “Load
Leveling” discusses various ways of activatiogd_leveld

AV 3-4 on page 3-14 shows a desktop and illustrates the effect of usitagtthemmand.
This slide shows:

e A terminal emulation window running on nodes 1 and 2. The output obilhe _self
commands shows that the terminal emulation window on top is node 1 and the bottom
window is node 2.

e Thexload client running on each node is shown next to their respective terminal
windows. Note the multiple lines on the graph for node 2, indicating it has a greater
load.

e Within each window, théast command is used to rus The-v flag causes thiast
command to indicate which node will run the command

Note Regardless of which node runs tast command, it detects node 1 as th
fastest (least CPU load) node, and runddltemmand on node 1.

For information on automatically balancing loads across a cluster, see Lesson 7: “Load
Leveling.”
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3.2.5 The kill3(1) and migrate(1) commands

As discussed in Section 3.1.2, “Process-related user-level NSC concepts,” on page 3-9, your
can force process migration using BIEMIGRATEsignal (humber 35). That is:

® You tell a process to migrate by sending 8I6MIGRATEsignal.

e The kernel migrates a process by performing default processing S GMIGRATE
signal.

e As with most signals, processes can ignoreSt@VIGRATESsignal, preventing
migration they do not initiate themselves.

Unlike other signalsSIGMIGRATErequires additional information—the node to which the
process will migrate. Since tlk@l (1) command does not allow you to provide this
additional information, NSC provides th#i3 (1) command.

Use thekill3 command to send any signal (currently dBIGMIGRATE that requires an
argument. The syntax is:

kill3 [- signame |- signum] argument pid ...

For example, to tell the process with PID 3030 to migrate to node 2, enter:
kill3 -SIGMIGRATE 2 3030

As an alternative to thidll3 command, use thaigrate command. The syntax is:
migrate  node PID ...

For example, to tell the process with PID 3030 to migrate to node 2, enter:
migrate 2 3030

Each of these methods yield the same result
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Exercise: Putting process-management commands together

The file in the/labs/lab3/dd_on_tmgs a shell script that uses most of the
commands discussed thus far.

Step 1. Log into the cluster asot.
Step 2. Change to thkabs/lab3directory.
Step 3. View thald_on_tmgdile using the utility of your choice. Ste

through the program with your instructor.

Step 4. Run the program from shells running on various nodes wigin
the cluster and observe the behavior.
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3.3 Multi-Node Execution

The ability to run processes on multiple nodes concurrently is a powerful tool. To make
most efficient use of this feature, you must understand the consequences of process
migration. Then you can decide when you get the most benefit for the costs incurred when
moving processes between nodes.

3.3.1 IPC overhead

Programs with multiple processes that make extensive use of UNIX System V inter-process
communication (IPC), such as shared memory or semaphores, are not well suited to run on
multiple nodes concurrently. This is because:

e |PC operations generate significant SAN traffic.

e |PC operations are synchronous. They take much longer—by orders of magnitude—to
execute over the SAN versus locally.

Example applications of this type include database servers.
To determine if a multi-process application utilizes these facilities, enter:

egrep “shmget|semget” progname ...

3.3.2 Migrating kernel objects

Recall from Section 2.1, “Overview of SSI in NSC and Current Limitations,” on page 2-7
thatkernel objectsre data structures created by the kernel to keep track of resources used
by a process. Kernel objects include:

e Semaphores

e System V shared memory segments

e File descriptors

e Sockets
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For example, a web browser will create and use sockets. Sockets are kernel objects that keep
track of:

e The two end-points of a conversation over the Internet (for example, the IP address of
your computer and that of the web server being contacted)

e Which protocol the conversation is using (for example, TCP/IP or UDP/IP)
The kernel of each node in an NSC cluster holds the kernel objects that are created by
processes that run on that node. If a process migrates, some kernel objects migrate with the

program, some do not. This has two important implications:

e Use of non-migrating kernel objects after a process migrates involve SAN transactions.
This increases the cost of using these kernel objects.

e If the node containing a non-migrating kernel object fails, the kernel object is lost. The
process survives because it is executing on another node, but it cannot utilize the lost
kernel objects, even of the lost node rejoins the cluster.

For example:

e Stop thdoad_leveldprocess usingill . If there are multiple load_leveld process,
kill the one with PPID 1.

e Start an telnet session on node 2 to a host outside the cluster.
e Migrate the telnet session to node 1.
e Turn off node 2 to simulate a node loss.

® The telnet session would not be able to proceed, because the socket would not be
able to access the socket left on node 2.
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3.4 Lesson Summary

This lesson presented information on managing processes, both in terms of how the cluster
allows utilities to work in a cluster-transparent manner, and in terms of the additional
functionary provided by the NSC-specific process-related commands. Specifically, this
lesson discussed:

e An overview of NSC processes including the global view of processes and NSC-specific
process-related concepts

e NSC-specific process-related commands

® |[ssues related to running process on, and migrating processes to, multiple nodes

Review questions

1. Define the term surrogate origin node.

2. Which NSC facility automatically restarts failed processes?

3. Which NSC facility automatically migrates processes?

4. Give an example of an application you wontd want to migrate and explain why.
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3.5 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

cluster(1)

clusternode_nun(l)

dd(1)
fast(1)
fastnodg1)

kill3 (1)

migrate(1)

node_self1)
nohup(1)
ps(1)
onall(1)
onnodg(1)
synq1M)
time(1)

where(1)

Displays information about nodes in the cluster
Displays the current node number

Converts and copies files

Executes a command on the least-loaded node
Determines the least-loaded node

SendsSIGMIGRATEwith a node number argument to a
process or process group

SendsSIGMIGRATEwith a node number argument to a
process or process group

Prints the current execution node

Run a command and ignore signals to hang-up
Reports process status

Executes a command on all nodes

Executes a command on a specific node
Updates the super block

Times a command

Determines the storage node of a specified file
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Relevant files

/dev/null Is a null file used as a placeholder for commands or pipes
requiring a file name

/proc Contains the special filesystem with information about active
processes
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3.6 Answers to Exercises and Review Questions

This section contains the answers to exercises, review questions, and labs presented in this
lesson.

Exercise answers

“Using the cluster(1) command,” on page 3-11

The answer to this exercise depends on how many nodes are in your cluster. Your instructor
will provide you with that number.

“Using the onnode(1) command,” on page 3-12

The command is:

onnode -p 2 ps

“Using the onall(1) command,” on page 3-12

The command is:

onall sync

“Using cluster commands together,” on page 3-13

The commands used to perform this exercise depend on the node that is serving the
/labs/lab3directory. The answers below are written as if node 1 is serving said directory:

onnode -p 1 time dd if=/labs/lab3/meg10 of=/dev/null bs=1024k
onnode -p 2 time dd if=/labs/lab3/meg10 of=/dev/null bs=1024k

“Putting process-management commands together,” on page 3-17

You should notice that, on all but one node, the program must migrate.

3-23



Basic Process Administration

Review Question Answers

This section contains the answers to the review questions on page 3-20.

1.

The surrogate origin is the node that takes the place of the origin node, if the origin node
fails. The surrogate origin node is used to obtain information about processes that
originated on that failed node.

The NSC failover facility automatically restarts failed processes by way of the
keepalivedaemon.

The NSC load level facility automatically migrates processes based on CPU load.

Any application that makes heavy use of kernel objects should not be subject to
migration.
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Lesson 4

Filesystem Administration

Introduction

The SCO UnixWare 7 Administration ¢ourse presented information on how to administer
a filesystem on a standalone host. Most of the information presented in that course is
directly applicable to administering filesystems in a cluster.

This lesson discusses how filesystem administration is different between a stand-alone host
and a cluster, and provides procedures for managing filesystems.

Objectives

By the end of this lesson, you will be able to:

e® Describe how thenknod(1M) command has changed and is used to create clusterized
device nodes

e Explain the mechanisms that enable failover-capable mounts of protected storage

e Provide basic information on using Veritas facilities for creating mirrored volumes
between nodes

4-3



Filesystem Administration

AV 4-1
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Topics

In order to meet these objectives, this lesson discusses:

e Overview of Files, Filesystems, and Device Nodes in NSC — how files, filesystems,
and device nodes are different in NSC than in non-NSC environments

e Filesystems Administration in NSC — administering filesystems in a NSC environment

e Protected Filesystems — adding a protected user filesystem
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4.1 Overview of Files, Filesystems, and Device nodes in NSC

Three driving forces cause the administration of filesystems in NSC to be somewhat
different from what you learned in thénixWare 7 Administration Ilcourse. AV 4-2 on
page 4-6 helps illustrate these points:

e The requirement for high availability implies redundancy. In terms of filesystems, this
means you must hayeotected storage

AV 4-2 on page 4-6 shows a typical CNM system wheredbgfilesystem is mirrored
between the two nodes. Note that the two nostesidslices are not protected. This is
because each node must have its standslice, which contains its own copy of the
UNIX kernel and node-specific boot parameters.

e The need for high availability also requires being able to perform online operating
system upgrades while the cluster is running. This is accomplished with the Online
System Upgrade (OSU) subsystem discussed ibtixdVare® 7 NonStof§ Clusters
Administration Guide

Since OSU is not currently supported for CNM systems, there is no depiction of an OSU
slice in the slide. However, if you want to use OSU, you must have a separate slice on

the shared storage connected to the potential root node large enough to hold a copy of
theroot filesystem.

® The need for a single system image (SSI) requires that:
e There is a single, unified file tree using all filesystems available on all nodes. This is
discussed in more detail in Section 4.2, “Filesystem Administration in NSC,” on

page 4-11.

In AV 4-2 on page 4-6, you see a single file tree made up of all of the files and
directories on all of the disks, including a mount point for each stand slice.

e All devices, regardless of the node to which they are physically attached, appear as a
unified set of devices, accessible from every node in the cluster.

In AV 4-2 on page 4-6, you see each device node has a unique name, and all appear
under thédev/dskand/dev/rdsk directory.
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In addition to to a unique device-node naming convention, the major/minor number scheme
has changed to support NSC. Major/minor numbers are really viewed by the kernel as a
single number.

e On non-NSC systems, it contains only two parts; the major and minor numbers.

e In NSC environments, it contains three parts; node , major, and minor numbers.

To reflect this change, thmknod command has been clusterized by adding an optional
node _numberargument at the end of the command line. Depending on the version of the
NSC documentation, this may or may not be reflected im#treod(1M) manual page, but

is always available from the usage statement printed by the command. To view the syntax
from the usage statement, enterr@s):

mknod
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In order to use the nemknod command, you must know the device type and major and
minor number of the device node you want to create. Then, invokekihed command
with the appropriate arguments.

Exercise: Creating device nodes for extra floppy drives

In some versions of NSC, the installation does not create floppy device fjodes
for floppy drives on cluster nodes other than node 1. To remedy this situftion

and make the additional floppy drives available for your use:

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Login to the cluster asot.

Find the major/minor number and device type of the equivplent
device node on node 1. For example, to find the major/min'IJr
numbers ofdev/rdsk/f03k-the 3.5 1.44MB floppy drive 0) o
cluster node 1—enter:

# Is -l /dev/rdsk/fO3h
This is the output:

crw-rw-rw- 2 root sys 513,112 Apr 8 1998
/dev/rdsk/fO3h

The numbers you want are where the size would normally pe.
In this case, they are 513, 112. The device type is the first
character in the output of the command. In this case,

Subtract 512 from the major number. This is the true majgy
number of the device node.

Make the new device node on cluster node 2. Enter:
mknod /dev/rdsk/f03h.2 ¢ 1 112 2

Set permissions to read and write for all:
chmod 666 /dev/rfd0135ds18.2

Test the new floppy device node wathor cpio.
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4.2 Filesystem Administration in NSC

The NSC-specific filesystem administration issues are related to the requirement for
protected storage. The unified view of the file tree is built into the NSC kernel
implementation. Further, the protection of thet filesystem and any OSU slice is
configured during installation. Thus, the only remaining issue is adding and configuring
new storage.

4.2.1 Understanding protected storage

Regardless of which storage technology you are using, it must be protected. At a minimum,
this means:

e The storage must be available from at least two nodes so that the loss of a node does not
cause a loss of the storage

e The storage must be mirrored so that the loss of a single disk does not cause a loss of the
storage

Protected storage implementations differ depending on the type of storage technology used:

Different storage technologies implement protected storage in different ways:

e On clusters using CNM, each node has its own disk and it is mirrored across nodes. At
any given time, one node is actively serving I/O requests, and the other node is only
mirroring writes.

If the node servicing the requests is lost, the other node continues processing. When the

failed node returns, its mirror is updated or completely recovered by the Veritas
software.
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e JBOD (also known as dual-SCSI) is the most complicated. The hardware is shown in AV
4-3 on page 4-12. Each node has two SCSI controllers. Each SCSI controller is
connected to a JBOD storage unit. That JBOD storage unit is also connected to a SCSI
controller on the other node, In this example, if the LUN value for each disk is 0, the
device names, relative tdev/dskor/dev/rdskare:

e nlclb0t0dO
e nlc2b0t0dO
e n2c1b0t0dO
e n2c2b0t0dO

As shown in AV 4-4 on page 4-12, a mirror is created between the two disks on each
node, Thus, the two conditions are met because the disks are mirrored and available on
each node, In the slide, the mirrors are called:

e jbmir-01, consisting ofdev/dsk/n1c1b0tOd&nd/dev/dsk/n1c2b0t0dO
e jbmir-02, consisting ofdev/dsk/n2c1b0tOd&nd/dev/dsk/n2c2b0t0dO

e For Fibre channel solutions are similar to, but less complicated than, JBOD. With this
solution, each node has one fibre controller that is attached to the fibre storage box(es),
possibly by way of fibre hubs or switches. Within the fibre storage box(es), hardware
RAID is used to create a mirror of the disks. If the storage box only has one SCSI bus or
power supply, then you must use two storage boxes.

However, if you are not using CNM to protect your storage, there is a NSC-specific issue
you must address. The UNXount(1M) facility can only mount one device/filesystem to a
mount point at a time. And, as discussed inUh&Ware® 7 NonStop Clustefd Concepts
course, only one node controls the storage at a time. To handle the loss of the node that is
currently controlling storage, you must configure the NSC-spéetiécluster/fdevtalile.

Note You are only required to configure additional oot filesystems for
failover. Theroot filesystem is automatically configured for failover duri
installation.
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NSC uses th&levtabandcmount(1M) facility to handle failover of non-root filesystems:

e Thefdevtabfile lists all of the names of the device nodes that access the same
device/filesystem.

e Thevfstal{4) file remains unchanged. It still lists the mount point, filesystem type, and
mount options. However, the device node that is listed should be the first entry placed in
fdevtabfor this filesystem.

e In the event that the current path to the filesystem is lost, NSC looksfaethabfile
for the next device-node to try, which is typically on a different node,

e Once a working path is found, the cluster node containing the device-node gains control
of the hardware and 1/0O processing continues.

If NSC does not find a working path, the filesystem becomes unavailable. Note this will
only happen if there are multiple simultaneous failures.

Referring again to AV 4-4 on page 4-12, an exarfgeetabentry in theetc/cluster/fdevtab
file for this system is:

fs 1:/dev/vx/dsk/jbmir-0l 2:/dev/vx/dsk/jbmir-02

If the filesystem is being mounted on themeZ2directory, the correspondingstabentry in
the/etc/vistalfile is:

/dev/vx/dsk/jbmir-01 /dev/vx/rdsk/jbmir-01 /home2 vxfs 1 yes options

whereoptionsare discussed in Section 4.2.2, “Mount options in NSC,” on page 4-15.

Note If the example used Fibre instead of JBOD, the device names would npt be
Veritas mirror names. They would be directly untiev/dskand/dev/rdsk
and conform to the convention described indis#(7) manual page.
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4.2.2 Mount options in NSC

The other issue related to mounting protected storage is the various mount options. These
options are set in addition to any non-N®@soptions. They include:

csoft

chard

charddup

Thecsoftmount option is referred to data integrity level zerorhis level is
analogous to NFS soft mounts. If the controlling node is lost, applications on
other nodes in the cluster which are accessing that filesystem receive 1/0
errors. After the file system is failed over and remounted, applications on
these other nodes continue processing normally.

Thechard mount option is referred to data integrity level oneThis option
causes the data to be write-cached on multiple nodes. This ensures that data
for a completed write operation is not lost if the controlling node fails. In this
case, data transfer and subsequent operations wait for the filesystem to fail
over, after which the cached write operations are completed.

However, if the node that is hosting the writing process fails while data is in
cache, the data may be lost.

The chard option does not guarantee that a write system atdhisc
(performed completely or not at all). A node failure that occurs while a
write (2) system call is in progress may result in a partial write to the file.
Using chard only protects completed writes that are waiting in cache.

In some situations, modified data is cached on more than one node. Such an
action is called backup caching. The performance of filesystems mounted
with the chard option may be negatively impacted when a backup cache is
not available. When a backup cache is not available, writes to a chard-
mounted filesystem may need to be performed synchronously to disk to
guarantee the data integrity associated with the chard mount option.

Thecharddupmount option is referred to dsta integrity level twolf the

root node serving the filesystem goes down, any operations in progress are
held and retried when the filesystem fails over. Data written to a file will
survive any single node failure, including a failure of the node hosting the
process that wrote the data and the root node,

Like the chard option, the charddup option only protects against the loss of
data written by successfully completedte () calls. A node failure that

occurs while a write system call is in progress may result in a partial write to
the file.

The charddup option also supports backup caching, like chard.
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4.2.3 Mounting and unmounting filesystems

Thecmount(1M) command performs mount and failover remount operations according to
cluster filesystem mount states. It executes automatically during node-up or node-down
processing. Themount command can list the mount state of all file systems, ensure all
available file systems are mounted, or mount a specific file system.

Thecmount(1M) command works similarly to threount(1M) command. See the
cmount(1M) manual page for more information.

Exercise: Displaying cluster filesystems

Run thecmount command without arguments to display information aboufjthe
filesystems that are currently mounted within your classroom cluster.
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4.3 Configuring Filesystems for Failover

This section describes the general procedure and considerations for adding filesystems in a
cluster environment where the filesystem must be protected; that is, available in the event of
a node failure. The detailed steps for configuring non-root filesystems is provided in the lab.

The two most common configurations are described:

CNM Filesystems on internal disks in each node are mirrored in
software under control of théeritas Volume Manager
(VXVM)

FibreChannel Filesystems on disks in a Compag FibreChannel storage unit

are mirrored using RAID 1 hardware mirroring

This section describes how to add a protected filesystem in these two-node cluster
configurations:

e A pair of disks is added to the cluster
e For CNM, one disk is added to each of the potential root nodes
e For RAID arrays, a pair of disks is added, one on each bus

® A single user filesystem is created on the new disk pair

e Therootfilesystem is on a separate disk

The remainder of the lesson describes how to add protected filesystems for CNM and
FibreChannel clusters.
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4.4

Configuring protected filesystems on hardware RAID arrays

For clusters using Compaqg FibreChannel RAID arrays §R84), you must perform a
series of array and logical disk operations to add drives and filesystems:

e Physically install the drives in the array
e Create logical volumes with the disks with tiecraid1cfg(1M) command

e Stamp additional volumes with a SCSI nexus to uniquely identify them, using the
casacfd1lM) command

e Create device files for the disks ussdjmkdev(1M)

e Bring the disks online (initializ&disk partition, volume table of contents, and file
systems) with théiskadd(1M) command

e Manually edit the failover device table/etc/cluster/fdevtabo assign device aliases for
failover

The next sections provide more information about these tasks. A detailed procedure is
provided in Section 4.8.1, “Procedure for FibreChannel clusters,” on page 4-43.
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4.4.1 Physically installing the drives

Add a pair of drives RAID 1 mirroring:

e The disks must be in the same slot numbers in the same FC array chassis (for example,
slot 1 on bus 0 and slot 1 on bus 1)

e The disks must be the same size
Refer to Installing the Hot-Pluggable Hard Drives in ChapterQamhpaqg FibreChannel

Storage System User Guifte physical details of module orientation and drive latch
operation.

4.4.2 Creating logical volumes

Thenscraidlcfgcommand allows you to initialize disk devices for use with NSC.
nscraidlcfgprovides a simple default RAID 1 mirror configuration, where pairs of physical
disks are configured as a single logical disk.

Each logical disk is configured as a RAID 1 mirrored logical disk.
You must haveoot privileges to run the command, and it must be run from the node

connected to the active FC array controller (not the standby array controller). Use the
option to direchscraidlcfgto the desired node.
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4.4.3 Stamping volumes with a SCSI nexus

Certain storage system require that you verify the array’s hardware connections and stamp
its logical volumes with a SCSI nexus.

A nexus is a unique identifier for each disk. It is the name of the device /metheskand
/dev/rdskdirectories and has the for#b#t#d#where:

e The # after the ‘c’ is a controller number

e The # after the ‘b’ is a bus number

e The # after the ‘t’ is a target-id (sometimes called TID) number

e The # after the ‘d’ is a logical unit (sometimes called LUN) number

Logical volumes in the Compaq RAID array are stamped usingasecfgutility, which is
installed as part of the Compaq EFS :
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4.4.3.1 Bringing the disks online

Use thediskadd(1M) command to create a UNIX partition on the disk and add the
filesystem slice. The device name argument is of the &alo¥t#d# For example, on a node
with:

e An SCSI controller (with the initial internal root disk) as controller O

e An IDE controller with a CD-ROM as controller 1

e A FibreChannel HBA connecting to the shared storage unit

This is an example command line for creating a UNIX partition on the second disk on the
third controller—that is, the disk added to the external storage unit:

# diskadd c2b0t1d0O

Use the entire disk for UNIX.

4.4.3.2 Configuring the failover device table

The entries in théetc/cluster/fdevtalile specify aliases for block- special device names for
mounting and failover remounting of file systems. These entries are processed automatically
when a node joins, rejoins, or leaves a cluster.

Whenever one of the block-special device names ifdéhgabfile corresponds to the

special name for a manually mounted filesystem indtedvistalbor /etc/mnttakfiles, the

aliases listed in thielevtabfile control both mounting and failover remounting. Specifically,
mounts and remounts for a given mount point are always attempted in the order specified in
thefdevtabfile.

Entries in thddevtabfile must comply with the following format rules:
e Lines beginning with the pound charactey ére treated as comments, and are ignored.

e Each line must begin with the specification of a filesystem type, followed by one or
more space or tab characters. Currently, the only supported file systemfype is

e Each line must contain two or more block-special device entries that begin with
/dev/dsk/

e Entries are delimited with any number of semicolgngpace, or tab characters, and by
a line-terminating newline character.
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® An entry can specify either a full block-special device path or can include a wild-card
characterX) in place of any two-character component of the special name following the
controller and bus. For exampldev/dsk/n1c0b0t0d0s@entifies a partition on slice
(partition) 2 of the first drive attached to node 1, whdev/dsk/n1cOb0tOdOspecifies
all slices on this device.

e Use a backslash character (\) to continue an entry on more than one line.

This is a samplé&devtabfile for a filesystem on the second disk of an external storage unit
attached to the third controller in each node:

#
#This file, /etc/cluster/fdevtab, specifies block-special device aliases
for filesytems on multi-ported disk controllers.

#

fs  1:/dev/dsk/n1c3b0t0d1s0; 2:/dev/dsk/n2¢c3b0t0d1s0
fs  1:/dev/dsk/n1c3b0t0d1lsa; 2:/dev/dsk/n2c3b0t0d1lsa
fs  1:/dev/dsk/n1c3b0t0d1sb; 2:/dev/dsk/n2c3b0t0d1sb

fs  1:/dev/dsk/n1c3b0t0d1s*; 2:/dev/dsk/n2c3b0t0d1s*
fs  1:/dev/dsk/n1c3b0t0d1p*; 2:/dev/dsk/n2c3b0t0d1p*
fs  1:/dev/dsk/n1c3b0t0Od1*; 2:/dev/dsk/n2c3b0t0d1*
fs  1:/dev/dsk/n1c3b0t0*; 2:/dev/dsk/n2c3b0t0*

#fs  1:/dev/dsk/n1lc3b0*; 2:/dev/dsk/n2cOb0*

Refer to thdde\4) reference manual page for details.
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4.5 Configuring protected filesystems on CNM clusters

For clusters using cross-node mirroring, you must perform a series of array and logical disk
operations to add drives and filesystems:

e Physically install the drives in the root node and failover root node.

e Put the disk undeveritas Volume Manager control with thevxdiskadd(1M)
command

e Configure Vertias mirroring between the drives and add a Veritas filesystem

e Manually edit the failover device table/etc/cluster/fdevtabo assign device aliases for
failover

The next sections provide more information about these tasks. A detailed procedure is
provided in Section 4.8.2, “Procedure for CNM clusters,” on page 4-47.

Note Before adding and testing mirrored filesystems on a CNM cluster, remgve
and reinstall the Veritas Mirroring or ODM license using the SCOadmi
License Manager This ensures that the license is properly applied clusjer-
wide. In some cases, mirroring does not function properly unless the licgnses
is removed and reinstalled.
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4.5.1 Physically installing the drives

Add a drive into the root node and the failover root node:

e The disks should be configured similarly; same SCSI ID, same bus, etc.

e The disks should be the same size

Refer to you hardware vendor’s manual for physical details of installing disks.
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4.5.2 Understanding Veritas Volume Management

To protect filesystems in a CNM cluster, you must bring all physical disks under control of
the Veritasvolume Manager. Protected storage is managed by a single instance of Veritas
Volume Manager, known as th&xVM , running on the root node.

If the root node failsyxVM is automatically started on the backup node and volumes are
managed from the backup node now serving as the current root node. When the original root
node returns to the clust&xVM re-establishes the mirror by copying current volume data
from the backup root node to the original root node.

TheVxVM builds virtual devices, calleeblumeson top of physical disks. Volumes are
accessed by a UNIX filesystem, a database, or other applications in the same way physical
disk partitions would be accessed.

Volumes are composed of other virtual objects that can be manipulated to change the
volume’s configuration. Volumes and their virtual components are referred/to/as
objects

To add filesystems in CNM clusters that are protected in the event of node failure, you must
understand how the Veritas Volume Managéet\(M ) manages objects and the
relationships between physical objects and Vertias objects.
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AV 4-5
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4.5.2.1 Physical Objects

To perform disk management tasks using the VxVM, you must understand two physical
objects:

e Physical disks

e Partitions
4.5.2.1.1 Physical Disks

A physical disk is the underlying storage device (media). A physical disk can be accessed
using a device name sucha#tb#t#d# wherec# is the controllerb#is the bust# is the

target ID, andi#is the disk number. The disk in AV 7-2 is disk number 0 with a target ID of
0, and it is connected to controller number O in the system.

4.5.2.1.2 Partitions

A physical disk can be divided into one or more partitions. The partition numisgy,ier
given at the end of the device name. Note that a partition can take up an entire physical disk,
such as the partition shown.

The relationship between physical objects ¥RMM objects is established when you place
a partition from a physical disk undéxkVM control.
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AV 4-6.
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4.5.2.2 VXVM Objects

There are severdxVM objects that allow you to perform disk management tasks:
e VM disks

e Disk groups

e Subdisks

® Plexes

e \olumes

TheVxVM objects are described in the sections that follow. Before you can ugeMive

to perform disk management tasks, you must understand the definitions of these objects and
there relationships to each other and physical disk devices.

4.5.2.2.1 VM Disks

A VM disk is a contiguous area of disk space from whichvikéM allocates storage.
When you place a physical disk unde®VM control, a VM disk is assigned to the disk.

VM Disk properties include:
e Each VM disk corresponds to at least one patrtition.

e A VM disk is composed of a public region (from which storage is allocated) and a
private region (where configuration information is stored).

e A VM disk is accessed using a unique disk media name, which you can supply (or else
theVxVM assigns one that typically takes the falsk#4. AV 4-6 on page 4-28 shows
a VM disk with a disk media name diskO1that is assigned to the partition
n1cOb0t0d0sO

With theVxVM , applications access volumes (created on VM disks) rather than partitions.
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AV 4-7.
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4.5.2.2.2 Disk Groups

A disk group is a collection of VM disks that share a common configuration.

A configuration consists of a set of records containing detailed information about existing
VxVM objects, their attributes, and their relationships.

The default disk group motdg(the root disk group). Additional disk groups can be
created, as necessary. Volumes are created within a disk group; a given volume must be
configured from disks belonging to the same disk group.

Disk groups allow the administrator to group disks into logical collections for administrative
convenience. A disk group and its components can be moved as a unit from one host
machine to another.

4.5.2.2.3 Subdisks

A subdisk is a set of contiguous disk blocks. Subdisks are the basic units in which the
VXVM allocates disk space. A VM disk can be divided into one or more subdisks. AV 4-7
on page 4-30 shows an example of a subdisk

Any VM disk space that is not part of a subdisk is considered to be free space, which can be
used to create new subdisks.

Each subdisk represents a specific portion of a VM disk, which is mapped to a specific
region of a physical disk.

Since the default name for a VM diskdisk##(such aslisk0J), the default name for a
subdisk isdisk##-## So, for example]isk01-01would be the name of the first subdisk on
the VM disk namedliskO1

A VM disk may contain multiple subdisks, but subdisks cannot overlap or share the same
portions of a VM disk. AV 4-7 on page 4-30 shows a VM disk with one subdisk that is
assigned to one partition.
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AV 4-8
Yl \
| Example of a Plex Composed of One Subdisk |
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45.2.2.4 Plexes

The VXVM uses subdisks to build virtual entities calidekesalso referred to as mirrors. A
plex consists of one or more subdisks located on one or more disks. In the NSC
environment, data is organized as a RAID-1 mirror on the subdisks that constitute a plex.

The VxVM also supports a number of other ways to organize data, such as RAID-5 and
RAID-0, but these are not applicable to the subject of adding protected (mirrored)
filesystems.
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AV 4-9

| Volume with One Plex |
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4.5.2.2.5 Volumes

A volume is a virtual disk device that appears to be a physical disk partition, but does not
have the physical limitations of a physical disk partition.

A volume consists of one or more plexes, each holding a copy of the data in the volume.
Due to its virtual nature, a volume is not restricted to a particular disk or a specific area on a
disk. The configuration of a volume can be changed, usingxk® interfaces, without
causing disruption to applications or filesystems that are using the volume.

For example, a volume can be mirrored on separate disks or moved to use different disk
storage. A volume can consist of up to 32 plexes, each of which contains one or more
subdisks. In order for a volume to be usable, it must have at least one associated plex with at
least one associated subdisk. Note that all subdisks within a volume must belong to the same
disk group.

TheVxVM uses the default naming conventionsai## for volumes andol#-## for
plexes in a volume. The example in AV 4-9 on page 4-34 uses theph@ih® help
distinguish the plex from the volume.

In a cluster environment, it is a good idea to use node designations in object names. For
example, instead of using th@lume Manager default name ofliskO1or disk02 you can
specifynldiskOlor n2disk02 depending on which node the disk is installed.
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AV 4-10
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4.5.2.3 Relationships between VxVM objects

VxVM objects are of little use until they are combined to build volumes. VxXVM objects
generally have the following relationship:

e VM disks are placed und®ixVM control and grouped into disk groups. Subdisks (each
representing a specific portion of a disk) are combined to form plexes.

e A volume is composed of one or more plexes.
AV 4-10 on page 4-36 illustrates the relationships between (vix&M objects, as well

as how they relate to physical disks. This illustration shows a VM diskQ1, with volume
with one plexpl-01, comprised of one subdisttisk01-01
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AV 4-11
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4.5.3 Using the VERITAS Volume Manager

To set up cross-node mirroring for all filesystems, you must create the appropriate volumes,
plexes and subdisks using the available space on the disk, and create user file systems that
will be mirrored across both nodes.

AV 4-11 on page 4-38 is a visual representation of a CNM volumregrl. It includes two
plexespl-01 andpl-02, which are identical mirrors. In this example, each plex consists of
oneVolume Managersubdisk, each of which is mapped back to one physical disk attached
to each node. For exampj#;01 maps to physical disklcObOtld®n node 1 angdl-02

maps to diskh2c0b0t1dCn node 2.

4.5.3.1 Bringing Physical Disks under Volume Manager Control

Adding physical disks t¥olume Manageris the first step in creating mirrored volumes for
user data. Bring the disk undéxVM management using thediskadd(1M) command

with the device name for the physical disk. For example, this command brings the second
disk on the first controller on node 1 undétvM control:

vxdiskadd n1cOb0t1d0

For simplicity, use the default values for the disk name and disk group raote).

4.5.3.2 Creating Veritas volumes and filesystems

Once Volume Manager disks are established, uséERITAS Volume Manager to:
e Add a new disk

e Create a subdisk

e Create a plex

Create a volume

Create a mirrored filesystem within a volume

View disk storage entity parameters
To run theVxVA, start SCOadmin and selddERITAS Volume Manager.

A detailed procedure for using tMERITAS Volume Manager is provided in Section
4.8.2, “Procedure for CNM clusters,” on page 4-47.
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4.5.3.3 Configuring the Failover Device Table

Edit the /etc/cluster/fdevtalfile to assign device aliases for file system failover. This file
contains templates that are commented out, and may be used as samples for setting up the
entries. Refer to thielevtal§4) reference manual page for details.

This is a sampléevtabfile:

#
#This file, /etc/cluster/fdevtab, specifies block-special device aliases
for filesytems on multi-ported disk controllers.

#

#fs  1:/dev/dsk/n1cOb0t1d0s0; 2:/dev/dsk/n2c0b0t1d0s0
#fs  1:/dev/dsk/n1cOb0Ot1dOsa; 2:/dev/dsk/n2c0b0t1dOsa
#fs  1:/dev/dsk/n1cOb0Ot1dOsb; 2:/dev/dsk/n2c0b0t1d0sb

#fs  1:/dev/dsk/n1cOb0Ot1d0Os*; 2:/dev/dsk/n2c0b0t1d0s*
#fs  1:/dev/dsk/n1cObOt1dOp*; 2:/dev/dsk/n2c0b0t1dOp*
#fs  1:/dev/dsk/n1cOb0t1d0*; 2:/dev/dsk/n2c0b0t1d0O*
#fs  1:/dev/dsk/n1cObOtl*; 2:/dev/dsk/n2c0b0Ot1*

#fs  1:/dev/dsk/n1lcObO0*; 2:/dev/dsk/n2cOb0*

#fs  1:/dev/dsk/n1lcObO0*; 2:/dev/dsk/n2cOb0*; 3:/dev/dsk/n3c0b0*; \
4:/dev/dsk/n4c0b0*; 5:/dev/dsk/n5c0b0*; 6:/dev/dsk/n6¢c0b0*
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4.6 Lesson Summary

This lesson discussed the NSC-specific filesystem administration issues. Specific topics
discussed include:

e Overview of files, filesystems, and device nodes in NSC
e Filesystems administration in NSC

e Adding protected filesystems.

Review questions

1. List and describe the different integrity levels added tartbent command for NSC.

2. What is the purpose of tii@evtabfile?

3. What is the purpose of the OSU slice?
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4.7 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

cmount(1M)
mknod(1M)
mount(1M)
switchroot(1M)

write (2)

Relevant files

Mounts cluster filesystems

Makes a special file

Mounts or unmounts filesystems

Switches between available OSU root slices

Performs a write to a file

/dev/dsk

/dev/rdsk

/etc/cluster/fdevtab

Is the directory containing block-special disk device files. See
disk(7).

Is the directory containing character-special disk device files.
Seedisk7).

Is the table of aliases for filesystem failover devices. See
fdevtal§4).

letc/vistab Is the table of filesystem defaults. Sdstal{4).
/dev/xv Is the directory containing Veritas devices
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4.8 Lab: Configuring a Non-Root Filesystem for Failover

The next two labs show how to add a protected filesystem to a cluster demonstrating the two
most common methods in use today:

e CNM using VERITAS Volume Manager to configure software mirroring

e External storage units (Compaq FibreChannel RA4x00) using RAID 0 hardware
mirroring

The user filesystem is calledirrorl and is mounted on thgestmirror directory.

4.8.1 Procedure for FibreChannel clusters

For clusters using Compaq FibreChannel RAID arrays {R84), complete this procedure
to add drives and filesystems:

Step 1. Physically install a pair of drives in the array. Install disks in the
corresponding slot in each of the two SCSI buses. See your hardware
vendor’s manual for installation instructions.

Step 2. Update the firmware on the disks, if necessary. See Section 1.9, “Initializing
Shared Storage,” on page 15 in M®C Curriculum Hardware
Supplement You must have firmware version 2.40, or dated 12/99 or later,
to insure Compaqg nodes and storage units work with NSC version 7.1.1.

Step 3. Create logical volumes with the disks withritberaid1cfg(1M) command.
For example, if node 1 is the active node controlling the storage unit, enter:

nscraidlcfg -T 1

Step 4. Stamp logical drives with a SCSI nexus. See Section 1.9.3, “Stamping disks
in a Compagq Fibre array,” on page 65 in #eC Curriculum Hardware
Supplement

Step 5. Make sure that the logical volume forrba filesystem is online and

available by checking theev/rdsk  directory for device entries that
correspond to the SCSI nexus of the logical volume you just created. For
example, the disk device associated with nes$:0 iSn1c2b0t1d0

Step 6. Create the device files usstimkdev(1M) with the-f option. For example:

sdimkdev -f
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Step 7. Bring the disks online. Run tiiekadd(1M) command from thé&dev/rdsk
directory. For example:

cd /dev/rdsk
diskadd n1c2b0t1dO

a. Entery to continue when warned about destroying existing data.
b. Entery to use the entire disk for a UNIX partition.
C. Entern to skip surface analysis.

d. Enterl when prompted for the number of filesystems. In this lab, the
entire disk will be used for the filesystem.

e. Enter/testmirror as the absolute pathname for the filesystem.
f. Entervxfs as the filesystem type.

g. Presg==] to select the default block size (1024k).

h. Presg==J to enable automounting.

I. Enter the number of all available cylinders fairrorl.
J- Entery when prompted to accept the allocation.
K. Accept the default allocation of inodes, when prompted.

l. Thedf(1) command displays all filesystems. The display should
include a line showingmirrorl similar to this:

/testmirror  (/dev/dsk/c2b0t1d0s1): 100000 blocks
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Step 8.

Step 9.

Step 10.

Configure the failover device table.
a. Edit/etc/cluster/fdevtab
b. Create the entries for your cluster devices. For example:
fs  1:/dev/dsk/n1c2b0Ot1d0s*; 2:/dev/dsk/n2c2b0t1d0s*
Test the filesystem failover. Shut down node 1 with this command:
clusternode_shutdown 1 -i0 -g0 -y

On node 2, after thaot filesystem has failed over, attempt to copy files to
and from thdtestmirror directory.
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4.8.2 Procedure for CNM clusters

To add a protected user filesystem to a CNM cluster:

Step 1. Install the physical disk for this filesystem, one in root node and one in the
failover root node.

Step 2. Log in asoot on node 1. You must riWixVM in a graphical environment.

Step 3. Reinstall the Veritas Mirroring or ODM license, if you have not done so after
both cluster nodes were initially installed.

Step 4. Bring the physical disk undéolume Manager control usingzxdiskadd.
This example assumes you have new disks that do not have an existing
VTOC table. Otherwise you will be prompted to encapsulate the disk.
vxdiskadd n1cOb0t1d0

Respond the these prompts:

a. Verify that you have entered the correct nexus.

b. Presg==] at the “Continue operation” prompt.

C. Acceptrootdgas the disk group name.

d. Presg==] to use the default name for the disk.

e. Presg= to choose not to add this disk as a spare disk.
f. Presgiqm=) at the “Continue operation” prompt.

g. Enter the nexus number of the new disk.
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AV 4-12
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Step 5. Add a VM disk.

a. StartVxVA . RunSCOadmin and selecERITAS Volume
Manager.

b. Click theWorld button. The new logical diskjsk01 , should be
present in th&/xVM World View if thevxdiskadd command was
executed successfully in the previous step.

C. Click on theBasic-Opsmenu.

d. SelecDisk Operations = Add Disks.

e. Enter the nexus number of the disk.

f. SelectNo in the “Analyze disk” field.

g. Enterrootdg in the “Disk group” field.

h. Click onApply.

The actual Veritas command executed is shown iiCdramand
Info window if there is an error.
Step 6. Create two subdisks of the VM didisk-01

a. In theWorld View display, click on disklisk-01

b. SelectAdvanced-Ops= Subdisk = Create.

The disk name will default tdisk01-01 Do not change this.

C. Enter a subdisk length of 100000.

d. Click theApply button at the bottom of the window to create the
subdisk.

e. Repeat steps b - d to credigk01-02

Note Itis important to use the same subdisk length of 100000 for both disks, sincefyou

will be creating a mirrored set later in the lab.
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AV 4-14
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nscrootdisk rootdisk-01 nscrootvel—01 standvol—01 swapve1—01 | d1skoz-n1 |
n2clb0Endosn rootdisk—02 rootvol Standvol swapval p——
s wol0L

n1cObOE0dDsD SrESt_stripe

File Execute

Command Hi

wxassist —g rootdg -U fsgen —p naxsize
wxassist —g rootdg -U fsgen make wol01 1000000 DONE
mkfs —F wxfs —o C fdewsvx/ rdsk/rootda/vol0l 1000000 DONE
mount —F wxfs —o chard,intr sdeu/ux/dsk/ rootdg/volol DONE
wxmake —g rootdg sd disk0l-02 dm_name=disk0l DONE
wxmake —g rootdg sd diskD2-02 dm_name=disk02
wxmake rootdg plex pl-01

rootdg plex p1-02

FINISH: nermal termination for the command
fusr/sbin/uxsd —g roctdg assoc pl-01 disk01-02
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disk01-01 p1-01

vxassist —g reetds —U fsgen make vol0l 1000000
mkfs —F wvxfs —o C fdev/vx/rdsk/rootdg/ve101l 1000000 DOME

mount —F wxfs —o chard,intr /dew/vx/dsk/roctdg/vol0l  DOME

o100 -g rootdg sd diskD2—02 dm_name=disk0z DONE
P -g rootdg plex pl-01 DONE

-g rootdg plex pl-02 DONE

Jtest_stripe wxsd —g rootdg assoc pl-01 disk01-02 DOME

vxsd —g rootdg sssec pl-02 disk02-02

wrwm:vxmake : WARMING: Yolume mirrorl: length set to zera
FINISH: normal termination for the command
Ausr/sbinfuxmake —U fsgen —g reotdg vol mirrorl read_pol=SELECT user:
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Lab: Configuring a Non-Root Filesystem for Failover

Step 7. Create two same-sized plexes.
a. Select subdisttisk01-01 The subdisk will be highlighted in green.

b. Create a plex composed of the single subdisk01-01 that was
created in Step 5. Sele&tlvanced-Ops= Plex = Create.

ThePlex Create Formis displayed.
C. Enterpl-01 as the plex name.
d. Click Apply to continue.

Thevxmake command is invoked to create the plex. Vked
command is then invoked to associate the subdisk with the plex.

e. The plex is created with narpkOL1. It should now be visible in the
World View.
f. Repeat step a - e to create another g&x2?) composed of one

subdiskdisk01-02

Step 8. Create a volume.
a. SeleciAdvanced-Ops= Volume = Create.
b. Entermirrorl as the name for the new volume.
C. SelectApply to perform the volume creation.

Thevxmake command is invoked to create the volumierorl.
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AV 4-16

T

Adding a Plex to a Volume

Easi

Ops  Advanced-Ops

) ons

B jection O
[ [n1cosornanso | || [ n1cosorianso ||| [ nzeosoridoso ||| [ nzcibocoanso | || [ diskoi-o1 | (|| diskoz—o1 |
nlcOb0OE0do nlcObOE1do n2cob0E1dn n2clbotody disk01-02 d1sknz—_nz

A nlc0bOt0d0 -0 nlcObOtldd /L n2c0bOtldo °L  n2clbOt0do J

nlcOb0tld0sd n2c0b0tldOsO

File Execute

v

diskD1-0D1
disk0z—01

vol01-01
vol0l

Command H

Srtest_stripe

output of the Highl

v v v v
[ nscrootdisk—o1 | [|[ rootdisk—03 [a1sko1-0z ||| [[nscroorat sk—o1 ||| [[ reorar sk—o3 ||| |[ roorat sk—o1 ]|
~__nscreotdisk || rootdisk-01 p1-01 nscrootvol-01 standvol-01 swapvol-01
n2clb0todos0 reotdisk—Dz mirrord rectvol standval swapvol
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Lab: Configuring a Non-Root Filesystem for Failover

Step 9.

Step 10.

Step 11.

Step 12.

Create a mirrored filesystem.

a. Drag and drop plex-01 into volumemirrorl.
b. Drag and drop plepl-02 into volumemirrorl.
C. Before a filesystem can be created on the volume, you must start the

volume. Click on volumeollto select it.

d. Start the volume. Seleatlvanced-Ops= Volume = Start
Volumes= Start.

e. Entemirrorl as the name for the mirrored volume.
f. SelectApply to execute the volume creation.
g. Create a filesystem on the new volume. Click on the volume to select

Iit.
h. SelecBasic-Ops= File System Operations> Make File System
I. Enter/testmirroras the mount point.
J- Selectchard as the mount option.
K. Accept all other defaults and cliéipply.

l. Open a terminal window, and verify the correct operation of the new
volume by attempting to copy some files to ftestmirrordirectory.

Configure the failover device table.
a. Edit/etc/cluster/fdevtab
b. Create the entry for your cluster device. For example:
fs  1:/dev/dsk/n1cOb0t0d0s0; 2:/dev/dsk/n2c0b0t0d0s0
Test the filesystem failover. Shut down node 1 with this command:
clusternode_shutdown 1 -i0 -g0 -y

On node 2, after thaot filesystem has failed over, attempt to copy files to
and from thdtestmirror directory.
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4.9 Answers to Exercises, Review Questions, and Labs

This section contains the answers to exercises, review questions, and labs presented in this
lesson.

Review Question Answers

This section contains the answers to the review questions on page 4-41.
1. The options added to clusterize theunt command are:

e csoft

e chard

e charddup

2. Entries in thédevtabfile controls failover for file systems other than the root file
system.

3. The OSU slice is used to store an image ofdbéefilesystem, so it can be upgraded
while the cluster is running.
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Introduction

Lesson 5

Network Administration

Introduction

TheUnixWare 7 Network Administratiorcourse presented information on how to
administer IP-based networking facilities on a stand-alone host. Most of the information
presented in that course is directly applicable to administering IP facilities in a cluster.

This lesson discusses how network administration is different between a stand-alone host
and a cluster, and details procedures for performing that administration.

Objectives

By the end of this lesson, you will be able to:

e Explain how IP address and TCP and UDP port spaces are viewed within a cluster
e Manage NICs in a cluster

e Define the terms CVIP and PIP and describe their differences

e Describe the features and limitations of a CVIP

e Explain how traffic flows in and out of nodes in a cluster with a CVIP

e Create IP aliases for CVIP interfaces

e Describe how multiple instances of a server-daemons can be used in a cluster

e Describe PPP limitations within a cluster
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AV 5-1

f| Network Administration |\

® Overview of Networking in NSC

e Adding NICs and PIPs

® The CVIP

o |P-Aliasing in NSC

® Packet Routing in NSC

® Running Multiple Server Daemons
e PPP

etwork01 © The Santa Cruz Operation, Inc.
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Topics

In order to meet these objectives, this lesson discusses:

e Overview of networking in NSC — the overall networking scheme used in NSC,
including how the IP, TCP, and UDP address spaces are viewed

e Adding NICs and PIPs — how to manage physical network interfaces in a cluster
e The CVIP — use and limitations

e |P-aliasing in NSC — creating IP aliases to either PIPs or CVIPs, including advantages
and disadvantages for each

e Packet routing in NSC — how packets are routed to and from cluster network interfaces,
both physical and virtual

e Running multiple server daemons — why and how to run multiple server daemons

e PPP — how to configure PPP in NSC, including its features and limitations
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AV 5-2
/| SSI And Networking |\
ClusterA HostB HostC
= E== E== ==
IP1.2.3.4 IP1.2.3.5 IP1.2.3.6
N ———
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Overview of Networking in NSC

5.1 Overview of Networking in NSC

Recall from theUnixWare® 7 NonStop Clustef® Conceptsourse that the goal of single
system administration (SSI) is to make a cluster appear as a single computing resource. With
respect to networking, that means that the cluster should appear as a single host, as
illustrated in AV 5-2 on page 5-6. This slide illustrates:

® The rest of the network sees the cluster by a single name, ClusterA

® The rest of the network sees the cluster by a single IP Address, 1.2.3.4

e For all intents and purposes, the cluster acts like it has only one LAN NIC, just like a

host

Exercise: Connecting to a cluster using telnet

Step 1.

Step 2.

Step 3.

Step 4.

From a machine other than the cluster:

Use &lnet client and connect to the IP address or name o
cluster.

Once connected, login to the clustapat
Enter the command:

ifconfig -a

How many interfaces are there on the same network?
View the contents of thetc/hostdile.

What is the IP address of the cluster?

Which interface matches the IP address of the cluster?

the

Although the cluster acts as a single host, to prevent a single point of failure, the cluster
must have at least two LAN NICs on each subnet to which the cluster attaches. Thus, in Step
3 in the preceding exercise, you saw multiple LAN NICs with IP addresses on the same
subnet. Additional LAN NICs may also be added to increase network bandwidth from a

cluster. This is described in Section 5.2, “Adding NICs and PIPs,” on page 5-11.
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Overview of Networking in NSC

To make the cluster appear as a single node on the network, NSC uses an object known as a
cluster virtual IP address (CVIP). The CVIP was also introduced idrihaNare® 7

NonStop Cluster Conceptsourse. In Step 3 of the preceding exercisegvidinterface

is the CVIP for the first subnet to which the cluster is attached.

The CVIP is a flexible and versatile tool. You can alias other IP addresses to the CVIP to
enable multihoming and host virtual domains on your cluster.

However, the CVIP and process migration can affect how packets are routed to network-
related processes, especially during a node loss.

Since the CVIP uses a single IP address, and presents the cluster to the rest of the network as
a single host, there are also issues related to running multiple copies of network-related
processes on a cluster. Section 5.6, “Running Multiple Server Daemons,” on page 5-23
explores these issues.

Finally, there are limitations with PPP functionality in the current implementation of NSC.

Note For the remainder of this lesson, the term NIC refers to a LAN NIC, unjess
specifically stated otherwise.
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AV 5-3

/| The netcfg(1M) Command In NSC |\

S Hetvrork Configuration Manager - B X

Hardware Protocol View Help

£\

Current networking configuration

TCP/P

EEE  Cluster Virtual IP Interface
fe TCPFIP

EEE  Compag_Netfex-3 series PCI Slot 0 Bus 0 Device 7 Function 0

= i =

SCOadmin
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Adding NICs and PIPs

5.2 Adding NICs and PIPs

As a UNIX network administrator, there are two reasons you add a NIC to a host:
e For redundancy, using the failover NIC facility in UnixWare 7
e To attach the host to another subnet

Both of these reasons remain valid for adding NICs to nodes in a cluster. However,
redundancy is best implemented in a cluster by making use of the CVIP facility, rather than
the standard UnixWare NIC failover feature. In this case, the additional NIC is in active use,
which has the added benefit of increasing bandwidth to the cluster.

You use the same utilities for managing NICs in NSC as you do in a non-NSC environment.
That is you rumetcfg(1M) or scoadmin1M) = Networking = Network Configuration
Manager. Either method brings up a window similar to the one shown in AV 5-3 on page
5-10. This slide was taken from a two-node cluster with one LAN NIC each. The CVIP was
configured during the installation of the NSC software. Note:

e All network interfaces, cluster-wide, are displayed in the manager. You do not have to
run netcfg separately on each node to manage their interfaces.

e The node to which each interface is attached is indicated in the detail line

Note To distinguish CVIP and NIC interfaces, NIC interfaces are also referrgd to
as physical IP (PIP) interfaces.

Use the same UnixWare 7 procedure to add a new NIC in an NSC environment. In the
Network Configuration Manager, selectHardware = Add New LAN Adapter. When
the list of NICs is displayed, the detail indicates the node to which the NIC is attached.

Exercise: Using netcfg

Start theNetwork Configuration Manager. Note the interfaces that are
configured for the cluster.
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AV 5-4

/| Initial CVIP Mapping I\

ClusterA Node 1

IP =1.2.3.41
MAC=AABBCCDD
=] ClusterA
=i IP=1.234
= MAC=AABBCCDD

i

ClusterA Node 2
IP=12342
MAC=EEFFGGHH
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Understanding the CVIP

5.3 Understanding the CVIP

As previously mentioned, the goal of SSI with respect to networking is to allow the cluster
to appear as a single host on the network, with a single IP address and host name. NSC uses
the cluster virtual IP address (CVIP) to accomplish this.

As shown in the last section, the CVIP is just another network interface. This was illustrated
by use of both thdconfig andnetcfg commands. The first CVIP is normally created when
the NSC software is installed. You can create additional CVIPs, if needed.

This section describes the CVIP and related CVIP administration tasks in more detail..

5.3.1 How the CVIP works

As discussed in thenixWare 7 Network Administratiorcourse, users and network

services specify a host name when connecting to another host. This name is then mapped to
an IP address using name resolution, such as DNS, NI&cgrostsThe IP address must

then be mapped to the hardware address of the remote system. This is doaddrgsn
resolution protoco(ARP).

A hosts sends a gratuitous ARP broadcast message to advertise its IP and MAC addresses to
other hosts on a subnet of a LAN. Hosts on the network update their ARP cache entries with
this address mapping.

When a cluster boots:

e One of the PIPs on each subnet is selected, and the IP address associated with the CVIP
broadcasts the MAC address of that PIP. This effectively maps the CVIP to that PIP.

e Hosts on the network update their ARP cache with the IP address of the CVIP and MAC
address of the associated PIP. This is illustrated in AV 5-4 on page 5-12.
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AV 5-5
f| CVIP Mapping After Node 1 Failure |\
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Understanding the CVIP

Hosts must also respond to incoming ARP requests. Since the CVIP is a virtual interface,
not a physical piece of hardware, the CVIP to which the PIP is mapped provides proxy ARP
service for that CVIP. That is, the PIP replies to ARP request asking for the MAC address
associated with the CVIP’s IP address using the PIP’s own MAC address.

Exercise: Using arp(1Mtcp)

Run thearp command to see the address returned for the CVIP. For exagqple,
enter:

arp -a

To adhere to the principal that a cluster has no single point of failure, you must have at least
two PIPs on each IP subnet. If one of the NICs fails, or a node fails, another PIP on the same
subnet is selected and the CVIP migrates to the that PIP. This occurs automatically, as
follows:

e The MAC address of the newly selected PIP is broadcast with the IP address of the
CVIP as a gratuitous ARP

e All nodes on the subnet update their ARP tables with the new MAC address
e The newly selected PIP begins performing proxy-ARP for the CVIP

e The PIPs on the root and failover root nodes must be on the same subnet, along with the
CVIP, to facilitate failover of the networking services

The complete list of conditions under which a CVIP can migrate include:

e A node with a network interface joins or leaves the cluster

e A CVIP address is added or removed

e A network interface is added or removed from one of the nodes in the cluster

e A node or network interface fails

The CVIP fails over automatically when the node or the network interface currently
handling CVIP traffic fails. The interface monitor daemiémond, performs the function

of tracking the state of all network interfaces in the cluster and makes changes to the CVIP
configuration as needed.
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Whenever changes in the cluster network configuration are deteciieaooy, it executes
a script that:

1. Creates a list of PIPs and CVIPs in the cluster

2. Determines whether the CVIP-to-MAC address mapping exists in the cluster’s ARP
table

3. Determines whether the assigned PIP is operational

4. Assigns a new PIP to the CVIP if the interface is not available
These criteria determine which interface is assigned to the CVIP:
e The interface must be on the same subnet as the CVIP

e PIPs on the root node are given preference

e |If there are no other PIPs available on the root node, the next highest node number is
given priority

Exercise: Observing CVIP Migration On Node Failure

Step 1. Login to the cluster asot.

Step 2. Use thé#config command to determine which node contain|
the PIP to which the CVIP is currently mapped.

Step 3. Use thaode_selfcommand to determine which node you afe
on. If it is the same node, logout and login explicitly to the
another node on the cluster ustatpetto connect to the PIP o
the other node.

Step 4. Simulate a failure the node with the CVIP by powering it

Step 5. Run théconfig command again to determine which node
contains the PIP to which the CVIP is now mapped.
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Understanding the CVIP

5.3.2 CVIP and name resolution

The cluster host name and CVIP address are usually assigned during UnixWare 7 and NSC
software installation. After installation, you must configure your network’s name resolution
service with the cluster name and IP address of the CVIP if you want external hosts to
connect to the cluster using the CVIP.

Whether you are usinigtc/hostsDomain Name System (DNS), or another service, add the
cluster name and CVIP address just as you would an individual network node.

Note To ensure that Remote Procedure Calls (RPC) and other applications jvork
after failover, the CVIP name must be set to the cluster name.

There are some cases where the PIPs within a cluster are registered with the name service,
usually for performance benefits in certain environments. In general, only the CVIP and
cluster name are made available to the name resolution service.

Optional Exercise: Configuring name resolution

Add the cluster name and CVIP to the name resolution service used in the
classroom, as directed by your instructor.
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AV 5-6
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Adding A CVIP )
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Understanding the CVIP

5.3.3 Adding CVIPs

If the cluster has two or more subnets, only the CVIP for the first subnet configured during
software installation will be configured. Add a CVIP for each additional subnet to which the
cluster is attached.

To add a CVIP:

Step 1. Log into the cluster asot.

Step 2. Run theetcfg command.

Step 3. Make sure you are in the correct view; if you are uncertain, gedect
LAN.

Step 4. Seleddardware = Add New CVIP. This brings up a window similar to the

one shown in AV 5-6 on page 5-18.

Step 5. Fill out the form as you would for a new PIP on the subnetofonfigure
the CVIP as a DHCP client.

Step 6. Click orOK. This adds the name/IP address pair tdetehostdile

Step 7. The new CVIP appears as an icon irNgigvork Configuration Manager
window.

Step 8. Seledtardware = Exit.

Step 9. If using another name resolution service, add the name/IP mapping

information to that service.
Step 10. Relink the kernel, if prompted when exitedcfg.

Step 11. Reboot the cluster if the kernel was relinked.

Note If you add a subnet, be sure to add two NICs on that subnet for reduncIancy.
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5.4 IP Aliasing in NSC

Since a CVIP is a network interface supporting the IP protocol, you can create IP aliases to
it. This is useful for hosting virtual domains, including web and mail services, just as you
would on a non-NSC UnixWare 7 system.

For example, suppose you have the following:

e A new domain name afewdom.com

e Afree IP address on your subnet of 1.2.3.100, which you are going to use for hosting the
newdom.condomain

e The subnet of the IP address is the same subnet as that served\ngGiheerface

To create the IP alias, assign this IP address tovip@ interface, enter:

ifconfig cvipO alias 1.2.3.100

The alias will only last as long as the cluster remains up. To create the alias with every
cluster boot, you must place an entry inféte/inet/confi¢file as discussed in the

UnixWare 7 Network Administratiorcourse.

Since the IP alias is to a CVIP and not a PIP, the alias becomes fault tolerant and migrates to
PIPs just as the CVIP does.

Exercise: IP alias failover

Step 1. Create an alias to your CVIP as indicated by your instructgr.
Step 2. Determine which NIC (PIP) is handling this new alias.

Step 3. Force a failover of that node.

Step 4. Uséelnet to connect to the alias.

now on another node.

Note that the connection succeeds, even though the PIP handling the CI/IP is
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5.5 Packet Routing in NSC

Packet routing in a cluster occurs at two levels:

e Extra-cluster—between the cluster and external hosts

® Intra-cluster—between cluster nodes

Extra-cluster routing works essentially the same as between non-cluster hosts.

e The cluster routing daemons have been modified so that a PIP responds to ARP requests
for the CVIP, as described in Section 5.3.1, “How the CVIP works,” on page 5-13

e Routing is configured in a cluster using the same tools and guidelines used for non-
cluster UnixWare 7 systems

Intra-cluster routing is treated like a request to the loopback inteface. If the source and target
processes are on different nodes, requests are sent via the SAN to route the packets between
said processes. Packets are routed between cluster nodes using two NSC-specific
mechanisms:

® An NSC-spcecific driver, commonly referred to as the “glue” layer between the IP and
TCP layers of the protocol

e Coordination of cluster-wide network operations byrieework registration database
NeRD, which:

e Maintains a global database that ensures connections are unique across the cluster
e Manages state and location information for each network interface
e Manages the routing table for the entire cluster

For incoming traffic, external hosts usually send packets to daemons listening on the IP
address of the CVIP. The packets are passed to the node running the daemon.

For outgoing traffic, when a daemon sends response packets, NSC either:
® Routes the packets through a local NIC on the same subnet

e Sends a SAN message to transmit the packet through a NIC in the cluster on the same
subnet.

In either of the above cases, the packet still claims to come from the IP address to which the
request was originally sent.
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Thus, all incoming traffic comes into the node whaetmsthe CVIP, but outgoing traffic is
distributed among the PIPs in the cluster.

WARNING! The kernel data structures used to communicate between TCP/IP-
based servicespcketsare created on the node responding to the
incoming request for a network service; that is, the node which ojvns
the CVIP.

In UnixWare NSC 7.1.0, sockets are not migrated to other nodes jvhen
processes migrate. The implication of this limitation is this: If a
connection is made to a process through the CVIP, the connecti¢n is
lost if the node owning the CVIP fails. However, the CVIP migratef to
another node, and new connections can be made through the nqw PIP
mapping the CVIP.
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5.6 Running Multiple Server Daemons

Each IP address has its own unique port space. That is, each IP address has a unique set of
TCP and UDP ports used by client and server proceses. This is true in both NSC and non-
NSC environments.

Because NSC has several PIPs and one CVIP per subnet, it is possible to start server
daemons on each of the PIPs as well as the CVIP. However, if hosts outside the cluster only
connect to services within the cluster via the CVIP, this is counter-productive. You are
creating extra CPU and RAM load for a process that will never be used.

However, you can still take advantage of NSC'’s parallel processing to run multiple copies of
certain server daemons in one of two ways:

e Upon receiving a connection request, certain server daemons (for exaimeld)
spawn a child process to accept the connection and service the client’s requests.
Configure the load leveling subsystem to distribute the load of these daemons. (see
Lesson 7: “Load Leveling”).

e If you are hosting virtual domains, and your web and/or mail servers allow this, you can
configure separate server daemons for each IP address associated with each virtual
domain. Each web/mail server can then be configured to be monitored by the failover
daemon (see Lesson 8: “Failover”) or load blanced (see Lesson 7: “Load Leveling”) as
you see fit.

Note Many Internet service daemons use a configuration file. The daemon rjpust
allow you to specify unique configuration file names for each instantiatiqn in
order for this scheme to work in NSC.
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5.7 PPP

The PPP capabilities in NSC vary depending on the version.

NSC 7.1.0,7.1.1
PPP can only be run on the current root node. It can only access devices on the node

on which it runs. This has several consequences:

e If you configure PPP to run with clusterized device node names, for example
/dev/term/01m.land the node with that device fails, PPP is unavailable for the
entire cluster.

e Certain devices come with non-clusterized as well as clusterized device node
names, such addev/term/01mThis non-clusterized device node name, refers (in
this example) to COML1 on the current node. Using this device node name allows
PPP to run on either of the potential root nodes. But you must have the
associated equipment attached to each serial port.

Further, PPP connections do not survive failover.

NSC 7.1.1b
PPP can be run from any node. It can use hardware devices attached to any node. For

redundancy, create multilink bundles with modems from multiple nodes. If the
destination ISP does not support multilink PPP, set the maximum number of links in
use to 1.

Regardless of the version you are running, the PPP daemon is monitored by the
keepalivg1M) daemon. Therefore, you cannot stoppghpd(1M) daemon using the
standard command:

ppptalk stop

Instead, you must run the shutdown script:

letc/rc2.d/S71ppp stop
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5.8 Lesson Summary

This lesson discussed the differences in performing network administration in a NSC
environment. Topics discussed include:

Overview of networking in NSC
Adding NICs and PIPs

The CVIP

IP-aliasing in NSC

Packet routing in NSC

Running multiple server daemons

PPP

Review questions

1.

What events can cause a CVIP to migrate to another PIP?

If your cluster has 4 subnets, how many CVIPs should you configure? Why?

How many NICs should you have for every subnet in a cluster?

Give an example of how you could use CVIPs to host a virtual domain on your cluster.
Why would you want to do this?

What are the limitations of PPP in the version of NSC used in your classroom?
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5.9 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

arp(1Mtcp) Provides address resolution protocol services
ifconfig(1Mtcp) Configures network interfaces

keepalivgl) Restarts failed processes in a cluster environment
netcfg(1M) Configures network interfaces; can be invoked from the

command line, or fromcoadmin1M)

node_selfl) Displays the current node number
pppd(1M) Establishes PPP connections

ppptalk (1Mtcp) Starts and stops PPP connections
telnet(1Mtcp) Connects to telnetd on the specified host

Relevant files

/etc/hosts Is the local table for host name to IP address matching. See
hostg4tcp).

letc/rc2.d/IS71ppp Starts and stogsppd(1)

letc/resolv.conf Is the name resolution configuration file. See
resolv.confdtcp).

5-26 UnixWare 7 NonStop Clusters Administration



Answers to Exercises, Review Questions, and Labs

5.10 Answers to Exercises, Review Questions, and Labs

This section contains the answers to exercises, review questions, and labs presented in this
lesson.

Exercise answers

“Connecting to a cluster using telnet,” on page 5-7

The answers to this exercise are dependent upon your cluster configuration. Your instructor
will provide you with the correct answers.

“Using arp(1Mtcp),” on page 5-15

The answers to this exercise are dependent upon your cluster configuration. Your instructor
will provide you with the correct answers.

“Observing CVIP Migration On Node Failure,” on page 5-16

There is no answer associated with this exercise.

“IP alias failover,” on page 5-20

There is no answer associated with this exercise.
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Review Question Answers

This section contains the answers to the review questions on page 5-25.
1. These events are monitoredifsgond and can cause a CVIP to migrate.
e A node with a network interface joins or leaves the cluster
e A CVIP address is added or removed
e A network interface is added or removed from one of the nodes in the cluster
e A node or network interface fails

2. If your cluster has 4 subnets you should have at least four CVIPs, one for each subnet. If
you do not have a CVIP for a subnet, you will not have a failover solution in case a PIP
on that subnet fails.

3. You must have at least two NICs for each subnet for redundancy. In a cluster
environment, these can both be active NICs, as opposed to the active/backup NIC
failover feature in non-NSC UnixWare environments.

4. You can create an IP alias to the CVIP and then register this IP address and a virtual
domain name with the name resolution service. The new IP address and domain name
are advertised through the name service, so network users and services can connect just
they would to any host. Because this virtual domain is aliased to the CVIP, rather than a

PIP, it remains accessible even in the event of NIC or node failure in the cluster.

5. PPP functionality depends on the release of NSC. Séiniké/are 7 NonStop
Clusters Release Notder information about PPP limitations.
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Introduction

Lesson 6

Startup and Shutdown

Introduction

This lesson discusses how the startup and shutdown processes are different between a stand-
alone host and a cluster. It also details procedures for how startups and shutdowns occur,
either per node or cluster wide, and discusses node failures and recoveries.

Objectives

By the end of this lesson, you will be able to:

Describe the startup process for a single node, noting:

e Differences between the first and additional nodes to boot
e Differences between potential root nodes and other nodes
Specify the order in which nodes should be booted

Explain what happens if, during startup, a node cannot find a root node, or join the
cluster

Perform an orderly shutdown of a single node and an entire cluster

Describe how the cluster reforms when a node leaves the cluster
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® Shutdown For The Entire Cluster

® Shutdown and Failure on Individual Nodes

tanup01 © The Santa Cruz Operation, Inc.
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Topics

In order to meet these objectives, this lesson discusses:

e Cluster startup — starting nodes in a cluster

e Configuring startup — newooi4) andinittab(4) parameters, files, and scripts

e Shutdown for the entire cluster — shutting down the entire cluster

e Shutdown and failure on individual nodes — performing an orderly shutdown on any

node in the cluster. It also discusses the ramifications of a node shutdown, cluster
reformation, and failover.
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6.1 Cluster Startup

On a standalone host system where storage is typically internal to the computer, you
generally boot the system by powering on the computer. For NSC, the procedure is slightly
more complex because of the existence of multiple computers and possibly external shared
storage.

This lesson presents the general procedure for booting a cluster, as well as discussing what
happens on the various nodes during the boot procedure.

6.1.1 Cluster boot procedure

The procedure for booting a cluster is:
Step 1. Power on any SAN or LAN switches or hubs.

Step 2. Power on any external storage devices, such as Fibre Array or JBOD
cabinets, switches, or hubs.

Step 3. Wait for the devices powered on in Steps 1 and 2 to fully initialize
themselves. Often these devices have firmwaréthatsthe device and then
indicates success or failure through some LEDs.

Step 4. Power on the node you want to be the root node. This is node 1, unless that
node is currently inoperative.

Step 5. If the cluster is using CNM, power on node 2 (the failover root node) within
seconds of powering on node 1. This ensures that node 1 will be the root
node, but that theot filesystem mirror between the nodes will not be
considered stale and have to be re-mirrored. See Section 6.1.2, “Booting
CNM clusters,” on page 6-8.

Step 6. Regardless of the protected storage method used footlikesystem,
power on the remaining nodes in the cluster, one at a time. Because
computers require more power for the first few seconds after power-on than
they do to continue operating, space the node-powerups a few seconds apart
to prevent overloading your facility’s power circuits.

Unless there is a catastrophic failure, each cluster node presents a login prompt when the
sequence is completed. Section 6.1.3, “The startup sequence,” on page 6-9 detail this
sequence so you can troubleshoot the boot process, if necessary.
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6.1.2 Booting CNM clusters

When booting a cluster using CNM, the timing of the power-on of nodes 1 and 2 is critical:

e Power on node 1 before node 2 so that node 1 becomes the root node. This is important
if you want to run certain things like X windows on the console, which can only be run
on node 1, and then only if it is the root node in versions 7.1.0 and earlier. As NSC
matures, the number of these dependencies decreases. But as of release 7.1.0, they are
still an issue.

e Power on node 2 sufficientlgter thannode 1, so that node 1: 1) Finishes its power-on
self test (POST); 2) Boots UnixWare 7; and 3) Elects itself as root node—before node 2
beats node 1 to the election.

e Power on node 2 sufficientgoon aftemode 1 so that node 1 knows that node 2 is
joining the cluster and does not force a re-mirror ofdlo¢ filesystem, during which the
cluster is vulnerable to a single point of failure in node 1.

Timing constraints require that node 2 join the cluster after node 1 has elected itself as the
root node but before it checks to see if node 2 is available to mirrayahiesystem. If

nodes 1 and 2 are comparably configured (same make, model, number of CPUs, disk
configuration, and the same amount of RAM), then powering on node 2 within two-five
seconds of powering on node 1 should accomplish this goal.

To determine whether the timing was appropriate, check the following after cluster boot:
e Check to see if thmot filesystem mirror is being updated.

If the vxrecover(1M) process is running with an argument@dtvol-02 immediately

after boot, you started node 2 too late. After the process finishes, indicating tloat the
filesystem is remirrored, shutdown the cluster and try again, starting node 2 earlier. If
nodes 1 and 2 are configured differently, you may even need to start node 2 before node
1.

e Determine which node owns thaot filesystem using thehere /command line.

If where /returns node 2, you started node 2 too soon. If this is the case, node 1 may
have not only been started too late to claim the root node, but also late enough to have
NSC consider the root volume stale and in need of remirroring, indicateddxover
running with an argument obotvol-01. Wait for the remirroring to complete and then
shut down the cluster and try again, starting node 2 later.
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6.1.3 The startup sequence

This is the boot sequence for cluster nodes. Use this as a guide for troubleshoot problems
during node startup.

1. The kernel is loaded according to the procedure outlined imoitt€l M) manual page.

2. The kernel initializes itself, including statically-linked device drivers. Just after the
driver for the SAN is initialized, it will test both fabrics and select one.

3. The node determines its own node number using information botiet) file, and
sends a SAN message indicating it is joining the cluster in the COMINGUP state.

4. The node contacts the Cluster Member Services (CMS) node (also found through the
boot file) to locate the current root node.

5. Ifthere is no current root node, and this node is a potential root node, it becomes the root
node and starts the CMS, listing itself as root.

The node then mounts thaot filesystem and creates thmat (1M) process, which
proceeds with a normal system startup. Skip to Step 9.

6. If the node is not the root node, it performs a cluster-filesystem mountrobthe
filesystem.

If a node is not a potential-root node, and there is no root node, or if a node is a potential
root node and fails to mount theot filesystem, the node panics.

7. The CMS re-forms the cluster. See Section 6.4.1, “Reforming the cluster,” on page 6-15.
8. Theinit process runs thietc/cluster/nodeupcript for this node.

9. The node is marked in the UP state. If this node performs CNM, and the mirror is stale,
then the Veritas software will start tiierecover(1M) process to rebuild the mirror.

Note Remember, if a mirror is being rebuilt on a potential root node, and thejroot
node fails, the potential root node, and all other nodes in the cluster, pgnic.
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6.2

Configuring Startup

TheUnixWare 7 System Administration Itourse presented a substantial amount of
information about how to configure the boot process by modifyingstaad/bootand
/etc/inittabfiles. All of that information is applicable to NSC, with these exceptions and
additions:

e Each node has its owooi(4) file residing on itstandslice on its internal boot disk.
When nodeN joins the cluster, itstandfilesystem is mounted under tfetand/N
directory.

® There are additional, NSC-specific parameters fobtw#(4) file, as discussed in the
next section.

6.2.1 The boot (4) file in NSC

The boot parameter file for each node is documented inabi&d) manual page. There is
also documentation on the NSC-specific additions to the féeohelg1X) = NonStop
Clusters Documentation= System Administrators Guide= Administering SCO
UnixWare 7 NonStop Clusters Booting and Initialization= Understanding Boot File
Extensions

The parameters of note include:

CLUSTER_NODENUM  The node number of this computer when it joins the cluster.
This value will be unique for each node.

WARNING! If you are using Compaq ServerNet switches, the number used fdr this
entry must be one less than the port-number to which you attachdqd this
node’s Servernet cables. This is because Servernet switches st
numbering at 0 instead of 1.

CLUSTER_ROOTNODE A comma-separated list of nodes that are potential root nodes.
The order the nodes appear in the list is the order the of
secession in the event the current root node fails. This
parameter must be the same on all nodes. See the CLMS
parameter for details on how nodes find the current root node.

PARAMS The name of a file, relative to the stand slice, where the boot
procedure gets additional parameters, discussed later in this
section.
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SBADEV If you are using a split-brain avoidance cable, this entry

indicates the device node to which the cable is attached on
this cluster-node.

Note The name of the driver for the COM1 and COM2 serial poitsis

CLMS This parameter is a comma-separated list of nodes providing

cluster membership services. By default, this is the same as
the list of root nodes specified in ttk USTER_ROOTNODE
parameter. This parameter must be the same on all nodes.

During boot, potential root nodes check the CLMS nodes to
determine if there is already a root node. If not, they mount
the root filesystem themselves and become the root node,
registering themselves with the CLMS.

ROOTDISK For non-CNM systems, this parameter specifies the name of

the device node that contains the root filesystem. It follows
the naming convention documented in ¢igk(7) manual

page.

6.2.2 The inittab (4) file and init(1M) in NSC

There are several differences you need to understandialiaatNSC.

There is only one version of ti@t command running at any time within the cluster.

Theinit daemon is now state-aware. That is, it keeps the state of the processes it is
monitoring in a file in theoot filesystem.

Theinit daemon runs on the root node. In the event the root node failsittheocess is
restarted on the new root node using the state information left by the prenious
process. This is performed during the failover and cluster reforming procedure.

As indicated in Section 6.1.3, “The startup sequence,” on pagmib-performs
differently when it is first started on a root node then it does when it is started on a
dependent node.

To support this node-dependent behaviorjritab file has been modified as
documented in thimittab(4) manual page. These modifications are discussed in the rest
of this section.
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The following enhanced syntax options for thigtab file supportinit processing in a
cluster operating environment:

® The special charactety D, andR are now allowed in the run-state (2nd) field of an
inittab entry. When present, they indicate that the command in the last field should only
be run when a node enters or leaves the cluster, or after a current root node failover,
respectively.

Note Eachinittab entry can contain only one of theD, orR characters.

e The%nand%gspecial tokens can be used in the last (process) field. These tokens have
special meaning:

Run Level %nToken Expansion %gToken Expansion
U The number identifying the node that The number of times, from
is joining the cluster 0-15, that the node has
joined the cluster during this
boot cycle
D The number identifying the node that The number of times, from
is leaving the cluster 0-15, that the node has left
the cluster during this boot
cycle
R The number identifying the failed The number of times, from
node 0-15, thatnit (1M)
processing has recovered
during this boot cycle

® You can now place a hash mark (#) at the end of the last (process) field, followed by a
list of node numbers. This list is then a node-restriction list, enabling you to target
specific node(s) to run the command. 8ettab(4) for further information.
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6.2.2.1 Execution order requirements

Normally, commands in thieittab file are executed in the order in which they appear.
However, when a node joins or leaves a clust&iGCLUSTERsignal sets the nodeisit
processing state. This event causésprocessing to enter a special transient run level
during which only entries with i@, D, or R are processed.

Failover recovery also cause# to enter a special state, during which only entries with an
R are processed.

During ordinary run levels, or when a child process dimts executes all commands in the
inittab file sequentially, except entries that include the following:

e DorRrun levels

e Urun level, unless theespawn keyword is in theaction field
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6.3 Shutdown For The Entire Cluster

Because NSC implements SSI, shutting down the entire cluster works the same as shutting
down a single-computer system. That is, usesth#down(1M) or init (1M) commands
with appropriate arguments to shut down the entire cluster.

This will cause the dependent nodes to be shut down, according to the rulasiitetb(@)
file. The root node will shut itself down after all dependent nodes are down.

If your cluster has external devices such as SAN or LAN switches or hubs or external shared
storage, do not power these devices off until you see the message on the console of the root
node indicating that it is okay to power off the system.
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6.4 Shutdown and Failure On Individual Nodes

One of the primary benefits of using NSC is exceptional availability. This is achieved in
several ways:

You can take individual nodes out of the cluster to perform scheduled maintenance or
upgrades.

The cluster can survive the failure of any one node. It can even survive the failure of
multiple nodes, as long as one root node continues to run.

6.4.1 Reforming the cluster

When a node leaves the cluster or rejoins the cluster, the CMS must reform the cluster.
These tasks are performed when the cluster is reformed:

If a node is leaving the cluster, all processes that started on that node, and have since
migrated, have virtual processes entries made for them cuittogate-originnode—
typically the current root node. This allows other processes within the cluster to find the
migrated process.

If the node leaving the cluster was the current root node, a new root node must be
selected from the potential root nodes. The new root node must then unmaunt the
filesystem it mounted through the cluster filesystem (cfs), and re-mount it, physically. It
must also re-start theit program and run anyittab(4) entries with amRin their 2nd

field.

If a node is re-joining the cluster, virtual process entries moved to the surrogate-origin
node, if any, must be moved back to the rejoining node.

Further, any other protected filesystems that were served by this node must be
remounted according to the information in fevtal§4) file, as described in Section
4.2, “Filesystem Administration in NSC,” on page 4-11.
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6.4.2 Controlled shutdown of an individual node

To deliberately shutdown an individual node in the cluster, use either
clusternode_shutdowri1M) or node_dowr(1M).

6.4.2.1 The clusternode_shutdown(1M) command

Theclusternode_shutdowii1lM) command is logically equivalent to tehutdown(1M)
command on a non-NSC system. That is, it performs an orderly shutdown of the node:

Stop all processes currently running on the node.

Process aninittab(4) entries with @& entry in their second field that are applicable to
this node.

Unmount any filesystems currently mounted by this node. If this is the current root node,
a potential root-node is then engaged. If this node is serving non-root protected
filesystems, they are unmounted from this node and remounted on one of the other
protecting nodes.

Prepare the system for power-off.

Use the-N flag to specify the node number.

This command is the preferred method for shutting down an individual node.

6.4.2.2 The node_down(1M) command

In the event of an emergency, you can usatue_dowr(1M) command. This command is

only slightly better than simply powering-off the node. Tilode_dowr(1M) manual page

issues dire warnings about possible bad consequences of using this command. Use it at your
own risk.
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6.4.3 Reboot parameters

When a cluster node panics, it generates a memory image dump/devitgeimp.Nlevice

(whereN is a node number). During system boot you are prompted to save the dump image.
The time, measured in seconds, that the system waits for a response depends upon the value
of the TIME parameter in théetc/default/dumpile.

e Set theTIME parameter to O if you do not want to be prompted.

e Set theTIME parameter to a positive number to allow time to respond to the question. If
you do not respond, the dump will not be saved and the boot proceeds automatically.

e Set theTIME parameter to a negative number or leave it out of the file entirely, to force
the system to wait indefinitely.

The default iSTIME=15.
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6.5 Lesson Summary

This lesson presented issues related to starting and stopping an entire cluster and specific
nodes within a cluster. The topics presented were:

e Cluster startup
e Configuring startup
e Shutdown for the entire cluster

e Shutdown and failure on individual nodes

Review questions

1. State the order in which nodes should be booted.

2. Why is it important to power up node 2 just after node 1 in a cluster using CNM?

3. Which node(s) havieootfiles? Where is thbootfile located?

4. Does init run on every node in a cluster?

5. What actions are performed when a root node leaves a cluster?
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6.6 Lab: Rebooting the Cluster

In this lab, you will use thelusternode_shutdowif1M) andshutdown(1M) commands to
reboot individual nodes, and then the entire cluster.

Procedure

Use this procedure to reboot node 1, and shutdown node 2.

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Step 7.

Login to the cluster asot.

Start a Korn shell on node 2. Enter:
onnode -p 2 ksh

Reboot node 1. Enter:
clusternode_shutdown -N1-i6-g 0 -y

Start a korn shell on node 1. Enter:
onnode -p 1 ksh

WARNING: If the cluster uses CNM, wait until any re-mirroring is finished
as discussed in Section 6.1.2, “Booting CNM clusters,” on page 6-8.

Shutdown node 2. Enter:
clusternode_shutdown -N 2 -g 0 -y

Reboot node 2.

Use this procedure to shut down the entire cluster.

Step 1.

Step 2.

Login to the cluster as root.
Enter:

shutdown -g0 -y

Reboot the cluster according to the procedure in Section 6.1, “Cluster Startup,” on page 6-7.
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6.7 Lab: Modifying inittab (4)

In this lab, you will modify thdetc/inittabfile to announce that a node is coming up, going
down, and when a new node is selected as the root node.

Procedure
Step 1. Login to the cluster asot.
Step 2. Edit theetc/inittabfile. Add these lines at the end of the file:

[1:2345U:wait:/usr/sbin/onall echo “node %n up” >/var/adm/syslog
[2:2345D:wait:/usr/shin/onall echo “node %n down” >/var/adm/syslog
13:2345R:wait:/usr/sbin/onall echo “root node %d failedover” \
>/var/adm/syslog

Step 3. Telinit to re-read thanittab file. Enter:
telinit g
Step 4. Power off a non-root node.
Step 5. View the message/wrar/adm/syslog
Step 6. Power on the node you powered off in Step 4.
Step 7. View the message/wrar/adm/syslog
Step 8. Power off the root node.
Step 9. View the message/wrar/adm/syslog
Step 10. Power the former root node back on.
Step 11. View the message/irar/adm/syslog
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6.8 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

boot(1M)

Starts up a the system

clusternode_shutdowri1lM) Shuts down a node in a cluster

init (1M)
nodedown(1)
onnodg1)
shutdown(1M)
telinit (1M)

vxrecover(1M)

Relevant files

Initializes process control

Shuts down a node immediately
Executes a command on a specific node
Shuts down an entire cluster

Tellsinit to re-read thaittab file

Updates a Vertias disk mirror

asyq7)
disk7)
/etc/boot
/etc/inittab
letc/utmpx

/etc/wtmpx

Controls serial ports COM1 and COM2
Describes device node naming conventions

Is the configuration file foboot(1M). See bod#).
Is the configuration file fomit (1M). Seenittab(4).
Tracks user and accounting information

Tracks user and accounting information
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6.9 Answers to Review Questions

This section contains the answers to review questions presented in this lesson.

Review Question Answers

This section contains the answers to the review guestions on page 6-18.
1. Nodes should be booted in this order:

e Power on the root node.

e Power on the failover root node.

e Power on remaining nodes.

2. Itimportant to power up node 2 within seconds of node 1 in a cluster using CNM to
ensure that node 1 will be the root node and the root filesystem mirror will be up to date.

3. Each node hashmotfile located in itsstand11slice on its internal boot/root disk.
4. Theinit (1M) process runs only on the root node.
5. When a root node leaves a cluster:
e The CMS reforms by selecting a new root node from the list of potential root nodes.

® The new root node unmounts tlo®t filesystem from the cluster filesystem (cfs)
and mounts it physically.

e The new root node restaitst and runsnittab entries withR in the second field.
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Lesson 7

Load Leveling

Introduction

NSC is superior to simple failover solutions for many reasons. One reason is that it has
multiple nodes always running the operating system and therefore ready to run applications.
NSC increases this superiority by allowing administrators to balance the process work-load
between these nodes. In NSC, this is cdtbed leveling

Load leveling can be done for only certain programs, for only certain nodes, or a
combination of both.

This lesson discusses how to configure load leveling in an NSC cluster.

Objectives

By the end of this lesson, you will be able to:

e Turn load leveling on and off

e Configure load leveling

e Describe the daemons that implement load leveling

e Explain how to manually perform and override load leveling

e® Describe the types of applications that should not be subjected to load leveling
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® Load Leveling Goals

® Load Leveling Concepts

® The Mechanics of Load Leveling

e Configuring Load Leveling

® Starting and Stopping the Load Leveling Daemons
o Overriding Load Leveling

® Load Leveling Domains

oadlevellngo1 ® The Santa Cruz Operation, Inc.
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In order to meet these objectives, this lesson discusses:
e |oad Leveling Goals — how and when to use load leveling

e Load Leveling Concepts — reviewing the N+0 and N+1 concepts presented in the
UnixWare® 7 NonStop Clustef® Conceptsourse

e The Mechanics of Load Leveling — understanding automatic load leveling

e Starting and Stopping Load Leveling Daemons — starting and stopping load leveling
using the command line and tkeepalivesubsystem

e Configuring Load Leveling — understanding and modifying the various configuration
files used by load leveling

e Overriding Load Leveling — excluding applications from load leveling

e |Load Leveling Domains — grouping nodes for load leveling
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7.1 Load Leveling Goals

NSC includes a load leveling mechanism that attempts to distribute load evenly among the
nodes in a cluster. This can be expressed mathematically:

Given N nodes, and a total load of L, the load on each node should be L/N

where the terntoad refers to CPU load only. Ideally, this results yields load graphs similar
to those illustrated in AV 7-2 on page 7-6.

The NSC load leveling facility tries to balance the load among its nodes by:

e Migrating processes off of an overloaded node and unto an underloaded node

e Starting processes on underloaded nodes

While NSC's load leveling facility helps you achieve this goal, you will probably need to
manually configure the load level mechanism to achieve better results for your particular
mix of applications and user requirements. The default load-leveling configuration is often

unable to effectively distribute your cluster load for these reasons:

® Processes do not exert an equal load on a node throughout their existence. That is, they
spend some time waiting, some time running.

e Different programs running in processes exert different loads on the node. For example:

e Accounting applications spend much of their time waiting on keyboard or disk I/O.
When they do run, they are CPU-intensive for very short periods of time.

e Graphics programs spend some of their time waiting on keyboard I/O. Once itis
received, they are CPU-intensive for longer periods of time.
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e Nodes may have varying numbers of CPUs. Moving a process to a node with fewer
CPUs has a greater impact on that node than moving the same process to a node with
more CPUs.

e You do not want to subject all process to load leveling. For example, you do not want to
migrate thanit daemon. Other examples are timmodeandnode_selfcommands.

® Some process cannot be migrated by the load leveling mechanism. Load leveling is
achieved by signal processes usBiGMIGRATE Some processes gmnedto a
node, which means they ignds#GMIGRATEand therefore are not affected by load
leveling.
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7.2 Load Leveling Concepts

The NSC load leveling facility migrates process among nodes based on CPU load calculated
for each node. CPU load is based on the number of processes waiting in the run queue
averaged over a specified time period.

As a simple example, consider a four node cluster. At a given time, the run queues for each
node are checked and the results are:

CPU Run queue length
Node 1 1
Node 2 4
Node 3 5
Node 4 1

The load average for the cluster is calculated by adding the run queue length for all nodes
and dividing that by the number of nodes. In this case, that is 11 divided by 4, or 2.3.

This cluster load average is then used to determine which nodes are over- and underloaded.
How these values are calculated and used by the load leveling facility is determined by a set
of configurable parameters defined in these files:

e /etc/cluster/load_level/parameters

e /etc/cluster/load_level/rexec_commands

e /etc/cluster/load_level/migrate_commands
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Before you attempt to configure load leveling, you need to understand these concepts and
how they are implemented by the load-leveling mechanism.

Load information exchange Nodes participating in load leveling must exchange their

Exchange vector

Load weights

Load averaging

Overloaded node

Underloaded node

current load information with each other.

The amount of information exchanged increases
exponentially with the number of nodes. To minimize SAN
traffic, NSC allows you to configure the number of nodes
exchanging information at each iteration. The nodes that
participate are then chosen at random at each exchange and
are considered representative of the nodes in the cluster. The
loads gathered form the nodes are called the load vector.

Further, each node exchanges its load level averaged over the
past 5, 30, and 60 seconds.

NSC allows you to configure the importance of each of the
time spans in determining the load of a node. Assign each
time period a number between 0 and 100, with the total
weight equal to 100.

The load of all nodes is added together and divided by the
number of participating nodes. This number is called the
cluster’s load average.

A node that has a load higher than the average is considered
overloaded NSC allows you to configure how overloaded a
node must be before processes are migrated from the node.

A node that has a load lower than the average is considered
underloadedNSC allows you to configure how underloaded
a node must be before processes are migrated to the node.

7-10
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Process weight

Migration wait time

rexec andrfork

Once NSC has identified one or more overloaded and
underloaded nodes, it will migrate one or more processes to
effect a load that is within the specified parameters. To
determine how many processes need to migrate, NSC
approximates how much the load on a node will change due to
a process migration. This number is calleel process weight

NSC allows you to configure this number. Since you only
have one number, it must represent the typical application on
your cluster. Set this number to the percentage of time you
believe the process spends running instead of sleeping. For
example, if the average process spends 75% of its time
sleeping, set this number to .25 (25% running).

If NSC migrates processes that are not receiving any CPU
time, then the migration may not help level the load.
Therefore, NSC sets a minimum CPU time that a process
must accumulate on a node before it is migrated.

NSC allows you to configure this number.

Therexeq2) NSC system call is a derivative of #meed¢2)
non-NSC system call. It performs the same functioexas,
except that it migrates the program to a specified node before
performing the actuaxeccode.

Similarly, therfork (2) NSC system call is a derivative of the
non-NSCfork (2) system call, except it creates the new
process on the specified node.

If a programmer wants to create a new process on a new node,
they can eitherfork thenexec orfork thenrexec The latter
is more efficient because it generates less SAN traffic.

7-11



Load Leveling

Load-leveling domains

When load leveling is activated, all nodes in the cluster
participate by default. You can change this behavior in these
ways:

e Prevent nodes from being migrated

e Group nodes to use separate load leveling parameters. A
set of nodes is calledlead leveling domain

If you place all of your nodes in one or more load leveling
domains, each domain is in an N+0 configuration. That is, in
the event of a node failure, no resources are being held in
reserve.

If you leave one node out of a load leveling domain, it is
configured in a N+1 configuration. That is, in the event of a
node failure, the node left out can be configured into the load
leveling domain, keeping the performance roughly constant.

For absolute best use of your cluster investment, configure all
nodes into one or more load leveling domains. Ensure that the
performance of each domain exceeds requirements such that
if one node is lost, the performance in the domain will at least

meet minimum performance requirements.
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7.3 The Mechanics of Load Leveling

The load-level daemon does its work in a completely distributed manner. After startup, one
copy of the daemon runs on each processor node in the system. Each node's load leveler
behaves identically; that is, there is no master/slave relationship nor is there a central
repository for load-level data. Instead, load-level messages are passed periodically among
the nodes.

Load leveling in NSC is accomplished as follows:
e At startup, the load-leveling daemadoad_leveld1):
® Reads the default configuration filefc/cluster/load_level/parameters

® Reads exclusion and inclusions listgetc/cluster/load_level/rexec_commarzasl
letc/cluster/load_level/migrate_commandghese files are present

e Starts one addition#ébad_leveldfor each node in the load-leveling domain
® The load-leveling daemons:

e Exchange load information and add it into the&d vectorand calculate the load of
each node according to the information in plaeameterdile

e Balance load among nodes:

® They start new processes on underloaded nodes, neseqf2). This occurs
only whenload_leveldis running and the node starting the process is considered
overloaded. Use thé\ flag to preventoad_leveldfrom usingrexec if you do
not want this behavior.

e Periodically migrate processes to underloaded nodes 8K81gIGRATE The
period is determined by an entry in frerameterdile. Use then flag to prevent
load_leveldfrom performing migration, if you do not want the potential side-
effects migration entails. See Section 3.3, “Multi-Node Execution,” on page 3-18
for more detail about the impacts of process migration.
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f| The parameters(4) File |\

#

# This file specifies the parameters used by the load leveler daemon

send timeout 2.0 # frequency in secs for sending load info.
redispatch_timeout 5.0 # frequency in seconds for re-dispatching procs
first_weight factor 50 # 5 second weight factor

second weight factor 25 # 30 second weight factor

third weight factor 25 # 1 minute weight factor

number vector elements 8 # number of load vector elements
migrate_inclusion_flag 0 # 0 = exclusion list, 1 = inclusion list
rexec_inclusion flag 0 # 0 = exclusion list, 1 = inclusion list

minimum underload 1.0 # node is underloaded if underlcad <= parameter
minimum overload 2.0 # node is overloaded if overload >= parameter
minimum cputime 4.0 # minimum runtime of process for migration
per process_load 1.0 # load attributed to a single process
nodes_to_use all # specify all nodes

rexec bias 4.0 # per node amount to bias rexec

oadlevellngo3 © The Santa Cruz Operation, Inc.
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7.4 Configuring Load Leveling

You can startoad_leveldfrom the command line, or it can be started by the keepalive
subsystem. Start the daemon from the command line while you are trying different
parameters to achieve the best configuration for your particular cluster requirements. Then,
once you have established and tested the configuration, rdgedeteveldwith keepalive

so it will be restarted automatically in the event of node or process failure.

Before startingoad_leveldyou must understand how to modify the configuration files and
use command line flags to make most effective use of the load leveling facility. After you
make configuration changes described in this section, you can stimadhéeveldas

described in Section 7.5, “Starting and stopping the load leveling daemons,” on page 7-18.

7.4.1 The parameters (4) file

Whenload_leveldstarts, it reads thietc/cluster/load_level/parameteiike. The default
parameterdile contains the entries shown in on page 7-14.

Most of the entries in the file are documented inpaiameter§4) manual page and in
Section 7.2, “Load Leveling Concepts,” on page 7-9.

These require more explanation:

migrate_inclusion_flag andrexec_inclusion_flag
These entries indicate whether program names listed in the
migrate_commandandrexec_commanddes (respectively) are a list of
commands to be subject to load balancingnabto be subject to load
balancing.

rexec_bias
This entry indicates how much the load leveling daemon shoulcxee
instead ofSIGMIGRATETto balance loads. It is less expensive—in terms of
performance—to start a new process on a remote node than to move an
existing process between nodes.

Exercise: The parameters (4) file

View the defaulparameterdile on your cluster. Use thgarameter&4)
manual page to familiarize yourself with the default entries. You will neeq to
modify these in a later exercise.
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7.4.2 The migrate_commands (4) and rexec_commands (4) files

Whenload_leveld1) starts, in addition to reading tharameter§4) file for each domain, it
also reads two additional filefgtc/cluster/load_level/migrate_commaraisd
letc/cluster/load_level/rexec_commantkese files are referred to as thigrateandrexec
files, respectively, and are documented inrthgrate_command4) and
rexec_commang$) manual pages.

As previously mentioned, there are certain programs you might want to exempt from load
leveling. These files allow you to specify the names of those programs.

By default, the list is an exclusion list. That is, the files list the names of the programs
load_leveldmust not load level.

By changing thenigrate_inclusion_flag andrexec_inclusion_flag in the
parameterdile, these files can be inclusion instead of exclusion lists. Thiaiaid, leveld
will only load level the commands listed in the files.
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7.4.3 load_leveld flags

There are several command line options that can be used to override default values for
configuration files. These are the most common:

P

-v#

Tellsload_leveldto read the specified alternate configuration file instead of
the default parameters file

Tellsload_leveldto read the specified file containing a list of commands that
are exempt (or included) from migration

Tellsload_leveldto read the specified file containing a list of commands that
are exempt (or included) from the invocation by wayesiec

Disables migrationload_leveldwill not attempt to reduce load by sending
any processes tH®#GMIGRATEsignal

Disables remote executiolmad_leveldwill not attempt to reduce load by
performing amrexeq?2) for processes usirexe¢2)

Specifies the level of logging information, wheétes a number from 1 to 3

For a complete list of flags and options, seeldhd_leveld 1M) manual page.
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7.5 Starting and stopping the load leveling daemons

There are two ways to start and stop the load leveling daemons:
e From a command-line
e Using thekeepalivesubsystem

Each is discussed below.

7.5.1 Starting load leveling from the command line

Using a command line for a shell requitead_leveldto have one additional process. This
process starts all othkrad_leveldprocesses, then, likeit (1), monitors them. If any die,
the first process restarts the necessary replacements.

To start load leveling using this method, enter:

load_leveld [-b] [-c file] [-D] [-f] [-h] [-k] [-K directory] [-n]
[-N] [-p file] [-r file] [-[R] [-v 1| 2| 3]

See thdoad_leveld1M) manual page for further information.

7.5.2 Starting load leveling using the keepalive subsystem

Thekeepalivesubsystem can be used to runltss_leveldprocesses. NSC comes with a
default configuration that telleeepaliveto start and monitor tHead_levelddaemons.

To use thékeepalivemethod, registdpad_leveldwith keepalive Enter:

/sbin/spawndaemon -o -r ka_load_leveld

WARNING! Theload_leveld1l) manual page has similar instructions. Howevey, it
indicates that additional text is to be supplied on the command lige.
That manual page is incorrect. Use the command above instead
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7.5.3 Restarting the load leveling daemons at boot time

You can only start load leveling from the command line or keepalive subsystem while the
cluster is running. If the cluster is rebooted for any reason, load leveling will not restart
automatically.

To force load leveling to start every time the cluster boots, create shell scripts in the
appropriatdetc/rc*.ddirectory. The contents of the script depends on how you are starting
load leveling:

e If you are using the command line, the script must contain the commands you would
enter on the command line as described in Section 7.5.1, “Starting load leveling from the
command line,” on page 7-18.

e If you are using th&eepalivesubsystem, the script must contain the commands you
would enter to register the daemons as described in Section 7.5.2, “Starting load leveling
using the keepalive subsystem,” on page 7-18.

Depending on the run-level at which you start load leveling, you may want to create a
shutdown script as well as a startup script.

7.5.4 Stopping load leveling started from the command line

To stop load leveling if it was started from the command line:

Step 1. Find the PID of tHead_leveldprocess with a parent process ID (PPID) of
1. To do this, enter:

ps -ef | grep load_leveld
The process you are looking for has a 1 in the third column.

Step 2. Usill (1) to sendSIGTERM(15) to the process using the PID obtained in
Step 1. This tells thiwad_leveldprocess to stop its children then exit.

7.5.5 Stopping load leveling started from keepalive

To stop load leveling if it was started from #eepalivesubsystem, enter:
/sbin/spawndaemon -d -k /usr/sbin/load_leveld

This tells thekeepalivesubsystem to run the shutdown script associated with the
load_levelddaemon and then unregister it.
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7.6

Overriding load leveling

As previously mentioned, load leveling relies onrreeq2) andSIGMIGRATEfacilities
of the NSC kernel. Further, it has a list of programs that are (by default) exempt from load
leveling, includingonnodg1) andfast(1).

One way to start a program that is not subject to load leveling is to start it withrtbde
or fast commands.

Further, if you do not want the program to be migrated, then usp flag toonnodeor,

make sure that the process explicitly ignores the SIGMIGRATE signal. Programs for which
you do not have the source, create a shell script wrapper to ign@kKlkGRATESignal.

For example, in a born shell script, or at the command line, enter:

trap " 35

Because the action parameter is null in this commandSik&VIIGRATE(signal number
35) is ignored in all programs subsequently launched from that shell.

These are examples of the types of applications that are not well-suited to load leveling:
e Multiprocess applications that make heavy use of IPC. Performance could be
substantially impacted because kernel objects are created on the origin node and do not

migrate.

e Monolithic (single-process) applications. Subjecting large applications to load leveling
could cause the program pog-pongbetween nodes.
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7.7 Load Leveling Domains

A load-leveling domain is a group of nodes in a cluster that use the same set of load-leveling
parameters. If you want to have different sets of nodes using different parameters, you must
set up separate load leveling domains.

For example, if you want one set of nodes to have a very close load level, and are willing to
migrate and rexec more often than on another set of nodes, then you just set up two load
leveling domains. You might want to do this when you have two sets of nodes running
different types of applications.

To configure multiple domains:

1. Create a separgtarameterdile for each domain; for examplparams_domainiand
params_domain2

2. Modify eaclparameterdile and change theodes to use field to specify the nodes
in that domain.

3. Create separatrigrate_commandles for each domain, if needed. For example,
migr_domainlandmigrs_domain2

4. Create separatexec_commandies for each domain, if needed. For example,
rexec_domainandrexec_domain2

5. Startload leveldonce for each domain.

These example command lines show staltiag leveldis started for two domains:

load_leveld -c migr_domainl -p parms_domainl -r rexec_domainl
load_leveld -c migr_domainl -p parms_domain2 -r rexec_domain2
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To start load leveling for two separate domains from the keepalive subsystem:

1. Create two separakeepaliveconfiguration files, for examplé&a_load_leveld®and
ka_load_leveld2

2. Modify each file to use thg flag followed by the name of the associgbadameters
file.

3. Register each of the configurations with kkepalivedaemon using thgpawndaemon
command. For example:

/sbin/spawndaemon -o -r ka_load_leveldl
/sbin/spawndaemon -o -r ka_load_leveld2

An example of configuring multiple domains is provided in Section 7.9.2, “Optional lab:
Setting up multiple load leveling domains,” on page 7-27.
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7.8 Lesson Summary

This lesson has discussed how automatic load leveling works and how to administer and
defeat it. Specifically, this lesson discussed:

Load leveling goals

Load leveling concepts

The mechanics of load leveling
Starting and stopping load leveling
Configuring load leveling
Overriding load leveling

Load leveling domains

Review questions

1.

Is load leveling started by default when the cluster boots?

List the methods that can be used to start load leveling.

Which computer resources are considered when calculating the load level on a node?

How can you prevent an application from being migratelody leveldif you don't
have the source code for the program?

How can you observe the results of load leveling in a cluster?
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7.9 Lab: Using Load-Leveling

This lab is written in two parts. If you have a cluster with four or more nodes, do the second
lab instead of the first.

7.9.1 Configuring load leveling

Follow the procedures outlined in this lesson to customize and then start load leveling for
your cluster. Specifically, the load leveling daemons should:

Exchange load information with all nodes at every exchange

Exchange load information ever 2 seconds

Consider migrating processes every 2 seconds

Consider a node overloaded when it has a load that is .3 greater than the average
Consider a node underloaded when it has a load that is .3 less than the average
Consider migrating processes with only 1 second of CPU time

Be started from the command line

Be stopped when the lab is finished

After configuring and starting the load leveling, place the cluster under node using the
spinner program inlabs/labQ Start three instances of thginner program on each node in
the cluster. Start them all from the same node.

Start thexload(1) program on each node to verify that the load is being distributed among
the nodes.
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Procedure

Step 1. Log into the cluster a0t and run a graphical desktop.

Step 2. Create a symbolic link betwdstand/1/unixand/stand/unix This is
required to rurxload in an NSC environment. Enter:
In -s /stand/1/unix /stand/unix

Step 3. Change to thetc/cluster/load_levelirectory.

Step 4. Make a copy of thparameterdile to parameters.orig Enter:
cp parameters parameters.orig

Step 5. Edit thgparameterdile and set these values (if not already set):
send_timeout 1
redispatch_timeout 2
number_vectorelements number of nodes in your cluster
minimum_underload 3
minimum_overload 3
minimum_cputime 1.0

Step 6. Start the load leveling daemons. Enter:
load_leveld

Step 7. Allow foreign IP addresses to write to your display. Enter:
xhost +

Step 8. Start and pin athoad program on each node in the cluster .Enter:

onnode -p  Nxload -bg green -fg red \
-label node  N-display $DISPLAY &

whereN a node number. Enter this command once for each node, changing N
each time to a different node number. Be sure to change it both aftpr the
flag and after thelabel flag.
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Step 9. On node 1, start thpinner program 3 times for each node in the cluster.
Enter (the appropriate number of times):

/labs/lab9/spinner &

Step 10. Observe the load graphs displayexldgd for at least a minute to see that
the loads eventually become approximately equal.

Step 11. Stop the load leveling daemons by following the procedure in Section 7.5.4,
“Stopping load leveling started from the command line,” on page 7-19.
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7.9.2 Optional lab: Setting up multiple load leveling domains

This lab demonstrates the use of load-leveling domains. It requires a cluster with at least
four nodes.

Divide your cluster into two sets of nodes. If there is an odd number of nodes, the odd one
will not be load leveled.

Configure two load balancing domains, one for each set of nodes. Start load leveling from
the command line for each domain. The configuration for each domain should be the same
as that outlined in Section 7.9.1, “Configuring load leveling,” on page 7-24.

Place the separate domains under different loads. Verify that the loads are balanced within
each domain, but different between domains.
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Procedure

Step 1. Log into the cluster a0t and run a graphical desktop.

Step 2. Create a symbolic link betwdstand/1/unixand/stand/unix This is
required to rurxload in an NSC environment. Enter:
In -s /stand/1/unix /stand/unix

Step 3. Change to thetc/cluster/load_levelirectory.

Step 4. Make a copy of thparameterdile for the first domain. Enter:
cp parameters paramsl

Step 5. Edit thgparameterdile and set these values (if not already set):
send_timeout 1
redispatch_timeout 2
number_vectorelements number of nodes in your cluster
minimum_underload 3
minimum_overload 3
minimum_cputime 1.0

Step 6. Make a copy of thparameterdile for the second domain. Enter:
cp parameters params2

Step 7. Start the load leveling daemons for each domain. Enter:
load_leveld -p /etc/cluster/load_level/paramsl
load_leveld -p /etc/cluster/load_level/params2

Step 8. Allow foreign IP addresses to write to your display. Enter:

xhost +
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Step 9.

Step 10.

Step 11.

Step 12.

Step 13.

Start and pin athoad program on each node in the cluster .Enter:

onnode -p  Nxload -bg green -fg red \
-label node  N-display $DISPLAY &

whereN a node number. Enter this command once for each node, changing N
each time to a different node number. Be sure to change it both aftpr the
flag and after thelabel flag.

Start thepinner program 2 times for each node in the first domain. From
one of the nodes in the first domain, enter (the appropriate number of times):

/labs/lab9/spinner &

Start thgpinner program 3 times for each node in the second domain. From
one of the nodes in the second domain, enter (the appropriate number of
times):

/labs/lab9/spinner &

Observe the load graphs displayexidid for up to a minute to see that the

loads eventually become approximately equal within each domain. The two

domains have different load levels.

Stop the load leveling daemons by following the procedure in Section 7.5.4,
“Stopping load leveling started from the command line,” on page 7-19.
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Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

exeq2) Invokes subprocesses

fork (2) Creates a new process

keepalivgl) Displays network adapter driver statistics

load_leveld1) Monitors node load levels and migrates processes from

overloaded to underloaded nodes

onnodd1) Executes a command on a specified node

rexeq?2) Invokes subprocesses on a specified node

rfork (2) Creates a new process on a specified node
spawndaemorfl) Provides an interface to the keepalive daemon
xload(1X) Displays a graphical view of the system load average

Relevant files

/etc/cluster/load_level/parameters
Contains configuration parameters load_leveld See
parameter¢4).

/etc/rc*.d Contains startup directories and scripts
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7.10 Answers to Exercises, Review Questions, and Labs

This section contains the answers to exercises, review questions, and labs presented in this
lesson.

Exercise answers

“The parameters(4) file,” on page 7-15

There is no answer associated with this exercise.

Review Question Answers

This section contains the answers to the review questions on page 7-23.

1. Load leveling isot started by default.

2. Load leveling can be started:
e From the command line, using the load_leveld command
e From an startup script during boot
o From thekeepalivesubsystem

3. Only CPU usage is weighed when measuring the load on a node.

4. To prevent a program from migrating, you can start an application from a shell script
that traps and ignore&lGMIGRATE You can also enter the name of the executable file
in /etc/cluster/load_level/migrate _commaratsd/or

/etc/cluster/load_level/rexec_commands

5. You can observe the results of load leveling in a cluster by rurlmad(1X) on all
nodes in the cluster.

7-31



Load Leveling

7-32 UnixWare 7 NonStop Clusters Administration



8

Fallover

8-1



Failover

8-2 UnixWare 7 NonStop Clusters Administration



Introduction

Lesson 8

Failover

Introduction

NSC is superior to simple failover solutions for many reasons. One reason is that it has
multiple nodes always running the operating system and therefore ready to run applications.
NSC increases this superiority by providing a facility that monitors applications running in
the cluster and restarts them if they fail whether the application itself fails, or because the
node running the application fails. In NSC, this facility is cat&lbver.

The NSC failover facility is highly-configurable. You can add and remove programs, and
change the way failover works.

This lesson discusses how to configure failover in an NSC cluster.

Objectives

By the end of this lesson, you will be able to:

Describe ways in which the NSC failover subsystem is superiwoit {&@) for monitoring
and restarting processes

Enable and disable failover

Configure a single-process and multi-process application for failover
Describe the daemon(s) used to implement failover

Describe the command that submits applications for failover monitoring
Write a restart script

Describe the types of applications suited to monitoring by the failover facility

8-3



Failover

AV 8-1

4 Failover |\

® Review of Failover Concepts

® Understanding Failover

® Configuring Failover

® Restarting Databases

® The NCMS Keepalive Manager

aIIover01 ® The Santa Cruz Operation, Inc.
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Topics

In order to meet these objectives, this lesson discusses:

e Review of Failover Concepts — the 1+1 and N+1 concepts of failover presented in the
NonStop Cluster Concepisourse

e Understanding Failover — the daemons, commands, and files that are used to
implement failover in NSC

e Configuring Failover — configuring failover to monitor single and multi-process
applications

e Restarting Databases — using thems_guard1) utility

e TheNCMS KeepaliveManager — using this NSC-specific tool to monitor and restart
daemons
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8.1 Review of Failover Concepts

TheUnixWare® 7 NonStop Clustef Conceptsourse discussed different ways to design a
cluster to be prepared to handle failure events. Included in the options were:

1+1 In this configuration, for every resource in the cluster, there is a spare resource to
take its place in the event of a failure. For example, to configure a six-node cluster in
1+1 configuration, only three of the nodes are in service. The other three are held in
reserve in the event one or all of the other three are lost.

N+1 In this configuration, only one resource is held in reserve to replace one of possibly
many resources that can fail. For example, to configure a six-node cluster in N+1
configuration, five of the nodes are in service. The other node is held in reserve in
the event one of the other five nodes is lost. If more than one node is lost, cluster
performance is degraded and the performance level specified for the expected
workload might not be met.

N+0 In this configuration, all nodes are pressed into service and no nodes are held in
reserve. If a node is lost, cluster performance is degraded. However, if after a node is
lost, the performance level still meets specifications, then this is a better use of your
cluster investment than the N+1 or 1+1 configurations where equipment is not being
put to work.

A recurring theme among these definitions is how many nodes are pressed into service and
how many are held in reserve. All nodes in an NSC cluster are always booted, running at
least system programs, and capable of running any number of user programs. The decision
to press a node into service is defined by whether or not it is running user programs.

In addition to load leveling (see Lesson 7: “Load Leveling”), NSC provides the failover
subsystem that allows you to tell NSC to monitor certain programs and restart them if they
fail, or if the node they are running on is lost.

The failover subsystem is discussed in detail in the on-line NSC documentation. To view
this documentation froracoheld1X), selectNonStop Clusters for SCO UnixWare 7
Documentation= System Administrator’'s Guide = Monitoring and Restarting

Processes
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8.2 Understanding Failover

Failover is implemented in NSC by these four components:

keepalivg1M) The daemon responsible for monitoring and restarting
registered applications

letc/spawndaemon.d/ka_* Configuration files used bgpawndaemonto register the
failover behavior of an application wikeepalive

letc/keepalive.d/* Startup, shutdown, and restart scripts usekidapaliveto
control applications

spawndaemorilM) The command used to direct the behavidtadpalive
Once you understand the purpose of each component, you can configure applications to take

advantage of the NSC failover feature. The labs in Section 8.7, “Lab: Configuring Failover,”
on page 8-26 show the detail steps for configuring an application for failover.

8.2.1 The keepalive(1M) daemon

Thekeepalivedaemon is similar tmit (1M) in functionality when processinmgspawn
entries ininittab(4). Howeverkeepaliveis more versatile thanit in many ways:

e Whereasnit can only monitor single processksepalivecan be configured to monitor
a group of processes. You specify an action that is initiated when a process within the
group fails:

e |If a process in the group is criticakepaliveterminates all other processes in the
group before restarting all processes in the group.

e |[f a process is non-critical, the process is simply restarted.
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AV 8-2

Process Probation Algorythm |\

Start process

Probation period ends

Start probation period
Start probation count
I

l Process dies

Process runs

If process dies,
< start procedure
at top

Increment count
Restart process

You tell

to restart process

keepalive

aIIover02

© The Santa Cruz Operation, Inc.
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® You specify a probation period and a maximum number of retries within that period for
a process. That is, when the process is first started, a timer is started. As illustrated in AV
8-2 on page 8-10, if the process dies within the probation period, it is restarted, up to the
specified number of times:

e |If the process dies too many times within the specified probation period, the process
is not restarted, unless you explicitly dirkeepaliveto restart it.

e |If the process does not die too many times within the specified probation period, the
process continues to run. If it dies after the probation period, the probation period is
re-started and the sequence continues.

With init, the probation period and number of times it will restart within the period are
not configurable in any way.

® You can specify shell scripts to be runk®eepalivein response to various events:
Startup The script to start a process running; this script is mandatory

Shutdown The script to be run when a process is shut down uskigfthg
to thespawndaemorilM) command (see below)

Process failure The script to be run to recover from a process failure. Example
items found in such scripts include removal of lock files.

Node failure The script to be run to recover form the loss of the node running a
process. This distinguishes the case between process failure (the
process elected to exit) and node failure (the process was running
fine but the node failed).

Process down The script to be run when a process has failed too many times
during its probation period

® You can specify how long to wait after a failure, betkeepaliveattempts a restart

® You can specify how lonlgeepalive must wait when it is trying to shut down a process,
before sending the process BKSKILL signal.

e The standard output and error of each process is redirectestpgliveto a file under
in the/var/adm/keepalivéirectory.

Each application specifies its keepalive parameters in a separate configuration file in the
/etc/spawndaemondirectory, described later in this section.
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AV 8-3
f| The /etc/keepalive.d/load leveld restart File |\
#!/sbin/sh
DAEMON="/usr/sbin/load leveld"
DAEMON OPTS="-f -k -v"
if [ ! -x $DAEMON ]
then
echo "load leveld is disabled"
exit 0
fi
exec SDAEMON SDAEMON OPTS
\ ————————ETEIEE
AV 8-4
/| The /etc/spawndaemon.d/ka load leveld File |\
t/usr/sbin/load leveld:-f -k -v:60:root:sys::::load leveld restart:::::
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8.2.2 The keepalive(1M) scripts

The scripts used keepaliveto startup, shutdown, and restart an application are placed in
the/etc/keepalive.dlirectory.

These scripts have several common attributes:

e They all must reside in thetc/keepalive.directory, with user and group aflm, and
permissions of 755 (rwxr-xr-x)

e They are typically written in a shell scripting language, sudtsbfl)

e |If the process does not daemonize itself, then it must be started as the last command in
the script using thexecshell built-in command (sesh(1)/ksh(1)/csh(1) manual pages)

8.2.3 The spawndaemon(1M) configuration files

The files that control the failover behavior of an application are placed in the
/etc/keepalive.directory. By convention, each file starts with the stkag

This file is read byspawndaemon which uses the information to t&kepalivehow to
monitor and restart the application. The fields in this file are documented in the
spawndaemoril) manual page.

AV 8-3 on page 8-12 shows tkea_load_levelkeepaliveconfiguration file. It includes
these fields to contrdbad_leveld

process path The full pathname to the process that will be started. This full pathname is
used by thespawndaemoncommand when unregistering single-process
applications. In the example, the pathnamess/sbin/load_leveld

args The arguments used to start this application. The arguments must be the in
the same order as those used to start the application in the startup script. This
is used to distinguish between multiple registrations of the same application.
Each such registration must have a different set of arguments. In the
example, the args ark-k -v.

For example, this is useful when uskegpaliveto monitor twdoad_leveld
daemons, each with its own domain. To do this with a standard NSC system,
after creating twdeepalive configuration files, you must add a unique
argument to each configuration file.
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termwait The number of seconkisepaliveallows the shutdown script to run before
keepaliveissues &IGKILL to try and stop the process. In the example, the
value is 60 seconds.

uid The user name or ID with which the process will run. In the example, the
user isroot.

gid The group name or ID with which the process will run. In the example, the
user issys

startup_script The name of the script used to start the daemon. In the example, the script is
inappropriately namelbad_leveld_restart

Only the process path, args, and startup_script fields are mandatory. See the
spawndaemoril) manual page for information on the fields not present in this example.
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8.2.4 The spawndaemon(1M) command

ThespawndaemotilM) command is used to dirdatepalivebehavior:

Register Tellkeepaliveto startup, and monitor the specified process. This is done
with the-r or-R flag tospawndaemon

Unregister  Tellkeepaliveto stop monitoring a specified process. This is done with the
-d flag to spawndaemon

Start Tellskeepaliveto restart a process, even if it failed during its last probation
period. This is done with th& flag tospawndaemon

Stop Tellskeepaliveto shut down a process, using the shutdown script if one
exists. This is done with thé& flag tospawndaemon

Migrate If you use thec reject=# flag tospawndaemon where# is a number from O
to 255, and a process exists with an exit code equalthenkeepalivewill
restart the process on a different node in the cluster, as specified-By the
flag. This feature is calledode rejectionlt allows programs to tell
keepalivethat it should not run on the node it was assigned. For example, a
node might not have sufficient CPU or RAM resources.

In addition to the arguments listed above, there are many other options documented in the
spawndaemoril) manual page.

Example uses dfpawndaemonshow how processes and process groups are registered and
unregistered.

To register the process enter:

/sbin/spawndaemon -r ka_filename

whereka_filenamds the name of the configuration file in tletc/spawndaemon.d
directory. Notice that the configuration file path is relative to/ét&/'spawndaemon.d
directory.

To unregister a processes, enter:

/sbin/spawndaemon -k -d full_pathname

wherefull_pathnameefers to the executable program.
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8.3

Configuring Failover

NSC comes with failover configurations for most system daemons. You might also want to
add configurations for your applications.

There are three basic steps to configuring an application for failover:

1. Create any necessary startup, shutdown, or restart scripts for the application and place
them in the'etc/keepalive.directory.

e Script file names should end witlstartup _shutdownor _restart
e Setadm as the user and group owner
® Set permissions to 755 permissions.

2. Create a proces®nfiguration file in théetc/spawndaemondirectory.
e The file should begin with the strihg_
e Setadm as the user and group owner
e Set permissions to 644 permissions.

3. Register the application usisgawndaemon For example:
/sbin/spawndaemon -0 -r ka_filename

An example with detailed steps is provided in Section 8.7.1, “Configuring a single-process
application,” on page 8-27.
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8.3.1 Configuring failover for a multi-process application

Some applications use multiple processes. You can configure a multi-process application for
failover by creatindeepalivegroups. Groups are established using a different format
configuration file (th&ka_file) in the/etc/spawndaemondirectory. In addition to the group
configuration file, each process also has its own configuration filtefspawndaemon.d.

The configuration file for a group of processes differs from a single-process configuration
file in these ways:

e The first line in the file contains this string:
<keepalive_group>: groupname
wheregroupnameas a name you choose for the process group.

e Each subsequent line in the group configuration file specifies the configuration for a
process within the group. These fields are included, separated by colons:

member_file The name of the configuration file for the process. This is not the
full pathname. It is th&ka_name relative to the
/etc/spawndaemondirectory.

wait_time The amount of time, in seconkisepalivewaits after starting this
process before starting the next process in the group. This
defaults to O.

critical A 1 or a0, indicating whether or not (respectively) this process is
critical to the group. If a process is critical to the group, and it
dies, therkeepaliveterminates all processes in the group and
restart the entire group.

In addition to the process group configuration file, each subprocess must have a
configuration file in étc/spawndaemontd control the startup, shutdown, and restart of
processes within a group.

The format of a configuration file for a process within a group is similar to individual
process configuration files, except that the process group is always the first entry (before the
first colon) in the file. These are also kepteic/keepalive.d

Startup, shutdown, and restart scripts for process within a group follow the same
conventions as scripts for individual processes and are also kept/kegpalive.d
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The procedure for configuring a new multi-process application to be monitored by
keepaliveincludes many of the steps for configuring a single process application. They are:

1. Create any necessary startup, shutdown, or restart scripts for each process in the group.
Place them in th&etc/keepalive.directory. Change ownership and permissions on the
scripts, as necessary.

e Script file names should end witlstartup _shutdownor _restart
e Setadm as the user and group owner
e Set permissions to 755 permissions.

2. Choose a unique name for the group of processes.

3. Create individuakeepaliveconfiguration files in théetc/spawndaemondirectory for
each process in the group.

e The file should begin with the strihg_
e Setadm as the user and group owner
e Set permissions to 644 permissions.

4. Create a groukeepaliveconfiguration file in théetc/spawndaemondgirectory. As
with the individual configuration files, the filename should begin with the skangnd
have 644 permissions with user and group satlto.

5. Register the group usispawndaemon Enter:

/sbin/spawndaemon -r ka_group_filename

whereka _group_filenames the name of the configuration file created in Step 3.

An example with detailed steps is provided in Section 8.7.2, “Configuring a multi-process
application,” on page 8-30.
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8.4 Restarting Databases

Server daemons suitable for configuring restart scripts include:
e \Web servers, such as Apache or Netscape FastTrack
e Fax servers, such as VSI-Fax or Faximum

e Mail daemons, if using something other tlsmdmail1M), which is already
configured

e Databases, such as Oracle or Informix
Because modern versions of Oracle 7 and Informix Online 5 have many server daemons
with very specific startup ordering, NSC providesdbens_guard(1) program to register

these databases for monitoring.

See the manual page for further information.
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AV 8-5

CE—— 7

SN NonStop Cluster Management Suite (root@nsc2)

lover05 The Santa Cruz ration, Inc.

AV 8-6

lover The Santa Cruz ration, Inc
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8.5 The NCMS Keepalive Manager

Once you have configured the failover facility to monitor an application, you can use the
Keepalive Managerto monitor and control the processes and daemons managed by the
keepalivedaemon. Th&eepalive Manageris part of theNonStop Cluster Management
Suite (NCMS)

To start theKeepalive Manager seleciscoadmin=> Clustering = NCMS (Nonstop
Cluster Management System) Keepalive Managef his displays a window similar to the
one shown in AV 8-5 on page 8-20.

Note TheNCMS Keepalive Manageris a Java application. It must be run in
supported environment, such as the UnixWare 7 X Windows environmgnt.

AV 8-6 on page 8-20 shows tkeepalive Managerafter expanding node 1 by double-
clicking on the node 1 icon. Each of the additional items are processes running on the
selected node being monitored kBepalive Each entry has both the process name and ID.

Exercise: Starting the Keepalive Manager

Start theKeepalive Manager

shown in AV 8-6 on page 8-20.

Double-click on the label for node 1. You should see a window similar to[hat

Notice the three colors of icons preceding the command names:

Green Means that the process has not failed since starting or counter reset
Yellow Means the process has failed since starting or counter reset but is running
Red Means the process is in the down state because of too many failures
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AV 8-7

Process Selection in Keepalive Manager

£l HonStop Cluster Management Suite (root@&@nsc2)

vl hootparamd (131343)

v

ailover05 © The Santa Cruz Operation, Inc.
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To view the details of any particular process, single-click on the desired process. AV 8-7 on
page 8-22 illustrates selection of th@tparamd program running on Node 2. Notice the
scroll bar on the right side of the picture. This allows you to see all of the properties of the
process, even though they do not fit within the viewing area of the window.

Exercise: Viewing properties of the sendmail process

From theNCMS Keepalive Manager

Step 1. Expand the folder for Node 1.

Step 2. Select the icon for teendmail process.

Step 3. Note the time the process was last exec’ed.

Step 4. From a terminal emulation window, send signal 15 to the

sendmail process usingill .

Step 5. SelecActions = Update nowfrom the main menu of the
Keepalive Manager

Step 6. Note the new time that the process was last exec’ed, andghat
the icon has changed from green to yellow, both for the progess
and the node.

These options are also available from thelate Nowselection on théctions menu:

e Actions = Restart process— Cause&eepaliveto stop and restart the process. The
restart increments the processes failure count and, if necessary, restarts the probation
period. If process was in the probation period and the allowed failure count is exceeded,
the process is taken to the down state.

e Actions = Clear probation error count — Causekeepaliveto reset the error count.
This effectively restarts the probation period for the process.
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e Help — Has submenus for various help topics on NCMS. The NCMS tools have their
own help subsystem, currently separate femwhelp

Exercise: Using NCMS Help

Step 1. Seledtelp = On NCMS to view the NCMS help subsyste

Step 2. In the help window, from the navigation bar on the left, sefct
Keepalive Manager= Process Attribute Descriptions

According to the documentation, what is the difference between the “star§ and
“ok” states of a process?

e® File = Applications — Causes another window to pop up showing the other NCMS
managers that you can start. To start a specific application, select its check mark box and
the select th©K button at the bottom of the window.

e® File = Close— Causes the current NCMS application window to close. If other NCMS
application windows are up, they remain up.

e File = Exit — Causes the entire NCMS application to exit. If other NCMS application
windows are up, they exit as well.
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8.6 Lesson Summary

This lesson discussed how NSC provides a failover mechanism for processes. Specifically,
this lesson discussed:

Review of failover concepts
Failover mechanics
Configuring failover
Restarting databases

The NCMS Keepalive Manager

Review questions

1.

2.

3.

What tasks do you perform using the NCMS Keepalive Manager?

What is the purpose of tlkeepalivedaemon?

What is the purpose spawndaemor?

4. Why is a special program provided for configuring database failover?
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8.7

Lab: Configuring Failover

This two part lab shows how to configure both single- and multiple-process applications for
failover. You create the appropriate configuration files and shell scripts and then register the
applications withkeepalive using thespawndaemoiflM) command.

Then run theNCMS Keepalive Managerand view the effects of sending these signals to
the PID(s) of the applications’ processes.

1/SIGHUP The process exits
2/SIGINT The process displays the node on which it is running
35/SIGMIGRATE The process alternates migrating between nodes 1 and 2

8-26

UnixWare 7 NonStop Clusters Administration



Lab: Configuring Failover

8.7.1 Configuring a single-process application

In this lab, you configure a web server for failover. The Netscape FastTrack web server is
started by executing this command:

nsfast start
With no other argumentsasfast startshttpd on port 80.

To perform this lab, create the appropriate files to stahtimol. Leave all optional
parameters at their default settings.

After creating the configuration files and startup shell scripts, register the group for
monitoring, and run thBICMS Keepalive Manager Examine the entries ftuttpd .

Once the process is running, send the following signditpd observe the results:

1/SIGHUP The process will exit
2/SIGINT The process should announce on what node it is still running
35/SIGMIGRATE The process alternate migrating between nodes 1 and 2

8-27



Failover

Procedure

Use this procedure to configure the http daemon to be monitoreeeipalive

Step 1.
Step 2.

Step 3.

Step 4.

Step 5.

Log in asoot.
Change to thetc/keepalive.directory.
Create a startup scripfatc/keepalive.d

a. Copy the startup script from another file to create the startup script
file with a name such dgtpd_startup

a. Setadm as the file owner and group usicigown.
b. Set permissions to 755 (rwxr-xr-x).

Create the configuration file for the process iretoéspawndaemon.d
directory.

a. Create a new file with a name suctkashttpd

b. Set the user as the file owner aabin as group usinghown and
chgrp.

C. Set permissions to 644 (rwxr-xr-x).

Register the process with kleepalivedaemon, for non-daemonizing
processes. Enter:

spawndaemon -r ka_httpd
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Step 6. Start thBICMS Keepalive Managerby startingscoadmin1M) and
selectingClustering == NCMS Keepalive Manager

a. Double-click on each of the Node icons
b. Verify thathttpd is present and have a green icon
C. Select (single-click) the sendmail process
d. Note the PID.
Step 7. In a terminal emulation window, send signal 1 to the sendmail PID.

Step 8. Refresh th€eepalive Managerby selectingActions = Update now The
PID should change.

Step 9. Send signals 2 and 35 to the PID. The PID should not change.
Step 10. View the log files ifvar/adm/keepalive/httptb see the effects of sending
the signals.
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8.7.2 Configuring a multi-process application

In this lab, you configure a group of two process for failover. Therfilgsandrns2are two
programs that are part of an application called rns. These programs are located in the
/labs/lab8directory.

To perform this lab, create the appropriate files to start umthgroup of applications,
keeping in mind that theas1 program is critical to the group. That istng1 dies, the entire
group of processes must be restarted.

Specify all necessary parameters in the configuration files, and create only the necessary
shell scripts. Leave all optional parameters at their default settings, except the criticality of
rnsl andrns2.

After creating the configuration files and startup shell scripts, register the group for
monitoring, and run thICMS Keepalive Manager Examine the entries fons1 andrns2
and verify that they are members of the group, and thains1 is critical and thatns2 is
not.

Once the processes are running, send the following sigrmalst@andrns2 and observe the
results:

1/SIGHUP The process will exit
2/SIGINT The process should announce on what node it is still running
35/SIGMIGRATE The process alternate migrating between nodes 1 and 2
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Procedure

To configure failover for the group of processes comprisingrth@pplication:

Step 1.
Step 2.

Step 3.

Step 4.

Step 5.

Log in asoot.

Change to thetc/keepalive.directory.

Create two startup scriptdetc/keepalive.dyne for each process:

a. Modify each script to run the appropriate program. Include the full
path name.

a. Setadm as the file owner and group usicigown.

b. Set permissions to 755 (rwxr-xr-x).

Create the group configuration fileries in the/etc/spawndaemon.d

directory.

a. Create a new file calldé_rns

b. Modify the contents to specify the processes within the group.
HINT: It should contain three lines.

C. Setadm as the file owner and group usicigown.

d. Set permissions to 644 (rwxr-xr-x).

Create two individual configuration files, one eaclhn®t andrns2.

a.

b.

Name the fileka_rnslandka_rns2

Modify the contents and specify the applicable criticality for each
processrnsl is critical andns2 is not.

Remember to punhs as the text string before the first colon (so that
they belong to thens group)

Setadm as the file owner and group usicigown.

Set permissions to 644 (rwxr-xr-x).
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Step 6. Register the process group withkibepalivedaemon. Enter:

spawndaemon -r  ka_rns

Step 7. Start thBICMS Keepalive Manager Runscoadmin1M) and select

Clustering = NCMS Keepalive Manager

a. Double-click on each of the Node icons.

b. Verify thatrns1 andrns2 are present and have a green icon.

C. Select (single-click) each of the rns processes and verify that the
critical_group_process value is TRUE forns1 and FALSE
for rns2.

Note If you see N/A for theritical _group_process value, you left off

the group name in process’s configuration file.

Step 8. Note the PID of both processes.
Step 9. In a terminal emulation window, send signal 1 to the PtDsaf
Step 10. Refresh theeepalive Managerby selectingActions = Update now The

PID of each process should change.

Step 11. In a terminal emulation window, send signal 1 to the Pibsaf Repeat
Step 6. However, only the PID ois2 should have changed.

Step 12. Send signals 2 and 35 to each of the processes. Note that the PID of neither
process changes.

Step 13. View the log files ifvar/adm/keepalive/rnsto see the effects of sending the
signals.
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8.8 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

dbms_guard1) Monitors and restarts databases

keepalivgl) Device Configuration Utility

kill (1) Sends signals to a processes

load_leveld1) Migrates process between nodes based on CPU usage
spawndaemorfltcp) Display information about local and remote users

Relevant files

/var/adm/keepalive Containskeepalivelog files

/etc/keepalive.d Contains startup, shutdown, and restart scripts used by the
keepalive daemon
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8.9 Answers to Exercises, Review Questions, and Labs

This section contains the answers to exercises, review questions, and labs presented in this
lesson.

Exercise answers

“Starting the Keepalive Manager,” on page 8-21

There is no answer associated with this exercise.

“Viewing properties of the sendmail process,” on page 8-23

There is no answer associated with this exercise.

“Using NCMS Help,” on page 8-24

Thestart state is for a process that keepalive is currently launching but is not yet up,
whereas thek state is for a process that is up and running.
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Review Question Answers

This section contains the answers to the review questions on page 8-25.
1. TheNCMS Keepalive Managerallows you to monitor and restart applications.
2. Thekeepalivedaemon is responsible for monitoring and restarting applications.

3. Thespawndaemonprogram is used to register process and process groups with the
keepalivedaemon and to define the configuration parameters used for restarting the
process/daemon.

4. Thedbms_guard1l) command is provided with NSC to configure failover for database
applications. Because databases generally use many process which must be started in a
specific sequence, configuring them for failover is complicated dbhes_guard
program helps simplify failover configuration by providing sets of pre-configured
startup, shutdown, and restart scripts.
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Lab answers

Section 8.7.1, “Configuring a single-process application,” on page 8-
27

These are the configuration files necessary for completing the lab in Section 8.7.1,
“Configuring a single-process application,” on page 8-27.

Table 1: /etc/spawndaemon.d/ka_httpd

‘/usr/sbin/nsfast:::root:sys::::httpd_startup:::::

Table 2: /etc/keepalive.d/httpd _startup

#!/bin/sh

exec /usr/shin/nsfast start
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Section 8.7.2, “Configuring a multi-process application,” on page 8-30

These are the configuration files necessary for completing the lab in Section 8.7.2,
“Configuring a multi-process application,” on page 8-30.

Table 3: /etc/spawndaemon.d/ka_rnsgrp

<keepalive_group>:rnsgrp
ka_rnsl:1:1
ka_rns2:1:0

Table 4: /etc/spawndaemon.d/ka_rns1

rnsgrp:/labs/lab8/rnsl:::root:sys::::rnsl_startup::::

Table 5: /etc/spawndaemon.d/ka_rns2

rnsgrp:/labs/lab8/rns2:::root:sys::::rns2_startup:::::

Table 6: /etc/keepalive.d/rs1_startup

#!/bin/sh

exec /labs/lab8/rns1

Table 7: /etc/keepalive.d/rs2_startup

#!/bin/sh

exec /labs/lab8/rns2
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Introduction

Lesson 9

Configuring NSC Behavior

Introduction

In addition to the administration that can be performedet@mdmin1M), NSC provides
another tool for configuring NSC’s behavior. This tool is called the NonStop Cluster
Management Suite (NCMS).

Further, NSC also provides an enhanced, configurable, logging facility called the Event
Processor Subsystem (EPS). Administrators can configure this subsystem to take specific
actions based upon events. For example, EPS can call a pager if a node goes down.

This lesson provides an overview of the configuring NSC using the NCMS. It also provides
an overview of EPS.

Objectives

By the end of this lesson, you will be able to:
e Describe the three main functions of NCMS
e Describe the Event Processing Subsystem

e Enumerate the files used to configure EPS and describe their basic structure
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In order to meet these objectives, this lesson discusses:

e Overview of NCMS — how the NonStop Clusters Management Suite is started and used
to configure NSC

e NSCConfiguration Manager — how to configure NCMS applications

e EPS — configuring EPS using the NCM®nfiguration Manager
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9.1 Overview of NCMS

The NonStop Cluster Management Suite (NCMS) provides a graphical user interface (GUI)
to these administration applications:

Configuration Manager Serves as a specialized editor used to modify the contents of
various configuration files.

These types of files can be edited: Insight Manager agent
initialization files, Simple Network Management Protocol
(SNMP) agent initialization files, EPS configuration files, and
Java property files used to configure operation of the NCMS
applications.

Keepalive Manager Monitors and controls the processes and daemons registered
with thekeepalivedaemon. All of the registered
processes/daemons in the cluster are continually monitored
for state changes. Icons indicate whether a process/daemon is
down, has been restarted at least once, or is running and has
not required a restart.

A full set of state, status, and configuration attributes from the
keepalivemonitored process table can be displayed for each
process/daemon. Control functions are available to restart a
process/daemon and clear the number of process/daemon
failures tracked bkeepalive

See Lesson 8: “Failover,” for more information about
configuring thekeepalivedaemon.

ServerNet SAN Manager Monitors and controls the cluster ServerNet SAN on Compag
clusters. Monitoring functions include: state and status of the
ServerNet SAN paths and fabrics, various 1/0 and
error/recovery statistics associated with paths and SPAs, and
SPA register contents. Control functions are available to
designate the paths (X or Y) used between the nodes in the
cluster and to reset SPA-related statistics. The ServerNet
Manager also displays alert messages when events such as
path failures or node removals occur.

See the NSC online documentation for information on use the
ServerNet SAN Manager
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9.1.1 Running NCSM

NCMS is invoked with thecmg1M) command from the operating system prompt:
ncms

When theSelect Applicationswindow appears, click on the applications that you want to
run, then click on OK to start up the NCMS GUI.

Alternately, you can start NCMS from SCOadmin. Seiuasters = NCMS.

Note NCMS requires that your graphical environment supports Java.

9.1.1.1 NCMS GUI with Help

The NCMS GUI has a menu bar across the top of the window and a set of tabs (one tab per
application) running just below the menu bar. You select an application for use by clicking
on its tab.

TheHelp menu is available for viewing overview and operational information on each of
the applications in a separate help window.

When you select an item from thielp menu, the help window appears with two panes: a
table of contents on the left and the help text for the item you selected frételthmenu

on the right. You can move between help topics by clicking on the entries in the table of
contents or taking links that appear in the help text. You can click on the plus (+) signs in the
table of contents to expand a segment of the help topic tree. Clicking on a minus (-) sign
collapses that segment of the tree.
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9.1.2 Configuring NSC

The NCSMConfiguration Manager is used to view and modify configuration files that
control the appearance and behavior of the NCMS managers. They can also be edited
manually.

The NCSMConfiguration Manager operates on these files types:

e Compaq Insight Management (CIM) agent initialization files

e NSC SNMP agent initialization files

e NCMS properties files

e EPS configuration files

This simple example demonstrates how the NG3Mfiguration Manager is used to

modify configuration files. In this case, the NCSM property file is modified to change the
location of the EPS configuration files.

Step 1. Start the NCSK2onfiguration Manager. Enter:
ncms &
Step 2. Select th€onfiguration tab, if it is not shown by default.
Step 3. Expand theroperties Filesfolder.
Step 4. Seleatonfig_prefs.properties

A table showing property keys and values is displayed.

Step 5. Select theonfig.eps.dir property.

Step 6. Seledidit = Change

Step 7. Change the value/tesr/local/lib/X11/app-defaults
Step 8. Click orOK.

Step 9. Seledtile = Save
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For more detailed information about configuring other subsystems, see the SCO UnixWare
7 NonStop Clusters Administration Guide..

Exercise: Using the NCSM Configuration Manager

Run the NCSMConfiguration Manager and change the location of the E
configuration files, as shown in the example above.
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9.2 The Event Processor Subsystem

The Event Processor Subsystem (EPS) monitors event messages as they are added to the
system log, searches for specific patterns in the messages, and takes a designated action
when a pattern match is found.

The events to monitor are defined in EPS event filters. The actions available for each event
type are:

e Sending a message (notification) to user-defined destination(s)

e Executing a UNIX command (or script)

Examples of user-defined destinations are the system console or an e-mail address.

By default, EPS is configured to send a notification message to the system console for:

e ServerNesystem area network (SAN) path failure events

e Failure events produced by tkeepalivesystem

You can configure EPS to change these defaults and/or take actions on other event types.
The part of EPS responsible for sending notification messages, the Event Notifier, has an
external command-line interface available to other applications that also need to send
notification messages. This can also be useful for testing modifications to the EPS

configuration. The command line is:

eNotify [-a appl] [-c crit] -D descr -d dest[,dest] -e event -h [-t time]
-m message

For a full description of the options and arguments, see the SCO UnixWare 7 NonStop
Clusters Administration Guide.
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9.2.1 How EPS works

This is a synopsis of how the Event Processing System works:

1.

System event messages generated by the NSC environment (operating system and
applications) and logged lyslogd1M) to the system log are monitored by the EPS
event engine.

The EPS event engine is configured with event filters that define event strings to search
for in the incoming event stream.

When an event message matching a pattern defined in a filter is encountered, the event
engine:

e Adds an entry to the audit log used to track events that are matched

e Invokes the EPS Event Notifier to format and send a message to the destination(s)
specified in the filter

EPS configuration files are used by the Event Notifier to format and send messages to:
UNIX devices, such as the system cong¢d&//console

E-mail addresses—by way séndmail1M) and the Simple Mail Transfer Protocol
(SMTP)

When a message is not delivered successfully (such as with SMTP) the first time, EPS
configuration values are used by the Event Notifier to manage the retry attempts. If the
retries fail, the Event Notifier is configured by default to log warning messages to the
console.
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9.2.2 EPS Configuration Files

EPS operation is configured using a collection of EPS configuration files. These files are
similar to X (Server) resources files and are located irurdib/X11/app-defaults
directory, by default.

Eps Contains resources for general operation of EPS and the event notifier
EpsFilters  Defines event filters for the event processor.
EpsEvents Contains two basic types of resources:

e Event definition parameters that determine the content and destination(s)
of message notifications.

® Message retry parameters used when delivery of a message fails on the
first attempt.

EpsTemplates
Contains X-style resources that define the format of messages to be sent to
various destinations.

EpsSiteAdmin
Contains identification and contact information (such as name, phone, e-mail
address, Internet Protocol (IP) address) specific to the site administrator(s)
responsible for the system

EpsDestinations
Contains the command lines used to invoke the message sending application
or UNIX command/script for each destination

The files, and the resources they contain, are described in detail in the SCO UnixWare 7
NonStop Clusters Administration Guide.

These files can be manually edited if you are familiar with configuring X resources.
Alternately, you can use the NCM3nfiguration Manager to make changes to the EPS
configuration files.
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Whether you make changes manually, or using the NChi8iguration Manager, you

are recommended to make copies of the default EPS configuration files in a separate
directory and use the copies to create custom site- and user-specific resources. This serves
two purposes:

® You can keep site- and user-specific resources kept separate from the default resources
to augment and override the defaults.

e Should future releases of EPS include configuration file changes, then your custom
resources will be preserved.

A suggested location for customized resource filégsglocal/lib/X11/app-defaults

9.2.3 Configuring EPS using the NCMS Configuration Manager

EPS is a comprehensive and flexible tool. As such, configuration can involve modifying
numerous resource files. An example of a minor modification is provided to show how you
can use the NCME&onfiguration Manager to make changes to the EPS subsystem. For
more complex examples, see the SCO UnixWare 7 NonStop Clusters Administration Guide.
To modify the EPS configuration to direct messages to the console on node 2:
Step 1. Create a new directory for the modified EPS resource files. Enter:

mkdir -p /usr/local/lib/X11/app-defaults

Step 2. Copy the original EPS resource files to the new directory. Enter:

cp /usr/lib/X11/app-defaults/Ep* \
/usr/local/lib/X11/app-defaults

Note The exercise “Using the NCSM Configuration Manager,” on page 9-11
changed the location of the EPS configuration filesise/local/lib/X11/app
defaults If you did not perform this exercise, the NSK@8nfiguration
Manager will not find the EPS configuration files and you will not be ab
to complete this exercise.

Step 3. Start the NCSK2onfiguraton Manager. Enter:
ncms &
Step 4. Select th€onfiguration tab, if it is not shown by default.
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Step 5. Expand thEvent Processing Systerfolder.
Step 6. SeledEPS

A table showing property keys and values is displayed. Select Table View, if
it is not shown by default.

Step 7. Click orUse Tablein the lower right corner if the table view is not shown.

Step 8. Select theps.problemDeviceproperty. By default, this property is set to
/dev/console

Step 9. SeledEdit = Change

Step 10. Change the value/tar/adm/syslog

Step 11. Click orOK.

Step 12. Seledtile = Update.

Step 13. Seled&ile = Exit.

EPS messages are now senta/adm/syslog

Exercise: Configuring EPS

Step 1. Use the procedure above to change the device on which EPS
messages are displayed so they are saved to a log file, sugh as
the system log.

Step 2. Generate an EPS message usingNbéfy command to test
the change. For example:

/opt/compaqg/cms/bin/eNotify -a alpha \
-s down

Step 3. Check the log file to verify that the message was sent to tije log
file.
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9.3 Lesson Summary

This lesson provided an overview of the NonStop Clusters Management Suite, with
particular focus on the NCMGonfiguration Manager and the Event Processing System.

Review questions

1. Why should you copy configuration files before making changes?

2. Which configuration file would you modify to change the format of messages sent by
EPS?

3. Canyou run NCMS in any graphical environment?
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9.4 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

ncmy1M) Runs the graphical NonStop Clusters Management Suite
eNotify(1M) Sends a message about an event

eNotifyd(1M) Monitors the system log file for EPS events

syslogd1M) Logs system messages

Relevant files

lusr/lib/X11/app-defaults Is the location for EPS resource files

lusr/lib/X11/app-defaultEps*
Are the EPS resource configuration files

/etc/syslogd Is the log file for system messages. Sgaogd4).
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9.5 Answers to Review Questions

This section contains the answers to exercises, review questions, and labs presented in this
lesson.

Review Question Answers

This section contains the answers to the review questions on page 9-19.

1. Itis generally good practice to copy any configuration file before making modifications.
If your modifications result in errors, you have the original files as a recovery
mechanism.

In the case of EPS specifically, if you create a custom location for resource files, you
prevent them from being overwritten when new resource files are written to the default
location. This can happen when NSC updates are installed.

2. Modify theEpsTemplatesile to change the format of EPS messages.

3. The NCMS GUI only runs in graphical environments that support Java, such as the
UnixWare 7 Webtop or CDE desktop.
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Lesson 10

Troubleshooting Applications

Introduction

Most applications that run on non-clustered UnixWare 7 systems will run under NSC
without any problems. However, applications that do not conform to that appropriate
standards may have certain problems running in the NSC environment.

This lesson discusses typical problems applications encounter when they do not run
properly under NSC and provides potential fixes or ways to work around them.

Objectives

By the end of this lesson, you will be able to:

e Describe the common symptoms exhibited by malfunctioning applications and the
typical cause of these symptoms

e Explain how to use thieuss(1) command to analyze a malfunctioning application

e Define workarounds or fixes necessary for some typical causes of malfunctioning
applications
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In order to meet these objectives, this lesson discusses:

e Detecting and solving typical problems — the problems malfunctioning applications
typically have in NSC and how they are solved

e Thetruss(1) command — how to ugeuss to find problems with malfunctioning
applications

e Other resources — additional resources you can use to help diagnose and solve
problems
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10.1 Detecting and Solving Typical Problems

In the rare case that a program malfunctions when running on an NSC cluster, but works
properly on a non-NSC UnixWare 7 system, the cause of the malfunction is probably
known. This section discusses typical problems exhibited by malfunctioning programs and
includes guidelines for detecting and solving them.

If the information provided in this lesson does not identify the problem, check
http://www.sco.com/tahe technical articles (TAs) at SCO’s website.

10.1.1 Storing process IDs in a short integer

For some time, the POSIX standard has stated that the resgletpfid(2) system call,

which gets a process ID (PID), is a 32-bit integer. However, for years before the POSIX
standards, especially during development on 16-bit machines, programmers stored the result
of the calls in a 16-bit (short) integer.

This code may still run well on may UNIX platforms today because said platforms never
allow PIDs to rise above approximately 30,000, a number that fits within a 16-bit integer.

However, NSC actually requires programs to store PIDs in 32-bit numbers. Recall from
Lesson 3: “Basic Process Administration,” that this is because the high-order 16 bits of the
32-bit PID contain the number of the node on which the processtarasd

Programs that store PIDs in a 16-, rather than 32-bit integer, will exhibit problems
communicating with other processes, and even themselves, if such communication is based
on the program learning their own or another processes PID. For example:

e Trying to send a signal to a process,kitig2) system call returnd and seterro to
either:

e 1 —EPERMwhich means that the target process exists, but that the calling process
does not have permission to send it a signal

e 3 —ESRCHwhich means there is no process by the ID it is using

e Trying to open a file where part of the file name includes the truncated PID
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Problems of this type are identifiable withiss(1). In truss output, look for calls getpid.
Observe what is returned. Then, look for calls beenorkill that do not use the
appropriate PID.

Exercise: Observe PID Problems

In this exercise, you will observe the problem with storing PIDs in a shor
integer. NOTE: The first 3 steps may be performed for you by your instrdctor.

Step 1. Log into a non-NSC systemrast.

Step 2. Change directory tabs/lab11

Step 3. Run thenalfuncprogram. Notice that it is able to send itselffa
signal.

Step 4. Log into a NSC systemrast.

Step 5. Change directory tabs/lab11

Step 6. Run thenalfuncprogram. Notice that it isotable to send itsel
a signal.

Step 7. Uséruss on themalfuncprogram. What value is returned frojn

thegetpid(2) system call? What value is passed as the secpnd

parameter (process ID) to th# (2) system call?

=

What is the likely cause of this program’s malfunction?

The solution to this problem is to re-write and re-compile the program.
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10.1.2 No /stand/unix

Some programs open the file containing the kernel. On non-NSC systemes, this file is stored
in /stand/unix However, as discussed in Lesson 4: “Filesystem Administration,”, in an NSC
system, each node has its own stand filesystem mounted/stadel/# where# is the

number of the node. For example, the kernel for node 1 is located/stehd/1/uniXile.

It is generally obvious when programs cannot fstdnd/unixas they typically print a

diagnostic message shortly before they terminate. If, on the other hand, the program simply
terminates without any such warning, you cantusss to identify the problem. In the truss
output, look for ampen(2) system call where the first argumenfstand/unixand the result

is ENOENT(file does not exist).

A workaround for this problem is to create a symbolic link f¥fetand/unixto one of the
[/stand/#/unixwheret# is the node of your choice.

There is only one problem with this workaround. If the node you selected goes down, your
symbolic link does not point to a file that exists (as long as the node remains down). In that
event, you can re-make the symbolic link to a node that is up, or wait for the down node to
come back up

Another workaround, which costs disk space, is to ¢sg@and/#/unixo /stand/unix Since
this file then sits in the root filesystem, which is protected in an NSC environment, the
program will always be able to run, even of the current root node fails.
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The one drawback to this solution is that, if you make a new kernel, you have to remember
to re-copy the kernel frostand/#/unixto /stand/unix Alternatively, you can modify the
program in théetc/conf/bin/idcpunifile so that this copy happens automatically. This
program is run every time a new kernel is built.

Exercise: Run xload(X1)

Thexload(X1) program requires access to a kernel file to run. This exercfse
shows illustrates how to satisfy that requirement in an NSC environmentj

Step 1. Log into a NSC system in a graphical environmermntoas

Step 2. Run the&load program. Notice that it fails with a message
indicating it “cannot get the namelist from /stand/unix.”

Step 3. Make a symbolic link frofstand/unixto /stand/1/unixor
/stand/1/unix.1

Step 4. Run th&load program again. It should succeed this time.
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10.1.3 Non-clusterized device node names

Recall from Section 2.3, “File and Device Names,” on page 2-13 and Section 4.1,
“Overview of Files, Filesystems, and Device nodes in NSC,” on page 4-7 that node names
are generally clusterized for NSC, which means they are not the same as they are in a non-
NSC environment.

Device nodes are often used by programs that utilize hardware, for example
communications programs that use serial ports. Such programs have several options for
specifying the device nodes they want to use:

e They can hard-code the names of the device nodes into the program. This is poor
programming practice and may render the program useless under NSC.

e They can allow command-line options to specify the names of the device nodes.

e They can utilize a configuration file which contains the names of the device nodes.

These scenarios call for the following actions:

e In the first case, the program will likely not run on NSC.

e In the second case, the user of the program must be sure to specify a clusterized device
node name at program invocation. As an administrator, you must educate your user
community about the clusterized device node names.

e In the third case, as an administrator, you must modify the configuration files for the
programs to use clusterized device node names. If the configuration files are written
automatically by a scoadmin manager, and the manager has been clusterized, the
manager will use clusterized device node names.

Use thetruss command to determine if a program is attempting to use a non-clusterized

device node name. In tiriss output, look foropen or accesssystem calls that return
ENOENTand have a path name (the first argument) that startgdenh
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10.2 The truss(1) Command

UnixWare comes with a program calledss(1), that allows you to trace the system call
activities of any running program. In the event the process creates child processes (via the
fork (2) system call), you control which processss traces: the parent; the child; or both.

Usetruss like onnodeandnohup. That is, typedruss followed by the command you want
to trace. For example, to trace this command:

cat foo

enter the command:

truss cat foo

AV 10-2 on page 10-12 illustrates output of this command. The output contains:

e One line per system call made by the process, starting witxdux€2) of /usr/bin/cat

e The parameters passed to each system call. By default, if the system call takes the
address of a structure, the user-space virtual address (in hexadecimal) is displayed. If
you would rather see the value of the members of the structure, enter this command line:

truss -v all cat foo

e The result of the system call. If the result whs indicating an errottyuss also prints
the value okrrno , which indicates why the system call failed.

Note Each line is only printed after the system call has completed. Thetefsse
can not be used to determine why a program is hung, if it is hung in a sfstem
call. Usecrash(1M) in that case.

To determine the meaning of a particular error number for a given system call, read the
manual page for that system call.

Note As arule, you can ignore system calls that operate (or try to) on any object in
the/usr/lib/localedirectory. These calls often fail because language
localization is not installed.
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In the example in AV 10-2 on page 10-12, the first system call to faibp@g2), which
was trying to open thioo file. The error number returned was 2, whicEMOENTThe
manual page foopen(2) says that ENOTENT is returned when either:

e TheO_CREATIag is not set, and the object does not exist

e TheO_CREATiIag is set but one or more of the components of the path name does not
exist or iSNULL

O_CREATis defined in théusr/include/sys/fcntl.file as 0x100 (100, hexidecimal). Itis a
bit mask that, if desired, is bit-wise ored into the second parameteragdeh@) system
call.

The illustration shows that tl@ CREATlag was not set. So, the reason for the failure of
open(2), in this case, was that the fftleo does not exist.
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10.3 Other Resources

There are a number of ways you can get help troubleshooting application compatibility
problem. Use the web for fastest access to a wealth of information made available from
SCO and your hardware vendor.

For accessing SCO NonStop Clustering information, start with URL:

http://www.sco.com/clustering

Also try searching through the SCO Support database of Technical Articles (TAs). The
search form is available from URL:

http://www.sco.com/ta/

SCO also offers several application optimization services:

e The UnixWare NonStop Clusters Optimization Center is available through SCO
Corporate Headquarters to help you write and test failover scripts. This is a no-cost
service for independent software vendors. See URL:

http://www.sco.com/products/clustering/optc

e SCO Professional Services offers a fee-based service to customize your application to
take full advantage of NSC features such as failover. See URL.:

http://www.sco.com/profservices/clustering/clustapp.html
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10.4 Lesson Summary

This lesson discussed the typical problems programs have in the NSC environment.
Guidelines were provided for detecting and solving these common problems:

Thetruss(1) command and how it can be used to detect certain problems
e Problems related to storing a PID in a 16-bit short integer

e Problems related to the absence of/gtand/unixfile

e Problems related to clusterized device node names

Pointers to additional troubleshooting information were also provided.

Review questions

1. What type of problems are easily detected usimgs?

2. What is a good starting place for finding information to help you troubleshoot problems
with applications running on NSC?
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10.5 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

accesg)
crash(1M)
getpid(2)
kill (2)
open(2)

truss(1)

Relevant files

Tests access to an object in a filesystem
Analyzes dump files

Gets the PID

Signals a process

Opens a file

Traces programs

/stand

[stand/#/unix

[stand/unix

Is the directory that was the traditional mount point for the
standfilesystem in non-NSC UNIX environments

Are the directories (# is replaced with a node number) that are
now the mount points for ttetandfilesystems of the nodes in
an NSC system

Is the traditional location of the UNIX kernel
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10.6 Answers to Exercises, Review Questions, and Labs

This section contains the answers to exercises, review questions, and labs presented in this
lesson.

Exercise answers

“Observe PID Problems,” on page 10-7

The process ID returned Igyetpid(2) is dynamically assigned by the kernel. The second
parameter td&ill (2) is not the same as that returnedybtpid. The reason is that the number
returned bygetpid was stored in a short (16-bit) integer, instead of a 32-bit integer.

Review Question Answers

This section contains the answers to the review questions on page 10-16.

1. Thetruss command is useful for detecting problems applications have accessing files.
Two examples are programs that access device files using the non-cluster device node
names, and programs that look for the UNIX kernésiand

2. See the SCO web site at URttp://www.sco.com/tdbr help troubleshooting
application compatibility problems.
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Lesson 11

Tuning an NSC Kernel

Introduction

The SCO UnixWare 7 Administration ¢burses presented information on how to tune a
kernel for optimal performance on a stand-alone host. In a cluster, there is a single kernel
with a single set of tunable parameters that apply to the entire set of nodes.

Therefore, tuning a cluster kernel requires a deeper understanding of kernel parameters and
a different methodology for gauging performance of each node and the cluster as a whole.

This lesson discusses how kernel tunable parameters work and the approach administrators
use to tune a cluster kernel.

Objectives

By the end of this lesson, you will be able to:

e Describe autotune kernel tunables and explain how they differ from non-autotune
parameters

e Override the value of an autotune kernel tunable with a fixed value
® Describe NSC-specific tunables

e Rebuilt and NSC kernel
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In order to meet these objectives, this lesson discusses:

Types of kernel tunables — contrasts traditional static tunables and autotune tunables
and discusses the methodology for tuning these different kinds of variables for a cluster.

Autotune — configuring and overriding autotuned values

Performance monitoring tools — monitoring system performance and detecting
common problems

NSC-specific kernel tunables — kernel tunable parameters specific to NSC kernels

Building kernels anddtune(1M) in NSC — building kernels in the NSC environment
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11.1 Types of Kernel Tunables

The UnixWare kernel is made up of a seriemoflulesSome of the modules are present at
kernel boot. Others are loaded on demand. This has several advantages:

e The base kernel can be very small. This means that UnixWare can scale down to fit in a
small footprint, like a cash register, as easily as it can scale up to handle a full-blown
enterprise server load.

e The kernel can expand modularly and dynamically. In other words, new filesystems,
scheduling classes, device drivers, and so on, can be added to the kernel without a full
relink and reboot.

When writing a kernel modules, programmers often use many data variables. Sometimes, it
is desirable to allow system administrators to set the value these variables. These variables
are calleckernel parameterkernel tunablesor kernel tunable parameters

Because the programmer may have to make certain rules about the value of a parameter,
UnixWare sets boundaries on the variables in the fornmahanumandmaximunvalues.
They also have defaultvalue for a parameter.

It is sometimes desirable to have the minimum, maximum, and default value of a tunable
depend on the amount of memory that exists in the kernel at the time the system boots.

To allow for both constant and variable parameters, UnixWare offers two kinds of kernel
tunables:

e Traditional kernel tunables where the value of the parameter has a default, minimum,
and maximum value. The default value can be overridden usindttime(1M)
command.

e Auto-tuningparameters calculate the minimum and maximum values when the kernel is
built based on the amount of memory present in the machine at that time. The default is
determined at kernel boot time based on the amount of memory present at the time of
boot.
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11.2 Autotune

The value assigned to an auto-tuned kernel parameters is determined byalsgfldfese
rules—equations, really—define a parameter’s value based on the amount of memory
present, rather than assign a constant value. The rules make up a series of connected lines
referred to as a curve.

When a programmer decides to use one or more auto-tuning parameters in their module,
they:

e Create a file in a specified format that contains the rules for determining the value of an
auto-tuned parameter

e Call a routine in the kernel during module initialization to determine the value for a
parameter. This routine makes its determination based upon the amount of memory
present at the time the function is called.

Unfortunately, since a specific kernel function must be called to determine an auto-tuned
parameter’s current value, you cannot, as an administrator, simply turn a traditional kernel
parameter into an auto-tuned one.

The rest of this section discusses configuring auto-tuning parameters in detail.
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11.2.1 Functions, Interpolation, Extrapolation and Stepping

Before discussing how auto-tuning works, you must understand thelireears
interpolation,extrapolation function andgraph

11.2.1.1 Functions and graphs

The mathematical terfunctionrefers to a procedure always produces the same output
given the same inputs. You often ugaphsto visualize the effect of a function. For
example, AV 11-2 on page 11-8 shows a graph of the fungtor + 1, where X ranges
from 1 to 10.

That is, for a given value in the horizontal (X) direction, the corresponding value in the
vertical (Y) direction is 1 greater. Functions whose graphs draw a lili@@ae functions

Each square on the line in the slide represeptsrd—an intersection of the X and Y

values. Points are often written as a parenthesized, comma-separated list in X and Y order.
For example (6,7) would represent a point 6 units to the right and 7 units up.

11.2.1.2 Linear Interpolation

The mathematical process of finding a value along ab@teeertwo values is known as
linear interpolation

It is used when you:

e Don’t know the actual function, just that it is linear
e Are given two points

® Are asked for some valueetweerthe two points

As an example, consider how you would answer this question using the graph shown in AV
11-2 on page 11-8:

For a linear function with points at (1,2) and (10,11), what is the value of Y
when X is 5?

The answer can be found using the graph. Find 5 on the horizontal (X) axis and follow the
line to the Y axis. It intersects at 6, which is the solution to this equation.
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11.2.1.3 Linear Extrapolation

Whereas interpolation is the process of finding a point on d&h&eertwo points,
extrapolationis the process of finding the value of a function at a itgideof two points
by extending the line as far as necessary.

Again, referring to AV 11-2 on page 11-8, answer these questions:

e What is the value of Y when X is 11. The answer is 12.

e \What is the value of Y when X is 100. The answer is 101.

To use a scientific approach, either use an extrapolation formula or plot it on graph paper,
extend the line, and determine the intersection. The computer uses a formula.

11.2.1.4 Stepping

Not all functions are linear. Among other possibilities, the function maysbepéunction.
That is, the Y value may remain flat until X goes up to a certain amount, and then the Y
value takes some kind of a jump. The graph in AV 11-3 on page 11-10 illustrates such a
function.

In AV 11-3 on page 11-10, the Y value remains constant for all X values form 1 to 6. Then,
when X is 6, the Y value suddenly jumps to 10 and stays there for all values of X from 6 to
10. There is nothing magical about the Y value being 10 when X goes to 6. Those are just
numbers chosen for this example.
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11.2.2 Overview of Auto-tuning configuration

Auto-tuning variables are configured by writing a set of rules for the value of a tunable,
based upon the amount of memory present in the system. The rules arainallgdurves

The curves are really a series of one or more linear or step functions, with the X values
being the amount of memory present, and the Y values being the value of a parameter.
The graph in AV 11-4 on page 11-12 illustrates a sample curve for the default value of some
kernel auto-tuned parameter. This shows that the value of the tunable differs dependent on
the amount of system memory.

e 4 MB, the value of the tunable should be 200

e 8MB, the value of the tunable should be 400

e 16MB, the value of the tunable should be 1024

e 32 MB, the value of the tunable should be 2048

If the amount of memory present is between any of these numbers, it will take on a value
along the line drawn between the numbers. For example, for:

e 6 MB of memory (halfway between 4 and 8), then the value is 300 (halfway between
200 and 400)

e 12MB of memory (halfway between 8 and 16), then the value is 712
e 24MB of memory (halfway between 16 and 32), then the value is 1536

UnixWare determines the vala@aywherealong the lines using the end-points &ndar
interpolation(discussed earlier).
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Sometimes the memory on a system is greater than the highest value specified as an end-
point for a line. For example, referring again to AV 11-4 on page 11-12, if the system has
more than 32MB of memory, UnixWare determines the value of the parametelinsang
extrapolation

When it uses extrapolation, it always extrapolates along the last line formed by the last two
end-points.

Continuing the example, AV 11-5 on page 11-14 illustrates UnixWare extrapolating the
value of the parameter along the last line to a memory value of 64MB (the dashed line is the
extrapolation line extending the line formed by the last two end-points given in the
configuration of the curve).

Sometimes, a parameter's curves includes step functions, not just linear ones as you have
seen so far. In this case, determining the value of a parameter when the amount of memory
present does not exactly match a data point is a bit more involved. Take for example, the
following graph for determining the value of a parameter.

In AV 11-6 on page 11-14, the value of the parameter takes several jumps. If the amount of
memory is:

e Up to 8MB, the value is 128

e Between 8MB to 16MB, the value is 256

e At 16MB, the value is 1024

e Between 16MB and 32MB, the value is interpolated between the values 1024 and 2048

e Greater than 32MB, the value is extrapolated along the line created by the (16,1024) and
(32,2048) points.

Note Before trying to verify the information presented in this lesson by checging
the auto-tuned configuration for your system, remember thahdneory
value being used in these curves is not total physical RAM, but the ampunt
of physical memory less kernel memory; that is, pageable RAM. Later jou
will see how this memory value is determined.
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11.2.3 A Real Example

As previously mentioned, all kernel parameters must have a default, minimum, and
maximum value. Therefore, although the graphs have only showsuorethere are really

three for each parameter; one each for the minimum, default, and maximum values. AV 11-7
on page 11-16 illustrates a full set of curves forkhle RESV_MA’4s they are configured

with in the default UnixWare 7 system. The graph is generated from this data:

Table 8:

CURVE F_)I_CY)::I)\I; MB VALUE
DEF LINEAR 8 400
DEF LINEAR 64 3200
DEF LINEAR 512 256000
DEF STEP 1024 512000
MIN LINEAR 8 100
MIN LINEAR 64 800
MIN STEP 1024 12800
MAX LINEAR 8 800
MAX LINEAR 64 6400
MAX STEP 1024 102400

Between the data in the table and the graph, observe that all values are linearly interpolated.
This is because all points for each curve, except the last points on each curve, are of type
LINEAR. The last points on each curve are of type STEP. When the last point on a curve is
a STEP point, this means that there will be no linear extrapolation on that curve.

Notice that the lines keep getting farther apart as megabytes increase. When this happens
between two or more curves, the curves are saldveoge It is desirable to either have the
curves diverge (as shown) or to have them parallel each other. Curves should never
convergeglcome together), unless they do so at a STEP end-point. Otherwise, you may have
a scenario where the minimum is supposed to be more than the default, maximum, or both.
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11.2.3.1 The Mechanics of Auto-tuning (How Does It Work)

These concepts are needed to describe the step-by-step procedure for determining the value
of an auto-tuned parameter.

1. A kernel module/driver writer creates an Autotune file according to the format described
in theAutotung¢4dsp) manual page.

2. Theidinstall(1M) command copies the Autotune file for the module/driver into the
/etc/conf/autotune.directory with a file name that matches the module’s/driver’s name

3. At any time thereafter, you can modify this file. The modifications must meet all of the
rules of logic presented here, such as non-convergence, and the rules of syntax described
by theAutotuné4dsp) manual page.

4. At install or modification time, the kernel’s tuning files are rebuilt byidbeild (1M)
command. Use thd3 flag so you can observe the build and check the results of the
changes before a reboot.

5. Theidbuild command runs a command calldcbadauto (no manual page available)
and a few other commands which readAlotung€4dsp) files and build the curves.
The result of this action is that:

® The default, minimum, and maximum values for each parameter are configured
according to the amount of memory in the system at build time. These values are
written into the/etc/conf/cf.d/mtunéle.

® A check is made to determine that MAX > DEF > MIN for each parameter. If this
rule is broken, a warning message is displayed during the build.

6. The tuning curve for the default value is turned into a C structure and stored in the file
/etc/conf/pack.d/modname/tunesheremodnamas the name of the module from
which the autotuning variables were read. As part of the kernel build, each of these files
is compiled into a corresponding file calleeshe.o

7. During kernel boot, the amount of memory is calculated and stored in a variable called
tunememYou can view the value of this variable usargsh(1M). Enter:

od -d tunemem
8. As each module is initialized, either at kernel boot or when the module is dynamically

loaded, the code in that module will calhe_calg passing a pointer to the C structures
and a count of how many elements are in the structure.
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9. Thetune_calcroutinelooks at each point on the curve. Remember, it is only the default
curve, until it either:

e Finds a point for more memory than tiseemem, then it backs up the prior entry,
OR

e Runs out of points (it may have to invoke extrapolation), and then backs up to the
last entry

10. If the first point is found, it is returned regardless of its type (STEP or LINEAR). This
means that you are always guaranteed that a tunable will have at least the lowest value
specified in its configuration file.

11. Once it has an entry-point, if that point is:

e A STEP value, then the value of that point is returned

e A LINEAR value, then either interpolation or extrapolation is used between this
point and the previous one.

WARNING! There is currently no runtime verification that the resulting value qoes
not violate the maximum or minimum values. If the default curvedare
modified so that they converge with linear extrapolation, and merfory
is added to a system without a kernel rebuild, you can end up wi
violations of minimum and maximum values with no warning beirg
generated, because these checks are only made at kernel build jme!

If you allow this to occur, there is a good chance that the kernel
module or driver will either panic the system or, worse, corrupt d§ta
undetected.
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11.2.3.2 Notes About Autotune (4dsp)

This section provides supplemental information not found ititetung¢4dsp) manual
page.

11.2.3.2.1 PHYS Entries

Thetunemem variable, by default, is set to the amount of memory irp#uge pool-also

known as pageable memory—that is not part of the kernel. There are times when a
parameter’s value should be based on the entire amount of memory (RAM size) in a system.
To calculate the value of a parameter based on the size of physical size of RAM, precede the
variable’s rules with a single entry in tAatotunefile that is the name of the variable in the

first field and the texPHY Sin the second field. No other fields are needed on this line.

11.2.3.2.2 Curve Rules and Enforcement

As previously stated, curves should not converge, as a rule. This is not stated in the man
page. Remember that convergence is only tested at the time of a kernel build. So, if you

1. Build a kernel on a system with a given amount of RAM and the MAX > DEF > MIN
rule is ok for that value, and then

2. Add RAM to the system such that you now have converging curves,

you will have a default value that violates a MIN or MAX value and you will not be warned
about it. Again, this may cause a kernel panic or worse, undetected data corruption.

The manual page implies that all values (MIN, MAX, and DEFAULT) are calculated at run-
time, but this is only true for the default.

Furthermore, if you want linear interpolation or extrapolation, you must have at least two
points. If you want extrapolation, the last point must be LINEAR. This is not documented in
the manual page.
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11.2.4 Overriding Auto-Tuned Parameters

You may need to fix the value of a parameter at constant value, or to set the system to use
has a different amount of memory than it really has. You might want to do this to check that
rules are generating the values you want during interpolation or extrapolation.

Useidtune(1M) to fix an auto-tuned parameter’s value, as root, type the following at a
command prompt:

/etc/conf/bin/idtune PARMvalue

When you do thisdtune warns you that this is an auto-tuned parameter and prompt you to
verify that you want to override this characteristic. If you say yes, the parancei@esare
created in the appropriatiene.cfile with only one parameter. Recall from the discussion of
the mechanics of auto-tuning, that when there is only point for a curve, that value for that
point is always used for the parameter’s value.

To build the curves based on an amount of memory other than that present on the system
where the kernel is built, use theflag to the undocumentedreadauto command. For
example, to see what values parameters would have on a system with 1GB of memory, as
root, run:

/etc/conf/bin/idreadauto —t 1024

The output is written to standard out in the same format dstitieonf/cf.d/mtunéle.

11.2.5 Applying This Knowledge

Unfortunately, the kernel does not keep all auto-tuning parameters in on convenient
location, or use a single naming convention. In order to use utilitiesrbls&(1M) or
kdb(1M) to look at the values of auto-tuned parameters requires some additional
knowledge.

For simplicity, most of the rest of this section only us@sh. You must beoot to perform
these exercises.

As previously stated, the kernel keeps the amount of memory used in calculating the value
of tunables in the kernel variable calkediemem. You can display the value tifnemem
from crash by entering:

od —d tunemem

This displays the value ¢finemem in decimal.
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Many of the tunables have their values stored irvtiaariable, which is actually a structure

that contains many variables, all of which are tunables, many of which are auto-tuned. The
crash utility has thev command to show the values of these parameters. Of the values
displayed:

e v _call contains the calculated valueNCALL

® V_maxup contains the calculated valueMAXUP

e v_bufhwm contains the calculated valueBFHWM

® Vv _proc contains the calculated valueMAXPROC

There is another variable, callethe , that is a structure (also calladhe ) that holds

more of the values of the auto-tuned parameter. Unfortunatalh does not have a
convenient command for displaying the members of this variable’s structure. However, you
can teacltrash about theune structure and then display the structure’s contents. To do
this, withincrash, enter these commands:

addstruct tune /usr/include/sys/tuneable.h

od —f tune tune

Exercise: Using crash(1M)

Identify which of the members of thene structure are from auto-tuned
parameters configured in files in thetc/conf/autotune.directory.
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11.3 Performance Monitoring Tools

As an administrator, you have the same UnixWare 7-provided performance monitoring tools
available to you in a cluster as you do on a non-cluster system, inctyghm@LM) and
sar(1M). These tools are discussed in the sections below.

11.3.1 The real-time performance monitoring tool, rtpm(1M)

Thertpm (1M) command is a standard UnixWare 7 tool that allows you to monitor the same
items assar, plus several more. It also allows you to graph two items at once, and to display
several of the parameters on the screen in a format that is more condensed thaathat of

Thertpm command has not been clusterized for NSC. However, you can still use it to
analyze one node at a time. To do this,nipm with theonnodg1) command. For
example, to usgpm to analyze node 2, asot, enter:

onnode 2 rtpm
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To analyze several nodes at once, start several X terminal emulators andrtpim thagth
onnodeone each node to be analyzed.

Exercise: Analyzing two nodes using rtpm

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Step 7.

Log in asoot in a graphical environment.
Start three terminal emulatot®(m, dtterm, or Eterm).
In one of the terminal emulator windows, enter:
onnode 1 rtpm
In another terminal emulator window, enter:
onnode 2 rtpm

In the third terminal emulator window, startshener
program located ilabs/lab10on node 1. Enter:

onnode 1 /labs/lab10/spinner &

Record the PID of the process. Notice the CPU utilization ¢

n

node 1. It should increase. Also take note of the CPU utilizgion

on node 2.
Force thspinner program to migrate to node 2. Enter:

migrate 2 pid

wherepid is the pid of the process recorded in Step 5. Noti
that the CPU utilization goes up on node 2 and down on n

Close the terminal emulation windows.

el.
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11.3.2 The system activity report, sar(1M), program

The sar utility has been clusterized to provide either:
e Cluster-wide performance statistics
e Node-specific performance statistics

See thesar(1M) manual page for details on how to get cluster-wide or node-specific
information.

11-25



Tuning an NSC Kernel

AV 11-8

f| NSC-Specific Kernel Tunables \

tuningOB © The Santa Cruz Operation, Inc.

11-26 UnixWare 7 NonStop Clusters Administration



NSC-Specific Kernel Tunables

11.4 NSC-Specific Kernel Tunables

The NSC kernel adds several new tunables to the kernel. Each tunable has its own
description which you can view through tBgstem Tunerapplication. To do this:

Step 1. Login to the cluster asot using an environment supporting X-windows.
Step 2. Starscoadmin

Step 3. Open th8ystemfolder.

Step 4. Double-click o®8ystem Tuner

Step 5. SeleddSC Parametersin the pull-down menu at the top of the screen. This

displays a window similar to the one shown in AV 11-8 on page 11-26.

Step 6. Select any of the parameters on the left and a corresponding description is
displayed on the right.

Exercise: Viewing NSC kernel parameters

Start theSystem Tunerand view the NSC tunable parameters.
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11.5 Using idtune(1M) to Build an NSC Kernel

Theidbuild (1M) andidtune(1M) commands that build and tune kernels were discussed in
significant detail in th&nix System Administration Il Using UnixWare €ourse. In
general, they work the same in NSC environments as they do in a non-NSC environment.

The NSC-specific issues you must consider are:

e The-cflag to theidtune command changes the running kernel. Since each node is
running their own copy of the kernel, you migdtine -c in conjunction with the
onall(1) command. For example, to change the value di&idTOURParameter to 10
on all running kernels, enter:

onall /etc/conf/bin/idtune -c NAUTOUP 10

e New kernels are made lgbuild and placed in théetc/conf/cf.d/unifile.
Normally, the/etc/conf/bin/idcpuniyrogram is run when the node next shuts down to
make a copy of the kernel in teandslice. This command has been clusterized to copy
the kernel to the stand slice of every node thapis
If a node is down during the kernel rebuild, it does not get a copy of the new kernel in its
standslice. To remedy this, when the new node starts, copy the kernel from
/etc/conf/cf.d/unixo /stand/N/file whereN is the node name affitk is the name
specified by théootprog parameter for that node, typicalipix.1 For example, to
refresh node 2, enter:
copy -mo /etc/conf/cf.d/unix /stand/2/unix.1

After copying over the newnix.N reboot the refreshed node.
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11.6 Lesson Summary

This lesson has discussed how performance tuning on a cluster differs from that of a non-
cluster computer. Specifically, it discussed:

e How to calculate auto-tuning parameters
e How to configure auto-tuning parameters

e Performance monitoring tools available in NSC

Building kernels in an NSC environment

Review questions

1. How to auto-tuning parameters differ from other kernel parameters?

2. What is the purpose of #wutotunefile?

3. What are the considerations for building new kernels in an NSC environment?
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11.7 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

idtune(1M)
idbuild (1tcp)
crash(1M)
kdb(1M)
idreadauto(1M)
onnodg1)

rtpm (1M)

sar(1M)

Relevant files

Changes the values of kernel tunables

Builds a UNIX kernel

Analyzes a kernel dump file

Debugs the UNIX kernel

Reads théutotune(4dsp) files and builds the tuning curves
Runs a process on a specified node

Monitors cluster performance

Monitors system performance

/etc/conf/cf.d/unix

/etc/conf/cf.d/mtune

/etc/conf/cf.d/pack.d

[stand/N/unix.n

/etc/conf/autotune.d

Contains the UNIX kernel on non-NSC systems

Defines MIN, MAX, and DEFAULT values for UNIX kernel
tunables

Contains C structures which define tuning curves for kernel
parameters

Contains the UNIX kernel on NSC nodes

Contains Autotune files for kernel drivers. agotuné4dp).
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11.8 Answers to Exercises and Review Questions

This section contains the answers to exercises, review questions, and labs presented in this
lesson.

Review Question Answers

This section contains the answers to the review questions on page 11-29.

1. Autotuning parameters have minimum and maximum values based on the amount of
memory on the system when the kernel is built. The default value is set when the system
is booted, based on the amount of memory present.

Traditional kernel values have defined minimum, maximum, and default values that do
not depend on other system configuration values.

2. TheAutotunéefile defines the rules for determining the values assigned to autotuning
parameters.

3. If a node is down during a kernel rebuild, ithepunix program does not copy the new
kernel to thestandslice on that node. You must copy the kernel ffete/conf/cf.d/unix
to /stand/N/unix.Nwhere N is the node number.
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