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TCP/IP Concepts

® Ethernet hardware addresses

® Software addresses

® Host names and IP addresses

® Routers, bridges, and gateways overview

® Translating IP addresses to hardware addresses
® Protocols and ports

® The TCP/IP protocol stack

® Other LAN hardware addresses
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A Simple Single Segment Network

SYSTEM A SYSTEM B

\
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A Multi-segment Network

SYSTEM A SYSTEM B
— )

SYSTEM C

SYSTEM D SYSTEM E
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Network and Host Numbers

SYSTEM A SYSTEM B
— )

SYSTEM C

SYSTEM D SYSTEM E
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IP Address Classes

31 0
CLASSA 0

<+—NETWORK—>« HOST >
CLASSB 10

< NETWORK > < HOST >
CLASSC (110

< NETWORK > < HOST——
CLASSD 1110 MULTICAST GROUP ID
CLASSE 11110 RESERVED FOR FUTURE USE

Govoos oS cnonin o i
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(
Netmasks
< NETWORK > < HOST >
ExampLe | 100101101100 10/000/100/000/00000011H1
ADDRESS 150 200 o ,

NETMASK (1{1/ 11 1111111111110 000000000O000O0O0O

NETWORK
ADDRESS 150 200 0 0
N Y
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Networks and Routers

GNAD0207

SYSTEM A SYSTEM B
— )

SYSTEM C

SYSTEM D SYSTEM E
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The /etc/hosts File

S cat /etc/hosts

# @ (#)hosts 6.1 8/21/93 - STREAMware TCP/IP source
# SCCS IDENTIFICATION
127.0.0.1 localhost

132.147.193.67 cousin.pdev.sco.com cousin
132.147.65.216 cheydev.pdev.sco.com cheydev

132.147.210.9 websco.Sco.com websco www.SCco.com
\ GNADO0208 © The Santa Cruz Operation, Inc. j
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Domain Name Space
UNNAMED ROOT—»
| I
GENERIC DOMAINS GEOGRAPHIC DOMAINS
TOP LEVEL . .
DOMAINS arpa com| edu | gov| int | mil | net | org ca |...| uk |...]| us
] | | |
2nd LEVEL | c
DOMAINS S€o a9 ab be on 9
I
3rd LEVEL
DOMAINS |Websco hr toronto
A
|
tinman lion tinman
websco.sco.com. lion.hr.sco.com. tinman.toronto.on.ca.
Qowoos _______________________________0isiniaCu Cpouion o i
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TCP/IP Model Layers

e
APPLICATION

——

TRANSPORT

—————

INTERNET

——

DATA LINK

——

PHYSICAL
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Transmission Between the Layers
HOST A HOST B
"~ ™
APPLICATION IDENTICAL APPLICATION
ﬁ <« -MESSAGE_ _ ﬁ
TRANSPORT IDENTICAL TRANSPORT
PACKET
#% ji 4+ ------- > #% iﬁ
INTERNET IDENTICAL INTERNET
DATAGRAM
%% ji 4+ ------- > ﬁ% jﬁ
DATA LINK IDENTICAL DATA LINK
FRAME
%% ji 4+ ------- > #% jﬁ
PHYSICAL PHYSICAL
Qovoor _________________ omSeniacuzonnin o i
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Data Encapsulation

MESSAGE

PACKET

DATAGRAM

FRAME

GNAD0212

APPLICATION
DATA

NETWORK TCP SEGMENT
TRAFFIC HEADER

NETWORK IP DATAGRAM
TRAFFIC HEADER
NETWORK
TRAFFIC

NETWORK FRAME
HEADER
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Token Ring Logical Topology

SYSTEM D
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SYSTEM C
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IBM Token Ring Physical Topology
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FDDI Topology and Components

SYSTEM A

Token

nmary ring

Token

SYSTEM B )
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Configuring a Network Interface

GNAD0301

® Using the Network Configuration Manager
® Testing the network configuration
® Configuring /etc/hosts

® Configuring network adapter failover
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Network Configuration Manager

— Metwork Configuration Manager

Hardware Protocol View

Help

Current networking configuration:

AMD PCnet family mdi driver
TCR/IP

1 Current configuration of the LAN software in this system

SCOadmin

GNAD0302
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Adding an Autoconfigured Network Adapter

T

The following adapters have been found:

Ethernet-AkID PCnet family mdi driver—PCI Slot 1 Bus 0 Device 19 Function O i
Ethernet-I1Bh PCI Ethernet Adapter{10.0)-PCI Slot 1 Bus 0 Device 19 Function J
£

j~d i -~
Configure hardware not listed abuve...l
Continue | Cancel | Help

\ GNADO0303 © The Santa Cruz Operation, Inc. j
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Manually Configuring a Network Adapter

Select network topology:

Select network topology:

Token-Ring

Enter the configuration of 3Com 3C503 EtherLink 1I(28.2)

= Select network adapter to Interrupt Yector 4 !

B8 3Com 30503 Ethe O Address =50-25F /
JCom 3C507 Ethe
3Com 3C509 Ethe Cable Type AUI f
Digital EtheryW QR
Intel EtherExpres
MEZ000 Series(ZF
=kAC 8216 Lltra

ShIC 8416 EtherE OK | E:an-:el| Help |

ShACAYestern Dig

[is1]

-
i -
‘ Continue | Cancel | Help |
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Add Protocol

Select one networking product to he added to
3Com 3C503 EtherLink 11{28.2):

JCom 32503 EtherLink [1{28.2)
o |PRISPR

= S P

Add Cancel' Help |
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\
TCP/IP Configuration [r

GNADO0306

A=

v *

SCOo.Ccam

160 = 80
£ B3 M
o255 -« 255
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Device Configuration Utility

. Iaétéft . MemStart

MemEnd

B500 e51f

B000 BOfFf 2000
00 b 1f -

000 c/Fff -
ca7ff -

are.

TAB/arrow=Move. Fl=Help, FZ2=Choices. Fd=Verify, Fe=Info. F7/=Adv. F10=EetLrn
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| Hosts File Configuration ‘
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Subnetworks

® Planning the subnet topology

and broadcast addresses

GNADO0401

® Defining subnet IP addresses, netmasks,

© The Santa Cruz Operation, Inc.
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A Single Overloaded Segment
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Reorganized Network
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A Single Overloaded Segment

2 -

|
_-J. — -

— "1

=

= 1= ___n-ﬂ

\ GNADO0404 © The Santa Cruz Operation, Inc. j

AV 4-4



Reorganized Network
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Class A Network with 8-bit Subnet

CLASSA 0
+——NETWORK—> <« HOST >
CLASSA
with 8-bit
subnet +«—NETWORK—><— SUBNET —> < HOST >
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Class B Network with 8-bit Subnet

CLASS B

CLASS B
with 8-bit
subnet

GNAD0407

NETWORK

HOST >

NETWORK

<

SUBNET

> < HOST —>
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IP Address Classes

31 0
CLASSA 0

<+“—NETWORK—>« HOST >
CLASSB 10

< NETWORK > < HOST >
CLASSC |11

< NETWORK >< HOST——»

CLASSD 11

MULTICAST GROUP ID

CLASSE 11

RESERV

'ED FOR FUTURE USE

GNAD0408
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Class A Network with an 8-bit Subnet
' «—NETWORK—>| «—SUBNET —> | < HOST >
CLASSA |
8-bit subnet
exampLe |0 1/1/1/1/0/0/0/0/0{0/0 001 1/0/0/0 1100 1000011011
ADDRESS 120 3 o5 43
111 11111111111/1100000/000/00O00O0O0O0 O
NETMASK
255 255 0 0
BROADCAST |0/ 1/1/1/1/0/010/0/0/0/00 01 1FFET 110414111
ADDRESS 120 3 - 055
\_ y,
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Class A Network with an 8-bit Subnet

' «—NETWORK—> «—SUBNET —» < HOST > |

CLASS A 0
8-bit subnet

EXAMPLE
ADDRESS

NETMASK

BROADCAST
ADDRESS
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Class A Network with a 16-bit Subnet
 «—NETWORK—>| SUBNET > < HOST—>
CLASS A 0
16-bit subnet
exampLe 0/10/10/101/0/001100000010000{00001010
ADDRESS a5 04 16 0
1111111111111 111111111/1/1/00000 000
NETMASK
255 255 255 0
BROADCAST 0101010 100011000000 10000O011111111
ADDRESS 85 o4 1o 055
\_ y,
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Class A Network with a 16-bit Subnet

' «—NETWORK—> < SUBNET > | < HOST—>

CLASS A 0
16-bit subnet

EXAMPLE
ADDRESS

NETMASK

BROADCAST
ADDRESS
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Class B Network with an 8-bit Subnet

S NETWORK > «—SUBNET —» «——HOST—>
CLASSB |4,
8-bit subnet
ExampLE | 10/0/00100100100110001100010001010
ADDRESS 125 7 o s

1111111111111 1111111111100000000
NETMASK

255 255 255 0
BROADCAST |110/0/0010010/01001/100011000M1 1444111

ADDRESS - 7 .y -
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Class B Network with an 8-bit Subnet

< NETWORK » «—SUBNET—> «—HOST—>

CLASS B 10
8-bit subnet

EXAMPLE
ADDRESS

NETMASK

BROADCAST
ADDRESS
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Class B Network with an 9-bit Subnet

< NETWORK > |«——SUBNET—> | +—HOST—>
CLASSB |,
9-bit subnet
EXAMPLE | ] 001001001 10 1) 1 010001010
ADDRESS 13 a7 y -
1 11111111 1 11 101 11 0/0/0/0/0]0|0
NETMASK
255 255 255 128
BROADCAST || 001001001 100 01 o 101/ 1/1|1|1|1]1
ADDRESS . a7 e -

GNADO0415
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Class B Address with a 7-bit Subnet

» NETWORK » | «SUBNET — | «—HOST—>

CLASS B 10
7-bit subnet

EXAMPLE
ADDRESS

NETMASK

BROADCAST
ADDRESS

GNADO0416 © The Santa Cruz Operation, Inc.
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Class C Network with a 3-bit Subnet
< NETWORK > | SUBNET| «HOST >
CLASS C
3-bit subnet 110
exampLE | 1/1/0/0/10/0/010010/1100100/10111010110 1
ADDRESS 200 150 75 173
1111111111111 11111111111111000 00
NETMASK
255 255 255 224
BROADCAST |1/ 1/0/0/1000/10010/1100/100101110144111
ADDRESS 200 150 76 101
\_ J
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Class C Subnets

CLASS C
3-bit subnet

EXAMPLE
ADDRESS

NETMASK

BROADCAST
ADDRESS

GNAD0418

NETWORK

> | SUBNET| « HOST—>|
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Unusual Subnet Masking

4-BIT
CLASS B SUB- MORE
< NETWORK » «HOST» <« NET»<«—HOST BITS—»

1/0/0/0/0/100/1/00{10011/0/0011/000/1000101|0
132 147 24 138

IP ADDRESS

NETMASK

BROADCAST

GNADO0419 © The Santa Cruz Operation, Inc.
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Routing

GNADO0501

® Configuring a system as a router
® Configuring routes
® Routing daemons

® Troubleshooting routes

© The Santa Cruz Operation, Inc.
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A Network Router

mantis termite
150.200.75.1 150.200.75.2

N

\ Wy,
net1
150.200.75
spider1 S
150.200.75.3 = :]
spider2 m
150.200.76.7

150.200.76
net2
hornet firefly
150.200.76.1 150.200.76.12
\_ Y
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\
| Internet Protocol Configuration [r

A=

v +

somedom . com

E3 E3 O
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("t )
Router Configuration [E

gt

Ethernet-I1I
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A Network Router

mantis termite
150.200.75.1 150.200.75.2

N

\ Wy,
net1
150.200.75
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150.200.75.3 = :]
spider2 m
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A Network Router

mantis termite
150.200.75.1 150.200.75.2

N

\ Wy,
net1
150.200.75
spider1 S
150.200.75.3 = :]
spider2 m
150.200.76.7

150.200.76
net2
hornet firefly
150.200.76.1 150.200.76.12
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Kernel Routing Table on mantis

Destination Netmask Gateway Interface
127.0.0.1 255.0.0.0 127.0.0.1 100
150.200.75.1 255.255.255.0 127.0.0.1 100
150.200.75 255.255.255.0 150.200.75.1 netO
150.200.76 255.255.255.0 150.200.75.3 netO
224 255.0.0.0 150.200.75.1 netO
default N/A 150.200.75.3 netO

GNADO0507 © The Santa Cruz Operation, Inc.
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Output of netstat -rn on mantis

Destination
default
127.0.0.1
150.200.75/24
150.200.76/24
150.200.75.1
224/8

GNAD0508

Gateway

150.200.
127.0.0.
150.200.
150.200.
127.0.0.
150.200.

15.

715.
15.

75.

l_\

Flags
UGS
UH

ucC
UGS
UGHS
UGS

Refs

PO N

Use
8443
351
392

1097

Interface
netO

100

netl

net0

100

netl

© The Santa Cruz Operation, Inc.
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A Routing Backbone

-
@ng\
13 = N
S R

150.200.75

150.200.76

23 22 21
150.200.77

GNADO0509
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A Routing Backbone

-
@ng\
13 = N
S R

150.200.75

150.200.76

23 22 21
150.200.77
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A Routing Backbone

-
@ng\
13 = N
S R

150.200.75

150.200.76

23 22 21
150.200.77
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A Routing Backbone

-
@ng\
13 = N
S R

150.200.75

150.200.76

23 22 21
150.200.77

GNAD0512
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A Routing Backbone with PPP

-

150.200.75

150.200.76

z @ @

150.200.77
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The /etc/inet/gateways File on host 3/31

# cat /etc/inet/gateways
net 0.0.0.0 gateway host32 metric 1 passive
host 150.200.76.4 gateway hostl metric 1 passive

GNADO0514 © The Santa Cruz Operation, Inc.
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A Routing Backbone

-
@ng\
13 = N
S R

150.200.75

150.200.76

23 22 21
150.200.77
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A Network Router

mantis termite
150.200.75.1 150.200.75.2

N

\ Wy,
net1
150.200.75
spider1 S
150.200.75.3 = :]
spider2 m
150.200.76.7

150.200.76
net2

hornet firefly

150.200.76.1 150.200.76.12
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Output of netstat -rn on mantis

Destination Gateway Flags Refs Use Interface
default 150.200.75.3 UGS 1 8443 net0
127.0.0.1 127.0.0.1 UH 2 351 100
150.200.75/24 150.200.75.1 ucC 1 392 netl
150.200.76/24 150.200.75.3 UGS 0 0 netO
150.200.75.1 127.0.0.1 UGHS 4 1097 100
224/8 150.200.75.1 UGS 1 0 netO
\ GNAD0517 P y
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A Network Router

mantis termite
150.200.75.1 150.200.75.2

N

\ Wy,
sales
150.200.75
spider1 S
150.200.75.3 = :]
spider2 m
150.200.76.7

150.200.76
shop

hornet firefly

150.200.76.1 150.200.76.12
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Configuring WAN Connections

® \WWAN interface types
e \WAN protocols

® Troubleshooting PPP

GNAD0601

® Configuring the point to point protocol (PPP)

© The Santa Cruz Operation, Inc.
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Modem Modulation Standards

Modulation (b?é}geii;ed) Comments

Bell 103 300

Bell 212A 1,200

V.22 1,200

V.22bis 2,400

V.32 9,600

V.32bis 14,400

V.terbo 19,200

Pre-V.34 modulation with fewer features.

V.FC 28,800

V.34 28,800

V.34bis 33,600

K56 56,000* Proprietary modulation used by Rockwell & Lucent
X2 56,000* Proprietary modulation used by 3COM

V.90 56,000* New ITU Standard. Previously referred to as V.pcm.

(*) Achieve 56,000 bps only on downloads from specidlly configured providers,
otherwise rate is 33,600 bps. The different modulations are incompatible.

GNADO0602 © The Santa Cruz Operation, Inc.
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Other Modem Standards

Standard Comments

Specifies LAPM error correction and can fall

V.42 error detection and correction back to MNP 4 for compatibility.

A ITU-T data compression standard. Most

V42bis data compression modems with V.42bis can fall back to MNP Class

Sends and receives faxes at 14,400 bps or

V.17 fax modulation .
slower if necessary.

GNAD0603 © The Santa Cruz Operation, Inc. )
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ISDN Channels

2 B Channels

1 D Channel

ISDN Phone Line

GNAD0604 © The Santa Cruz Operation, Inc. )
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ISDN Topology

Remote Windows Workstations

=

=R
-

SCO UnixWare 7 SCO UnixWare 7
Main Server Remote Server

ISDN TO tortola ISDN TO barbados
tortola
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Leased Line Speeds in North America and Japan

Common fficial T
ommo Officia Description Throughput
Name Name

T1 DS1 24 64Kbps voice lines multiplexed together 1.5Mbps

T2 DS2 4 T1 lines multiplexed together 6.3Mbps

T3 DS3 7 12 lines multiplexed together 45Mbps

T4 DS4 6 T3 lines multiplexed together 274Mbps

_ Any infeger multiple, up to 23, of 64Kbps 64Kbs * the number
Fractional T1 FT1 voice lines muliplexed together of lines

_ Any infeger multiple, up to 27, of 1.5Mbps 1.5Mbs * the number
Fractional T2 FT3 T1 lines muliplexed together of lines

GNAD0606 © The Santa Cruz Operation, Inc. )
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Leased Line Speeds Elsewhere in the World

Official Description Throughput
Name

E1 30 64Kbps voice lines multiplexed together 2.048Mbps

E2 4 E1 lines multiplexed fogether 8.448Mbps

E3 4 E2 lines multiplexed together 34.368Mbps

E4 4 E3 lines multiplexed together 139.264Mbps

E5 4 E4 lines mulfiplexed fogether 565.148Mbps

Any integer multiple, up to 29, of 64Kbps

voice lines muliplexed together 64Kbs ™ the number

Fractional E1

of lines
. Any integer multiple, up to 3, of 2.048Mbs * the number
Fractional E2 E1 lines muliplexed together of lines

GNAD0607 © The Santa Cruz Operation, Inc. )
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Frame Relay Alternative Topology

Remote Windows Workstations

SCO OpenServer SCO OpenServer
Main Server Remote Server

GENERAL USE

Frame Relay Cloud tortola

GNAD0608 © The Santa Cruz Operation, Inc. )
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Example PPP Topology

Remote Windows Workstations

oL}
=

A
U
=

SCO UnixWare 7 SCO UnixWare 7
Main Server Remote Server

/ TO INTERNET

Y’ GENERAL USE
4
tortola
GNAD0609 © The Santa Cruz Operation, Inc. )
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PPP File Usage

Outgoing PPP request detected

pppd contacted to make connection

pppd looks in .pppcfg;
gets remote systems UUCP name

UUCP subsystem invoked, looks in
Systems file, gets phone number, ...

tty line and invoke Dialer

UUCP looks in Devices file to select

GNAD0610

o

/etc/ppp.d/. pp@
H@uucp@e@

© The Santa Cruz Operation, Inc.
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WAN View of the Network Configuration Manager

— Metwork Configuration Manager a| |

Hardware Call Services Software View Help

WAN Hardware Configuration:

data over a modem [ACLY (INCORING)
»  Gportster 28800 External

7]
I~ | -
Current configuration of the WAN hardware in this system SCOadmin
- J
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Modem Manager

— Modem hManager on apollo

Host Modem Options Help

Configured modems on apollo:
Type Answers Port =peed Dialer

sportster 14400 Fax Yes term/01m 115200 sportster 14400 Feac

K

el P

SCOadmin

GNAD0612 © The Santa Cruz Operation, Inc.
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[| Serial Manager |:F

COM 1 modem W

GNADO0613 © The Santa Cruz Operation, Inc.
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PPP Manager

— FFPFP Manager on spidert _
Host Wizard Edit Yiew Options Help
PPP configuration on spideri:

Bundles
isp [system: isp—usa) (manual) 2

Fi

I~ -
el
SCOadmin

GNAD0614
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Outgoing Bundle

— Cutijoing - Bundle

Provider bundle name: I isp

Remote system: |isp-usa /
18005551212 Add
A Dipipdp
Telephone numbers: Haisg
Loy

¥

-~ |-

How to connect: - On Demand 4 Use pppattach

Mext Cancell Help |

GNADO0615 © The Santa Cruz Operation, Inc.
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Outgoing PPP Authentication

— Cutijoing : PPP Authentication

4 MNone + CHAP
Authentication protocol:
+w CTHAP and PAP - PAP

Local anthentioation name | soioeed

RAF aporsls

FAF pasyword:

Mext | Back | Cancell Help |

GNAD0616 © The Santa Cruz Operation, Inc.
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Login Script Window

_.i Cwtgaing : Login Script

Use login script: 4 Yes ~ Mo

—Login Script
1st Expect: 1st Send: | “r
Znd Expect: |in:—in:—— Znd Send: | myuserid
3rd Expect: | sword: 3rd Send: | mypassword
4th Expect: dth Send:
ath Expect: ath Send:

Mext Back | Cancell Help |

GNAD0617 © The Santa Cruz Operation, Inc. )
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Outgoing IP Network Protocol

GNAD0618

— Ctgoing ¢ 1P Network Protocol

Local address assigned by: 4 Local + Remote

Local IP addressfhost name: I 150 .200.76.13

Remote address assigned by: - Local 4 Remote

Remote IP addressfhost name: I
Use as default route: 4 Yes - No
Local host acts as gateway: 4 Yes ~- No

Act as proxy for ARP: - Yes 4 Mo

Mext | Back | Cancell

Help |

© The Santa Cruz Operation, Inc.
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Outgoing Name Servers

GNAD0619

|

Dutgoing : Name Servers

Local domain:

—Domain search order

somedam .com

aasomedom.com

=L -

I~

Add

Diglste

Fiaing

L onwer

—HMame server search order

150 'IEDD -|?5 -|3

Add

Dimipte

Fialus

Loy

Mext

Back | Cancel'

Help |

© The Santa Cruz Operation, Inc.
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Devices Window

GNAD0620

Dutgoing @ Link Devices

Flow control: “# Hardware - Software ~- Mone

Multilink maximum links: I 1 i

Available Link Devices

[, COMT

Direct (/de [&

-

| R

Add »o

=< Remowve

Selected Link Devices

ACU (/del

Flatae

e

-T

Finish |

Back |

Cancel'

Help |

© The Santa Cruz Operation, Inc.
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Incoming Remote Access

GNAD0621

—| Incoming : Remote Access

Remote access bundle: | in

— Authentication methods
Enable CHAP: - Yes 4 No

Enable PAP: - Yes 4 Mo

Enable login: 4 Yes ~- Mo

Enable caller ID: - Yes 4 Mo

Mext Cancell

Help |

© The Santa Cruz Operation, Inc.
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Login Authentication

— Incorming : Login Authentication

User name: I 1n

Changs gser’s password: 4 Yes o Ho

Password:

Confirm password:

Mext | Back | Eancell Help |

GNAD0622 © The Santa Cruz Operation, Inc. )
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Incoming IP Network Protocol

= Incoming @ IP Metwork Protocol

Local address assigned by: 4 Local ~ Remote

Local IP address/host name: I 150.200.76.3

Remote address assigned by: 4 Local ~ Remote

Remote IP addressfhost name: I
Use as default route: - Yes “4 No
Local host acts as gateway: 4 Yes ~ No

Act as proxy for ABP: - Yes 4 No

Mext | Back | Cancel' Help |

GNAD0623 © The Santa Cruz Operation, Inc. )
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Incoming Advertise DNS

— Incoming : Advertise DNG

Advertise domain name servers: -~ Yes 4 No

Primary server sddresss

mecondary server addresy

Mext | Back | Cancell Help |

GNAD0624 © The Santa Cruz Operation, Inc. )
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Incoming Link Devices

Incoming : Link Devices

Flow control: “# Hardware - Software ~- Mone

Multilink maximum links: I 1 i

Available Link Devices

Selected Link Devices

[B,coM1 Direct (/de [& ACU (/de
Hghed v Flatae
=< Remowve e

i ¥

Finish| Back | Cancel' Help |

GNAD0625 © The Santa Cruz Operation, Inc. )

AV 6-25




TCP/IP Administration Topics

GNADO0701

® TCP/IP startup

® Daemon startup

® The inetd(1Mtcp) daemon
® the /etc/inet/config file

® Testing daemons

® Configuring trusted access

© The Santa Cruz Operation, Inc.
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Example ifconfig(1Mtcp) Commands

Configuring Interfaces:

# /ete/ifconfig 1lo0 127.0.0.1 perf 57344 57344 1
# /etc/ifconfig -p net0 200.100.50.1 netmask 255.255.255.0 \
> broadcast 200.100.50.255 perf 24576 24576 1

Listing Interfaces:

# /etc/ifconfig -a
netO0: f£lags=4043<UP,BROADCAST, RUNNING,MULTICAST> mtu 1500
inet 200.100.50.1 netmask ffffff00 broadcast 200.100.50.255
perf. params: recv size: 24576; send size: 24576; full-size frames: 1
ether 00:00:c0:83:47:8f
1o0: flags=4049<UP, LOOPBACK, RUNNING, MULTICAST> mtu 8232
inet 127.0.0.1 netmask ££000000
perf. params: recv size: 57344; send size: 57344; full-size frames: 1

Bringing interfaces down and back up:

# /etc/ifconfig net0 down
# /etc/ifconfig net0 up

GNADO0702 © The Santa Cruz Operation, Inc.
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The /etc/inet/config File

1:/usr/eac/bin/initsock:.y:/usr/eac/bin/initsock::
1a:/usr/sbin/inconfig:.y:/etc/inet/inet.dfl::
2:/usr/sbin/syslogd::y:/etc/syslog.conf::
5:/usr/sbin/in.named::y:/etc/inet/named.boot::
3:/usr/sbin/in.pppd::y:/etc/inet/ppphosts::
4a:lusri/sbin/in.gated::Y:/etc/inet/gated.conf::

# The next line can be read:

# If field 3 is a Y and /usr/sbin/in.gated was not run, then run

# /usr/sbin/in.routed
4b:/usr/sbin/in.routed:/usr/sbin/in.gated:Y:::
#4c:/usr/sbin/route::n::add default router_placeholder:
6:/usr/sbin/in.xntpd::y:/etc/inet/ntp.conf::
7:/usr/bin/sh:.y:/etc/inet/rc.inet:/etc/inet/rc.inet start:

# By default start address allocation and dhcp servers
8a:/usr/sbin/in.aasd::y:/etc/inet/aasd.conf::
#8b:/usr/sbin/in.dhcpd:.y:/etc/inet/dhcpd.conf:-t O:

# Entry to start bootpd, comment-out dhcpd line
#9a:/usr/sbin/in.bootpd::y:/etc/inet/bootptab:-t O:

# Entries to start both bootpd and dhcpd, comment out dhcpd entry
#9b:/usr/sbin/in.bootpd::y:/etc/inet/bootptab:-t 0 -S -P bootps-alt:
#9c:/usr/sbin/in.dhcpd::y:/etc/inet/dhcpd.conf:-t 0 -b bootps-alt:
4c:/usr/sbin/route::y::add default 198.140.193.1:
4d:/usr/sbin/route::y:;:add 224.0.0.0 198.140.193.111:

GNADO0703 © The Santa Cruz Operation, Inc.
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The /etc/inet/config Flow Chart

Over-Ride
Daemon
Started?

Configuration
File Present?

GNADO0704 © The Santa Cruz Operation, Inc.
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The /etc/inet/inetd.conf File

# <service name> <socket type> <proto> <flags> <user> <server pathname> <args>

#

# Ftp and telnet are standard Internet services.

#

ftp stream tcp nowait root /usr/sbin/in.tcpd in.ftpd -a

¥ftp stream tcp nowait root /usr/sbin/in.ftpd in.ftpd -a

telnet stream tcp nowait root /usr/sbin/in.tcpd in.telnetd

ftelnet stream tcp nowait root /usr/sbin/in.telnetd in.telnetd

#

# Tnamed serves the obolete IEN-116 name server protocol.

#

name dgram udp wait root /usr/sbin/in.tcpd in.tnamed

#name dgram udp wait root /usr/sbin/in.tnamed in.tnamed

¥

# Shell, login, exec, comsat and talk are BSD protocols.

¥

shell stream tcp nowait root /usr/sbin/in.tcpd in.rshd

#shell stream tcp nowait root /usr/sbin/in.rshd in.rshd

login stream tcp nowait root /usr/sbin/in.tcpd in.rlogind

#login stream tcp nowait root /usr/sbin/in.rlogind in.rlogind

exec stream tcp nowait root /usr/sbin/in.tcpd in.rexecd

¥exec stream tcp nowait root /usr/sbin/in.rexecd in.rexecd

comsat dgram udp wait root /usr/sbin/in.tcpd in.comsat

fcomsat dgram udp wait root /usr/sbin/in.comsat in.comsat

talk dgram udp wait root /usr/sbin/in.tcpd in.otalkd

#talk dgram udp wait root /usr/sbin/in.otalkd in.otalkd

ntalk dgram udp wait root /usr/sbin/in.tcpd in.talkd

¥ntalk dgram udp wait root /usr/sbin/in.talkd in.talkd

pop-3 stream tcp nowait root /usr/sbin/in.tcpd /etc/popper
GNAD0705 © The Santa Cruz Operation, Inc. )
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The /etc/inet/inetd.conf File

# <service name> <socket type> <proto> <flags> <user> <server pathname> <args>

#

# Ftp and telnet are standard Internet services.

#

ftp stream tcp nowait root /usr/sbin/in.tcpd in.ftpd -a

¥ftp stream tcp nowait root /usr/sbin/in.ftpd in.ftpd -a

telnet stream tcp nowait root /usr/sbin/in.tcpd in.telnetd

ftelnet stream tcp nowait root /usr/sbin/in.telnetd in.telnetd

#

# Tnamed serves the obolete IEN-116 name server protocol.

#

name dgram udp wait root /usr/sbin/in.tcpd in.tnamed

#name dgram udp wait root /usr/sbin/in.tnamed in.tnamed

¥

# Shell, login, exec, comsat and talk are BSD protocols.

¥

shell stream tcp nowait root /usr/sbin/in.tcpd in.rshd

#shell stream tcp nowait root /usr/sbin/in.rshd in.rshd

login stream tcp nowait root /usr/sbin/in.tcpd in.rlogind

#login stream tcp nowait root /usr/sbin/in.rlogind in.rlogind

exec stream tcp nowait root /usr/sbin/in.tcpd in.rexecd

¥exec stream tcp nowait root /usr/sbin/in.rexecd in.rexecd

comsat dgram udp wait root /usr/sbin/in.tcpd in.comsat

fcomsat dgram udp wait root /usr/sbin/in.comsat in.comsat

talk dgram udp wait root /usr/sbin/in.tcpd in.otalkd

#talk dgram udp wait root /usr/sbin/in.otalkd in.otalkd

ntalk dgram udp wait root /usr/sbin/in.tcpd in.talkd

¥ntalk dgram udp wait root /usr/sbin/in.talkd in.talkd

pop-3 stream tcp nowait root /usr/sbin/in.tcpd /etc/popper
GNAD0706 © The Santa Cruz Operation, Inc. )
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Review of r-Commands and TCP Utilities

rlogin Allows users to log into a remote host. If trusted access is set up,
no password is needed, otherwise a password is needed.

rcp Allows users to copy files from one host to another. Requires
trusted access.

rsh Allows users to execute commands on remote hosts. Requires
trusted access.

telnet Similar to rlogin, only a user name and password are almost
always required, and trusted access is not consulted

ftp Similar to rcp, only a user name and password is always required
and trusted access is not consulted

GNADO0707 © The Santa Cruz Operation, Inc.
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Example /etc/hosts.equiv File on corfu

barbados
tortola bob
guam

GNADO0708 © The Santa Cruz Operation, Inc.
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Example .rhosts File For User jane On Host corfu

barbados
tortola
guam

GNADO0709

bob
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(
Trusted Access Sequence
5 r-command
Ne| i
+ T :
| i
. (&) Resolve
; 9 host? i
D
. Password
rlogin? on account
- T
7p)
% prompt passwd
Ll
|_
g password
i match?
14
error message
v
prompt user
|
v
gnad0710 © The Santa Cruz Operation, Inc.
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Network Administrator's Account Log

LOGIN REAL NAME UiD tortola guam | barbados| name...
bobb Bob Byte 990 v v v v
daven Dave Network 10057 v v
ellene Ellen Ethernet |[7431 v v
karenc Karen Config 13116 v 4
ricko Rick Octet 4429 v 4

GNADO711 © The Santa Cruz Operation, Inc.
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Two Users with Same Login Name

Barbara Barker
login: bbarker

Bob Barker
\: login: bbarker

e

=
kilgore trout
== ==

/etc/hosts.equiv

smelt
tarpin

GNADO0712 © The Santa Cruz Operation, Inc.
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Domain Name System (DNS) Configuration

® DNS operation
e Configuring name servers
® Querying a name server

® Configuring DNS clients

GNADO0801 © The Santa Cruz Operation, Inc.
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Naming Collisions on the Early Internet

GNAD0802 © The Santa Cruz Operation, Inc. )
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Collisions Resolved with Domains

mickey.sco.COM

mickey.wisc.EDU , ,
mickey.whitehouse.GOV

GNAD0803 © The Santa Cruz Operation, Inc. )
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Primary Domain Only
edu com de org
otherdom somedom
\_ Y,
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Primary and Secondary Name Servers

edu com de org

otherdom somedom

Primary name server
for somedom.com

Secondary name server
for somedom.com

GNAD0805 © The Santa Cruz Operation, Inc. )
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Query Fulfillment Sequence

edu com de org

3 2
otherdom 4 somedom
< «—
‘ 7

> [ 6

1

Client

Root server for com domain
Primary server for otherdom.com domain

Primary server for somedom.com domain

GNAD0806 © The Santa Cruz Operation, Inc.
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File Relationships

/etc/inet/named.conf

!
! I I ’

db.50.100.200 db.somedom.com db.local db.cache

! . )
!

named.soa

GNADO0807 © The Santa Cruz Operation, Inc.
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Example named.conf

options {
directory "/etc/inet/named.d";

b

zone "somedom.com"™ in {
type master;
file "db.somedom.com";

}i

zone "50.100.200.in-addr.arpa" in {
type master;
file "db.50.100.200";

zone "0.0.127.in-addr.arpa"™ in {
type master;
file "db.local";

}i

zone "otherdom.com™ in {
type slave;
file "db.other.com";
masters |
200.150.75.1;
}s
}i

zone "75.150.200.1in-addr.arpa" in {
type slave;
file "db.75.150.200";
masters {
200.150.75.1;
}i

zone "london.somedom.com" in {
type stub;
file "db.london.stub";
masters {
200.200.50.1;
}i

zone "." 1in {

type hint;

file "db.cache";
bi

GNADO0808 © The Santa Cruz Operation, Inc.
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Domain Name Space

UNNAMED ROOT—¥»

GENERIC DOMAINS GEOGRAPHIC DOMAINS
-IS%IIIIII&IEI\\I,SIEL arpa com| edu | gov| int | mil | net | org ca |...| uk |...]| us
I I I
in-addr ab bc on ac
I
200 toronto
I
100 tinman
I
50
I |
1 2 3
\ J
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Example named.conf

\_

options {
directory "/etc/inet/named.d";

b

zone "somedom.com"™ in {
type master;
file "db.somedom.com";

}i

zone "50.100.200.in-addr.arpa" in {
type master;
file "db.50.100.200";

zone "0.0.127.in-addr.arpa"™ in {
type master;
file "db.local";

}i

zone "otherdom.com™ in {
type slave;
file "db.other.com";
masters |
200.150.75.1;
}s
}i

zone "75.150.200.1in-addr.arpa" in {
type slave;
file "db.75.150.200";
masters {
200.150.75.1;
}i

zone "london.somedom.com" in {
type stub;
file "db.london.stub";
masters {
200.200.50.1;
}i

zone "." 1in {

type hint;

file "db.cache";
bi

GNADO0810 © The Santa Cruz Operation, Inc.
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Primary and Sub-Domain

edu com de

otherdom somedom

GNAD0811

org
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Example Cache File

; nhame ttl class type data
; 1nitial cache data for root domain servers. Note no SOA included
999999 1IN NS terp.umd.edu.
999999 IN NS ns.nasa.gov.
999999 1IN NS kava.nisc.sri.com.
; Prep (hardwire) the address cache. Order does not matter.
terp.umd.edu. 999999 1IN A 128.8.10.90
ns.nasa.gov. 999999 1IN A 128.102.16.10
ns.nasa.gov. 999999 1IN A 128.52.195.10
kava.nisc.sri.com. 999999 1IN A 192.33.33.24

GNADO0812 © The Santa Cruz Operation, Inc.
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Example db.somedom.com

; name [ttl]

class type data

@ in soa thatch.somedom.com. steve.somedom.com. (
9603110830; serial
10800; refresh
1800; retry
3600000; expire
806400 ) ; minimum (default ttl)

thatch IN A 200.100.50.1

WWW IN CNAME thatch

guam IN A 200.100.50.2

ftp IN CNAME guam

atlantis IN A 200.100.50.3

gateway IN A 200.100.50.4

\_ _J
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Example db.50.100.200

@ in
1 in
2 in
3 in
4 in

SOoa

; name [ttl] class type data

thatch.somedom.com. steve.somedom.com.
9603110830; serial

10800; refresh

1800; retry

3600000; expire

806400 ) ; minimum (default ttl)

thatch.somedom.com.
guam.somedom. com.
atlantis.somedom.com.

gateway.somedom.com.

(

GNAD0814 © The Santa Cruz Operation, Inc. )
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Example db.local

; name [ttl] class type data

@ in soa thatch.somedom.com. steve.somedom.com. (
9603110830; serial
10800; refresh
1800; retry
3600000; expire
86400 ); minimum (default ttl)
1 IN PTR localhost.

GNADO0820 © The Santa Cruz Operation, Inc.
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Example Cache File

; nhame ttl class type data
; 1nitial cache data for root domain servers. Note no SOA included
999999 1IN NS terp.umd.edu.
999999 IN NS ns.nasa.gov.
999999 1IN NS kava.nisc.sri.com.
; Prep (hardwire) the address cache. Order does not matter.
terp.umd.edu. 999999 1IN A 128.8.10.90
ns.nasa.gov. 999999 1IN A 128.102.16.10
ns.nasa.gov. 999999 1IN A 128.52.195.10
kava.nisc.sri.com. 999999 1IN A 192.33.33.24

GNADO0816 © The Santa Cruz Operation, Inc.
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Example DNS Records

; name [ttl] class type data

GNADO0817

thatch in a 200.100.50.1
ftp in cname guam. somedom. com.
1 in ptr thatch.somedom.com.
somedom. com. in ns thatch.somedom.com.
@ in soa thatch.somedom.com. steve.somedom.com.
9603110830; serial
10800; refresh
1800; retry
3600000; expire
86400 ) ; minimum (default ttl)

© The Santa Cruz Operation, Inc.
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Example db.somedom.com

; name [ttl]

class type data

@ in soa thatch.somedom.com. steve.somedom.com. (
9603110830; serial
10800; refresh
1800; retry
3600000; expire
806400 ) ; minimum (default ttl)

thatch IN A 200.100.50.1

WWW IN CNAME thatch

guam IN A 200.100.50.2

ftp IN CNAME guam

atlantis IN A 200.100.50.3

gateway IN A 200.100.50.4

\_ _J
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Example db.50.700.200

; name [ttl] class type data

@ in soa thatch.somedom.com. steve.somedom.com. (
9603110830; serial
10800; refresh
1800; retry
3600000; expire
86400 ) ; minimum (default ttl)
1 IN PTR thatch.somedom.com.
2 IN PTR guam.somedom.Ccom.
3 IN PTR atlantis.somedom.com.
4 IN PTR gateway.somedom.comn.

GNADO0819 © The Santa Cruz Operation, Inc.
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Example db.local

; name [ttl] class type data

@ in soa thatch.somedom.com. steve.somedom.com. (
9603110830; serial
10800; refresh
1800; retry
3600000; expire
86400 ); minimum (default ttl)
1 IN PTR localhost.

GNADO0820 © The Santa Cruz Operation, Inc.
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Example db.somedom.com

; name [ttl] class type data

Sinclude named.soa

thatch IN A 200.100.50.1
WWW IN CNAME thatch

guam IN A 200.100.50.2
ftp IN CNAME guam
atlantis IN A 200.100.50.3

gateway IN A 200.100.50.4

GNADO0821 © The Santa Cruz Operation, Inc.
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Example named.soa
; name [ttl] class type data
@ IN SOA thatch.somedom.com. steve.somedom.com. (
96031108; Serial
10800; Refresh
1800; Retry
3600000; Expire
80400 ) ; Minimum (default ttl)
N NS thatch.somedom.com.
IN NS ahost.otherdom.com.
\_ y,
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The DNS Manager

e

Host Server Zones Records Yiew Options Help
Mo master zones configured
somedom.com 3
otherdom.com
london.somedom.com
7
- |-
ﬂ"
SCOadmin

GNAD0823 © The Santa Cruz Operation, Inc. )
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Add Zone Window

—| add Zone

Server type: Master !

Zone name: | somedom . cam

Metworks: . I . I . I Iy

:

Z00.100.50 Diplate

Start ofAuthority...| Mame senrers...|

— Optional records

Host info... | Owner... | Reqguesters...

hAail exchangers...| Description... |

OK | Cancell Help |

GNAD0824 © The Santa Cruz Operation, Inc. )
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Adding Name Server (NS) Records

—-| Mame Server (Ma) Records

Nameserver IF address Add

Servers 700.100.50.12 :
hModify...
Delete

¥
QK | Ean-:el| Help |
Qevooes ________________________________ Ciesnacuenainic i
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me . somedam ., com .

1000

140000

2400

B~
=
=
=
a
=
|
=
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Add Host (A) Record Window

oo fliooflso [

<00.100.50.10

—
—

© The Santa Cruz Operation, Inc.




Configuring Forwarders

GNADO0828 © The Santa Cruz Operation, Inc.




Example nslookup Session

Default Server: thatch.somedom.com
Address: 200.100.50.1

> studenti
Server: thatch.somedom.com
Address: 200.100.50.1

Name : student4d.somedom.com
Address: 200.100.50.4

> unknown

Server: thatch.somedom.com
Address: 200.100.50.1

*** thatch.somedom.com can't find unknown: Non-existent host/domain
> set type=PTR

> 4.50.100.200.in-addr.arpa

Server: thatch.somedom.com

Address: 200.100.50.1

4.50.100.200.1in-addr.arpa name = student4.somedom.com

© The Santa Cruz Operation, Inc.




Network Client Manager

—| Metwark Client Manager an apollo o |_||
Host Services Tools Options Help
Host: apollo Domain: compclass.com

Configured network client services:

D5 client
‘etc/hosts file

/
o ||
SCOadmin
\ J
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Example resolv.conf

domaln somedom.com
; query local server first, then secondary

nameserver 200.100.50.1
nameserver 200.150.75.1

GNADO0831 © The Santa Cruz Operation, Inc.
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Configuring Internet Services

® Configuring virtual domains
® Configuring the Netscape HTTP server
® Configuring an FTP server

® Configuring the Network Time Protocol service

GNADO0901 © The Santa Cruz Operation, Inc.
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Example S70ipaliases File

#!/sbin/sh

echo "setting up IP aliases:"
echo "\t150.200.76.99"

ifconfig netO0 alias 150.200.76.99

GNAD0902
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Example Additions to /etc/inet/config

4a:/usr/sbin/in.gated::Y:/etc/inet/gated.conf::

# The next line can be read:

# If field 3 is a Y and /usr/sbin/in.gated was not run, then run

# /usr/sbin/in.routed

4b:/usr/sbin/in.routed: /usr/sbin/in.gated:Y:::
#4c:/usr/sbin/route::n::add default router placeholder:
6:/usr/sbin/in.xntpd::y:/etc/inet/ntp.conf::
7:/usr/bin/sh::y:/etc/inet/rc.inet:/etc/inet/rc.inet start:

# By default start address allocation and dhcp servers
8a:/usr/sbin/in.aasd::y:/etc/inet/aasd.conf::
#8b:/usr/sbin/in.dhcpd: :y:/etc/inet/dhcpd.conf:-t 0:

# Entry to start bootpd, comment-out dhcpd line
#9a:/usr/sbin/in.bootpd::y:/etc/inet/bootptab:-t 0:

# Entries to start both bootpd and dhcpd, comment out dhcpd entry
#90b:/usr/sbin/in.bootpd: :y:/etc/inet/bootptab:-t 0 -S -P bootps-alt:
#9c:/usr/sbin/in.dhcpd: :y:/etc/inet/dhcpd.conf:-t 0 -b bootps-alt:
4c:/usr/sbin/route: :y::add default 198.140.193.1:
4d:/usr/sbin/route::y::add 224.0.0.0 198.140.193.111:
4e:/usr/sbin/ifconfig::y::net0 alias 150.200.76.99:

GNAD0903 © The Santa Cruz Operation, Inc. )

AV 9-3



Netscape Administration Server

— Metzcape: Netzcape Server Selector Al
File Edit Wiew Go  Communicator

¢ 2 3 & 2 £ 4 &

i Back Forward Reload Home  Search  Guide Print  Security stop

T JT Bookmarks J{. Metsite: lIﬂttp:HHspiderLsnmednm+cnm:620fadmin—3&rufhinf ..I"|

i Members ¢ WebMail # Connections ¢ BizJournal ¢ SmanUpdate o Mktplace

- _— = '~

Administratdon Server Yersion 2.13

Netscape FastTrack Server :

Install a nesw Metscape FastTrack Server
Eemove a server from this machine

Confignre Adrinistration

=

12 % a2 2 1

1=

\_

GNADO0904 © The Santa Cruz Operation, Inc.
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Configuring the FastTrack Server

— Metzcape: Netzcape FastTrack Server | Al
File Edit “iew Go Communicator

<« v A &4 2 £ S & @

Back Forward Reload Home  Search  Guide FPrint  Security atop

«§ " Bookmarks A Metsite: [http://localhost :620/httpd-B0/kbin/index

(| 4 Members ¢ WehMail ¢ Connections ¢ BizJournal ¢ SmarUpdate ¢ Mktplace

‘ Server On / Off

The server is currently O,

Server ﬂnl senrer Off

Access "80° as a Client
About this server

i ae % 2@ 2|

GNADO0905 © The Santa Cruz Operation, Inc.
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Default Home Page

—-| MNetecape: Home Fage on epider] eomedomeoom

o

_
File Edit “iew Go Communicator Help

@%‘Z%ﬁ\af&é«ﬂ@iﬁ'

Back Forward  Reload Huarme search  MNetscape Frimnt SECUrity

? »m.‘v Bookmarks ».&- Go To: |http:f fepiderl . somedom. con .|I"'| ﬁv What's Related

i o Webhail ¢ Contact 4 People ¢ Yellow Pages ¢ Download [ Channels [ SCO

A

T SERYER #0R METWORE CORFITING

Welcome to spiderl.somedom.com

Login Users Links SCChelp

System Configuration

Memory Size: 45 Megahytes
system Peripherals:

Floppy Drive 1 - 1.44 BB 3.5
SCS CO-Rom Drive 1 - BCOD 164 - CO-ROM
Disk Drive 1 - Generic - IDEESDI - 3071 MB

spider? was last restarted on Apr 28 ar12:03

You are Visitor Mumber

Host: "www.spiderl." is not authorized

This document was last modified Fraday Jan 16, 1993

GNADO0906 © The Santa Cruz Operation, Inc.

AV 9-6



€ )
Netscape Server Selector-Configuring Administration

[2  etscape:NetscapeSeverselector [ .|

File Edit View Go Communicator Help

<« =w» A 4 2 m 3 W

Back Forvard  Reload Home search  Metscape Print se i

Wt' Bookmarks $ Metsite: [http:/ftristar.pdev.soco.c| f ﬁ' What's Related

i WebMail ¢ Contact ¢ People ¢ vellow Pages ¢ Download [ Channels [ 5C¢

A

Administrative Configuration

What can I do from this page?

From this page, you can configure many of the adminstrative aspects of ywour server. This
mnclndes things ke who can administrate, and how they will do it.

| shut down your admin server

Daemon C aton

® Uszer to ron as
® Port nomber
® Actvate 33L and specify a key pair and certificate file

L&ccess Comntriol

8 Authenticaton semarme
8 Authenticaton Password
® Haosts to allow

Options

® Access Logging -
® Detaled Logeing
8 Configuraion file backups i

= | i i £l P N2
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Configuring Administration-Access Control

— Metzcape: Netzcape Server Selector
File Edit “iew Go Communicator

2 © A 4 a2 £ S &

Back Forward Reload Home  Search  Guide FPrint  Security

J' Bookmarks 4!{ Metsite: [iﬂttpszspiderl,,snmednm+cnm:620fadmin—3&rufhinf ..I"|

i| 4 Members ¢ WehMail ¢ Connections ¢ BizJournal ¢ SmarUpdate ¢ Mktplace

Administration Server

Access Control
Hosbtoaames to allow: Epiderl. somedom. com
IPF addresses to allow: Az?.0.0.1
Authentication user name: fadmin

Authentication Passwoid:-

Authentication Password (again):

‘ oK | ‘ Eeset | Help

Behumn to A dministrative Configuration

_IE|

GNADO0908 © The Santa Cruz Operation, Inc.
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The /usr/ns-home/admserv/ns-admin.conf File

NetsiteRoot /usr/ns-home

Port 620

User root

ErrorLog /usr/ns-home/admserv/errors
AccessLog /usr/ns-home/admserv/access
PidLog /usr/ns-home/admserv/pid
ServerName spiderl.

Backups 10

AdminUsers /usr/ns-home/admserv/admpw
Addresses
(127.0.0.11150.200.76.31150.200.76.501150.200.76.33)
Security off

GNAD0909 © The Santa Cruz Operation, Inc. )
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Adding a FastTrack Server

File Edit View Go Communicator Help
i w.f " Bookmarks A Go To: fhttp://www.spiderl.sor] /| @517 What's Related
' —

A

Server Hame: web . momedom., oo

Bind aodcess: 150,200,763

Secver Pork: &0

Secver Ioentifier: | we=q

Secver Deer: nobodyr

PEOCeaEes i1

HMinimm Threads; i1

Haximmn Threads: =2

w Blwaye attempt to r=sclwe= IP addre=ss=s intc host nam=e.

w Attempt to resclve= IP addre=ss=s conly [or acrc=ees control and OGI.

4 Nerer attempt to resclwe= IF addre=ss=c int=s host name=s.

Docment Rook : Yfvarfinternet fapf150.200 .76 .30 /httpd b |

£
& [ 100% | o e &b AR Ea) a2 |

.

\_

GNADO0910 © The Santa Cruz Operation, Inc.

/

AV 9-10



Default Home Page

—-| Metecape: FastIrack Home Fage a i

File Edit “iew Go Communicatar Help

1 @ A o - + & 5-
Back  Fomvard  Reload Hiotme search Metscape Print SeCUrtY atop

| " Bookmarks & Metsite: lhttp://one . spiderl/ 7| @517 What's Related

i WebhMail 2 Contact 4 People ¢ Yellow Pages 4 Download [ Channels [ SCO

- NETSCAPE [
FASTTRACK SERVER~ .

5 [
B19%8 NMETECAPE COMMUMICATIDNS CORPORATIOMN ALL RICHTS RESERVED
L

w8

SUPFORT REGISTRATION FEATURES TECH NOTES

Welcome to the default home page of the FastTrack server! Use the links below to register your new
softvrare and to find cut more about FastTrack,

& TECHNICAL SUFFORT & HTHML SAMFLES
® BEGISTEATION ® ExXAMPLE PROGRAMS
® FEATURES ® FEEDEACE

Y ou can change this page by editing the file at
fvarfinternet/ips 150.200.76.101/index. il

e [ 100% s e P N2 ||

GNADO0911 © The Santa Cruz Operation, Inc.
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Example Virtual Domain Configuration Hierarchy

/var/internet/ip/150.200.76.30

httpd ftp mail

! !

.
d cs u b I is h 5 Netscape: FaotTrack Foms Page G
o File Edit View Go Communicator

Help
“« % A 4 a 4 & @ s
Back  Forward  Reload  Home  Search Netscape  Print  Security  Stop
SCO
" Bookmarks &  Netsite: [http:/fone.rpiderl/ | /| €3 whars Related
7| £ webMail £ Contact 42 People 2 Vellow Pages 4 Download (% Channels (4 SCO

'

gif

GNAD0912

oo

=
=
.ng ln dex h tml Welcome to the default home page of the FastTrack server! Use the links below to register your new
" software and to find out more about FastTrack,

Y ou can change this page by editing the file at
ivax finternet/ip/150.200.76..10 Liinde  html

= [ oo |
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FTP Server Manager

—-i FTP Server kanager on spider I | _l
Host FTP Edit View Home Options Help
FTP virtual domains configured on spideri:

IF Address Ciomain

Y
F
- I -
The FTP server is enabled
il
SCOadmin

GNADO0913 © The Santa Cruz Operation, Inc.

AV 9-13



Anonymous FTP Directories

/home/ftp

l

! ; I

bin dev efc

GNAD0914

I :

pub usr

l

incoming

© The Santa Cruz Operation, Inc.
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Configuring Anonymous FTP for Virtual Domains

Add FTP Yirtual Domains

GNAD0915

IP Address: [ 150 -|200 -|?5 -|30 Select...|
Anonymous FTP home: | /var/internet/ip/150.200. SE|ECL--| Default|
Banner file: | /var/internet/ip/150.200. Select..| Default]
Logfile: | /var/internet/ip/150.200. Select..| Default|
-1 Use primary log file
= Select IP Address
IP Address Type Comain
&l _lCanceI 180.200.75.3 interface spider1.somedom.cam EY
150.200.76.30 wuay somedorm.com
Fi

Selection

|150.200.?5.3o

OKl

Cancell Help |

© The Santa Cruz Operation, Inc.
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FTP Configuration Files

/var/internet/ip/150.200.76.30/ftp/home

l

' ' ' I ' '

bin dev etc lib pub usr

l

incoming

GNAD0916 © The Santa Cruz Operation, Inc.
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-
|

Creating User Classes

.
|
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Creating Class Limits

GNADO0918

classl |y
I
C—

_OK_| Cancel _Help_|

© The Santa Cruz Operation, Inc.
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Default /etc/fipaccess File

#ident "@(#) ftpaccess 1.3"

#

# ftpd configuration file, see ftpaccess(4tcp).

#

loginfails 3

passwd-check trivial warn

class all anonymous, guest, real *

compress yes all

tar yes all

readme README* login all

readme README* cwd="* all

#banner /var/ftp/banner.msg

#message /var/ftp/welcome.msg login all

#message .message cwd=* all

#chmod no anonymous

#delete no anonymous, guest

#foverwrite no anonymous, guest

#rename no anonymous, guest

#umask no anonymous

#limit all 5 Wk0900-1800 /var/ftp/toomany.msg
#limit all 20 SaSu|Anyl800-0900 /var/ftp/toomany.msg
#log commands anonymous,guest,real

#log transfers anonymous,guest,real inbound, outbound

#path-filter anonymous, guest /var/ftp/filename.msg
/home/ftp * no nodirs

/home/ftp /pub/incoming yes ftp other 0444 nodirs

#upload
#upload

GNAD0919

A l:alnum:]-. 1*$ ~[.-]
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Configuring Time Servers

13

150.200.75

23

150.200.77

GNAD0920

150.200.76

© The Santa Cruz Operation, Inc.
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\
| Adding NTP Servers [r

ben.csawvisc.edu
churchy.udel.edu

GNADO0921 © The Santa Cruz Operation, Inc.
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Network Security

® TCP wrappers

® Firewalls

® Packet Filters

® Proxies

® Packet Sniffing

® The Secure Socket Layer (SSL)

GNAD1001
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TCP Wrappers
Server Client
DAEMON
4 1
tcpd
“ 6N 4
inetd APPLICATION
“ “
TRANSPORT TRANSPORT
“ “
INTERNET INTERNET
“ “
DATA LINK DATA LINK
“ “
PHYSICAL ~ e PHYSICAL
GNAD1002 © The Santa Cruz Operation, Inc.
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Packet Filters

With Packet Filters Without Packet Filters
APPLICATION APPLICATION
“ “
TRANSPORT TRANSPORT
“ “
INTERNET INTERNET
L L
AR | | | FILTER

——— ———

DATA LINK DATA LINK
PHYSICAL — = PHYSICAL

GNAD1003 © The Santa Cruz Operation, Inc.
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A Packet Filtering Router

Sending Host A Router Receiving Host
With Packet Filters
APPLICATION APPLICATION
TRANSPORT TRANSPORT

——— ——

INTERNET INTERNET INTERNET

ey

INCOMING OUTGOING
FILTER FILTER

ey ————— ——

DATA LINK DATA LINK DATA LINK
PHYSICAL — PHYSICAL =] PHYSICAL

GNAD1004 © The Santa Cruz Operation, Inc.

AV 10-4



Packet Filter Manager

GNAD1005

—_

Facket Filter Manager on aguarius

4| _|

Host Filter Edit Options

Help

allow_all -

block_all

no_login

no_telnet

only ftp_and weaww
only_mail

Template filters for IP

El

-

Aoiive Filers

ooming Sireamy MLELD

Ohnfgoing Sireamr MLUEL

SCOadmin
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Select Interface

GNAD1006

—| Select Interface
Interface:
PRR

_| Template filters

‘ QK | Cancel Help

© The Santa Cruz Operation, Inc.
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Modify Filter
- netd: newfilter
Filter Method: - Block ™ Allow Filter Element: 111
— Services/Ports
« opecific 1014cp hostnames 3 Add...
o s0/tcp - -
~ 360/4Cp izodialog Modity...|
-~ All Except  RELSe imap—4 Delete
St=laf="iiefs) inetinst i -
Direction: [ From [ To
— Hostsi/Metworks
« Specific A 5C0.COM A
A Al host@otherdom.com Modity..
~ All Except Liminte
bl
SCOadmin
iﬁ{m%«:l Delete | ‘ Finish | Mext... | Help |

GNAD1007 © The Santa Cruz Operation, Inc.

AV 10-7



Modify Filter
- netd: newfilter
Filter Method: - Block ™ Allow Filter Element: 111
— Services/Ports
« opecific 1014cp hostnames 3 Add...
o s0/tcp - -
~ 360/4Cp izodialog Modity...|
-~ All Except  RELSe imap—4 Delete
St=laf="iiefs) inetinst i -
Direction: [ From [ To
— Hostsi/Metworks
« Specific A 5C0.COM A
A Al host@otherdom.com Modity..
~ All Except Liminte
bl
SCOadmin
iﬁ{m%«:l Delete | ‘ Finish | Mext... | Help |
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Proxy Server

150.200.75
@ %
S e
INTiE=F= N ET)
e Lo
150.200.76

150.200.77
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Secure Socket Layer (SSL)

NG

GNAD1010

APPLICATION

3 T

SSL

———

TRANSPORT

———

INTERNET

ey

DATA LINK

N S -

PHYSICAL

= PHYSICAL

APPLICATION

3 1

N
SSL

————

TRANSPORT

————

INTERNET

——l—

DATA LINK

————
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Windows Connectivity

GNAD1101

® File and Printer Sharing
e Configuring VisionFS
® Remote Application Access

® Remote Boot Configuration

© The Santa Cruz Operation, Inc.
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File and Printer Sharing

® Network File System (NFS)

® NetWare Services (NWS)

® VisionFS

® Advanced File and Print Server (AFPS)

GNAD1102 © The Santa Cruz Operation, Inc. )
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Windows 95 Network Configuration

Nowok __________________________EA|

Configuration |Identifi|:ati|:|n | ACCESS Cu:untru:ull

The following netwark components are installed:

Client for Microsoft Metwaorks
A0 FCHET Family Ethernet Adapter (FCIEISA)
W TCR/F

EErmEeE | Eraperies |
Frirmary Metwark Logaon:
Client for Microsoft Metworks LI
Eile and Frint Sharing. . |
Description
k. | Cancel
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VisionFS Shares

Eile  Edit iew Help

E Jupiter

File Edit Yiew Help

= Jupiter R Bl 48| o X [
ﬁ, ﬁ, & visionfs
root wisiontools

B visiontools .. !Elm

[ wisiontools

O O

docs termlite

B

visionfs

3 ohjectis)

S

Eile  Edit Yiew Help

_netcnt 1Bconfig.dll 1Emfla.dll cmdialog vix
defaults net.cnt nethlp password.exe

profeditent iprofeditexel profedithlp ssdockth vbx
whirun300.dll waflem i wgvh v
15 abject(s) 3.28MB 4

|1 ohject(s] selected

4

GNAD1104 © The Santa Cruz Operation, Inc. )

AV 11-4



VisionFS Profile Editor

‘E* jupiter - 5CO VisionFS Profile Editor

Frofile Edit [nfo Help

L[t B 2] x| = ol

Mame Comment
YisionFS server seftings
£a (Folders) settings for the master shared folder
- hd configl Frofile Editar onky - do not delete
kg wisiontools  SCO%ision97 tools and information
L (Llsers) settings for the master user share
lﬁ (Frinters) oettings for the master shared printer

settings for the VisionFS server
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VisionFS Shared Folder Properties Window

wordfiles Properties |

General I ACCESS I Files I Fermissions I

Flease type a name and cormment for this share, give
its location on the YisionFS server, and setits
availakility,

Share Mame: |wu:urdfi|es |

Comment. |Shared folder on (dirF-name) |
— LINE Directany
|,-"W|:|rdfilea| | Browse... |
[~ Link?
—Avwsailahility
v Active v Link?
¥ Browsahle ¥ Link?

k2 | oK Cancel | Help

GNAD1106 © The Santa Cruz Operation, Inc. )
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VisionFS Username Mapping Window

GNAD1107

Username Mapping E

WiNdows USBMMAame: |cynthia

LN username: cindly -

™ %isionFS Administrator privileges

Change Fassword... ‘

|

‘ ] | Cancel

Help

© The Santa Cruz Operation, Inc.
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VisionFS Share Access Window

wordfiles Properties |

General I ACCESS I Files I Fermissions I

WisionFS can give different users different lewvels of
Eb access to this share. List entties shaw the rights of
each user or group of users,

[ Link?

Marme Group AfG Actions

Fead-write

e, Edit... | Femowve

Fead-only

Y'ou can use this option to stop anvone changing files
inthis share, regardless of the abowe seftings.

[ Share is Bead-only v Link?

K2 Ok, |

GNAD1108 © The Santa Cruz Operation, Inc. )
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VisionFS User Access Rights Window

User Access Rights |

Connected user:

s Bames | bhen j ¥ Authenticated
LI Group: (ar] j M Guest
—Actions
£ Mone —Directaries —Files
oy F{;adwrite I Create dteat 2
¢ Bioad only W Delete W Delete W Whrite
" Wirite only e e it
— W List W Open

" Custam

Ferormed as LIMNE user:

MName: (connected-user) j Group: (enduser-graup) ﬁ
h? | ] 4 Cancel | Help
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VisionFS User Access Rights Window

User Access Rights |

Connected user:

il Hame: | (any) j [~ Authenticated
LI Group: (ar] j V¥ Guest
—Actions
 Naona —Directories —Files
PR F{;a denrite [~ Create [ Create v Read
o F‘i;ad Sl I~ Delete [ Delete [~ ‘Write
r_;u} . | [~ Rename [~ Rename
e onty Iv List ¥ Open

¢ Custam

Ferormed as LIMNE user:

NEme: |cinchy j Groug: | renduser-groug) j
h? | ] 4 Cancel | Help
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VisionFS Shared Printer Properties Window

laser-101 Properties |

General I ACCess I Comrmands I spooling I
o7 Flease type a name and cormment for this share, give
r"; its name an the YisionFs server. and setits
availakility,
Erinter Mame: ||ager"| l||
Comment: |Iaser printer in raom 107
share Mame: |Iaaer—1D1| L||
Axsailability
v Active [V Link?
¥ Browsahle ¥ Link?
K? | Ok Cancel | Help
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Advanced File and Print Server

N Server Manager - 50LAR - |O] x|
Computer  Miew Optionz  Help
Computer Type Description
Windows NT Primary
Shared Directories %]
Shared Directories on VAYEMUS: Cloze |
= ADMING C:huzrsnetszervershlanman _I Mew Share.. |
e ML —c
=10
=104 DK
M= 1PC Cancel
EoMSCLIENT Path: C:‘usrinetiserversilanmanizharesiastool

Fermlssmns

Comment: Advanced Server Tools

Help

Uszer Limit:

* Maximum Allowed

" Allow |ﬂ Uzers
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Remote Application Access

® Terminal Emulation

® X Window Servers

e® Custom Client Agents
® \Webtop

GNAD1113 © The Santa Cruz Operation, Inc.
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TermLite running SCOadmin

(=] jupiter - SCO TermLite _ Ol x

Cannect  Edit  Configure Help

Account Manager on jupiter
Host lUsers LGroups Wiew [Options

User Accounts on jupiter.compcl User Defaults
Group Defaults
Status User Com
[ 1 Show Status
adm [¥] Point Help
andrew
bin ABABA-Admin(ABAA)
cindy
daemon ABAB-Admin(AAAA)
Network Admin
AAAA-LP(BABA)
Mail Processes
mhsmail MHS Admin Processes
nodccess uid no access
nobody uid no body
nuucp 14 ABAB-uucp (AABA)
{H%mmmﬂmmmmmmm—}l

< K#KK#KK:-|

Change the systenm defaults for groups

GNAD1114 © The Santa Cruz Operation, Inc.
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XVision running SCOadmin

System Administration on jupiter !EIB

File View Options Help

N

Account Manager

@ Filesystem Manager
ﬁ License Manager
@ L . Account Manager on jupiter _ O] x|
@ hail b
@ netse:  HOst Users Groups View Options Help
Print J +| v, +
% a7 ek O |
@ FIOces ser Accounts on jupiter.compclass.com:
& scod
@ sroge omatus  User [T Comment
@ Task 5 : 0000- &dmin(0000) £l
@ YERIT. andrew 102
I‘-l— hin P 0000-Admin(0000)
fusrflibiscoac Cindy 103
T daeman 1 0000-Admin(0000)
listen ar Metwork, &dmin
Ip 7 0000-LP{0000)
mail 4] hdail Processes
mhszmail A1 RHS Admin Processes
NoAacCcess BO00Z  uid no access i
o
SCOadmin
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| Address Allocation Manager
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\
| Adding Pools [r
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\
| Adding Addresses [r
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| Global Generic Options Configuration

—  boot_file
boot_file_dir
hoot_server
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\
| Adding DHCP Subnets [r
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\
| Configuring DHCP Parameters by Client [r

v G
Ethermet ¥

E
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B SISty
| Address Lease Parameters ‘
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Mail Configuration

GNAD1201

® E-mail overview

® sendmail configuration

® Aliases

® Name server records for e-mail
® POP3 and IMAP4 services

© The Santa Cruz Operation, Inc.

AV 12-1




Mail Components

Local client Remote client

E-mail created with MUA E-mail read by MUA
Sent via Sent via
IMAP4 Server POP3 Server

t . r—1?
v A

Processed via MTA Processed via MTA

! 1

Mail Channel / Delivery Agents

GNAD1202 © The Santa Cruz Operation, Inc.

AV 12-2



Mail Manager

—-i Fail kanager on spiderl i | _l
Host Edit Settings Help
sodify..| Add.| Detere] | /]

kail Settings on spiderl.somedom.com

B= Basic Configuration

Host Mame: spidertl.somedom.com
fdail Comes From: spiderl.somedom.com
Comain Table Enahbled; Mo
== [Domain Tahle File; letc/mailftable/domain
£0 Folder Configuration

0 Alias Files and haps
£ Alternate Host Mames
£2 kail Delivery Channels

¥

I~ 1 -~

SCOadmin
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Configuring Aliases

—-i bail Manager on spider] i | _l
Host Edit Settings Help
woay.| Add.| Deese] | /|

kail Settings on spider1.somedom.com

D Basic Configuration =
2 Folder Configuration
lias Files and hdaps
—=File fetc/mailfaliases
0 Alternate Host Mames
2 tAail Delivery Channels ~i Madity B | =

Alias File or HIS MAP

Ifet:!mailfaliases

Examples: btree:fetc/mailfaliases, nis:mail.aliases@ domain

Edit Alias File... |

OK | Cancell

I~

SCOadmin
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Creating an Alias

= &lias File Ampisaliases. 5353 i | _l
Aliases Members Users Help
Aliases Members
& osimaster &
postmaster
= Add Alias
Mame
staff
Members
Fi M
Search: Search: Enter name(s): I Add name(s) |
Mame list
S Select name... |
Remove |
/ Edit |
5] 1.~
Search: I

OK | Cancell Help |
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Vacation Notification Manager

GNAD1206

_.i Yacation Motification

. . Other mail addresses for <root=
Set Vacation Motices

40n vﬂﬁ

Add

Hamove

Ly

Motices Were Sent To:

Motification Subject

REE TS

fbsence (Automatic reply)

Motification kMessage

Default

i

This is an automatic reply to email you recently sent
to root. Additional mall to root will not result in
further replies. This mall indicates that the user 1s not

LL-

Default

i

£

OK | Cancell

;

Help
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