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The SC@® Authorized Education class you are about to take may form part of the recommended
preparation for those seeking the SCO ACE™ certification.

The SCO ACE certification program uses a series of exams to measure your ability to support and
administer SCO installations with the SCO recommended skills that maximize system
performance. As a certified SCO ACE graduate, you earn all of the respect that the industry
accords to each certified member of the extended SCO support team. When professionals in the
computer industry see your SCO ACE certification, they know that you have passed demanding
SCO testing requirements. This certification is the foundation for mastering real-world®UNIX
systems, including those from other vendors.

When registering for any SCO ACE exam at a Sylvan Prometric™ testin
center, please quote the course release number on the front of the Studept

Guide that the exam covers. This number corresponds to the version num@er of
the SCO ACE exam for that course.

Ask your SCO Authorized Instructor, or call SCO for more information about SCO Certification.
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Lesson 1

Course Introduction

1.1 Introduction

This SCO OpenServer Release 5 Network Administrati@ourse is designed for
technically-oriented individuals who need to establish and maintain the network
connectivity of their SCO OpenServer Release 5 operating system with other networks,
including the Internet. The target audience includes support technicians, developers,
engineers, system administrators, and other technical users who require in-depth knowledge
of the installation, configuration, and administration of a network.

1.1.1 Course goal and purpose

At the conclusion of this course, students should be able to configure their SCO OpenServer
system for use on a network. By the end of the course, the student will be able to:

Describe the various networking addresses and transmission protocols
Install and configure a network interface card

Configure a network for use with subnets

Configure a system for use as a router

Configure a WAN connection using the Point-to-Point Protocol (PPP)
Configure a Domain Name System (DNS) server

Configure Web and FTP servers

Implement network security

Provide Windows connectivity services

Provide electronic mail distribution
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1.1.2 Target audience

This class is aimed at support technicians, developers, engineers, system and network
administrators, and other technical users who operate in the SCO OpenServer environment
on a regular basis. Students are likely to have a wide variety of backgrounds in UNIX, SCO
UnixWare, and SCO OpenServer. They must have prerequisite skills equal to or exceeding
those provided in thBCO OpenServer Release 5 System Administrationrses.
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1.2 Student Materials

The contents of the box containing your student materials are yours to keep and write notes
in. Your instructor may have other reference materials in the classroom for your use while
attending this class. Please do not take or write in these materials as they are needed again
for later classes.

1.2.1 The Student Guide

The Student Guidecontains:
e Outline of presentation
e® Note-taking space

e Copies of all transparencies

1.2.2 SCO documentation

This course may refer to the following SCO printed documentation:

SCO OpenServer Release Notes Contains important late-breaking information
about installations, hardware requirements,
and known limitations

SCO OpenServer Handbook Provides the information you need to get your
SCO OpenServer Release 5 system up and
running. It also covers many common system
administration tasks, such as managing users,
starting and stopping the system, working with
filesystems, and configuring printers.

This course also refers to the online documentation gsiokelxXC).
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1.3 Typographical Conventions

This publication presents commands, filenames, keystrokes, and other special elements as

shown here:

Ip orlp(C)

/new/client.list

root

arg or arg
[ arg ]
arg

$

=] d

0240

T Q +i

Q!

Exit program?

Commands, device drivers, programs, and utilities (names,
icons, or windows); the number in parentheses indicates the
reference manual section in which the command, driver,
program, or utility is documented

Files, directories, desktops (names, icons, or windows),
system, network, and printer names

User names

Placeholders (replace with appropriate name or value)
Surrounds awptionor cmdargthat is not mandatory
Indicates multiple occurrences of thpetionor cmdarg

Command-line prompt for commands executable from the
Bourne shell by any user

Command-line prompt for commands only executable by the
root user from theoot account

Keyboard keys

Presgcr] andfx] keys simultaneously

Press all three keygs ], , and[oe] , simultaneously
Presgc=] key. With[c=] still depressed, pregy.

Presg:a] key. With[zg] still depressed, press and release in
sequencéo], 2], [, and[g].

Presdgcr] key. With[c=] still depressed, pregg. Release
both keys and pregs.

Presdgcr] key. With[c=] still depressed, pregg. Release
both keys and pre$s] [1].

System output (prompts, messages)
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tar tv
“Description”
Cancel

Edit

Copy

File = Find =Text

openoropenS)

$HOME
SIGHUP
“adm3a”
employees
buf

b_b.errno

User input, such as on a command line

Field names or column headings (on screen or in database)
Button names

Menu names

Menu items

Sequences of menus and menu items

Library routines, system calls, kernel functions, C keywords;
the number in parentheses indicates the reference manual
section in which the file is documented

Environment or shell variables

Named constants, signals, and kernel parameters

Data values

Database names and tables

C program structures

Structure members

1-7



Course Introduction

1.4 Using scoadmin(ADM)

Many procedures in this course indicate to “startNlbevork Configuration Manager” or
“run scoadminADM)” when invoking administration utilities.

SCO OpenServer Release 5 includes both graphical and character-based versions of most
administration utilities. When started from the Desktop, the graphical versions
automatically run. When started from a character device (such as a terminal), the character
versions run.

In this course, the Desktop is used to start the graphical versions of administration utilities.
There are several ways to recoadminADM) utilities.

For example, to run thidetwork Configuration Manager, a tool that allows you to
configure network adapter drivers and manage network connections:

e From theSCOadminicon, selecNetworks = Network Configuration Manager.
e From the command line, enteetconfig
e From the command line, entecoadmin network config

When you are directed to “ruretconfig{ADM)” or “start theNetwork Configuration
Manager” later in this guide, you can use any of these methods.

Be sure you are logged in aot.
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1.5 Sample exam items

The following questions are representative exam items on the SCO ACE certification exam
for this course. Being able to correctly answer these questions does not guarantee that you
will be able to pass the actual exam.

1. A host with the IP address 186.25.22.11 has the netmask value 255.255.240.0. Which
broadcast address should it use?

Note the following binary to decimal equivalents:

00001011=11
00001111=15
00010110=22
00011111=31
11110000=240

A. 186.25.15.255

B. 186.25.31.255

C. 186.25.240.255

D. 186.25.255.255

2. The following text is found in the fileetc/named.boot

directory /etc/named.d

primary chicago.us.org named.hosts

primary 75.43.197.in-addr.arpa  named.rev

primary 0.0.127.in-addr.arpa named.local

secondary can.org 1.2.34 can.bak

secondary 22.97.201.in-addr.arpa 1.2.3.4 can.rev

Which record, describing holsbstl.abc.orgdoesNOT belong in the file
/etc/named.d/named.ho?ts

A. hostl1 IN A 197.43.75.1
B. hostli IN MX 10 mailgate.us.org.
C. 1 IN PTR hostl.us.org.

D. ftp.us.org IN CNAME hostl
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3. Which of the following IiNOT supported by VisionFS?

A.

B.

C.

D.

Sharing UnixWare files to Windows systems
Sharing Windows files to UnixWare systems
Sharing UnixWare printers to Windows systems

Sharing Windows printers to UnixWare systems

Answers to sample exam items
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AV 2-1

/| TCP/IP Concepts |\

® Ethernet hardware addresses

® Software addresses

® Host names and IP addresses

® Routers, bridges, and gateways

® |P addresses to hardware address translatiom
® Protocols and ports

® The TCP/IP protocol stack

® Other LAN hardware addresses

ADM0201 © The Santa Cruz Operation, Inc.
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Lesson 2

TCP/IP Concepts

Introduction

The SCO OpenServer environment provides a means of connecting computers from
heterogeneous software environments (e.g., UNIX, Novell Netware, Windows, and DOS)
for the purpose of exchanging data, performing remote login sessions, and mounting remote
filesystems. This connectivity involves a carefully orchestrated set of system services to
ensure the entire network communicates effectively.

Understanding how these services work together is a necessary part of an administrator’s
job. This lesson looks at these concepits.

Objectives

This lesson describes the basic components of a computer network. By the end of this
lesson, you will be able to:

e Describe hardware addressing

e Describe and use IP addressing

e Explain and use netmasks and broadcast addresses

e Explain the use of the ARP protocol

® Describe the TCP and UDP protocols and addresses
e Define the termslientandserver

e Explain the function of théetc/servicesind/etc/hostdiles

e List the types of network adapters supported by SCO OpenServer
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AV 2-2

I

A Simple Single Segment Network

ADM0202

SYSTEM A SYSTEM B

SYSTEM C

© The Santa Cruz Operation, Inc.

"

AV 2-3

(]

A Multi-segment Network

ADM0203

SYSTEM A SYSTEM B

SYSTEM D

SYSTEM E

© The Santa Cruz Operation, Inc.
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2.1 Hardware Addresses

Computers on a network communicate with each other by sending messages between one
another.

For these systems to send and receive these messages, the systems must:
® Be physically connected in some manner
e Use one or more lengths of cable to connect the systemkoal @area networKLAN)

e Use telephone, microwave, or satellite lines to connect LANsvid@area network
(WAN)

Each node on a LAN has a unique hardware address. These addresses are:
e Used to effectively communicate with another system on a given network
e® Referred to as thiledia Access ContrdMAC) address

e Depend on the type oketwork adapte(sometimes called metwork interface caror
NIC) for their format. For example:

e FEthernetaddresses:

e Use a unique 48-bit (6-byte) value supplied by the manufacturer of the adapter.
No two network adapters have the same Ethernet address.

e Are written as six fields of hexadecimal numbers, commonly separated by
colons. For example:

00:80:5f:20:e7:d0

e Token Ringaddresses are six fields of hexadecimal numbers. No two adapters on a
given ring can have the same address. An example Token Ring address is:

00:06:3c:31:d6:e1

Each message sent using the network uses two unique addresses:
e A destination addresilentifies which system is to receive the message.

e A source addresglentifies which system sent the message.
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AV 2-4

Ol

Network and Host Numbers | \

k NADM0204

SYSTEM A

SYSTEM B

SYSTEM C

SYSTEM D

SYSTEM E

© The Santa Cruz Operation, Inc. /
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2.2 Software Addresses

Software addresses can solve problems raised when using hardware addresses:
e How does a system send a message to a system on a different network?

e How are systems able to easily re-establish communications with another system that
has a new network adapter and therefore, a new hardware address?

Software addresses solve these problems because they can span different networks, whereas
hardware addresses are bound to a physical cable.

2.2.1 IP addresses

A unique number identifies each simple network, and each host on that network is assigned
a unique numbeon that networkTherefore, every node on a network is uniquely identified

by an Internet Protocol (IP) address that has the following components:

e Network number

e Host (also calledihterfaceg number on that network

2.2.1.1 IP address syntax

IP addresses are made up of four 8-bit numbers, aatketds These are written as the
decimal value in each octet, separated by a period (or dot). This isdatlied-decimal
notation For example:

132.147.210.9

e Each octet is an 8-bit value and is limited to a decimal range of 0-255.

e One or more octets comprise the network portion of the IP address; one or more octets
comprise the host portion. There are four octets in total.

Exercise: Counting nodes on the network

Given that each node on a network has a 4-octet (32-bit) IP address, wh& is the
theoretical maximum number of nodes that can exist on the entire netwdk?
How did you calculate this number?
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AV 2-5
/ | IP Address Classes | \
31 0
CLASS A |0
F—NETWORK :}: HOST =}
CLASSB (1/0
Fi NETWORK :}: HOST :}
CLASSC (1110
le ol
0 NETWORK > HOST—%
CLASSD |1/11]0 MULTICAST GROUP ID
CLASSE (1/1/1/1|0 RESERVED FOR FUTURE USE
k /
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2.2.1.2 IP address classes

Recall that one part of the 32-bit IP address designates the network and the other part
designates the host. The following shows the trade-offs of allocating these bits:

e If too many of the bits are reserved for the network portion, then you can have many
different networks, but relatively few hosts on each network.

e If too many of the bits are reserved for the host portion, then you can have many
different nodes on a given network, but relatively few networks.

To satisfy the needs of all potential network installations, the original designers of the IP
addressing scheme structured these addresses into five different classes: A, B, C, D, and E.
The first three classes—A, B, and C—are most widely used.

The network portion of the IP address—more specifically, the most significant (first) octet
of it—specifies the class of an address. The diagram AV 2-5 shows the makeup of the
different classes.

This list indicates the value for the first octet in each class:

e Class A 1-127

e ClassB 128-191

e ClassC 192-223

e ClassD 224-239

Class E 240-247There are three types of IP addresses:
Unicast Destined for a single host

Broadcast Destined for all hosts on a given network

Multicast Destined for a set of hosts that belong to a multicast group
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AV 2-6

/ | Netmasks | \

4———NETWORK »ie HOST N
ExampLe | 1/0/0|1/0]11|0]1/1|0|0|1]0|0|0|0|1/0|0|0|0|0[00|0[0|0|O|1|1]1
ADDRESS 150 200 o ,

NETMASK | 11| 1{1{1/1{1{1/1/1]1]1/1/1/1/1/0/0[0/0/0/ 00000000000

NETWORK
ADDRESS 150 200 0 0

k NADMO0206 ® The Santa Cruz Operation, Inc. /
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2.2.2 Netmasks

A netmaskndicateshow many bits are used for the network address and how many for the
host address. More specifically, it is used to determine the network address.

In the mask, a one (1) indicates a network address bit, whereas a zero (0) indicates a host
address bit. The network address is determined by performing a logical AND of the netmask
and the IP address bits. This is illustrated in AV 2-6.

The netmask can be represented with the dotted decimal notation, which is easier to use and
less error prone than using a binary or hexadecimal notation.

A Class B network (that is not subnetted) uses 16 bits for the network address and 16 bits for
the host address. The netmask for this network is 255.255.0.0.

Exercise: Specifying netmasks

Using dotted decimal notation, indicate the default netmask value for thg
following networks:

e Class A network

e Class C network

2.2.3 Network addresses

Thenetwork address used to separate networks into logical groups. By default, 8, 16, and
24 bits are used for the network portion of class A, B, and C networks, respectively. Among
other things, network addresses are used in routing tables (see Section 5.2.2, “The routing
table,” on page 5-15).
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The following table contains examples of Class A, B, and C IP addresses, netmasks, and the
resulting network addresses.

Table 1: Network Addresses

Class IP Address Netmask Network Address
A 110.1.2.3 255.0.0.0 110.0.0.0

B 132.147.1.2 255.255.0.0 132.147.0.0

C 200.100.50.1 255.255.255.0 200.100.50.0

These network classes can be further subdividedsuttaets This is accomplished by
allocating some of the host bits to be used as address bits.

Netmasks can indicate that any number of the bits in the IP address are used for the network
address.

Subnets are commonly used to simplify network administration and enable expansion. They
are discussed in detail in Lesson 4: “Subnets.”

2.2.4 Broadcast addresses

A broadcast addresis used by hosts to transmit data to all hosts on a netwdntoaklcast
packetis a message with a broadcast address as its destination. Broadcast packets are:

e Sent by programs that want multiple programs on other machines to pick up their data.

e Connectionless-type packets. That is, there is no acknowledgment of receipt of the
packet.

o Addressed to all hosts on a network. Therefore, the packets are not normally forwarded
by a router to other networks.

Examples of programs using broadcast packets include:

Routing daemons Announces routes they are aware of to other machines
running routing programs.

rwhod (ADMN) Announces usage metrics on the sending machine to other
machines runningvhod (ADMN). These statistics can be
seen with thewho(TC) andruptime (TC) commands.

ping(ADMN) Sends packets to determine which machines are available on a
network when a broadcast address is specified.
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Broadcast addresses:

e Are configured for each network adapter on a host

e Consist of two parts:
e The network portion, filled out with the number of the interface
e The host portion, with all bits set to one (1)

For example, if a network interface has:

e |P address 150.200.76.17

e Netmask of 255.255.255.0

The broadcast address of the interface is 150.200.76.255.

Exercise: Determining broadcast addresses

Assuming no subnetting, given the following IP addresses:
e 85.110.43.7

e 210.20.210.20

e 150.75.37.5

Determine the:

e Netmask

e Network address

e Broadcast address

2.2.5 Available host addresses

Given the discussion of address classes, netmasks, network addresses, and broadcast
addresses, you can now determine the number of hosts that can exist on a network. This
number is necessary to plan the layout of your network.
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The number of hosts that can exist on a network:
® Depends upon the class of the address and its netmask
e s given by the formula(@-the number of network bitg) 5
For example, by default a:
e Class A address can havé 22 (16777214) hosts
e Class B address can hav@ 22 (65534) hosts
e Class C address can hae 2 (254) hosts
There are two fewer hosts (2 is subtracted in the previous formula) because:
® The network address (see Section 2.2.3, “Network addresses,” on page 2-11) cannot
be assigned to a host. (For example, the host portion of an IP address cannot contain

all zeros).

e One of the host addresses (normally all ones) must be used as the network’s
broadcast address.

2.2.6 Multicast addresses

Remember that broadcast packets are normally not re-broadcast by routers. This means that
you cannot use broadcast addresses to send messages to multiple machines on multiple
networks.

Multicast addresses allow applications to send data to a select group of hosts on multiple
networks. An example of a multicast application is that each year, during SCO Forum, the
morning keynote speeches are multicast across the Internet. Audio applications are used on
machines throughout the world to pick up the multicast packets and play them on their
sound card.

Multicast addresses:

e Are inthe D address class, which ranges from 224.0.0.0 to 239.255.255.255

e Have the address 224.0.0.0 reserved

e Have the address 224.0.0.1 assigned to the all hosts group, that includes all hosts and
routers participating in multicasting, not just listening on a particular multicast address
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Multicasting works in the following way:

1. A multicasting program selects a multicast address on which to send its data. These
addresses are allocated by a Network Information Center (NIC) just like other IP
addresses.

2. The packets are broadcast on the LAN of the sender machine (unless multicasting is
supported by the hardware in use on the LAN).

3. Routers on the LAN notice that the destination IP address is a multicast address and re-
broadcast the packet to the other LANs to which they are attached.

4. Programs, having registered themselves as willing to receive multicast packets at the
indicated address, receive the packets and (in this example) play them on the local
machine’s sound card.

SCO OpenServer systems can function as clients and receive multicast packets. However,
the routing protocols in SCO OpenServer Release 5 do not support multicasting.
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2.3 Network-Joining Devices

Individual network segments are often connected to create larger networks or internetworks.
The alternate approach of connecting everything together on one very large network
segment is not always feasible. Some reasons include:

e Physical limitations on cable length

e Performance limitations for networking many nodes on one segment

e Logical limitations on the number of nodes permitted on a single segment
To extend your network, there are three options:

e Join multiple segments, without controlling the traffic between them

This can overcome physical cable length limitations, but does not help performance or
increase the number of hosts permitted on the segment. Examples of devices in this
category include:

® A repeaterconnects two segments of a physical network to effectively extend the
size of a network segment. It repeats the messages received on either side of the
connected segment onto the other, without any processing of the messages.

e A hubis a multi-port repeater. Multiple nodes are attached to the hub, often using
twisted pair LOBASE-Tor 100BASE-Ywiring. The hub repeats each message on
every port. Hubs range from as few as 4 to as many as 32 or more ports.

e Join multiple segments, controlling the traffic between them

This can overcome physical cable limitations and help improve network performance. If

a message is sent to a node on the local segment, it is not necessary to repeat it to the
other segments. A non-local message is only repeated to the segment of the destination
node. This technique allows multiple segments to be used for different messages at the
same time. However, it does not increase the number of nodes permitted on the segment.
Examples of devices in this category include:

e A bridgeis an intelligent repeater. It receives messages on one network, and only
passes the message to the other network if necessary.

e A switchis an intelligent hub. It only repeats a message on the port to which the
destination node is attached. A switch can handle multiple simultaneous connections
between pairs of nodes.
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e Join multiple logical networks

This option overcomes limitations on the number of nodes permitted on each segment,
in addition to overcoming physical restrictions of cable length. It can also improve
performance, because local traffic on each network is not re-sent on the other networks.
Examples of devices in this category include:

e A routeris a multi-homed host—a host with two or more network connections.
Routers behave differently than single-homed hosts when they receive network
messages whose IP address does not match their own. Single-homed hosts discard
the message. Routers pass the message along to the next router or directly to the
destination host if possible.

® A gatewayis a specialized router that translates network messages from one protocol
to another (e.g., between IP and IPX). In some contexts, the term gateway is used
interchangeably with the term router.

See Lesson 5: “Routing,” for further information on how to configure a host to act as a
router.
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2.4 Host Names and IP Addresses

IP addresses are the basis for the routing of data between hosts in a TCP/IP-based network.
However, people more easily remember andnaseeshan IPaddressesSome software is
designed to work only with names.

Host names are mapped to IP addresses so that both people and the IP routing software can
use the information:

e A host name must be mapped to an IP address, so that the IP layer of the TCP/IP
protocol stack can determine to which network host to direct the data.

e The mapping of a host name to an IP address is done usiregstieer
e The resolver traditionally uses thetc/hostdile.

This section describes how to configure host name to IP address mapping.
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2.4.1 System name

Your system or host name should be unique on your network and have the following
properties:

e Consist of lowercase letters, numbers, and dashes
e Begin with a letter
e Contain no more than 8 characters

Some older systems may be limited to seven characters. If you are using your system in a
network with these types of systems, you should limit your host name to seven characters.
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2.4.2 Domain names

With regard to host names, the tedlomainis used to describe a group of machines that all
have the same owner, type of owner, or the same geography. For example, in the United
States:

e Non-profit organizations have machines in ¢ing domain.

e Commercial (for-profit) organizations have machines inctimdomain.

Each domain is divided into a sub-domain, normally named after an organization. For
example:

e All machines belonging to the United Nations are inuhergsub-domain.

e All machines belonging to SCO are in tm.conmsub-domain.

Users and administrators call both directories and sub-directories by the common term
directory. Similarly, network administrators call both domains and sub-domains by the
common termgomain

You can assign a domain name to each machine added to your network to simplify
networking tasks for both users and administrators. Normally, all machines on your network

will have the same domain name.

A host name with its domain name appended on the end is célibyggualified host name
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The /etc/hosts File | )

$ cat /etc/hosts
# @ (#)hosts
# SCCS IDEN
127.0.0.1
132.147.193.67
132.147.65.216
132.147.210.9
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6.1 8/21/93 - STREAMware TCP/IP source
TIFICATION
localhost
cousin cousin.pdev.sco.com
cheydev cheydev.pdev.sco.com
websco websco.sco.com WwWww.Sco.com
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2.4.3 The /etc/hosts file

The/etc/hostdile (seehost§SFF)) contains a list of hosts that share the network, including
the local host. It is referenced by programs that need to translate between host names and IP
addresses when a name servadetwork Information ServicgNIS) is not being used.

Each line in the file describes a single host on the network and consists of two or more fields
separated by any number of blanks or tabs:

IP_address name|[ aliasname ... ]

e ThelP_addressnust be the first item on a line; there cannot be any characters (e.g.,
spaces or tabs) preceding it.

e Thenameis the node name of the host. This is the same as the output from the
command:

uname -n

e Thealiasnamads a list of alternate names for the host. It is suggested that you specify
the fully qualified domain name as one of the aliases.

NOTE: If using MMDF, the fully qualified name must come before the simple host
name (alias). Alternately, you can make separate entries for each on individual lines in
the file. An IP address can appear more than once.

e The routines that use this file ignore comments (portions of lines beginning with a pound
(#) character) and blank lines.

e NOTE:localhost(IP address 127.0.0.1) is a special namevery machindt is used
for testing the TCP/IP software and for communication to the same system (using the
loopbackinterface) through TCP/IP. This line in thetc/hostdile should not be
modified.

Exercise: Configuring /etc/hosts

Edit the/etc/hostdile on your system and add all the IP addresses and hqst
names of the systems used in the classroom. Your instructor will provide fhe IP
addresses and host name information.
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If your network has many nodes, it can be very cumbersome to updétécthestdile on
each system whenever changes are made to the network. In addition to (or in place of) the
/etc/hostdile, you can solve this problem by using:

e The Domain Name System (DNS) to resolve host names into IP addresses. DNS is
discussed in Lesson 8: “Domain Name System (DNS) Configuration.”

e The Network Information Service (NIS) to resolve host names into IP addresses. See
“Configuring the Network Information Service (NIS)” in t8&€O OpenServer
Networking Guide

The resolver can be configured to use all of these resources for host-to-IP resolution.

2.4.3.1 Domain name space

Section 2.4.2, “Domain names,” on page 2-21 discussed the concept of a domain. Under the
Domain Name System (DNS), the Internet consists of a hierarchy of domains called the
domain name spacé is organized as an inverted tree, similar to the UNIX filesystem.

e Therootdomain—the root of the tree—is the top-level domain.

e The top level of the domain name space is well defined. You configure branches of the
tree at individual sites after you register them. (See Section 8.3, “DNS Records,” on
page 8-39.)

The top-level domains are divided into three areas:

e arpais a special “domain” used for address-to-name mappings.

e Seven 3-character generic domains (sometimes called organizational domains):

e Commercial organizationg@mn)

e Educational institutionsedy

e International organizationg)

e U.S. military (nil)

e U.S. governmental organizations, excluding the militgou)

o Networks (el

e Other non-profit organizationsiQ)
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e Two-character geographic domain names, based on the country codes found in ISO
3166. Some examples include:

e The United Kingdomyk), Germany de), France ff)
e Canadada), the United States§
Many countries form second-level domains beneath their country code similar to the generic
domains (for exampleac.ukis for academic institutions in the United Kingdaog.ukis
for commercial organizations in the United Kingdom).
For more information, refer tscohelp= Networking Documentation Set= Networking

Guide = Configuring the Domain Name Service= DNS domains and zones> The
Internet domain structure.

2.4.3.2 Using domain names

Although the hierarchical structure of the domain name space is similar to the hierarchical
structure of the UNIX filesystem, paths to nodes at the bottom of the “tree” are specified
differently.

e For a UNIX filesystem, you start at the root directory of the tree and go down, separating
each level with a slasl ) character. For example:

/etc/conf/cf.d/stune

e For the domain name space, you start at the node ang geparating each level with a
dot (. ) character. For example:

lion.hr.sco.com
A fully qualified domain name (also called alnsolute domain namecludes the complete
domain name as well as the host name. This fully qualified name also ends with a dot. For

example:

lion.hr.sco.com.
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2.4.3.3 Setting the domain name

The domain name is set during the initial system load (ISL) and is recorded in several
places, such as:

Mail configuration files

DNS configuration files

NIS configuration files

Web server configuration files

The/etc/hostdile

Changing the domain name of a machine involves modifying all locations individually.
Therefore, it is important to set the domain name properly at initial system load (ISL).

Exercise: Locating all references to the domain name

The object of this exercise is to find all of the files in the root filesystem tpat
contain your domain name.

Step 1. Log in asoot.
Step 2. Enter this command:

find / -type f -exec \
fgrep -’ domain' {}\, > tmp/domainname

wheredomain is the domain name of your machine.
It is a good idea to run this as a background job.

Step 3. When finished, view thienp/domainnaméle and discuss thq
results with your instructor.
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2.5

Translating IP Addresses to Hardware Addresses

So far, you have seen that users specify a host name when connecting to another host. This
name is then mapped to an IP address usingtbéostdile (or other network service).

The IP address must then be mapped to the hardware address of the remote system; this is
done by an address resolution protocol.

2.5.1 Address resolution protocol (ARP)

Theaddress resolution protocGPRP) translates IP addresses to hardware addresses. ARP
works as follows:

1. The requesting host broadcasts a message to all hosts on the local network asking the
owner of the IP address to respond with their hardware address.

2. The host that has the IP address responds with its hardware address using a unicast
message to the requesting machine.

2.5.2 The ARP cache and the arp(ADMN) command

Each machine in an ARP request caches the other’s hardware address in kernel memory.
This area of memory is referred to as ARP cache

This cache can to increase overall efficiency because:

e Machines do not need to repeat broadcasts for information about systems with which
they have recently communicated. This reduces both network traffic and latency in
initial message exchanges.

e The ARP request includes the IP-address/hardware-address pair of the requesting
system, which the receiving system stores in its own ARP cache. Therefore, the
receiving system does not have to broadcast an ARP request itself to get this information
if it needs to initiate a conversation with the other system.

The arp cache can be viewed with @np(ADMN) command. This command:

e Displays and modifies the Internet-to-Ethernet address translation table, normally
maintained by the address resolution protocol (ARP)

e Has a general syntax of:

arp [- option | hostname
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e Can be used to display the entry for a individual host if only the host name is given. For
example, the following command displays the current ARP entmpdédinet

arp mother
mother (150.200.75.18) at 8:0:9:69:ac:46

e Displays all entries in the ARP table with taeoption. For example:

$ arp-a

mother.dev.sco.COM (150.200.75.18) at 8:0:9:69:ac:46
father.dev.sco.COM (150.200.75.19) at 0:80:5f:20:e7:d0
teacher.dev.sco.COM (150.200.75.190) at 0:0:c0:92:4b:24

Refer toarp(ADMN) for other options.
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2.6

Protocols and Ports

On a typical system, several network-oriented applications or processes can be running
concurrently. Every process on any given machine uses the same protocol stack to
communicate with other processes on the network.

This section describes how the protocol stack sends data to the correct process.

2.6.1 Clients and servers

An application that offers a service that can be reached over a network is caledrdt
accepts requests over the network, performs its service, and then returns the result to the
requester. Some simple services can require only a singktdBram(a network

transmission unit) for a request and another one for the reply; other services can require
multiple datagrams to be exchanged.

A process becomescientwhen it sends a request to a server and waits for a response. This
client-servemrmodel parallels interprocess communications (IPC) that occur on a single
machine. Network applications are developed using the IPC model.

2.6.2 Ports

When a system communicates with another, a process on the local system communicates
with another process on the remote system. This introduces two key questions regarding this
exchange:

e How does the local process (the client) know which process to talk to on the remote
system (the server)?

e How does the remote process (the server) know who sent the message (the client) so it
can reply if necessary?

The mechanism for this exchange is callgubd. A given port number refers to a particular
process on a networked computer. Some services are provided at pre-determined network
ports. These “well-known” services are defined in/#te/servicedile.

Refer toservice§SFF) for more information ofetc/services

Port values less than 1024 are special because ontyatheser can listen in on these ports,
providing for more secure services.
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New services added to the system must recognize this feature:

e |If the new port value is less than 1024, the server process mustraat,and therefore
has the potential to exploit the system (especially if the server software is poorly
designed).

e |If the new port value is greater than or equal to 1024, the server software can run as any
user.

2.6.3 Transport protocols

There are two primary transport protocols used by TCP/IP applications:

e TheTransmission Control Protocdl CP) uses the combined specifier of internetwork
address and port number to uniquely identify internetwork addresses. This combination
is called asocketor anend point

TCP offers connection-oriented, reliable stream service between two hosts on the
network. It is the primary transport protocol used by TCP/IP applications.

e TheUser Datagram ProtocalUDP) is a simpler, connectionless transport-layer
protocol used to exchange requests and replies between two networked hosts. Unlike
TCP, it offers naeliability guarantees.

Refer totcp(ADMP) andudp(ADMP) for more information on these protocols.
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Exercise: Identifying ports and protocols

Recall that several well-known services are defindétitiservicesExamine
this file and indicate the port number of the following services. Do these
services use the TCP or UDP protocols?

e netstat

e ftp

e who

login
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2.7 The TCP/IP Protocol Stack

Transmitting data across networks is a very complicated task. This complex task is usually
broken down into simple components that build on one another to accomplish the entire
task.

To manage the diversity of tasks required by networks, most networking software divides
the requirements into a series of layers.

The rules and conventions implemented at each layer are known collectively as the layer's
protocol

Each protocol layer offers certain services to the layer directly above or below it.

The number, name, contents, and function of each layer differ between network models.
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2.7.1 TCP/IP layers

The TCP/IP model uses five layers in its protocol stack. As shown in AV 2-10, these

include, in order:

Application layer

Transport layer

Internet layer

Network interface layer

Physical layer

The user interacts with the network application. Data comes
in as commands from the user and also from network
applications on the other end of the connection. TCP/IP
applications work in client/server pairs at this layer.

Manages the flow of data between the hosts. The TCP and
UDP protocols are implemented at this layer.

Data is moved around the internetwork. The Internet Protocol
(IP) operates at this layer to route packets across the network.
This layer is sometimes called thetworklayer.

Data is transmitted across a single, specific network. This
layer consists of a device driver and the network adapter. This
layer is sometimes called thata linkor link layer.

The drivers supported in SCO OpenServer are discussed in
Lesson 3: “Configuring a Network Adapter.”

This layer consists of the physical hardware connection
between the hosts.
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2.7.2 Transmission between the layers

As data moves down the protocol stack from the application layer to the physical layer, each
intermediate layer adds information to the original data. These headers are encapsulated
such that each succeeding protocol layer wraps its own header around the data that is
delivered.

On the receiving system, the process is reversed. Each protocol layer strips off its own
header, processes the data for that layer, and then passes the result up to the next layer.

The TCP/IP protocols were designed with ldngering principle which states that Layer
at the destination receives exactly the same object sent byrayére source. This is
shown in AV 2-11.

The objects sent at the different layers have different names:

o Messagesre passed between the application and transport layers.

o Packetsare passed between the transport and Internet layers.

e |P datagramsare passed between the Internet and network interface layers.

o Network specifidramesare passed between the network interface and the physical
layers.

The objects are passed from layer to layer using a processaybsulatiorthat encloses one
network protocol into another network protocol by adding specialized header information.

2.7.3 An example transmission

Therlogin(TC) command illustrates how the TCP/IP protocol stack functions. Its syntax is:

rlogin remote _host_name

2.7.3.1 Application layer

At the application layer, thedogin command is a user interface (client) to the
rlogind (ADMN) daemon (server) running on a remote system.ridggnd daemon
provides a login session service.
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rlogin looks up theemote host_nama /etc/hostsDNS, or NIS using a set of library
routines called gesolver

If the remote_host_namie not found, an error message is generated.

If the remote_host_name found, it is translated to an IP address.

2.7.3.2 Transport layer

Recall the two protocols at the transport layer of the TCP/IP protocol stack:

e Transmission Control Protocol (TCP)

User Datagram Protocol (UDP)

At the transport layer, thdogin command uses the TCP protocol for performing 1/O to the
network. So that all the data for tHegin command is delivered only to itselfpgin
obtains a TCP network port. To so this:

Therlogin command needs to know which port tlegind (server) is using for network
I/O, so it looks up the login service in thetc/servicedile (the login service is a “well-
known” service).

On the recipient system, the TCP software determines which process receives the data,
based on the TCP port number.

2.7.3.3 Internet layer

At the Internet layer, the IP address is translated to a physical (hardware) address as follows:

1.

2.

It checks the ARP cache to see if an existing translation exists.

If no translation is found, the ARP software sends a broadcast packet to resolve the
hardware address.

The remote system responds with its physical address that is entered into the local ARP
cache.

The IP software on the recipient system uses the IP address to verify that the incoming
datagram is destined for the host.

It then passes the datagram (stripped of the IP header) to the transport layer as a packet.
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2.7.3.4 Network interface layer

The network interface layer forms the complete physical packet and transmits it on the
physical media (cable).

On all systems, this layer checks the destination physical address of the frame to determine
if the frame is addressed to this host. Only one system accepts the frame and passes it up to
the Internet layer, stripped of the physical (Ethernet) header.

2.7.3.5 Physical layer

The physical layer consists of the network cards and the media (cables) that connects the
systems together in the network.
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2.8 LAN Hardware

Section 2.7.3.5, “Physical layer,” on page 2-39 indicates that the bottom layer in the TCP/IP
protocol stack is the physical layer, consisting of network adapters and associated cables (if
any). So far in this lesson, almost every hardware example has used Ethernet at the physical
layer.

This section provides a brief overview of these LAN technologies:

o Ethernet—A wide range of network adapters are supported by SCO OpenServer.

e [IBM Token Ring—A selection of network adapters are supported by SCO OpenServer.

e Fiber Distributed Data Interface (FDDI)—A few network adapters supported by SCO
OpenServer.

e Asynchronous Transfer Mode (ATM)—Supported only by the vendor.
e Serial connections are discussed in Lesson 6: “Configuring WAN Connections.”
NOTE: If you use more than one type of networking hardware in your LAN, you must place

an appropriate device between them. This device is normally a router. See Section 2.3,
“Network-Joining Devices,” on page 2-17 and Lesson 5: “Routing.”

2.8.1 Ethernet

Ethernet is the most commonly-used physical layer today. In its simplest form, Ethernet:

e Connects all workstations with a single coaxial wire, much like an 1/0O bus, on which all
machines transmit and receive data.

e Controls access to the wire using a protocol known as Carrier Sense Multiple Access
with Collision Detection (CSMA/CD). This allows hosts to listen and determine when to
transmit packets. When collisions occur, the host waits and retransmits later.

The actual physical media used by Ethernet includes:

10BASES (Thicknet) Uses 1/2 to 3/8ths inch coaxial cable. Hosts connecting to
thicknet must also have external transceivers. Thicknet
transmits at 10Mbps and is infrequently used today.

Thicknet is limited to 500 meters per segment; maximum 5
segments; 2500 meters maximum cable; maximum 100
stations per segment; 300 total stations.
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10BASE2 (Thinnet) Uses 1/4 inch coaxial cable with BNC and “tee” connectors.
Like thicknet, thinnet transmits at 1:0Mbps and is being
phased out, usually in favor of 10BASE-T.

Thinnet is limited to 185 meters per segment; maximum 5
segments; 925 meters maximum cable; maximum 30 stations
per segment; 90 total stations.

10BASE-T (Twisted Pair)  Uses an 8-wire cable and RJ45 connectors. The cables are
rated by category from 1 to 5. You should have at least a
category 3 cable for 10BASE-T because it transmits at
10Mbps. A separate cable is run from each host using
10BASE-T to a compatible hub or switch.

10BASE-T is limited to 100 meters per segment; maximum 5
segments; 100 meters between hubs; 100 total stations.

100BASE-T Very similar to 10BASE-T, except that it requires category 5
cables as it transmits at 100Mbps.

100BASE-TX (2 pair cable) is limited to 100 meters per

segment.
Gigabit Ethernet Transmits at 1Gbps in a switched environment.
Radio Frequency (RF) Uses radio waves to send and receive data. RF speeds vary

from 10 to 100Mbps.

A common optimization in Ethernet LANS is the use of switches because they dramatically
decrease collisions. For more information on switches, see Section 2.3, “Network-Joining
Devices,” on page 2-17.
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2.8.2 IBM Token Ring

Token Ring was originally developed by IBM to overcome some of the performance
problems Ethernet experiences when a segment becomes overloaded.

Compared to the Ethernet architecture, Token Ring:

e Suffers much less performance degradation with large amounts of traffic

® |s best suited for highly populated LANs
Each workstation is connected to a Multiple Access Unit (MAU), which supports up to eight
workstations. Additional MAUs can be cascaded to support more workstations, as
illustrated in AV 2-14.
Token Ring runs at speeds of either 4 or 16 Mbps and is subject to these cabling limitations:

e 45 meters between an MAU and a workstation

e 45 meters between two MAUs

120 meters patch cable connecting all MAUs

12 MAUSs for a total of 96 total stations.
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2.8.3 FDDI

Fiber Distributed Data Interface (FDDI) is another token-ring based technology. Because
FDDI uses light to carry the signals in fiber-optic cables (instead of wires), FDDI is useful if
you have to work with any of these limitations:

RFI Radio Frequency Interference (RFI) is radio waves created by electrical
equipment (e.g. electric motors and generators). RFI does not affect the light
traveling through fiber.

Security Because light does not radiate RF signals, FDDI can not be monitored by
radio-based eavesdropping devices. This increases security.

Distance FDDI cables can extend up to 6.2 miles (L0KM.) This is much farther than
any of the other cable-based physical layers.

2.8.4 ATM

For some time, Asynchronous Transfer Mode (ATM) was the fastest physical layer
available. Its chief benefit is that it has no distance limit. The problems with ATM are:

Expense ATM has not been widely received and so it has not reached
reasonable economies of scale.

Administration ATM uses virtual connections and the LAN administrator
must set up these virtual circuits between all possible
machines that want to communicate on a LAN.

Current market trends indicate that gigabit ethernet is being adopted for fast LAN
connections. ATM, because it has no distance limit, is being used for fast WAN connections.
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2.9

The Future of the Internet Protocol (IPv6)

The Internet Protocol described in this course is known as IPv4 (Internet Protocol Version
4). It has changed little since IP was devised in the 1970s, and now presents several
problems, including:

e The 32-bit address space provides for more thaad@resses. But because of the way
they are allocated by the InterNIC, there are not enough to meet the demand.

® The protocol does not provide features necessary to meet the demands of new network-
oriented applications, for example, synchronizing the sound and video of a multimedia
presentation being multicast across the Internet.

Although there have been stop-gap measures to solve some problems, the ultimate solution
to the shortcomings of IPv4 is the next generation of the protocol known as IPv6.

Some of the basic features of IPv6 are:

e 128-bit addresses, which provides for more thali 46dresses

e Options to allow synchronization of packets that are useful for multimedia
e Reserved bandwidth for high-priority data with a priority scheme from 0-15
e Secure data interchange according to the ISPEC encryption specification

Check the SCO Web page for information about plans to support IPv6 in SCO products
when it becomes a ratified standard.
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2.10 Lesson Summary

The SCO OpenServer environment allows computer systems to use a network to exchange
data, perform remote login sessions, and mount remote filesystems. This lesson described
the mechanics of network addresses—both hardware and software—and how a network
host uses them to identify another host on the network.

Review questions

1. What is the difference between a hardware (Ethernet) address and an IP address?

2. What are the components of an IP address?

3. What does the netmask do?

4. To which class does the address 125.110.65.3 belong? What broadcast address does it
use (assuming there is no subnetting)?

5. How many different Class A, B, and C networks are available? (Hint: remember that the
network portion of the IP address cannot be all zeros or all ones.)

6. What are the seven generic domains?

7. What is the purpose of a router?
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8. What is the purpose of the address resolution protocol (ARP)? Describes how it
functions.

9. What are the five layers of the TCP/IP protocol stack?

10. What is the difference between the TCP and UDP protocols?

11. What do the termdient andservermean?

12. What is the purpose of tihetc/hostsand/etc/servicediles?
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2.11 Relevant Commands, Files, and Syntax

The following commands and files were presented in this lesson.

Relevant commands

arp(ADMN)

ndstat(ADM)

rlogin(TC)

rlogind (ADMN)

inetd(ADMN)

Relevant files

Displays and modifies the Internet-to-Ethernet address
translation table used for the address resolution protocol
(ARP)

Displays statistics for configured network adapter drivers

Is the remote login client, that connects your terminal on the
current local host to a remote host system

Is the server for thelogin (TC) program
Is the Internet “super-server,” that listens on multiple ports for

incoming connection requests and then spawns the
appropriate server processes to handle them

/etc/inetd.conf

/etc/hosts

/etc/services

Is the configuration file fometd(ADMN). See also
inetd.confSFF).

Lists the host names and IP addresses of the hosts that share
the network. Sebost¢SFF).

Lists the service name, port number, protocol name, and
aliases of well-known network services. Seevice§SFF).
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2.12 Answers to Excercises and Review Questions

This section provides suggested answers to exercises and review questions.

Exercise: Counting nodes on the network

The maximum number of nodes tlzaiuld exist on a network given a 4-byte (32-bit)
address is¥ = 4,294,967,296. Thactualnumber is smaller because some values are
reserved.

Exercise: Specifying netmasks

e Netmask for Class A network: 255.0.0.0

e Netmask for Class C network: 255.255.255.0

Exercise: Determining broadcast addresses

e 85.110.43.7 is a Class A address that uses the broadcast address 85.255.255.255
e 210.20.210.20 is a Class C address that uses the broadcast address 210.20.210.255

e 150.75.37.5is a Class B address that uses the broadcast address 150.75.255.255

Exercise: Identifying ports and protocols

e netstat—Port 15, TCP protocol
e ftp—Port 21, TCP protocol
e who—Port 513, UDP protocol

e login—Port 513, TCP protocol

Answers to review questions

1. A hardware (Ethernet) address is a unique 48-bit (6-byte) address value determined by
the network adapter manufacturer. An IP address is a 32-bit (4-byte) address value that
specifies the network and host addresses for a given network node on the Internet.
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. The components of an IP address include the network portion and the host portion. (The
host portion can be further subdivided into a subnet address and host address if
subnetting is configured.)

. The netmask specifies which portion of the IP address refers to the host address and
which portions refer to the network (and subnet) addresses.

. The address 125.110.65.3 is a Class A address. Its broadcast address is 125.255.255.255.

Because the assignhable component (not the first bits which are predetermined) of the
network portion of the IP address cannot be all zeros or all ones:

e The number of available class A networks’is 2 = 126

e The number of available class B networksfs-2 = 16,382
e The number of available class C networks#s-2 = 2,097,150
. The seven generic domains include:

e Commercial organizations (com)

e Educational institutions (edu)

e U.S. governmental organizations (gov)

e International organizations (int)

e U.S. military (mil)

e Networks (net)

e Other organizations (org)

. Arouter is a special purpose multi-homed host that can pass messages to another
network.

. The address resolution protocol (ARP) translates IP addresses to hardware addresses.
The requesting host broadcasts a message to all hosts on the local network. This
message requests that the owner of the IP address in question respond. The host that
owns the IP address responds with its hardware address whereas the other hosts ignore
the request. An ARP cache is also used to increase the efficiency of this sequence.
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9.

10.

11.

12

The five layers of the TCP/IP protocol stack include:

Application layer

Transport layer

Internet layer

Network interface layer (also called data link or link layer)

Physical layer

The Transmission Control Protocol (TCP) offers connection-oriented, reliable stream
service between two hosts on the network. It is the primary transport protocol used by
TCP/IP applications. The User Datagram Protocol (UDP) is a simpler, connectionless
transport-layer protocol used to exchange requests and replies between two networked
hosts. Unlike TCP, it offers no reliability guarantees.

A server is a process that offers a service that can be reached over a network. It accepts
requests over the network, performs its service, and then returns the result to the
requester. A process becomes a client when it sends a request to a server and waits for a
response.

. Theletc/hostdile lists the IP addresses and host names (and alias names) of the hosts

that share the network. It allows users to remember hosts by name rather than by IP
address. Théetc/servicedile lists the service name, port number, protocol name, and
aliases of well-known network services.
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AV 3-1
/| Configuring a Network Interface |\
® Using the Network Configuration Manager
® Testing the network configuration
® Modifying network interface components
T
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Introduction

Lesson 3

Configurin g a Network Adapter

Introduction

To configure network interfaces on your system, you must be familiar with the attributes of
your network adapter and understand the configuration parameters for your networking
protocol.

This lesson includes the information and tasks you will need to configure these basic
networking services on your system.

Objectives

This lesson details the steps necessary to add a network adapter and configure the TCP/IP
protocol using thecoadminADM) Network Configuration Manager. By the end of this
lesson, you will be able to:

e Use theNetwork Configuration Manager to configure networking interfaces

e Test the networking configuration

e Add, modify, or remove network interface components
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3.1 Configuring Network Interfaces

Networking is enabled on an SCO OpenServer system by creating network interfaces that
consist of compatible hardware and software compomaisedtogether. To add a local
area network (LAN) interface, you must configure:

Hardware Set up your network hardware using utilities supplied with
your computer system or network adapters.

Adapter drivers Add a new LAN adapter driver to work with your network
adapter.
Protocols Configure an SCO protocol stack (such as TCP/IP or

IPX/SPX) to communicate on the network.

After networking hardware has been added to the system, uSetinerk Configuration
Manager to create network interfaces by installing drivers and configuring protocols.
Detailed procedures for configuring network interfaces begin in Section 3.1.2, “Network
adapter drivers,” on page 3-7.
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3.1.1 Network hardware

SCO OpenServer supports a number of common PCI, ISA, EISA, and Plug-and-Play
network adapters. Although many adapters can be automatically detected and configured,
you might need to provide some or all of the following information to configure the network
interface:

e |RQ

e |/O base address

e RAM base address

® RAM size of the network card

e DMA channel

Note that some network adapters do not use all of these parameters.

Supported network adapters are listedaahelp == SCO OpenServer Features and
Limitations = Supported network adapters The latest list of supported hardware can be

found on the Compatible Hardware Web Pages at:

http://wdb1.sco.com/chwp/owa/hch_search_form
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AV 3-2
/| Network Configuration Manager |\
Hardware Protocol Help
Current networking configuration:
[E8 sco TcPiP Loopback driver =
L‘T;.,S.EO TCP/P
3C0O NFS Buntime System
300 MFS Runtime System
B T =
S
SCOadmin
S,
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3.1.2 Network adapter drivers

To configure a local area network (LAN) connection on your machine, you must first
configure the network adapter hardware that will be used. SCO OpenServer includes drivers
for PCI, ISA, EISA, and Plug-and-Play network adapter cards. These drivers make up the
network interface layer discussed in Section 2.7.1, “TCP/IP layers,” on page 2-35.

Two types of network adapter drivers are supported:

MDI MAC Driver Interface is the current driver technology used in SCO
OpenServer.

LLI Link Level Interface driver technology is used in older versions of SCO
OpenServer.

Not all networking features are supported on each driver type. For example, automatic
detection is only supported on network adapters with MDI drivers.

The Network Configuration Manager is a tool that allows you to configure network
adapter drivers and manage network connections. Remembietilierk Configuration
Manager can be started in any of the following ways:

e FromSCOadmin, selectNetworks = Network Configuration Manager.

e From the command line, enteetconfig

e From the command line, entecoadmin network config
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AV 3-3
/| Adding an Autoconfigured Network Adapter |\
The following adapters have been found:
Ethernet—ARD PCnet family mdi driver-PCl Slot 1 Bus 0 Device 19 Function 0 J&)
Ethernet-IBr PCI Ethernet Adapter(10.0)-PCI Slot 1 Bus 0 Device 19 Function J
i
- I P
|Configure hardware not listed above...l
Continue | Cancel | Help |
T
AV 3-4
/| Manually Configuring a Network Adapter |\
Add new LaM adapter
Select network adapter to be added:
§08  sCom 30507 Etherlink 16 Series(28.2)
€ 5Com 30508 EtherLinkl1{1.1)
§8  Digital EtherWwORKS 3 Adapter(7.1-2.0.0)
EEE  Intel_FtherExpress.
EEE  NEZ00D Series(28.1 . .
EEE  sMCs216 Ulra Enter the configuration of 3Com 3C503 EtherLink lI{28.2)
@EE  SMC 8416 EtherEZ | Interrupt Vector |4 /l
§EE  sMC/Western Digh
i IiO Address 250-25F /|
Cable Type UI f|
Continue |
OK | Cancell Help |
\ I
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3.1.2.1 Adding a network adapter

To add a network adapter:

Step 1.
Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Start thdletwork Configuration Manager.
Seledtardware = Add new LAN Adapter.
The manager now attempts to autodetect your network adapter.

If any unconfigured adapters are autodetected, they are listed in a pop-up
window.

e |If the card you are configuring is listed, select it. ClickComtinue and
skip to Step 8, Select tA&CP/IP protocol.

e |If the card you are configuring is not listed, click@onfigure
hardware not listed aboveand proceed to Step 4.

If no network adapters were autodetected, the list does not appear and you
proceed directly to Step 4.

Note: Many ISA network adapters cannot be autodetected.

Select an adapter from the list of supported adapters (arranged by vendor), or,
if prompted, choose to search for your adapter. ClicKontinue.

If prompted, click oviesto search for the selected adapter then click on
Continue if the adapter is found.

Enter configuration information for your adapter (such as interrupt vector
and 1/O address) and click @K . The fields are different for different
models of network adapters.
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AV 3-5

/| Add Protocol |\

Select one networking product to be added to
3Com 3C303 EtherLink 1I{28.2):

3Com 3503 EtherLink [1{28.2)
= |PRISPH

|| E—

Add Cancel | Help

ADM0305 © The Santa Cruz Operation, Inc.

AV 3-6

I

/“ TCP/IP Configuration

Advanced
QOptions...

Local Host Mame: I spiderl

IP Address: | 150.200,75. 3

Metmask: |255.255.255.0

Broadcast Address: I 150,200.75,255

Domain Mame: I somedomn. com

TCP connections: | 1024

Pseudo ttys: | 64

QK Cancel' Help |

N ——
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Step 7.

Step 8.

Step 9.

Step 10.
Step 11.
Step 12.
Step 13.

Step 14.

Step 15.

Click orOK to verify that your card has been successfully configured.
The Add Protocol window is automatically displayed when your card has
been successfully configured. If you click @ancelwithout configuring a
protocol, the network adapter is not configured.

Select thECP/IP protocol and click o\dd.

Enter the appropriate values for the displayed fields wh&COeT CP/IP
Configuration window is displayed.

Local Host Name Enter the name by which this system will be known on

the network.
IP address Assign an IP address to this network node.
Netmask Enter the appropriate netmask.

Broadcast address Enter the broadcast address.

Domain Name Enter the name of the domain to which this machine
belongs.

TCP connections Enter the maximum number of allowed TCP/IP
connections.

Pseudo ttys Enter the number of pseudo-ttys configured. Pseudo-

ttys enable users on other hosts totaseet orrlogin
to access your host. The default, 64, is adequate for
several (2-10) users to access your system
simultaneously.

Click orOK when finished.

Click orOK to acknowledge the configuration of the protocol.

Exit from th&letwork Configuration Manager. SelecHardware = Exit.

Click or¥esto relink the UNIX kernel.

Answery' to boot the new kernel by default and rebuild the kernel
environment. When finished, pregsy .

Reboot the system.
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For additional information on configuring network adapters, refecobelp=
Networking Documentation Set= Configuring Network Connections= Chapter 1:
Configuring network connections.
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3.2 Testing TCP/IP Connectivity

After configuring the TCP/IP interface, verify that the networking configuration is working
properly:

e Usenetstaf(TC) to examine the currently configured interfaces.

e Try to access other systems uspigg(ADMN).

If you encounter problems contacting other systems on the network:

e Use thdoopback interface to check the configuration of the software layers.

e Check the hardware configuration.

3.2.1 The netstat(TC) command

Thenetstat(TC) command is used to display configured network interfaces and other
network-related data structures. The commonly-used syntax is:

netstat -i [-n]

where:

-i Shows the state of interfaces that have been auto-configured

-n Shows network addresses with numbers (IP addresses) instead of hostnames. This
preventsetstatfrom using name resolution. If there are problems with the network,
name resolution might not be available.

Thenetstat output displays thewopback interfaceoO, plus one interface for each

networking card or serial line interface configured on your systemaflhaterface is also

displayed. This is a placeholder interface used for certain virtual domain configurations.

If no interfaces are displayed, TCP/IP has not been configured correctly. Refer to

troubleshooting information ircehelp= Networking Documentation Set=

Configuring Network Connections= Chapter 1: Configuring network connections=

Troubleshooting network configuration.

Theloopback interface is discussed in Section 3.2.3 on page 3-15.
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3.2.2 The ping(ADMN) command

Theping(ADMN) command verifies that the TCP/IP stack is configured correctly by
sending packets to the desired destination. If the remote system is contacted successfully, it
responds by returning the packets.

The basic syntax is:

ping [- options | hostname
ping [- options | IP_address

By default, thgoing command sends one datagram per second, prints one line of output for
every response that it receives, and calculates packet loss statistics.

Useping to contact hosts on the local network running TCP/IP:

ping cousin

PING 150.200.76.40 (150.200.76.40): 56 data bytes

64 bytes from nec.curric.com (150.200.76.40): icmp_seq=0 ttI=32 time=0 ms
64 bytes from nec.curric.com (150.200.76.40): icmp_seq=1 ttI=32 time=0 ms
64 bytes from nec.curric.com (150.200.76.40): icmp_seq=2 ttI=32 time=0 ms
64 bytes from nec.curric.com (150.200.76.40): icmp_seq=3 ttI=32 time=0 ms
64 bytes from nec.curric.com (150.200.76.40): icmp_seq=4 ttI=32 time=0 ms

When you press the interrupt key (offemj or C) to stop sending packefsng
displays packet loss statistics:

--- 150.200.76.40 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 0/0/0 ms e

When used with a broadcast addresésg is a convenient way to verify connectivity to all
hosts on your network:

ping 150.200.76.255

Be careful usinging with broadcast addresses if you are connected to the Internet.
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3.2.3 The loopback interface

If you have trouble contacting other systems on the network, verify that the software layers
of the protocol stack are functioning using the spédaadbackinterface.

Theloopback interface is automatically added when TCP/IP is installed and is used to
handle communication between TCP/IP client and server processes running on the same
system.

X Windows clients, such axoheldXC), are examples of applications which use TCP/IP
client processes.

Theloopback interface is also useful for testing and debugging the TCP/IP protocol stack
because of several unique attributes:

e Theloopback interface isolates the software layers of the protocol stack (Application,
Transport, and Internet layers); hardware problems do not affelctoieack
interface.

e No data is transmitted onto the physical network when usinigadipback interface.

e A special host namégcalhost , is used with thébopback interface as an alias for
your local host. Usocalhost  in conjunction with TCP/IP utilities such as
ping(ADMN) to test the software layers of the protocol:

ping localhost

This routes packets through the loopback mechanism, and should always succeed regardless
of the state of your networking hardware or cabling.

Exercise: Using ping(ADMN) and netstat(TC)

Usenetstat{TC) to determine the number of packets that have been
transmitted on th®0 interface QOpkts ).

Test the TCP/IP software. Enter:

ping localhost

After you stopping, usenetstat with the-i option to determine the number @f
packets transmitted on tha interface. Did the number of transmitted packpts
increase?
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AV 3-7

/| hwconfig(C) |\
device address vec dma comment
kernel - - - rel=3.2v5.0.5 kid=98/07/02
cpu - - - unit=1 family=5 type=Pentium
cpuid - - - unit=1 vend=GenuinelIntel step=xBl
fpu - 13 - unit=1 type=80387-compatible
pci Oxcf8-0xcff - - am=1 sc=1 buses=1
PnP - - - nodes=2
serial 0x2£8-0x2ff 3 - unit=1 type=Standard nports=1
fifo=yes
console - - - unit=vga type=0 12 screens=68k
adapter 0x6000-0x60£f 10 - type=alad ha=0 bus=0 id=7 fts=sto
floppy 0x3£2-0x3£7 6 2 unit=0 type=135dsl8
kbmouse 0x60-0x64 12 - type=Keyboard mouse
adapter 0x170-0x177 15 - type=IDE ctlr=secondary dvr=wd
pnt 0x6400-0x6412 9 - pnt0 ver.3.0
addr=02:07:01:19:53:0£f
cd-rom - - - type=IDE ctlr=sec cfg=mst
dvr=Srom->wd
disk 0x1£0-0x1£7 14 - type=W0 unit=0 cyls=781 hds=128
secs=63

ADM0307 © The Santa Cruz Operation, Inc.
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3.2.4 Verifying network hardware

If you are unable to contact other systems on the network and you have verified that the
software layers of the protocol stack are functioning (Section 3.2.3 on page 3-15), check the
hardware to solve any remaining problems.

The hardware components of the TCP/IP protocol are the bottom two levels of the TCP/IP
protocol stack:

e Data link layer (also called link level)
e Physical layer

Any communication to another host on the network is transmitted grhttsécalnetwork
interface and will not cause any data to be transmitted todpdack interface.

If ping fails when attempting to contact a remote hostnesstat(TC) to check the data
structures for the network interface. Use these guidelines to help identify the problem:

e Opkts andipkts equal to zero indicates that your network adapter is probably using a
different interrupt than the device driver.

e |Ipkts is non-zero, buDpkts equalerrs indicates that the 1/0O address for the
network card might be incorrect.

e |Ipkts iszero and®dpkts equalerrs indicates that the network cable might have a
faulty connection.

Check the hardware configuration of the network interface in one of these ways:

e During system boot, configured system hardware is displayed. This is logged in
/usr/adm/messagesd can be viewed using tBgstem Logs Manager

e Use thehwconfig(C) command to view the present hardware configuration.

If the network interface appears to be all right, then verify the network media operation:
e Check the cable for loose connections, frayed insulation, or kinks.

e Use a cable scanner to check the wires and connections.

Thendstat(ADM) (formerly llistat) command can also be useful to troubleshoot problems
with your network interface.
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Thendstat utility is similar tonetstat; it also displays usage statistics for each configured
network adapter driver, such as:

e Device name
e Hardware address

e Information it receives from polling the DLPI (Data Link Provider Interface) module for
information on the services it provides

For more information about using this command and the statistics it displays, see the
ndstat(ADM) manual page.

Exercise: Using hwconfig(C) and ndstat(ADM)

Usehwconfig(C) to view the present network adapter configuration.

driver.

Usendstat(ADM) to view the statistics for your configured network adaptlr
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3.3 Modifying Network Interface Components

After configuring your network adapter, it might be necessary to modify your network
interface components to:

e Add additional protocols

e Modify protocol configuration

e Remove a protocol

e Modify the hardware configuration of a network adapter

e Remove a network adapter

3.3.1 Adding protocols

After the initial configuration of a network adapter, you might need to add other protocols.
For example, you might want to configure a system as a gateway to a Novell-based network
using the IPX/SPX protocol.

To add a protocol used with a network adapter:

Step 1. Start thdletwork Configuration Manager.

Step 2. Select the network adapter you want to configure.
Step 3. SeledProtocol = Add Protocol.

Step 4. Select the new protocol from the Add Protocol window.
Step 5. Click orAdd.

Step 6. Specify the protocol parameters.

Each additional protocol requires different configuration information.
Step 7. Click orOK to complete the configuration.
Refer toscohelp= Networking Documentation Set= Configuring Network

Connections= Chapter 1: Configuring network connections= Configuring protocols
for more information.
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3.3.2 Modifying and removing components

Removal and reconfiguration of network interfaces is sometimes necessary to correct
problems or accommodate changes to hardware or software. Components of a chain can be
individually modified or removed.
NOTE: Removing the network adapter component removes the entire chain.
To modify or remove a component:
Step 1. Select the component in Network Configuration Manager window.
Step 2. Select one of the following:
e Hardware = Modify hardware configuration
e Hardware = Remove network device
e Protocol = Modify protocol configuration

e Protocol = Remove protocol

Step 3. Change the appropriate information in the windows that follow if you are
modifying a component.

Step 4. Click orOK to complete the configuration.

Step 5. Reboot your system to restart TCP/IP if needed.
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3.4 Lesson Summary

This lesson described the steps used to configure a network adapter. It also described the
procedures to set up the protocols and client services necessary when connecting to a LAN
or to the Internet. Some of the concepts and tools discussed include:

e Hardware attributes of network adapters, including DMA, interrupts, 1/0 addresses, and
memory-mapped I/O

e Using theNetwork Configuration Manager to configure drivers and protocols
e Configuring TCP/IP
e Testing the connection using theng(ADMN) and netsta TC) commands

e Theloopback interface

Review questions

1. What are four network adapter hardware attributes that you might need to configure?

2. What is the purpose of tidetwork Configuration Manager?

3. What is the purpose of tih@opback interface? How can you use this interface to test
the software configuration?

4. What is the purpose of timetstat(TC) command?
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3.5 Lab: Configuring a Network Node

In this two-part lab exercise, you will first configure your network adapter and TCP/IP using
the information provided by your instructor. After you have verified that your network
interface is working, you will configure DNS client services to establish a network with the
other systems in your classroom.

3.5.1 Configuring a network adapter

Use theNetwork Configuration Manager to add a chain to your system. This will require
the addition of a network adapter and configuration of the TCP/IP protocol. Your instructor
will provide you with the following items (some of which may not apply for your particular
hardware setup):

e Name of network adapter

e |RQ

e |/O addresses

e RAM base address for memory-mapped I/0

® RAM size

e |P address

You will also need to know the netmask and broadcast address to complete this
configuration. You can determine these values from the IP address provided (you will not be
subnetting this particular network).

NOTE: Before attempting to configure the network adapter, it may be necessary to first

remove the existing configuration if this adapter was configured prior to the start of class.
Your instructor will tell you if this is necessary.

Procedure

If directed by the instructor, first remove the existing network adapter configuration:
Step 1. Run th&letwork Configuration Manager.

Step 2. Remove the existing network adapter configuration, if necessary.
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Step 3.

Step 4.
Step 5.

Step 6.

Select the network adapter fromNeéwork Configuration Manager
window.

Seleddardware = Remove network device.
Click on¥esto confirm removal of the network devices.

Click orOK to acknowledge the removal of the device.

After the network adapter is removed, configure a new network adapter:

Step 1.
Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Step 7.

Run th&letwork Configuration Manager.
Seleddardware = Add new LAN adapter.
The manager now attempts to autodetect your network adapter.

If any unconfigured adapters are autodetected, they are listed in a pop-up
window.

e |If the card you are configuring is listed, select it. ClickComtinue and
skip to Step 8.

e |If the card you are configuring is not listed, click@onfigure
hardware not listed aboveand proceed to Step 4.

If no network adapters were autodetected, the list does not appear and you
proceed directly to Step 4.

Select an adapter from the list of supported adapters (arranged by vendor), or,
if prompted, choose to search for your adapter. ClicKontinue.

If prompted, click oviesto search for the selected adapter then click on
Continue if the adapter is found.

Enter configuration information for your adapter (such as interrupt vector,
I/O address) and click d@K. The fields might be different for different
models of network adapters.

Click orOK to confirm that your card has been successfully configured.
The Add Protocol window automatically displays when your card is

successfully configured. If you click ddancelwithout configuring a
protocol, the network adapter is not configured
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Next, configure the TCP/IP protocol:

Step 8.

Step 9.

Step 10.
Step 11.
Step 12.
Step 13.

Step 14.

Step 15.

SelectCP/IP and click onAdd.

Enter the appropriate values for the displayed fields wh&C@da CP/IP
Configuration window is displayed.

Local Host Name Enter the name by which this system will be known on

the network.
IP address Assign an IP address to this network node.
Netmask Enter the appropriate netmask.

Broadcast address Enter the broadcast address.

Domain Name Enter the name of the domain to which this machine
belongs.

TCP connections Enter the maximum number of allowed TCP/IP
connections.

Pseudo ttys: Enter the number of pseudo-ttys configured. Pseudo-

ttys enable users on other hosts toteseet(TC) or
rlogin (TC) to access your host. The default, 64, is
adequate for several (2-10) users to access your
system simultaneously.

Click orOK when finished.

Click orOK to acknowledge the configuration of the protocol.

Seledardware = Exit to exit theNetwork Configuration Manager.

Click or¥esto relink the UNIX kernel.

Answery' to boot the new kernel by default and rebuild the kernel
environment. When finished, pregsy .

Reboot the system.

The network adapter is now configured and ready to use.
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Test the network adapter:

Step 16. Check your connections with gieg(ADMN) command using IP
addresses. Use your own address as well as others’ in the classroom.

Step 17. Use theetstat(TC) command from a terminal window to examine the
currently configured interfaces and other network-related data structures.
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3.6 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

Displays the current hardware configuration

hwconfig(C)

ndstat(ADM) Displays network adapter driver statistics

netconfig(ADM) Configures network interfaces

netstat(TC) Displays the contents of various network-related data
structures

ping(ADMN) Tests network connections by eliciting hosts to reply to

packets sent to them
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3.7 Answers to Excercises and Review Questions

This section provides suggested answers to exercises and review questions.

Exercise: Using ping(ADMN) and netstat(ADMN)

The number of transmitted packets should have increased.

Review questions

1. The network adapter hardware attributes you might need to configure include Direct
Memory Access (DMA), interrupts (IRQ), I/0O addresses, and memory-mapped I/O
addresses.

2. TheNetwork Configuration Manager allows you to add, modify, view, and remove
network interface configurations.

3. Theloopback interface is a special network interface that allows client and server
processes on a single system to communicate locally using TCP/IP. You can use this
interface to test your system’s TCP/IP protocol stack setup without transmitting data to
the physical network. For example, use pireg(ADMN) command to test the software
configuration. Enterping localhost

4. Thenetsta{TC) command allows you to examine the currently configured interfaces
and other network-related data structures.
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AV 4-1

/| Subnetworks |\

® Plan the subnet topology
® Create subnets

ADM0401 © The Santa Cruz Operation, Inc.
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Introduction

Lesson 4

Subnets

Introduction

Recall that a Class A network can have more than 16 million nodes (hosts), a Class B
network can have 65,534, and a Class C network can have 254. Managing the delivery of
data to all these nodes is very difficult (or impossible) if all of them are connected to a single
network segment.

Networks are often divided into subnets to enable improvements in network management,
such as:

e Simpler administration
e Enhanced security

e Improved performance
e Expansion

e Troubleshooting

This lesson helps you plan a network topology that fixes pre-existing problems,
accommodates your present needs, and allows for future expansion.

Objectives

This lesson discusses how to implement subnets. By the end of this lesson, you will be able
to:

e Plan a subnet topology based upon your constraints and performance needs

e Define netmasks, network numbers, broadcast, and IP addresses for subnets
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4.1 Planning a Subnet Topology

In an ideal world, your network topology would be simple:

e You would have a single official IP network address given to you.
e You could fit all of your nodes onto your chosen physical layer.

e The physical layer could span the globe without routers.

e The physical layer would be infinitely fast so performance would never be an issue.
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Because these ideals often do not exist, you will probably need to split a network into one or
more subnetworks. Many of the reasons for creating subnetworks are rooted in your
organization’s growing reliance on the network. This growth can come in several forms:

® An increase in the number of nodes

® A need to combine several independent LANs into a single enterprise LAN

® Increased traffic as services become more widely dispersed

Other advantages of creating subnetworks include:

e |P address management can be distributed to local administrators.

e The network topology is hidden from the outside world; using subnets requires only a
single route to external gateways.

How you decide to subnet, based on the issues you encounter, will greatly affect your job as
a network administrator. The following sections discuss each of these issues in more detail
and gives you guidelines for creating a plan that deals with them effectively.
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AV 4-2

-

A Single Overloaded Segment
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4.1.1 Increasing the number of network nodes

As the number of nodes on a physical network increases, expansion is limited by the type of
cable in use. Each type has a limit to the number of nodes that can be attached to a single
segment of cable. As your organization adds more nodes to the network, you might reach
these limits, which were described in Section 2.8, “LAN Hardware,” on page 2-40.

One way to solve this problem is to split the network and add another Class C address. The
problems with this approach are:

e Official Class C network addresses are almost all used and difficult to obtain.
e Adding another network to the Internet increases its routing overhead.

Another solution is to split the network into two or more subnets, as illustrated in AV 4-3 on
page 4-6.

4.1.2 Joining multiple LANs

Your organization might have multiple LANs that were created in separate departments or
geographies and are not connected. As users take greater advantage of their local networks,
they might require access to resources on other LANSs.

Joining all of your separate LANSs into a single enterprise-wide network is the ideal solution.
The problems you will face are not entirely different than when the number of nodes
increases. Additionally, spanning geographic locations is usually not feasible using a LAN
technology (for example, Ethernet).

Subnets provide a method of joining together separate LANS.
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4.1.3 Increased network traffic

If you experience increased network use by existing nodes, you can use subnets to increase
performance on your network:

1. Identify a group of nodes that are exchanging a significant amount of traffic on the
network.

2. Verify that isolating these nodes will not significantly decrease their performance.

Isolating these nodes onto their own subnet will increase performance for the remaining
nodes. However, you might also decrease the performance for the moved nodes if the
majority of their traffic is associated with a server on another subnet.

3. Isolate those machines onto their own subnet.
If network traffic is a problem, performance might also be increased by locating servers

centrally so they have an interface present on all the subnets. Be careful not to overload the
servers with the increased network traffic.
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AV 4-6
/ | Class A Network with 8-bit Subnet | )
CLASSA |0
F—NETWORK :}: HOST >
CLASSA |
with 8-bit
subnet F—NETWORK—+— SUBNET —» ¢————— HOST ——
\_ -
AV 4-7
/ | Class B Network with 8-bit Subnet | )
CLASSB (1[0
«—NETWORK =}< HOST >
CLASSB |4/,
with 8-bit
subnet |« NETWORK———» +— SUBNET—» HOST —»
\_ )
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4.2 Creating Subnets

When you have determined that the network must be subdivided to solve network problems
or better meet users’ requirements:

e Decide how many subnets are needed.
e Determine the appropriate IP addresses for your subnets.
e Configure each subnet node with the correct IP address, netmask, and broadcast address.
e Update the host name resolution servietc(hostor DNS, for example). Modifying
the host¢SFF) file was previously discussed. Configuring and modifying DNS server
entries will be discussed in Lesson 8: “Domain Name System (DNS) Configuration.”

e Configure routers between subnets.This is discussed in Lesson 5: “Routing”.

The remaining sections of this lesson provide procedures and examples for adding subnets
by creating IP addresses, netmasks, and broadcast addresses for each class of network.

4.2.1 Dividing up the network

To decide how to partition your network, you must consider:

® The number of nodes on your network

e The number of subnets needed

e Future growth

Subnets are created by reassigning some of the bit positions of an IP address previously used
to identify hosts and instead use them to identify subnets. The network class you are using

will determine how you partition the network, hence the total number of subnets and nodes
that can be supported.

4-11



Subnets

AV 4-8
/ | IP Address Classes | \
31 0
CLASS A |0
F—NETWORK :}: HOST =}
CLASSB (1/0
Fi NETWORK :}: HOST ;}
CLASSC (1/1|0
le Ve
0 NETWORK > HOST—%
CLASSD |1/1]1]0 MULTICAST GROUP ID
CLASSE |1/1/1/1]0 RESERVED FOR FUTURE USE
k /
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4.2.1.1 Revisiting IP addresses, netmasks, and broadcast addresses

Recall the following attributes of non-subnetted addresses:

e One part of the 32-bit (4-octet) IP address designates the network and the other part
designates the host.

e The most significant (first) octet of the network portion specifies the class.
e The netmask determines how many bits of the IP address are used for the network
address and how many for the host address—a one (1) indicates a network bit and zero

(0) indicates a host address bit.

e The broadcast address is the network portion of the address with all host bits set to 1.

Table 2: Example IP addresses with no subnetting

Class Most Network | Host | Example IP Netmask Broadcast
significant bits bits addresses
octet
0-127 8 24 85.110.43.7 255.0.0.0 85.255.255.255
B 128-191 16 16 | 132.65.20.109  255.255.0/0 132.65.255[255
192-223 24 8 210.20.210.20 255.255.255.0 210.20.210.255

Also recall how the number of network and host bits determine the number of networks
available and the number of nodes (hosts) on each network.

Table 3: Calculating the number of networks

Class| Total available networks Nodes per netwdrk
A 27-2=126 224.2=16,777,214
B 214.2=16,382 216.2 =65,534
C 221.2=2,097,150 28.2=254

Because neither the network address, the subnet address, nor the host address can have the
binary value of all zeros or all ones, there are always two fewer networks and two fewer
nodes than the theoretical maximum.
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AV 4-9

/ | Class A Network with an 8-bit Subnet | \
| +—NETWORK—>|+—SUBNET —> < HOST >|
CLASS A
8-bit subnet
ExampLE | 0|1/ 1]1]1/0]|0]0|0|0[0]0|0|0|1|1{0/0|0|1/1/0/0|1[0/0| 101011
ADDRESS 120 3 o5 43
L[4[« [ [ 3[]  e[e[o[o o[ e e[ [el[ele
NETMASK
255 255 0 0
BROADCAST |0 1]1/1]1]0/0]0/0]|0(0/0|0f0| 1|1 41411} 1/ 1)1/ 1[4 4411411/
ADDRESS 120 3 255 255
\_ )
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4.2.2 Class A subnets

Subnets are commonly used in Class A and Class B networks because of the large number
of possible nodes.

A Class A network allows for more than 16 million possible nod&s-(2). Because it is
not feasible to support this many nodes on a single network, subnets are needed to support
large networks.

The simplest way to subnet an IP address is to use one or more octets as the subnet address.

A Class A network can use between 2 and 22 bits of the 24-bit host address for the subnet
address, depending on the number of subnetworks and nodes needed.

4.2.2.1 Class A 8-bit subnets

Using the second octet as the subnet portion of a Class A network address provides subnets
1 through 254, each able to support 65,5342) nodes.

For example, network number 120.0.0.0 could use the second octet as a subnet address
creating subnets 120.1 through 120.254.

The netmask and broadcast address are easy to calculate when subnets fall on octet
boundaries. The following procedure can be used with AV 4-9 to find the netmask and
broadcast address for a node with IP address 120.3.25.43:

Step 1. Enter the IP address in decimal notation: 120.3.25.43.

Step 2. Convert the IP address to binary:
01111000 00000011 00011001 00101011

Step 3. Enter the netmask in binary— enter a one (1) for each network and subnet
address bit and a zero (0) for each host address bit:
111212221 11111111 00000000 0OOO00000

Step 4. Convert each octet of the netmask to decimal:
255.255.0.0
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AV 4-10

Ol

Class A Network with an 8-bit Subnet | \

CLASS A
8-bit subnet

EXAMPLE
ADDRESS

NETMASK

BROADCAST
ADDRESS

k NADM0410 © The Santa Cruz Operation, Inc. /

| «—NETWORK—>| «—SUBNET —>] « HOST > |

0
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Step 5. Enter the broadcast address in binary—enter a one in each host address bit;
copy each network and subnet bit into the corresponding broadcast address
fields:

01111000 00000011 11111111 11111111

Step 6. Convert each octet of the broadcast address to decimal:
120.3.255.255

Exercise: Creating Class A 8-bit subnets

Use the form in AV 4-10 on page 4-16 to determine the netmask and brogdcast
address for IP address 50.75.128.125, assuming an 8-bit subnet.

Hint: Use thebc(1) command to do number base conversions. Indicate t
output base (ol)eforethe input base (ib). For example:

$ bc
ob=10
ib=2
11100000
224

quit

$
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AV 4-11

/ | Class A Network with a 16-bit Subnet | )

| «—NETWORK—>|+—————SUBNET ——— |«——HoST— |

CLASS A 0
16-bit subnet

EXAMPLE
ADDRESS

NETMASK

BROADCAST
ADDRESS

85 24 16 255

k NADMO0411 © The Santa Cruz Operation, Inc. /
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4.2.2.2 Class A 16-bit subnets

Using the second and third octets as the subnet portion of a Class A network address
provides subnets 1 through 65,534%¢(2) each able to support 254 (2) nodes.

For example, network number 85.0.0.0 uses the second and third octets as a subnet address
creating subnets 85.0.1, 85.0.2, 85.0.3, ... 85.254.254. To determine the netmask and
broadcast address for host 10 on subnet 85.24.16:

Step 1. Enter the IP address in decimal notation: 85.24.16.10.

Step 2. Convert the IP address to binary:
01010101 00011000 00010000 00001010

Step 3. Enter the netmask in binary— enter a one (1) for each network and subnet
address bit and a zero (0) for each host address bit:
11111221 1211211171 11221121 00000000

Step 4. Convert each octet of the netmask to decimal and enter in the form:
255.255.255.0

Step 5. Enter the broadcast address in binary—enter a one in each host address bit;
next, copy each network and subnet bit into the corresponding broadcast
address fields:

01010101 00011000 00010000 11111111

Step 6. Convert each octet of the broadcast address to decimal:
85.24.16.255
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AV 4-12

Ol

Class A Network with a 16-bit Subnet | \

CLASS A
16-bit subnet

EXAMPLE
ADDRESS

NETMASK

BROADCAST
ADDRESS

k NADM0412 © The Santa Cruz Operation, Inc. /
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Exercise: Creating Class A 16-bit subnets

Use the form in AV 4-12 to determine the netmask and broadcast addreqds for
IP address 120.110.125.52, assuming a 16-but subnet.
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AV 4-13

/ | Class B Network with an 8-bit Subnet | \

+———NETWORK————» ‘<—SUBNET —| <_HOST_"

CLASSB |4 0
8-bit subnet

EXAMPLE
ADDRESS

132 147 24 138

[ 1[4 1] 1] a]1[ 1] a]1[ a1 1] 1] 1]1] 1] 1] 1] 1] 1] 1]o] o]0 o] o]0 [0

NETMASK

255 255 255 0

BROADCAST
ADDRESS

132 147 24 255

k NADM0413 © The Santa Cruz Operation, Inc. /
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4.2.3 Class B subnets

Subnets are commonly used in Class B networks because of the large number of possible
nodes.

A Class B network allows for more than 65 thousand possible notfes2)2 Because it is
not feasible to support this many nodes on a single network, subnets are needed to support
large networks.

The simplest way to subnet a Class B IP address is to use one octet as the subnet address.

However, a Class B network can use between 2 and 14 bits of the 16-bit host address for the
subnet address, depending on the number of subnetworks and nodes needed.

4.2.3.1 Class B 8-bit subnets

Class B subnets often use 8 bits (the third octet) of the host portion of the address. A Class B
network which uses 8 bits as the subnet address provides®252) @ibnets, leaving 8 bits

for host addresses for a total of 254 nodes per subnet. This allows a Class B address to
simulate 254 Class C addresses.

SCO is an example of an organization with a Class B address, 132.147.0.0. SCO has a large
number of hosts separated by geography.

Because the hosts cannot be connected to a single network segment, 8-bit subnets are used.
For example, two subnets might have the network addresses 132.147.1 and 132.147.2.

The nodes on subnet 1 have IP addresses 132.147.1.1 through 132.147.1.254. The nodes on
subnet 2 have addresses 132.147.2.1 through 132.147.2.254, and so on.

Using the procedure in Section 4.2.2.2, “Class A 16-bit subnets,” on page 4-19, you can
determine the netmask and broadcast values for example IP address 132.147.24.138, shown
in AV 4-13.
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AV 4-14

Ol

Class B Network with an 8-bit Subnet | \

CLASS B
8-bit subnet

EXAMPLE
ADDRESS

NETMASK

BROADCAST
ADDRESS

+———NETWORK————» ‘<—SUBNET —| <_HOST_"

110

k NADM0414 © The Santa Cruz Operation, Inc. /
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Exercise: Creating Class B 8-bit subnets

Use the form in AV 4-14 to determine the IP address, netmask, and bro

network address of 132.147.0.0 with an 8-bit subnet.

cast

address for host 220 on subnet 150, assuming you are using SCO'’s Clags B

4.2.3.2 Class B non 8-bit subnets

The example in the previous section used a Class B 8-bit subnetting scheme allowing SCO
to have up to 254 subnets, each with up to 254 hosts. Although this scheme presently fulfills
SCO’s needs, it is somewhat wasteful of IP addresses because most of the subnets only have
a couple dozen hosts. Furthermore, there will be problems if additional subnets are needed

in the future as the company continues to grow.

Because most of the subnets have a small number of hosts, it is not necessary to reserve 8
bits for the host address. A fewer number of bits would suffice, leaving the surplus available

for the subnet address.

If 9 bits are used for the subnet portion of the address, there are’5R) f®ssible subnets,

each having up to 126 (2 2) hosts.
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AV 4-15

/ | Class B Network with an 9-bit Subnet | \

«——— NETWORK———» |[«——guBNET—> | “—HOST—>|

CLASS B
9-bit subnet

N

0

EXAMPLE
ADDRESS

1/0/0/0{0{1/0|0|1/0|0|1/0/0|1]1|0|0|0O 11’0 0/0{1/0/0/0/1(0|1|0

132 147 24 138

14 1 1] 4) 1 1] 1] 1] ] 1] 1] 1] 1] 1] 1] 1] 4] 1] 1]1] 1] 1 6] 0] o] o] o]0

NETMASK
255 255 255 128

1/0/0/0/0/1/0/0|1/0/C|1/0/0|1{1/0|0 0’11 0|00 1f1[ 1 1/ 1/1/1/1

BROADCAST
ADDRESS

132 147 24 255

k NADM0415 ® The Santa Cruz Operation, Inc. /
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Using the procedure from earlier sections, you can determine the netmask and broadcast
values for the IP address 132.147.24.138. Note that this is the same IP address as before, but
it is interpreted differently with a 9-bit subnet:

e \With an 8-bit subnet, it is host 138 on subnet 24
e \With a 9-bit subnet, it is host 10 on subnet 49
Step 1. Enter the IP address in decimal notation: 132.147.24.138.

Step 2. Convert the IP address to binary:
10000100 10010011 00011000 10001010

Step 3. Enter the netmask in binary—enter a one (1) for each network and subnet
address bit and a zero (0) for each host address bit:
11111221 121121171 112121121 10000000

Step 4. Convert each octet of the netmask to decimal:
255.255.255.128

Step 5. Enter the broadcast address in binary—enter a one in each host address bit;
next copy each network and subnet bit into the corresponding broadcast
address fields:

10000100 10010011 0011000 11111111

Step 6. Convert each octet of the broadcast address to decimal:
132.147.24.255
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AV 4-16

Ol

Class B Address with a 7-bit Subnet | \

CLASS B
7-bit subnet

EXAMPLE
ADDRESS

NETMASK

BROADCAST
ADDRESS

«———NETWORK————» [« SUBNET — | «—HOST——/

k NADM0416 © The Santa Cruz Operation, Inc. /
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Exercise: Creating Class B 7-bit subnets

Use the form in AV 4-16 on page 4-28 to determine the netmask and brogdcast
address for IP address 175.200.21.8, assuming a 7-bit subnet. What is the
subnet number and host number for this IP address, in decimal?
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4.2.4 Class C subnets

Class C addresses use three of the available four octets for the network address, leaving only
one octet for the host portion of the address. Without subnetting, a Class C network has a
limit of 254 nodes and they must all be on the same physical network segment.

To create subnets, a portion of the 8-bit host address must be allocated to the subnet address.
Two to six bits can be used for the subnet:

2-bit subnet 2 subnets22); 62 hosts each{22)
3-bit subnet 6 subnets{22); 30 hosts each2 2)
4-bit subnet 14 subnets*(22); 14 hosts each{2 2)
5-bit subnet 30 subnets®(22); 6 hosts each {2 2)
6-bit subnet 62 subnets®(22); 2 hosts each {2 2)

The next example shows how the Widget Company uses its Class C network, 200.150.75.0.

The Widget Company has east, west, north, and south offices that cannot be connected to
the same physical network, so it has chosen to implement a 3-bit subnetting scheme. This
provides 6 subnets with these addresses:
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Table 4: Widget Company Subnets

Subnet name

Network
number

IP address range for each
subnet

Subnet 1 (binary 001)

200.150.75.32

200.150.75.33 - 200.150.75.62

Subnet 2 (binary 010)

200.150.75.64

200.150.75.65 - 200.150.75.94

Subnet 3 (binary 011)

200.150.75.96

200.150.75.97 - 200.150.75.12

(&3]

Subnet 4 (binary 100)

200.150.75.128

200.150.75.129 - 200.150.75.1

58

Subnet 5 (binary 101)

200.150.75.160

200.150.75.161 - 200.150.75.1

90.

Subnet 6 (binary 110)

200.150.75.192

200.150.75.193 - 200.150.75.2

P2
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AV 4-17
/ | Class C Network with a 3-bit Subnet | \
|e NETWORK » | SUBNET| «HOST->|
CLASS C
3-pit subnet | 111 0
ExampLe | 1/1/0]0] 10|00/ 1|0f0]1]0|1|1/0/01|0]0|1/0|1|1|1|0| 1|0 1| 1|0}
ADDRESS 200 150 75 173
1\1\1\1\1\1\1\1 1\1\1\1\1\1\1\1\1\1\1\1\1\1\1{1 1\1\1\0\0\0\0\0
NETMASK
255 255 255 224
BROADCAST |1]1]0]0]1/0[0j0|1]0]0|1]0|1|1|0/0|1/0[0|1|01]1]1|0|1/1f1f1}1]1
ADDRESS 200 150 75 191
k /
AV 4-18
/ | Class C Subnets | \
|e NETWORK > | SUBNET| «HOST |
CLASS C
3-pit subnet | 1| 1| ©
LT
ADDRESS
e LT
BROADCAST
ADDRESS
K /
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With the same procedure used in earlier sections, you can determine the netmask and
broadcast values for IP address 200.150.75.173:

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Enter the IP address in decimal notation: 200.150.75.173.

Convert the IP address to binary:
11001000 10010110 01001011 10101101

Enter the netmask in binary— enter a one (1) for each network and subnet
address bit and a zero (0) for each host address bit:
11111111 1171211211 1117121111 11100000

Convert each octet of the netmask to decimal:
255.255.255.224

Enter the broadcast address in binary—enter a one in each host address bit;
next copy each network and subnet bit into the corresponding broadcast
address fields:

11001000 10010110 01001011 101111112

Convert each octet of the broadcast address to decimal:
200.150.75.191

Exercise: Class C subnet addresses

Use the form in AV 4-18 on page 4-32 and the Class C IP address in theg
example above, 200.150.75.173, to give the host and subnet numbers:

e \With a 3-bit subnet
e \With a 2-bit subnet

e \With a 4-bit subnett
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AV 4-19

Ol

Unusual Subnet Masking

4-BIT
CLASS B SUB- MORE
Fi NETWORK —DF-HOST-4<- NET—>‘<— HOST BITS —b‘
1‘0‘0‘0‘0‘1‘0‘0 1‘0‘0‘1‘0‘0‘1‘1 0‘0‘0‘1‘1‘0‘0‘0 1‘0‘0‘0‘1‘0‘1‘0
IP ADDRESS
132 147 24 138
1‘1‘1‘1‘1‘1‘1‘1 1‘1‘1‘1‘1‘1‘1‘1 0‘0‘0‘0‘1‘1‘1‘1 0‘0‘0‘0‘0‘0‘0‘0
NETMASK
255 255 15 0
1‘0‘0‘0‘0‘1‘0‘0 1‘0‘0‘1‘0‘0‘1‘1 1‘1‘1‘1‘1‘0‘0‘0‘1‘1‘1‘1‘1‘1‘1‘1
BROADCAST
132 147 248 255
\_ )
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4.2.5 Unusual subnet masks

In all of the examples so far involving subnets, the network and subnet bits have been
contiguous. This is because it is easier to convert and otherwise operate on IP addresses
when the network portion and the subnet portion are contiguous. This is not a requirement,
just a convenience.

You might inherit a situation where the previous network administrator did not use
contiguous bits. This results in extra work, but the procedure provided in this lesson still
works.

AV 4-19 illustrates:

e A class B address of 132.147.24.138.

® A 4-bit subnet that is non-contiguous with the network portion, forcing the host portion
to also be non-contiguous.

With the netmask applied, this address specifies host 394 on subnet 8.
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4.3

Lesson Summary

This lesson described how subnetworks are used to manage large or geographically distant
networks. The most common reasons to use subnets are increased network traffic, addition
of network nodes, and the requirement to join separate LANS. Critical factors in determining
how to organize the network are the number and size of subnetworks needed to
accommodate current needs and future expansion.

Subnets are implemented by planning a network topology, configuring each node with an
appropriate IP address, netmask, and broadcast address, updating the hostname resolution
service, and configuring routers between subnets.

Typical examples of subnets on Class A, B, and C networks are provided, as well as unusual
subnet implementations, to help you cope with the many types of subnets you might
encounter.

Review questions

1. Describe three organizational growth conditions that might cause you to divide your
network into two or more subnets.

2. Without subnetting, how many hosts can exist on a Class C network? If a 4-bit subnet
scheme is introduced to this Class C network, how many subnets can there be? How
many hosts can exist on each subnet? What is the total number of hosts for this Class C
network?

3. Your organization has a Class C network address. Because of geographical
considerations, you want to set up 15 subnets. What is the minimum number of subnet
bits that will allow you to have these 15 subnets? What is the maximum number of hosts
that can exist on each subnet?

4. Which netmask would you recommend for a Class B network that requires 10 subnet
bits?
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5. A host with IP address 186.35.22.11 has a netmask value of 255.255.240.0. What
broadcast address should it use?
Hint: 22=00010110 (binary); 24041110000 (binary).

6. Which of the following are valid netmask values for IP address 173.199.1.32? Why?

255.255.255.0
255.255.254.0
255.255.255.128
255.255.255.224

7. A node with the IP address 200.220.77.33 has a netmask value of 255.255.255.240.
How many bits of the address make up the network, subnet, and host portions?
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4.4 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

bc(C) Invokes a command-line calculator

Relevant files

/etc/hosts Local table for hostname to IP address matching. See
hostgSFF).
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4.5 Answers to Excercises and Review Questions

This section provides suggested answers to exercises and review questions.

Exercise: Creating Class A 8-bit subnets

Address: 00110010 01001011 10000000 01111101

Netmask: 11111111 11111111 00000000 OOOOO0O00
255.255.0.0

Broadcast: 00110010 01001011 11111111 11111111
50.75.255.255

Exercise: Creating Class A 16-bit subnets

Address: 01111000 01101110 01111101 00110100

Netmask: 11111111 17171221211 11111111 00000000
255.255.255.0

Broadcast: 01111000 01101110 01111101 11111111
120.110.125.255

Exercise: Creating Class B 8-bit subnets

Address: 10000100 10010011 10010110 11011100
132.147.150.220

Netmask: 11111111 117111211 11111111 00000000
255.255.255.0

Broadcast: 10000100 10010011 10010110 11111111
132.147.150.255
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Exercise: Creating Class B 7-bit subnets

Address: 10101111 11001000 00010101 00001000

Netmask: 11111111 11111111 11111110 00000000
255.255.254.0

Broadcast: 10101111 11001000 00010101 11111111
175.200.21.255

Subnet number: 10 (binary 0001010)
Host number: 264 (binary 1000010000)

Exercise: Class C subnet addresses

e With a 3-bit subnet:
It is host 13 on subnet 5; the binary split@l 01101 :
101=5
01101 =13
e With a 2-bit subnet
It is host 45 on subnet 2; the binary split@101101 :
10=2
101101 =45
e With a 4-bit subnet
It is host 13 on subnet 10; the binary split@0 1101 :

1010 =10
1101 =13

Review questions

1. Three organizational growth conditions that might cause you to divide your network into
two or more subnets include:

® An increase in the number of hosts
e Several independent LANs need to be combined into a single enterprise LAN

® Increased traffic as more services are more widely dispersed
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. Without subnetting, 254 hosts can exist on a Class C network. A 4-bit subnet scheme
allows for 14 subnets, each of which can have up to 14 hosts. The total number of hosts
for this subnetted Class C network is 196 (14 * 14).

. You will need at least 5 subnet bits to support 15 subnets. (Although the number 15 can
be represented with 4 bits, it is invalid to set them to all zeros or all ones.) Each 5-bit
subnet can have up to 6 hosts.

. The recommended netmask for a Class B network that requires 10 subnet bits is
255.255.255.192. Other netmasks also specify 10 subnet bits, but they would not form
contiguous fields within the address (e.g., 255.255.255.3).

. A host with the IP address 186.35.22.11 and the netmask value 255.255.240.0 should

use the broadcast address 186.35.31.255.
. A host with the IP address 173.199.1.32 is part of a Class B network.

e [t can have a netmask value of 255.255.255.0. The IP address 173.199.1.32 specifies
Host #32 on Subnet #1.

® [t cannot be 255.255.254.0 because the IP address 173.199.1.32 would specify
Subnet #0, an invalid value.

e [t can have the netmask value of 255.255.255.128. The IP address 173.199.1.32
specifies Host #32 on Subnet #2.

e [t cannot be 255.255.255.224 because the IP address 173.199.1.32 would specify
Host #0, an invalid value.

. A host with the Class C IP address 200.220.77.33 and a netmask value of

255.255.255.240 uses 24 bits for the network portion, 4 bits for the subnet portion, and 4
bits for the host portion.
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AV 5-1

/| Routing |\

® Configuring a system as a router
® Configuring routes

® Routing daemons

® Troubleshooting routes

ADM0501 ® The Santa Cruz Operation, Inc.
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Introduction

Lesson 5

Routing

Introduction

A router connects two networks together. You can connect networks to control network
traffic or to extend the network across different media types. Connecting networks also
enables network growth when physical configuration limits, such as cable length and
number of hosts, are reached.

To set up a router, you need to add additional network adapters to your system and then
configure the software. This lesson describes how to do this.

Objectives

This lesson discusses how to set up a system as a router. By the end of this lesson, you will
be able to:

e Use theNetwork Configuration Manager to add a second network adapter to a router
system

e Configure a routing daemon to enable routing to take place on your system

e Use administrative utilities to track your system’s routing capabilities
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AV 5-2

/| A Network Router |\

mantis termite
150.200.75.1 150.200.75.2

net1
150.200.75

spider1

150.200.75.3
spider2

150.200.76.7

150.200.76
net2

hornet firefly
150.200.76.1 150.200.76.12

ADM0502 ® The Santa Cruz Operation, Inc.
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5.1 Configuring a System as a Router

Configuring your system to be a router has two basic parts:

e Installing additional network adapters

e Running theNetwork Configuration Manager to configure the software
Routing between your network and others then happens automatically.

Each of these parts are discussed in the following sections.
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AV 5-3

/ | SCO TCP/IP Configuration | \

1
Advanced
Options...

Local Host Mame: IISpldEr‘E

IP Address: |150.2oo.75.7

Netmask: |255.255.255.0

Broadcast Address: I 150,200,76,255

Domain Name: | somedom, com

TCP connections: I 1024

Pseudo ttys: | 64

0K Cancel Help

k NADMO0503 ® The Santa Cruz Operation, Inc. /

AV 5-4

/ | Advanced SCO TCP/IP Configuration | \

Gateway: +w No

Administrator for this system: I

Location of this system: I

Frame Format: |Ethemet—II /|

OK | Cancel' Help |

k NADMO0504 ® The Santa Cruz Operation, Inc. /
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5.1.1 Installing additional network adapters

To configure a second network adapter, using\i@evork Configuration Manager,
follow these steps:

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Step 7.

Start thdletwork Configuration Manager.

Seledtlardware = Add New Lan Adapter.

During the configuration, you will provide the same kind of information you
did to configure previous network adapters, but you will also need to
configure your system as a gateway.

SelectCP/IP under any of the LAN adapters currently configured.

Seled®rotocol = Modify protocol configuration from the top menu. A
window displays that is similar to the one shown in

AV 5-3.

Click orAdvanced Optionsin theSCO TCP/IP Configuration window.
(See AV 5-4).

Verify that “Gateway” is set ¥es

Click orOK in theAdvanced SCO TCP/IP Configurationwindow.
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AV 5-5

/ | A Network Router | \
mantis termite
150.200.75.1 150.200.75.2

k NADM0505

net1
150.200.75

spider1

150.200.75.3
spider2

150.200.76.7

150.200.76
net2

hornet firefly
150.200.76.1 150.200.76.12

© The Santa Cruz Operation, Inc. /
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5.1.2 Kernel parameters

When you use thBetwork Configuration Manager to configure your SCO OpenServer
Release 5 system as a router, kernel parameters are set. Two of these parameters are
ipforwarding andipsendredirects

5.1.2.1 The ipforwarding parameter

Whenipforwarding is set to one (1), the system routes IP packets between any of its
own network interface cards. For example, in AV 5-5, the router has two network interface
cards:

e netOwhich connects to network 150.200.75
e netlwhich connects to network 150.200.76

If the router receives a packet from network 150.200.75 with a destination of 150.200.76,
the router forwards the packet framatOto netl

When set to zerd(), the system does not route IP packets between its own network
interfaces. This means that systems on one network cannot access systems on any other
network without first logging into the router.

Settingipforwarding to O allows the network or system administrator to control who
can access a network. Only those who have an account on the router are able to access other
networks.

Note that after you set the parameter for one adapter, you do not need to set it for the other
interfaces on the router. When you indicate toNleévork Configuration Manager that

you are configuring a gateway, it sgiforwarding to one (1); otherwise it sets it to

zero Q).
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5.1.2.2 The ipsendredirects parameter

Another kernel parameter set by netconfigpsendredirects . When this parameter is
set to one (1), the router uses Internet Control Message Protocol (ICMP) packets to
communicate changes in routing information.

For example, if a system sends a packet to a router which knows of a more direct route, the
router sends an ICMP redirect message to the system. The system creates a new, dynamic
route based on the ICMP redirect.

When set to zero (0), the system does not use ICMP packets to communicate changes in
routing formation.

5-10

SCO OpenServer™ Release 5 Network Administration



Configuring a System as a Router

5.1.2.3 Modifying kernel parameters

Theinconfig(ADMN) command can also be used to configureipfh@warding and
ipsendredirects parameters. Thaconfig(ADMN) command modifies
/etc/default/inetWarning: This file shouldiot be edited manually.

To enable routing, enter:

inconfig ipforwarding 1
inconfig ipsendredirects 1
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AV 5-6

/ | A Network Router | \
mantis termite
150.200.75.1 150.200.75.2

k NADM0506

net1
150.200.75

spider1

150.200.75.3
spider2

150.200.76.7

150.200.76
net2

hornet firefly
150.200.76.1 150.200.76.12

© The Santa Cruz Operation, Inc. /
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5.2 Configuring Routes

The IP routing mechanisms consist of the following:

e A kernel routing table with direct and indirect routes

e Routing protocols

e Routing daemons and configuration files that implement the routing protocols

e Configuration and troubleshooting utilities

5.2.1 Direct and indirect routing

There are two types of routing:

direct

indirect

A direct route is used when a machine can send an IP packet to another
machine without going through a router. For example, in AV 5-6, a direct
route is used betwedrornetandfirefly.

An indirect route is used when a machine must send the packet through a
router to reach the second machine. For example, in AV 5-6, an indirect route
is used betweenornetandmantis(through thespiderlandspider2

interfaces on the router).
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AV 5-7

/ Kernel Routing Table on mantis | \
Destination Netmask Gatewa Interface
127.0.0.1 255.0.0.0 127.0.0.1 100
150.200.75.1 255.255.255.0 127.0.0.1 1o0
150.200.75 255.255.255.0 150.200.75.1 netO
150.200.76 255.255.255.0 150.200.75.3 net0
224 255.0.0.0 150.200.75.1 netO
default N/A 150.200.75.3 net0
\_ W,
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5.2.2 The routing table

Every system running SCO TCP/IP has a routing table within the kernel. During TCP/IP
startup, these routes are added to this table:

e To the host 127.0.0.1ocalhos) through thdoO loopback interface

e To the IP address of each network adapter. In the previous exampiarfog a route is
added for the IP address 150.200.75.1 throudbGtsterface.

e To the network that each network adapter is on. In the previous exampiarftg a
route is added for the 150.200.75 network througmét@adapter.

e To a multicast network

Some of the entries that are in the kernel routing tablmé&mtis(in the previous example)
are shown in AV 5-7. The fields in the table include:

e Destination network IP address
e Netmask

e Next hop (gateway), the next machine that knows how to reach the ultimate destination
machine

e |dentity of the network interface through which the packet is sent to reach the next hop
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AV 5-8

/ | Routing table on mantis | )

Routing tables

Destination Gateway Flags Refs Use Interface
default 150.200.75.3 UGs 1 8443 netO
127.0.0.1 127.0.0.1 UH 2 351 100
150.200.75 150.200.75.1 uc 1 392 netoO
150.200.76 150.200.75.3 UGS 0 0 netoO
150.200.75.1 127.0.0.1 UGHS 4 1097 1lo0
224 150.200.75.1 UGS 1 0 netoO
\_ T
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5.2.3 The netstat(ADMN) command

Use thenetstatfADMN) command with ther option to view the kernel’s routing table. You
can include then option to show numerical IP addresses instead of symbolic names. This
can sometimes be helpful in uncovering network problems obscured by the symbolic names.

Thenetstaf ADMN) command displays this information:

destination The network or host to which this route allows you to connect. In the case of
a multicast route, it gives the prefix and mask of the destination.

gateway The name of the gateway configured for this route. If directly connected, this
is a local address; otherwise, it is the name of the host through which the
packets must be routed.

flags The state of the route.
refs The current number of active connections using the route.
use The current number of packets sent using this route.

interface The name of the physical network interface used to begin the route.
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Exercise: Examining routes with netstat(ADMN)

Enter thenetstat command with ther option. Try it again with the
-rn option.

Refer to thenetstatfADMN) manual page to interpret the output.
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5.2.4 Updating routes

Entries in the kernel routing table are created, deleted, and changed:

Automatically

Manually

Dynamically

When running thHetwork Configuration Manager to
configure or remove a network interface. Through this
process, a system always knows about the networks to which
it is directly connected.

Using theoute(ADMN) command, a system can be
configured to use specified routes for communicating with
networks to which it is not directly connected.

Using specialized routing daemons running on the system.
These daemons use routing protocols to communicate with
routing daemons on other machines. This allows the daemons
to learn about the existence of routes to networks other than
the networks to which the machine is directly connected.
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AV 5-9

Ol

A Routing Backbone | \

150.200.75

150.200.76

150.200.77

k NADM0509
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5.2.5 Manual updates and route(ADMN)

Theroute(ADMN) command is used to make manual updates to the kernel’s routing tables.
In generalyoute has the form:

route [-nqv] keyword keyword-specific-arguments

wherekeywordis one of:

add Adds a route

change Changes aspects of a route (such as its gateway)

delete Deletes a specific route

flush Removes all gateway entries from the routing tables

get Looks up and displays the route for a destination

monitor Continuously reports any changes to the routing information base, routing

lookup misses, or suspected network partitions
Given the network topology illustrated in AV 5-9, you can usedbé command to:
e Add a route to the 150.200.77 network for hosts 1 or 2 through host 3. Enter:
route add -net 150.200.77 150.200.75.3
e Add a route to the 150.200.76 network for hosts 1 or 2 through host 3. Enter:
route add -net 150.200.76 150.200.75.3
While this approach works, it has some notable drawbacks:

e These routes still do not tell the IP software how to reach machines on the Internet
(connected through host 13/32).

e All routes for hosts 1 and 2 go through the same host, 3, but are listed separately. This is
not efficient. In this case, usalafault routg(see Section 5.2.6, “Default routes,” on
page 5-23).
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AV 5-10

Ol

A Routing Backbone | \

150.200.75

150.200.76

150.200.77

k NADM0510
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5.2.6 Default routes

If a given router serves as a route to a much larger network, such as the Internet, or if a host
has contact with only one router it might be easier and more efficient to configure the hosts
to use adefault route

Default routes:

® Are used to tell a system where to send packets if the system does not have a known
route to a network

e Allow systems to keep small routing tables by only having entries for networks they are
directly attached to, and a default route

e Are very common in the LAN environment

For example, consider AV 5-10:

e Machines 1 and 2 have machine 3 as their default route.

e Machines 21 and 22 have machine 23 as their default route.

e Machines 3/31 and 23/33 have machine 32 as their default route.

e Machine 13/32 has the ISP’s router as its default route.

For machines 1, 2, 21, or 22 to send a packet to the Internet using this scenario:

1. The machines forward the packet to their default routers (3 and 23 respectively).
2. The default routers use their default routes to forward the packet to machine 32.

3. Machine 32 forwards the packet to the ISP, which has routes that eventually get the
packet to its destination.
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AV 5-11

Ol

A Routing Backbone | \

150.200.75

150.200.76

150.200.77

k NADM0511
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Default routes are configured:

e Temporarily using theoute(ADMN) command. For example, to create a default route
on eitherhostlorhost2in AV 5-11.:

route add default 150.200.75.3

e Permanently using an entry in thegc/tcpfile that invokesoute(ADMN). This is what
happens with the default route specified at initial system load (ISL). For example, to
create a default route on eitherstlor host2using theetc/tcpfile, place the following
entry in the file:

/etc/route add default 150.200.75.3

See Section 7.1.4, “Multiuser-mode /etc/tcp activities,” on page 7-11 for more
information on théeetc/tcpfile.

e Using thelnternet Manager to add an entry ifusr/internet/etc/sco_ip/routesor
example:

net default 150.200.75.3

It is important that you do not set up more than one default route. Doing so can cause your
network to hang.
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5.3 Dynamic Routing Table Updates and Routing Daemons

So far, routing tables have been updated manually, with either:

e Commands entered from the command line

e Entries placed in files

If your network topology changes regularly, or you would like your hosts to determine their
routes automatically, you must configure your hosts to mautng daemonNote that

using a routing daemon instead of static or default routes increases network traffic and CPU

usage.

Routing daemons update routing tables dynamically. These routing daemons are provided
with SCO OpenServer Release 5:

routed(ADMN) Implements the Routing Information Protocol (RIP 1)

gated ADMN) Handles multiple routing protocols, including RIP, BGP, EGP
and OSPF

irdd (ADMN) Implements the Internet Router Discovery Protocol

Each of these daemons is discussed in the following sections.
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AV 5-12
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5.3.1 routed(ADMN)

Therouted(ADMN) daemon:

e |s started by default from an entry in tle¢c/tcpfile, but only ifgated ADMN) cannot
start. For further information, see Section 7.1.4, “Multiuser-mode /etc/tcp activities,” on
page 7-11.

e Has several command-line options that control its behavior. Refeated ( ADMN)
for additional information.

Whenrouted starts, it:

1. Broadcasts on each local network to advertise its routes to any other nodes directly
attached to its networks.

2. If other routers exist they continually cooperate in maintaining a globally consistent
view of routing by exchanging routing data using one of the routing protocols mentioned
above.

For example, in AV 5-12, routing daemons on hosts 3/31, 13/32, and 23/33 can all exchange
routing information.

Remember, hosts 1, 2, 21, and 22 do not need tmuied. They can use a default route to
hosts 3 and 23 respectively.
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AV 5-13

4 | A Routing Backbone with PPP | I

150.200.75

150.200.76

150.200.77

k NADM0513 ® The Santa Cruz Operation, Inc. /

AV 5-14

/ | The /etc/gateways File on Host 3/31 | \

# cat /etc/gateways
net 0.0.0.0 gateway host32 metric 1 passive
host 150.200.75.4 gateway hostl metric 1 passive

K NADM0514 ® The Santa Cruz Operation, Inc. /
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Normally, the TCP/IP startup procedure and the subsequent protocol exchanges by routers
will find and keep routes up to date. You only need to createttigatewayséile and place
routes there if:

e Your router is on an ATM or similar media that does not support broadcasting. Such
routers cannot be discovered through broadcast exchanges of protocol information, the
default method forouted.

e Routers on the network are running incompatible routing protocols. For example, in AV
5-13, if host 13/32 was running a protocol other than RIP or IRDP, then hosts 3/31 and
23/33 would not be able to discover the route to the Internet.

® There are dynamic routes which will not be discovered through the procedures described
so far. For example, consider host 4 in AV 5-13 and suppose that:

e® The link between host 4 and1/5 is through a point-to-point protocol, such as PPP or
SLIP.

e Host 1/5 is not running a routing daemon.
The route to host 4 is not known to host 3/31.

The/etc/gatewayentries in AV 5-14 will solve these last two problems by providing a
default route through host 32 and a route to host 4 through host 1.
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AV 5-15
/ | The /etc/gateways File on host 3/31 | \
# cat /etc/gateways
net 0.0.0.0 gateway host32 metric 1 passive
host 150.200.75.4 gateway hostl metric 1 passive
\_ )
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Each entry in théetc/gatewaydile has the following format:

net|host namel gateway name2 metric val active|passive|external

where:

net orhost Indicates if the route is to a network or to a specific host.

namel Is the symbolic name of the destination network or host (from
/etc/hosty or the dotted-decimal IP address.
This field can also contain the special address 0.0.0.0 to
indicate that a default route is being created.

nameZ2 Is the name or address of the gateway to which messages
should be forwarded.

val Is the hop count to the destination host or network.

The final parameter is one of these values:

active The gateway is expected to exchange routing information. If
the router does not exchange routing information, it is
dropped from the kernel’s routing table.

passive The gateway is not expected to exchange routing information.
The route is initially placed in the kernel’s routing table and
then left there (unless manually removed). Passive routes are
not propagated to other routers through RIP exchanges.

external The gateway does not communicate directly. The route is not
entered into the kernel’s routing table until a RIP or IRDP
packet proposes the route. This is useful in situations where
you do not know the router protocol used on the gateway and
do not expect routing information from it.
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5.3.2 gated(ADMN)

You might have a network topology that requires a more sophisticated approach than default
routes or the routing protocol usedroyted(ADMN). These cases include:

® You are using your SCO OpenServer Release 5 system as a router to an autonomous
system (AS).

e There are more than 15 hops in the route to a destination network.

e Your network topology has loops such that hosts can choose between routers, and you
want the hosts to do load balancing between the routers.

In these cases, you must usedhteed ADMN) routing daemon to run one or more of these
routing protocols:

e Exterior Gateway Protocol (EGP). This protocol is used ostr@ardinternet to route
packets between autonomous systems.

e Border Gateway Protocol (BGP). This protocol is used on the NSF-net portion of the
Internet to route packets between autonomous systems.

o Open Shortest Path First (OSPF). This protocol is best suited for large, complex
intranets with many routers. It includes features such as:

Dynamic load balancing
If multiple routes exist to a given host or network, each route
having the same cost, OSPF splits the load over the available
routes evenly. None @buted’s protocols do this. This can be
very important on large intranets.

Type of service routing
Network administrators can specify that different kinds of IP
packets should take different routes. For example, voice and
video packets might be routed using the 100Mbps connection and
other data might be routed using a 10Mbps connection.

Scalability For the above and other reasons, OSPF scales better than the
protocols supported byputed.

You can also configurgatedto use RIP, just a®uted(ADMN) does.

Thegated ADMN) manual page discusses how to configgagedto run these protocols.
Further discussion afatedis beyond the scope of this course.
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5.3.3 irdd(ADMN)

Theirdd (ADMN) daemon is an implementation of the Internet Route Discovery Protocol.
It is best used in small networks within autonomous sytems. It provides a low-overhead
method for non-routers to add default routes.

On systems configured as routerdd advertises the system periodically so that any hosts
on the network running router discovery are aware of the router. It also answers any
solicitation requests received from newly initialized hosts.

The behavior oirdd can be tuned using its configuration filetc/irdd.conf Refer to
irdd (ADMN) andirdd.con{SFF) for more information.
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5.4 Troubleshooting Routes

In addition to thenetstat ADMN) command (discussed in Section 5.2.3, “The
netstat(ADMN) command,” on page 5-17), there are several commands and files that you
can use to troubleshoot routing related problems. These include:

e ping(ADMN)

e traceroute(ADMN)

e ripquery (ADMN)

5.4.1 The ping(ADMN) command

Recall from Lesson 3: “Configuring a Network Adapter,” that you can ugangéADMN)
command to verify connectivity of the hosts on your network. (See Section 3.2.2, “The
ping(ADMN) command,” on page 3-14.)

In addition to verifying that routes are working between two hosts, you can uge the
option ofping to record and display routes between hosts. For example, this command line
sends a single packet frdirefly to mantisand displays the route:

ping -R -c1 150.200.75.1
PING 150.200.75.1 (150.200.75.1): 56 data bytes
64 bytes from mantis (150.200.75.1): icmp_seq=0 ttl=64 time=0 ms
RR: spiderl (150.200.75.3)
mantis (150.200.75.1)
spider2 (150.200.76.7)
firefly (150.200.76.12)

--- 150.200.75.1 ping statistics --- 1 packets transmitted, 1 packets
received, 0% packet loss round-trip min/avg/max = 0/0/0 ms

If the ping does not work, follow these steps:

(Note the first three steps were discussed in Section 3.2, “Testing TCP/IP Connectivity,” on
page 3-13).

Step 1. Verify the local protocol stack is working. Pingalhost

Step 2. Verify the network adapter is working. Ping the broadcast address of the
network adapter.

Step 3. Verify the router is receiving our packets. Ping the IP address of the router
that shares the same network address as the host you are pinging from.
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Step 4. Verify the router is forwarding packets. Ping the IP address of the router that
does not have the same network address as the host you are pinging from. If
this does not work, check:

e The IP protocol stack on the router

e That theipforwarding parameter is set tb on the router (see
Section 5.1.2, “Kernel parameters,” on page 5-9)

If you have not yet isolated the problem, usettheeroute(ADMN) command.

5.4.2 The traceroute(ADMN) command

Use thetraceroute(ADMN) command to determine whether a route is working, and if it is
not, where it is broken. The command:

1. Attempts to trace the route that an IP packet follows to a specified host by launching
UDP probe packets that have a srttal{time-to-live) value.

2. Listens for anCMP TIME EXCEEDED reply from a router. Several probes are sent
with differentttl values.

3. If the probe answers come from different routers, the address of each responding router
is displayed. If there is no response within 3 seconds, an asteriskpfinted for that
probe.

The basic syntax is:
traceroute [- options | host
For example:

traceroute ftp.sco.com

1 ts018e01.hil-ny.concentric.net (206.173.18.5) 240 ms 230 ms 230 ms
2 rt001e0101.hil-ny.concentric.net (206.173.18.1) 240 ms 240 ms 230 ms
3 206.83.91.173 (206.83.91.173) 330 ms 320 ms 320 ms

4 us-hqg-corel-f1-0.rtr.concentric.net (205.158.0.4) 330 ms 330 ms 320
ms

5 us-ca-pa-corel-al-0d5.rtr.concentric.net (207.88.0.14) 320 ms 320 ms
320 ms

6 paix.exodus.net (198.32.176.15) 320 ms 320 ms 320 ma

7 scca-01-h0-0-0.core.exodus.net (209.1.169.229) 320 ms 320 ms 310 ms
8 core3-f0-1-0.exodus.net (209.1.169.14) 330 ms scca-01-h0-0-
0.core.exodus.net (209.1.169.229) 330 ms 320 ms

9 sco.com (209.1.239.198) 330 ms 330 ms 320 ms

10 virtualweb.sco.com (209.1.8.14) 330 ms 330 ms sco.com
(209.1.239.198) 330 ms
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Refer to tharaceroute(ADMN) manual pages for more information.

5.4.3 The ripquery(ADMN) command

Theripguery (ADMN) command requests all routes known by a RIP gateway by sending a
RIP REQUESDrPOLLcommand. The routing information in any routing packets returned
is displayed numerically and symbolically.

This command is intended to be used as a tool for debugging routers, not for network
management. SNMP is the preferred protocol for network management.

For example, to send a version 1 RIP POLL packet fr@antisto request all the routes
from the gatewagpider], enter:

ripquery -1 -p spiderl
64 bytes from spider1(150.200.75.3) to 150.200.75.1 version
1

206.173.18.5 metric 1

150.200.76.0 metric 1

150.200.75.0 metric 1
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5.5 Lesson Summary

Routers allow you to connect networks and subnets together. This lesson described how to
install additional network interfaces with tNetwork Interface Manager and then

configure the software to allow IP packets to be sent from one network to another. Finally,
several diagnostic tools were described to help you observe the routing activity on your
system.

Review questions

1. Which kernel parameter is used to enable or disable kernel routing? How does it work?

2. What are the steps a system takes to route an IP packet to a system not directly
connected to the local network segment?

3. What is the kernel routing table? How does it get updated?

4. What are the routing daemons supported by SCO OpenServer Release 5?

5. Which utilities can you use to monitor routing on your system?
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5.6 Lab: Configuring a Router

The purpose of this lab is to modify the classroom network to include one or more routers.
You will also configure and test their associated routes.

5.6.1 Basic router setup

Your instructor will provide you with the information needed to modify the classroom
network’s topology to include one or more routers. Be sure to write down information
relating to the reconfiguration of your host including:

® The new addresses necessary unless you are subnetting an existing network.

e The changes to the protocol parameters of the existing network adapter, for example its
netmask.

e The IP address of the new network adapter your host has if it is going to become a
router.

After gathering the appropriate information, modify your host to implement the instructor’s
plan.

Procedure

You must be logged in asot to perform this lab. You will use procedures from labs in
previous lessons.

If you are configuring your host as a router:

Step 1. Follow the steps for adding a new network adapter in Section 3.1.2.1,
“Adding a network adapter,” on page 3-9. Indicate that you want to configure
your system as a gateway (refer to the procedure in Section 5.1.1, “Installing
additional network adapters,” on page 5-7).

If you need to reconfigure the protocol parameters of your existing network adapter:

Step 2. Follow the steps for modifying a network adapter’s protocol parameters
listed in Section 3.3.2, “Modifying and removing components,” on page 3-
20.

If you are usingetc/hostgo resolve host names to IP addresses in your classroom network
(your instructor will tell you):
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Step 3.

Step 4.

Modify theetc/hostdile to reflect the changes in the classroom network’s
topology. This can involve changing some entries as well as adding entries
for the new network adapters added to routers.

You can perform this step by usimgfC) to edit thdetc/hostdile. Refer to
Section 2.4.3, “The /etc/hosts file,” on page 2-23 for details.

Test connectivity using the tools described in Section 5.4, “Troubleshooting
Routes,” on page 5-36. (HINT: Do not forget to ns¢stat with the-r
option).

Remember that the router must be configured correctly and running in
multiuser mode before you are able to reach systems on other networks.

5.6.2 The ipforwarding parameter

The objective of this lab is to observe the effects ofgfewarding kernel parameter.
You can observe the effects by:

Watching packets flow normally through a router

e Turning off theipforwarding parameter

e Observing that packets are no longer flowing through the router

e Turning theipforwarding parameter back on

e Observing that packets now flow through the router again

Before continuing, verify that everyone in the class is at this point in the lab and that each
system can connect to every other system.

Procedure

NOTE: The procedure outlined below uses the command line. You can also use the
Network Configuration Manager.

Step 1.

Step 2.

Usenconfig(ADMN) to verify the value ofpforwarding issetto1lon
the router systems:

inconfig -v ipforwarding

Observe that packets flow through the routerpigefrom a host on one
side of the router to contact a host on the other side of the router.
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Step 3.

Step 4.

Step 5.

Step 6.

Usenconfig to changepforwarding to O:
inconfig -v ipforwarding O

Test connectivity from non-routers and routers to other systems. Use the
ping(ADMN) andrlogin (TC) commands.

On non-routers, can you connect to systems in other networks? Why or why
not?

On the routers, can you connect to systems in other networks? Why or why
not?

Resapforwarding to 1 withinconfig. For the remainder of the class,
theipforwarding kernel parameter must be set to 1.

inconfig -v ipforwarding 1

Observe that packets flow through the router. Use ping from a host on one
side of the router to contact a host on the other side of the router.
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5.7 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

gated ADMN)

inconfig(ADMN)

netconfig(ADM)

netstattADMN)

ping(ADMN)

ripquery (ADMN)

route(ADMN)

routed(ADMN)

traceroute(ADMN)

Relevant files

Is a routing daemon that handles multiple routing protocols

Is a configuration utility for the default kernel parameters
used by the TCP/IP protocol suite

Configures networking products and can be invoked as the
Network Configuration Manager

Examines currently configured network interfaces and other
network-related data structures, including routing table
information

Verifies connectivity of the hosts on a network

Requests all routes known by a RIP gateway

Manually manipulates the routing tables

Is a routing daemon that implements the Routing Information
Protocol (RIP)

Traces and displays the route an IP packet follows to another
Internet host

/etc/default/inet

/etc/inetd.conf

Configuration file for thenconfig(ADMN) command
documented in thmet(SFF) manual page.

Configuration file for TCP/IP daemons documented in the
inetd.confSFF) manual page.
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5.8 Answers to Review Questions

This section provides suggested answers to review questions.

1. Theipforwarding kernel parameter enables or disables kernel routing. When it is
set to one (1), the system routes IP packets between any of its own network interface
cards. If it is set to zero (0) the system will not route packets between any interfaces.

2. A system routes an IP packet to a system not directly connected to the local network in
the following manner: the IP layer receives a packet addressed to the remote host and it
consults its kernel routing table. The local host applies each netmask to the destination
IP address until it finds a match with the destination address. If no match is found, the
default entry is used; otherwise, it uses the gateway and interface fields of the entry and
then addresses the packet to the specified gateway machine. When the gateway receives
the message, it reads the ultimate destination IP address. Because the address is not its
own and because it is configured as a router, it consults its own kernel routing table.
There, it finds that the ultimate destination can be reached through the local gateway.

3. The routing table is a kernel data structure that contains the following network
information: destination network IP address, netmask, next hop (gateway), and the
identity of the network interface through which the packet is sent to reach the next hop.
The routing table is updated automatically when runningNétevork Configuration
Manager to configure or remove a network interface; manually, using the
route(ADMN) command; and dynamically, using specialized routing daemons running
on the system.

4. The routing daemons supported by SCO OpenServer Release 5 are:
e irdd (ADMN)—implements the Internet Router Discovery Protocol
e routed(ADMN)—implements version 1 of the Routing Information Protocol (RIP 1)
e gated ADMN)—handles the RIP (I or II), EGP, BGP, and OSPF routing protocols

5. You can use theetstaf ADMN), traceroute(ADMN), ping(ADMN), and
ripquery (ADMN) utilities to monitor routing on your system.
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Configuring WAN Connections | \

® WAN interface types

@ WAN protocols

e Configure the Point-to-Point Protocol (PPP)
® Configure SCO PPP

® Configure PPP from Morning Star

® Troubleshoot PPP
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Lesson 6

Configuring WAN Connections

Introduction

Until now, this course has focused on local area networks using Ethernet cards. Your site
might have alternate requirements, such as:

e A need to connect to the Internet

e Multiple geographically distinct LANs that need to be connected to form a wide area
network (WAN)

e Telecommuters

This lesson discusses different networking interfaces and focuses on the use of PPP to
connect LANSs to:

e Other LANs
® Hosts

e The Internet

Objectives

This lesson discusses different LAN and WAN interfaces. By the end of this lesson, you will
be able to:

e Connect LANs to one another and to the Internet
e Configure the various PPP interfaces and associated support files
e Connectto an ISP with PPP

e Troubleshoot PPP
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6.1 WAN Interface Types

Wide Area Networks (WANSs) connect hosts or LANSs that are separated by distances greater
than those supported by LAN technology. Several interfaces developed to connect WANs
include:

e Modems

e [SDN

e DSL

® Leased Lines

e Frame Relay

e Cable modems
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6.1.1 Modems

The term “modem” is derived from the term®dulatoranddemodulatorA modem is a
device that:

e Converts binary data into an audio signal for transmission over a phone line
(modulation)

® Receives an audio signal and converts it back to binary data (demodulation)

Three important factors to consider when choosing a modem are speed, latency, and the
standards supported by the modem.

Speed can be measured by eitbeand rateor bps(bits per second). Baud rate is:

e The rate at which the transmitted signal changes per sewatrelmeasure of
transmission speed because multiple bits can be encoded into each signal.

e Often used incorrectly as a synonym for BPS. BPS is a measure of transmission speed.
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AV 6-2

4 N

Modem Modulation Standards
. Data Rate
Modulation (bits/second) Comments
Bell 103 300
Bell 212A 1,200
V.22 1,200
V.22bis 2,400
V.32 9,600
V.32bis 14,400
V.terbo 19,200
Pre-V.34 modulation with fewer features.

V.FC 28,800
V.34 28,800
V.34bis 33,600
K56 56,000* Proprietary modulation used by Rockwell & Lucent
X2 56,000" Proprietary modulation used by 3COM
V.90 56,000* New ITU Standard. Previously referred to as V.pcm.
(*) Achieve 56,000 bps only on downloads from specially configured providers,

otherwise rate is 33,600 bps. The different modulations are incompatible.

- )
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BPS is:
® A measure of the data transmission rate, in bits of data per second
e Determined by the modulation standard used

To convert to bytes per second, you must understand that there are typically eight data bits
and two overhead bits per byte. Therefore dividing BPS by 10 will yield the rate in bytes per
second.

Latencyis the delay incurred due to the modem processing the data prior to its transmitting.
A high latency time does not lower the amount of data that can be transmitted per second but
causes the data to delay which might degrade performance. Some lower quality modems
have excessive latency times which can cause performance loss.

Standards ensure that modems from different manufactures can communicate effectively.
Several standards have been set by organizations such as the International
Telecommunications Union, Telecommunication Standardization Sector (ITU-T).

Standards control and include:
e Modulation—The modulation standard being used determines the highest data

transmission rate possible. Line noise can cause actual data transmission to go slower.
See AV 6-2 for a list of modulation standards.
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AV 6-3

/

Other Modem Standards | \

Standard

Comments

V.42 error detection and correction

Specifies LAPM error correction and can fall
back to MNP 4 for compatibility.

V.42bis data compression

A ITU-T data compression standard. Most
modems with V.42bis can fall back to MNP Class

V.17 fax modulation

Sends and receives faxes at 14,400 bps or
slower if necessary.

k NADMO0603 © The Santa Cruz Operation, Inc. /
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e Error detection and correction—Allows the modem to detect and correct errors in data
transmission. AV 6-3 shows the current standard.

e Compression—Causes the data to be compressed by the modem before transmission to
increase data throughput. AV 6-3 shows the current standard.

e Fax modulation—Enables the modem to send and receive facsimiles. AV 6-3 shows the
current standard.

Another possible source of confusion regarding speeds involves the connection between the
computer and the modem:

e The modems typically negotiate the speed at which they talk to each other.
e The speed the computer talks to the modem can also be configured.

Configure this to be higher than the modem’s maximum connection speed to
accommodate any compression the modem is using.

When contact is initiated between modems, they:

1. Negotiate which standards they can both support.

2. Determine the speed the line conditions can support.

3. If there is excessive line noise or if the other modem cannot support the highest

standard, the modem typically changes lower standard or a slower speed and tries
again. This procedure is repeated until an appropriate standard is reached.
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AV 6-4

/ | ISDN Channels | )

B Channels

1 D Channel

ISDN Phone Line
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AV 6-5

/ | ISDN Topology | )

Remote Windows Workstations

SCO OpenServer SCO OpenServer
Main Server Remote Server

ISDN TO INTERNET

GENERAL USE

% ISDN TO tortola ISDN TO barbados

tortola
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6.1.2 ISDN

Integrated Services Digital Network (ISDN) is a digital WAN product that uses existing
phone lines to allow digital transmission of voice, data, video. It is faster and more efficient
than modems, which must convert digital signals into sound and back again.

An ISDN setup consists of two types of channed¢greranddata

e |SDN Bearer (B) channels transmit data up to 64Kbps each

e |SDN Data (D) channels carry control information for the phone company, such as call
setup information.

Three common ISDN devices in use include:

e An external ISDN router that has an Ethernet or Token Ring interface to connect directly
to the LAN.

e An external ISDN adapter that connects through a serial port as a modem does. To take
advantage of all of the ISDN bandwidth, you must configure the serial port to run at
least as fast as the ISDN adapter.

e An internal ISDN adapter board that attaches to the bus (for example, PCI or ISA) inside
your existing server. This overcomes the serial port problems with the external adapters.

These devices are configured to bring up a PPP connection with remote ISDN devices. They
can be used to connect two LANSs or connect to an Internet Service Provider (ISP).

AV 6-5 shows a possible ISDN topology. For more information on ISDN, see
http://lwww.acc.com/White/isdn.html

6-11



Configuring WAN Connections

6-12 SCO OpenServer™ Release 5 Network Administration



WAN Interface Types

6.1.3 Other digital subscriber line technologies

Several digital WAN technologies not directly supported by SCO OpenServer, include:

e DSL—Digital Subscriber Line is an umbrella term for a family of similar technologies
that use frequency ranges above standard voice communications to carry data.

e ADSL—Asymmetrical Digital Subscriber Line technology maintains a permanent
connection, so it can be used for providing Internet services such as HTTP, FTP, and
email.

e VDSL—Very high data rate Digital Subscriber Line is similar to ADSL but provides
faster data rates at shorter cable lengths.

e HDSL—High date rate Digital Subscriber Line has symmetrical transmission rates;
uploads and downloads proceed at the same rate.

e SDSL—Single line Digital Subscriber Line is similar to HDSL but uses a single POTS
(plain old telephone service) line for transmission making it more suitable for many
subscriber’s premises.

More information about these services can be found at various sites on the Web, such as
http://lwww.adsl.com.
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/ | Leased Line Speeds in North America and Japan | \
Common Official Description Throughput
Name Name
T DS1 24 64Kbps voice lines multiplexed together 1.5Mbps
T2 DS2 471 lines multiplexed together 6.3Mbps
T3 DS3 7 T2 lines multiplexed together 45Mbps
T4 DS4 6 13 lines multiplexed together 274Mbps
i Any integer multiple, up to 23, of 64Kbps 64Kbs * the number
Fractional T1 FT1 voice lines muliplexed together of lines
. Any intfeger multiple, up to 27, of 1.5Mbps 1.5Mbs * the number
Fractional T2 FT3 T1 lines muliplexed together of lines
NADMO0606 © The Santa Cruz Operation, Inc. /
/ | Leased Line Speeds Elsewhere in the World | )
Official Description Throughput
Name
E1 30 64Kbps voice lines multiplexed together 2.048Mbps
E2 4 E1 lines multiplexed together 8.448Mbps
E3 4 E2 lines multiplexed together 34.368Mbps
E4 4 E3 lines multiplexed together 139.264Mbps
E5 4 E4 lines multiplexed together 565.148Mbps
. Any infeger mulfiple, up to 29, of 6é4Kbps .
Fractional E1 voice ines muliplexed together 64Kbs * the number
of lines
i Any infeger multiple, up fo 3, of 2.048Mbs * the number
Fractional £2 El lines muliplexed together of lines

K NADMO0607 © The Santa Cruz Operation, Inc. /
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6.1.4 Leased lines

Leased telephone lines:

Are point to point connections, like ISDN

Require special telephone equipment called a CSU/DSU that is:

e Used to connect to the phone system

e Usually connected to a router of some kind, or a dedicated board in a host computer
Can use either SLIP or PPP

Can have a considerable cost

Come in various speeds from 64Kbps to 274Mbps as described in AV 6-6.

The Internet’s backbone is comprised of special places known as network access points
(NAPs). NAPs are connected with leased lines running at T3 speeds or better.
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AV 6-8

/

Frame Relay Topology | \

Remote Windows Workstations

SCO OpenServer SCO OpenServer
Main Server Remote Server

GENERAL USE

Frame Relay Cloud

guam
k /
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6.1.5 Frame relay

Frame relay is similar to ISDN because:

It goes through the phone system.
It is purely digital.

It has a variable throughput, ranging from 56Kbps to 1.5Mbps in 64Kbps increments.

It is different than ISDN because:

It is not a point to point connection.

It is a dedicated connection, not switched or dialed.

It sends packets from your interface through a frame cdtayd implemented by the
phone company. The frame relapudbehaves very much like the Internet in that

packets are routed within the cloud to the destination frame relay interface.

It requires special hardware from the phone company. This hardware is connected to a
dedicated router or a frame relay board.

It is usually more expensive to set up and is charged a higher monthly fee than ISDN.

It is usually charged at a flat rate.

It is more versatile than ISDN. A single frame relay interface can be used to send data to
any of your other frame relay interfaces packet-by-packet. ISDN requires separate

connections to perform the same task.

It is a standard of the T1S1 committee of ANSI and ITU-T.
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6.1.6 Cable modems

Cable modems:

® Use existing coax wiring. This is currently being used for cable television to also carry
data communications

e Allow regular television programming and digital data to be transmitted simultaneously

e Currently have no industry wide standards so performance and operation of cable
modems vary between different implementations.

Because bandwidth is shared with other users on a segment in much the same way ethernet
bandwidth is shared:

e Performance at a site can vary greatly depending on the activities of other users.
e |t might be an unsuitable choice for any user requiring consistent bandwidth.

e Packet sniffing could pose security risks.
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6.2 WAN Protocols

The physical differences between WAN and LAN hardware requires that WAN connections
use separate protocols to handle the unique features of WAN hardware.

The original Internet consisted of several LANs interconnected using dedicated phone lines,
calledleased linesrunning at speeds from 9600-56Kbps. This was expensive.

As more sites were added to the Internet and the Internet community thought about opening

access to the public at large, it was clear that access would need to be made available
through something other than leased lines.

6.2.1 Serial Line Internet Protocol (SLIP)

The original Serial Line Internet Protocol (SLIP) was invented to allow TCP/IP to run over
serial lines, much like PPP, except that SLIP was originally designed to work over dedicated
serial lines with hardware flow control.

There was no concept of a connection timing out and being dropped, or dialing a modem.
Modern SLIP implementations can have many PPP features, including:

e PAP and CHAP authentication

e Modem dialing

e Header compression

e Connection time-out

Note: The SCO OpenServer implementation of SLIP does not support PAP/CHAP,
compression, or connection time-out. It does support modem dialing using UUCP, but not
on demand.

Because it was designed to work over dedicated serial lines with hardware flow control,

SLIP has no need for control-character escapes as PPP does. Consequently, some modern
SLIP implementations might be faster than some PPP implementations.
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AV 6-9

/

SCO OpenServer SCO OpenServer
Main Server Remote Server
TO INTERNET
»» GENERAL USE
tortola
\_ )

Example PPP Topology | \

Remote Windows Workstations
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6.2.2 Point-to-Point Protocol (PPP)

The most popular protocol to use over WAN interfaces is the Point-to-Point Protocol (PPP).

PPP provides TCP/IP services over WAN connections:

Allowing the transmission of packets of any network protocol (for example, IP, IPX,
IPv6) over serial or phone lines

Allowing negotiation of configurable options between the two peers, unlike SLIP which
only allows a fixed configuration

Dialing the modem to make outgoing connection requests and how to answer the
modem for incoming connection requests

Monitoring the line and dropping the connection if no packets are sent for some period
of time

SCO OpenServer Release 5 includes two versions of PPP. Both support the transmission of
IP packets using TCP/IP applications suchl@gin (TC) andtelnet(TC) over serial lines.

SCO PPP Installed by default and configured using\igtevork

Configuration Manager

PPP from Morning Star Separately installed from the OpenServer CD-ROM and

configured using thénternet Manager

PPP from Morning Star provides enhanced security features
including:

e Link level peer authentication and periodic re-
authentication

e Advanced packet filtering

e \Virtual Private Networks
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AV 6-10

/

N

| PPP File Usage |

| Outgoing PPP request detected ]
v
[ pppd contacted to make connection |
* —
pppd looks in the ppphostsfile
gets remote systems UUCP name /etc/ppphosts

Y

UUCP subsystem invoked, looks in
Systems file, gets phone number, ...

y

UUCP looks in Devices file to select

Jusr/lib/uucp/S y@

Jusr/lib/uucp/Devices

tty line and invoke Dialer
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6.3 PPP Configuration Overview

Both SCO PPP and PPP from Morning Star support incoming, outgoing, and dedicated
connections. These are referred tdils types or endpoints:

Incoming Accepts PPP connection requests from remote hosts;
sometimes referred to dgnamic incoming

Outgoing Starts an outgoing connection initiated either:

e Dynamically—whenever an outgoing IP packet is present
(for the specified remote host)

e Manually—using the@ppattach command

Dedicated Uses a dedicated serial line connecting a remote host; most
commonly used with leased phone lines between locations

While the specific procedures and file names differ depending on which version is installed,
PPP configuration involves these basic steps:

Configure the hardware Includes these tasks:
e Configure the modem
e Configure the serial port

Configure UUCP Configure the UUCHystem@) file to add an entry for
outgoing connections

Configure PPP Includes these tasks:
e Link the PPP driver into the kernel
e Add the TCP/IP->PPP protocol chain

e Modify the PPP configuration filggpphostspppauth
andpppfilters
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AV 6-11

Ol

Modem Manager | )

Host Modem Ports Options

Configured modems on spiderl.curric.com:
Type

Standard hps hodem

L1

(S ) 2400 Data, 9600 F m <
(" oiceView hModem Types) Standard 300 bps Modem J

3 Standard 1200 bps Modem
ACTIVE Modem Standard 2400 bps Modem
ASKEY

Standard 9600 bps Modem

ST 4 [|Standard 14400 bps Modem

Modem port: /‘ Add port...

Line speed (bps): 38400 /|

Answer mode: ~ On - Off

oK Cancel Help
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6.4 Configuring SCO PPP

Configuring a basic connection using SCO PPP requires these steps:

Step 1. Configure the modem and serial port usindg/théem Manager.
Step 2. Add an entry tsr/lib/uucp/System@dor outgoing connections).
Step 3. Configure PPP using tNetwork Configuration Manager.

While configuring advanced options of PPP can be a complex task, often PPP connections
can be configured with a minimum set of basic parameters. The sections that follow
describe simple PPP connections.

6.4.1 Configuring the modem

The Modem Manager configures your modem by performing these tasks:
e Configuring the serial port characteristics, such as speed
e Disabling or enabling the modem control patgXA for example)

e Adding a dialer entry for the modem/usr/lib/uucp/Devices
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AV 6-12

/ | Modem Manager | )

Host Modem Ports Options Help

Configured modems on spiderl.curric.com:

Type Answers Port Speed Dialer

Z400-5¢

-

SCOadmin
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To configure a modem:

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Start thlodem Manager asroot.

SelecAutomatic Detectionor Manual Configuration.

With automatic detection, the system queries the ports to find the make and
model of your modems. Manual configuration requires you to specify the
vendor, model, and port of your modem.

Select which ports you want to scan and clidRetect

If automatic detection fails, proceed to Step 4.

To configure a modem manually, seldatiem = Add = Manual
configuration and enter the following information:

Modem vendor

Modem model

Line speed

Modem port

Answer mode

If listed, select the manufacturer. Otherwise, select
“Standard Modem Types” which works for most
Hayes-compatible modems.

If listed, select you modem model. Otherwise select
the “Standard Modem” for the speed of your modem.

The speed set in this field must match the speed set
later in theSysteméile. Note that this is not the speed
at which the modems communicate. It is the speed at
which the serial port and the modem communicate.
Set it as high as possible for the type of hardware you
have. (See Step 7). The default is 38400.

Select the modem control serial device (such as tty2A)
corresponding to the port the modem is connected to.

Select “on” if configuring incoming PPP connections.
Otherwise select “Off” to prevent your system from
accepting calls.

Click orOK to accept the configuration.
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AV 6-13

SRy
SCOadmin
Closel Help |
\_ W,
AV 6-14

-

Serial Manager |

IBM-COMZ

Configured serial cards on spiderl.curric.com:

Ports controlled by: IBM—CQOM1

Ports IR@ /O addr

Add
Delete
Modify.

1 3 zFs

-

/etc/inittab Entries | )

Modem on COM1 configured to answer incoming calls:

Sel1a:234.:off /etc/getty ttylam
Se1A:234:respawn:/etc/getty -t60 tty1A o

Modem on COM2 configured for outgoing calls only:

Se2a:234:off/etc/getty ttylam
Se2A:234:off /etc/getty -t60 tty1A o
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Step 6.

Step 7.

Step 8.

Step 9.

Step 10.

Modify the serial port. Click ddonfigure port. Selecting this option starts
the Serial Manager, shown in AV 6-13.

Select the serial port used for the modem, and clibtodify.

When configuring dial out connections, you might not need to make any
modifications. For dial in connections, use these guidelines:

Speed(bps) Try the highest speed port speed supported by your
hardware. Match this speed setting with the modem
configuration (Step 4). For example, if you set the
modem speed to 38400, use that setting here. The
setting depends on your hardware:

8250 UART  Select no higher than 9600 bps
16450 UART Select no higher than 19200 bps
16550 UART Set up to 115200 bps

Line-mode label Leave as is unless you are debugging problems with
an incoming connection.

Login/answer Select “On” for dial in access. This enables the port
for login.
Receive buffer Defer modifying this control until you need to debug

problems or improve performance.
Click orOK and therCloseto exit theSerial Manager.

You see a message that the kernel environment is being rebuilt and these files
are updated:

/etc/conf/init.d/sio  See the examples in AV 6-14
[etc/inittab Updated frontetc/conf/init.d/sio

Seledtlost = Exit to quit theModem Manager.
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AV 6-15

( | The lust/lib/uucp/Devices File

@ (#) Devices 25.2 93/06/30

W FH FHe

CU tty2A - 38400 Standard 28800 bps Modem
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When complete, thBlodem Manager creates entries iusr/lib/uucp/Devicesimilar to
those shown in AV 6-15. The format of tbevicegF) file is:

Connection type Specifies one of two keywords:

e Direct—connects to the modem; useful for testing,
debugging, and setting modem configuration

e ACU—specifies that this is a calling unit

Line Device name of the modem control port
Dialer line Used only with 801 dialers; enter a hyphen as a placeholder
Speed The speed or speed range for the device—matched against the

speed field of the entries iasr/lib/uucp/Systemsith ACU
as the device field.

Dialer Specifies the name of the dialer program (for ACU entries) or
direct. Dialer programs must be presenussr/lib/uucp

Exercise: Add a modem

Run theModem Manager and configure the modem for dialout connectiogs.

Usemore(C) to view/ustr/lib/uucp/Deviceand/etc/inittabmodified by the
Modem Manager.
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6.4.1.1 Testing the modem

To test a dial out connection, usgC) with a phone number supplied by your instructor.
For example:

cu 5551212

If you have problems, enable debugging with-ttteflag:
Cu -x9 5551212

Enter~. to drop a connection after it is established.

To test a dial-in configuration, use from a remote UNIX system, or use a Windows
terminal emulation program, suchlgperTerminal to call the modem.

If cu fails, see Section 6.6, “Troubleshooting PPP,” on page 6-76. Also resieotielp=
SCO OpenServer Handbook= Troubleshooting modems
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Exercise: Test the modem

Test the modem withu using the phone number provided by your instructpr:

CU -XO ##-H#HHH
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AV 6-16
/ | The /usr/lib/uucp/Systems File | \
#  Q((#) Systems 73.1 98/06/30
#
...
isp Any ACU 38400 19015551234 ogin: nppp sword:Ka9Qyes!
\ TS
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6.4.2 Configuring UUCP

After you have configureflisr/lib/uucp/Devicesand verified that you can dial out from
your system usingu(C), edit the'usr/lib/uucp/Systemfde to configure information about
the dial-out connection to the remote system. Note th&ykem@-) file is not used for

incoming connections.

Add a line similar to the one shown in AV 6-16. The specific entries you will need depend
on your port and modem attributes. The fields inSkistemdile are:

Site name

Schedule

Device type

Speed

Phone

Login script

Name by which the remote system is known. This does not
have to be the actual remote system name. It is the name by
which that system is known locally.

Day/time when you may ca#hy day is commonly used for
dialout connections.

Specifies one of two keywords, matching the corresponding
field in /usr/lib/uucp/Devices

e Direct—connects to the modem
e ACU—specifies that this is a calling unit

The speed or speed range for the device. This field is matched
against the corresponding field/umsr/lib/uucp/Devices

Phone number for the remote system

Specifies the login sequence on the remote system in the
format:

expect send

In this example, when the stringdin ” is received, the login
name ‘hppp " is returned.

When you have added an entry for your outgoing connection, test the connectioa with

cu site-name

The modem will dial the number in ti&ystemdile that corresponds to the entry beginning

with site-name.
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Note that the login script information entered in 8ystemdile is not used witlcu. It is
used when connecting with PPP. To complete this test connection, you would enter your

login information manually.

To test the login script, use thetry (ADM) command. As witlcu, the-x9 option sets
debugging:

{usr/lib/uucp/uutry -x9 -r site-name
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Exercise: Configure and test UUCP

Create the fildusr/lib/uucp/Systemasnd add aACUentry for your remote
system using information provided by your instructor.

Test the configuration:
Cu site-name

{usr/lib/uucp/uutry -x9 -r Site-name
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AV 6-17
( | The Network Configuration Manager | \
A eow Compran g o
Hardware Protocol Help

Current networking configuration:
[6E8 sco TCPiP Loopback driver =

L-vtnsio TCPAP
3C0O NFS Runtime System

Im AbAD PCMet-PCI/Racal InterLan PCI T2 - PCI Bus# 0,0evice# 17,Functions 0

L"CEO TCP/P
3C0 MFS Buntime System

Select type of WAN connection to be added:

Continuel Cancel |
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| PPP Connection Type

Flease choose a connection type:

+ Dynamic Qutgoing
~ Dynamic Incoming

~ Dedicated

4 Manual Outgoing

oK | cancel| Help
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6.4.3 Configuring SCO PPP outgoing connections

TheNetwork Configuration Manager configures SCO PPP for an outgoing connection by
performing these tasks:

Adding the PPP driver

Configuring the TCP/IP protocol

Modifying the PPP configuration filéetc/ppphosts

Modifying other PPP configuration files (if needed), sucle&spppauth

Modifying /etc/tcpto start the PPP daemamppd, at boot time

When finished, th&letwork Configuration Manager prompts you to relink the kernel and
reboot the system.

6.4.3.1 Configuring an SCO PPP manual outgoing connection

To configure a manual outgoing PPP connection:

Step 1. Configure the hardware and UUCP. See Section 6.4.1 on page 6-25 and
Section 6.4.2 on page 6-35.

Step 2. Start thdletwork Configuration Manager

Step 3. Seledardware = Add new WAN connection.

Step 4. Select “SCO TCP/IP PPP driver” from this list of WAN connection types and

click onContinue.

Step 5. Select “SCO TCP/IP” as the networking product to be added to the PPP

driver and click orAdd.

Step 6. Choose “Manual Outgoing” as the connection type and cli€on
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AV 6-19

/ | Manual Outgoing Link Configuration | \

e

Local host name:
Host IP address: | 127,1.1,1
Destination name:
Destination IP address: | 127.1.1.2
Hetmask:
UUCP destination name: | uucp-isp
Humber of UUCP retres: |1

Gateway: 4 Yes <+ Ho

K NADM0619 ® The Santa Cruz Operation, Inc. /
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Step 7.

Fill in the configuration form:

Attach name

Local host name

Host IP address

Destination name

This is the name that is used to bring up the
connection with th@ppattach command. For
example, if you enter ‘isp’ here, you will bring up the
outgoing connection with the command:

pppattach isp

Enter a unique name by which this interface is known
locally. The name is added fetc/hostawith the IP
address entered in the next field.

If the remote host assigns the IP address, leave the
local host name blank.

Enter an IP address for the local-side of the
connection. It is added fetc/hostsf a local name is
entered in the previous field.

The remote system ignores this address if it assigns
the IP address.

The name by which the remote system is known. This
does not need to match the host name configured on
the remote system. The name is adde@éttwhosts
with the destination IP address entered in the next
field.

If the remote host assigns the IP address, leave the
destination host name blank.

Destination IP address

Enter a unique IP address for the remote-side of the
connection. It is added fetc/hostgf a destination
name is entered in the previous field.

The remote system ignores this address if it assigns
the IP address.
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AV 6-20

4 N

Manual Outgoing Link

Attach name: Iisp | gd\:_amced|

Local host name: I

Host IP address: |12?‘1‘1‘1

Destination name: I

Destination IP address: I 127.1.1.2

Netmask: I

UUCP destination name:

uucp—isp

Humber of UUCP retries: I 1

Gateway: 4 Yes .« Ho

/etc/ppphosts

127.1.1.1:127.1.1.2 attach=isp uucp=uucp-isp retry=2

/ust/lib/uucp/Systems

uucp-isp Any ACU 38400 nnnnnnn login:nppp sword:Ka9yes!

Jusr/lib/uucp/Devices

ACU ttylA - 38400 standard 28800 bps Modem
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Netmask If specifying IP addresses, enter the netmask. The
netmask must match the netmask used by the remote
system. The default is 255.255.255.0.

If using dynamic IP addresses assigned by the remote
server, leave this blank.

UUCP destination name
Enter the site name of the remote system configured in
[usr/lib/uucp/Systems

Number of UUCP retires
Specify the number of times UUCP tries to connect to
the remote system. The default is 2.

Gateway Select “Yes” if this PPP interface is not the first on
your system and you want to route packets between
them.

Step 8. Click orOK when the form is filled in.

Step 9. Click orNo when asked to configure more links.

Step 10. Click orOK when the successful configuration message displays.

Step 11. Seledtlardware = Exit.

Step 12. Click oryesto relink the Unix kernel. Answer “y” to the prompts to boot the

new kernel by default and rebuild the kernel environment.

Step 13. Presg=| to continue when the kernel has been rebuilt, and exit the
Network Configuration Manager.

Step 14. Reboot the system.

When the system is restarted, the PPP daemon is started and reads the new entry created in
letc/ppphostsas shown in AV 6-20. Note that the UUCP files are not modified by the

Network Configuration Manager. They are included to show the relationships between

the UUCP and PPP configuration files.
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6.4.3.2 Initiating a manual outgoing PPP connection

Once PPP has been configured, connect using a manual lingppigttach(ADMN):
pppattach  site-name
When the connection succeeds, netstat(TC) to check the PPP interface. If the

connection is configured to use remotely-assigned IP addresssist will display the
assigned IP address:

netstat -in

Name Mtu Network Address Ipkts lerrs Opkts Oerrs Coll
net0 1500 150.200.76  150.200.76.1 5008 O 1495 0 0
[o]0] 8232 127 127.0.0.1 820 O 820 O 0
atlo* 8232 none none No Statistics Available

ppp0 1500 207.143.209 207.143.209.82 15 0 16 0 0
Test the interface using ping (ADMN). For example:

ping 207.142.209.82

If this PPP link is the default route to the Internet, add the IP address to the routing table
usingroute(ADMN). For example:

route add default 207.142.209.82
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AV 6-21

( | Add PPP Links | N

@@ hManual Outgoing Link Attach = isp

N i S
+ Remove - Modify
OK | Cancell Help |
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6.4.3.3 Configuring an SCO PPP dynamic outgoing connection

The procedure for configuring a dynamic outgoing connection is similar to configuring a
manual connection.

To configure a dynamic outgoing connection:

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.
Step 6.

Step 7.

Step 8.

Configure and test the modem, if you have not already done so. (See Section
6.4.1 on page 6-25.)

Configure UUCP for this connection by making a new entry in
lusr/lib/uucp/Systent®r this site. (See Section 6.4.2 on page 6-35.)

If you have not yet configured PPP, follow the procedures in Section 6.4.3.1,
“Configuring an SCO PPP manual outgoing connection,” on page 6-39
noting these differences:

e In Step 6, select “Dynamic outgoing” as the PPP connection type.

e In Step 7, note the differences in the link configuration parameters when
configuring a Dynamic link. Follow the guidelines below in Step 9.

If PPP is already configured, startNlaéwork Configuration Manager as
root.

Select “SCO TCP/IP” under “SCO TCP/IP PPP driver.”
SeledProtocol = Modify protocol configuration.

Toggle “Add” and click 0®K when the currently configured links are
displayed.

Toggle “Dynamic Incoming” and click @K.
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( | Dynamic Outgoing Link Configuration | \
Local host name: | ppp-werther Advanced
Options...
Host IP address: | 200.100.65.1
Destination name: I ppp—tamar
Destination IP address: I 200.100.80.1
Netmask: | 255 ,255.0,0
UUCP destination name: I werther
Mumber of UUCP retries: I | |
Gateway: 4 Yes ~ No
OK Cancel Help
k NADMO0622 © The Santa Cruz Operation, Inc. J
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Step 9.

Fill in the dynamic outgoing link configuration form shown in AV 6-22:

Local host name

Host IP address

Destination name

Enter a unique name by which this interface is known
locally. The name is added fetc/hostswith the IP
address entered in the next field.

If the remote host assigns the IP address, leave the
local host name blank.

Enter an IP address for the local side of the
connection. It is added fetc/hostsf a local name is
entered in the previous field.

The remote system will ignore this address if it assigns
the IP address.

The name by which the remote system is known. This
does not need to match the host name configured on
the remote system. This is addeddtz/hostswvith the
destination IP address entered in the next field.

If the remote host assigns the IP address, leave the
destination host name blank.

Destination IP address

Enter a unique IP address for the remote side of the
connection. It is added fetc/hostawvith the
destination name.

The remote system will ignore this address if it assigns
the IP address.
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AV 6-23

4 N

Dynamic Outgoing Link

Advanced
Options...

Local host name: I ppp-werther

Host IP address: | 200,100,565, 1

Destination name: I ppp-tamar

Destination IP address: I 200,100,80,1

Netmask: | 255,255, 0,0

UUCF destination name: I werther

Number of UUCP retries: I q |

Gateway: 4 Yes « No

QK | Cancell Help |

/etc/ppphosts

ppp-tamar:ppp-werther uucp=werther retry=2 mask=255.255.0.0

/etc/hosts
200.100.65.1 ppp-werther
200.100.65.2 ppp-tamar
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Netmask If specifying IP addresses, enter the netmask. The
netmask must match that used by the remote system.
The default is 255.255.255.0.

If using dynamic IP addresses assigned by the remote
server, leave this blank.

UUCP destination name
Enter the site name of the remote system configured in
[usr/lib/uucp/Systems

Number of UUCP retires
Specify the number of times UUCP tries to connect to
the remote system.

Gateway Select “Yes” if this PPP interface is not the first on
your system, and you want to route packets between
them.

Step 10. Click orOK when the form is filled in.

Step 11. Click orNo when asked to configure more links.

Step 12. Click orOK when the successful configuration message displays.
Step 13. Seledtlardware = Exit.

If you had previously configured the PPP driver, you are not prompted to relink the kernel.

A new entry is added tletc/ppphostfor the dynamic outgoing link and the host names and
IP addresses are addeddtc/hostsAV 6-23 shows an example entry.

6.4.3.4 Initiating a dynamic outgoing PPP connection

Dynamic outgoing links are established when an IP packet is detected for the remote site. To
test the dynamic link configuration, usgg(ADMN) or telnet(TC) to send a packet to the
remote site:

ping 200.100.65.1
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Usenetstat(TC) to verify that the interface is up. You should see an entry for the PPP
interface.

For example:

netstat -in
ppp0 1500  200.100 200.100.65.1 15 0 16 0 0

If this PPP link is the default route to the Internet, add the IP address to the routing table
usingroute(ADMN). For example:

route add default 200.100.65.1
To close a PPP connection, useitbenfig(ADMN) command. For example:

ifconfig pppO down
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6.4.4 Configuring SCO PPP incoming connections

Configuring incoming PPP connections is similar to the procedure for creating outgoing
connections, except the UU@Eystemdile (/usr/lib/uucp/Systemsloes not need to be
configured. To configure an incoming PPP connection:

Step 1.

Step 2.

Step 3.

Step 4.
Step 5.

Step 6.

Step 7.

Configure the modem to answer calls (see Section 6.4.1 on page 6-25).

If you do not already have the PPP driver configured, follow the procedure in
Section 6.4.3.1 on page 6-39, noting these differences:

e In Step 6, select “Dynamic incoming” as the PPP connection type.

e In Step 7, note the differences in the link configuration parameters when
configuring a Dynamic link. Follow the guidelines for Step 8 below.

If PPP is already configured, startNlaéwork Configuration Manager as
root.

Select “SCO TCP/IP” under “SCO TCP/IP PPP driver.”
Seled®rotocol = Modify protocol configuration.

Toggle “Add” and click 0®K when the currently configured links are
displayed.

Toggle “Dynamic Incoming” and click @K.
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AV 6-24
( | Dynamic Incoming Link Configuration | \
PPP logi . Advanced
@gin name I s Options...
Local host name: I pEp-in
Host IP address: |132‘147‘24.100
Destination name: I pop-remote
Destination IP address: I 132,147,24,201
Netmask: |255.255.255.CI |
OK | Cancell Help |
\_ )
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Step 8. Fill in the form shown in AV 6-24 using these guidelines and cli€on
when finished.

PPP login name: Accept the defaultinpipp or change the name. A
user account with this name is added=to/passwd
with a login shelbf /usr/lib/ppp/pppwhich passes
connection information tpppd.

Local host name Enter a name for this incoming link. This name must
be different from any other networking interface
configured on this system.

Host IP address: There are three options for assigning IP addresses for
the local side of an incoming link:

e Enter a unique IP address for this
connection.

e Leave this field blank if you want the
remote system to assign an IP address.

® Use/etc/ppppooko dynamically assign an
address from a pool.

It is recommended that you specify an IP address
initially to verify that the connection works properly
in a basic configuration.

Destination name Enter a name for the remote system. The choice of
name is arbitrary (but must be unique on this system).
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AV 6-25

4 N

Dynamic Incoming Link

(S PP Oynanic incoming Uk Confguaton 11|

Advanced
Options...

PPP login name: I nppE

Local host name: I opp-in

Host IP address: | 132,147,24,100

Destination name: I ppp-remote

Destination IP address: I 132,147,24,201

Metmask: | 255,255,255,

OK | Cancell Help |

/etc/ppphosts

*nppp local=ppp-in remote=ppp-remote

/etc/hosts
132.147.24.100 ppp-in
132.147.24.201 ppp-remote

k NADMO0625 © The Santa Cruz Operation, Inc. /
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Destination IP address
As with local addresses, there are three options for
assigning IP addresses for the remote side of an
incoming link:

e Enter a unique IP address for this
connection.

e [Leave this field blank and the remote
system assigns an IP address.

® Use/etc/ppppooko dynamically assign an
address from a pool.

It is recommended that you specify an IP address
initially to verify that the connection works properly
in a basic configuration.

Netmask Enter the netmask. The netmask must match that used
by the remote system.

The user account is now created using the account name provided in the
configuration form.

Step 9. Type “y” or “n” when prompted to specify a user ID (UID) and enter a UID
number. If you do not specify a UID, the system assigns one. Ffgs®
continue.

Step 10. Enter the password for the new PPP login account when prompted.

Step 11. Click orNo when asked to configure more links.

Step 12. Click orOK when the successful configuration message displays,

Step 13. Seleddardware = Exit. You are not prompted to relink the kernel if the

PPP driver is already configured.

When finished, a new entry is addeddtc/ppphost$or the dynamic incoming link. AV 6-
25 shows an example entry.

A new user account is created with the login and password you specified, and a login shell
of /ust/lib/ppp/ppp
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6.4.5 Configuring SCO PPP dedicated connections

Dedicated connections are used with a serial line that is reserved exclusively for a single
connection, such as a leased line between buildings. Either host can initiate the connection.

As with other types of PPP connections, Metwork Configuration Manager is used to
configure dedicated connections.

Step 1.

Step 2.

Step 3.

Step 4.
Step 5.

Step 6.

Step 7.

Configure the serial port, if necessary.

If you have not yet configured PPP, follow the procedures in Section 6.4.3.1,
“Configuring an SCO PPP manual outgoing connection,” on page 6-39
noting these differences:

In Step 6, select “Dedicated” as the PPP connection type.

In Step 7, note the differences in the link configuration parameters when
configuring a dedicated link. Follow the guidelines for Step 8 below.

If PPP is already configured, startNlaéwork Configuration Manager as
root.

Select “SCO TCP/IP” under “SCO TCP/IP PPP driver.”
Seled®rotocol = Modify protocol configuration .

Toggle “Add” and click 0®K when the currently configured links are
displayed.

Toggle “Dedicated” and cli€kK .
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( | Dedicated Link Configuration | N
Tty line for PPP: [/clev/ttyl Advanced
v or I Evrttd-s f‘ Options...
Baud rate for fdevittyla: |38400 /‘
Local host name: | ppp-paris
Host IP address: | 132.147,245,77
Destination name: I ppp-rome
Destination IP address: | 132,147,116.,55
Netmask: | 255, 255,0.0
Gateway: 4 Yes ~ No
OK | Cancell Help |
k NADM0626 © The Santa Cruz Operation, Inc. J
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Step 8.

Fill in the form shown in AV 6-26 using these guidelines:

Tty line for PPP Enter the serial port used by this link. Use the non-
modem-control port.

Baud rate Enter the line speed for the serial port.

Local host name: Enter a name by which this interface is known locally.

NOTE: This name must be different from any other
networking interface configured on this system.

Host IP address: Enter a unique IP address for this connection.

The remote system must agree to use the specified
address or the local system refuses to establish the
link.

The host name and IP address are enterdafinosts
Destination name The name by which the remote system is known.

Destination IP address
Enter a unique IP address for the remote end of this
PPP interface.

The remote system must agree to use the specified
address or the local system refuses to establish the
link.

Netmask Enter the netmask. The netmask must match that used
by the remote system.

Gateway If this network interface is not the first on your system
and you want to route packets between them, select
“Yes.”
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AV 6-27

/ | Advanced Options | \

E—————— e imomgme |

Debug level: ~ 0 1 2

Tag for fetefpppfilter:

Inactivity timeout (minutes):

Async. control character map (hex.): I
Line flow control: 4 none + Xohxoff ~ rtscts

Protocol field compression: 4 Yes + No
Address-control field compression: 4 Yes ~ No
IP address negotiation: 4 Yes ~ No
Old IP address negotiation: - Yes 4 No
Wan Jacobson TCP header compression: 4 Yes ~ No
Old PPP compatibility: « Yes 4 No

Authentication protocol: 4 none -~ PAP  +, CHAP

Authentication timeout (minutes): I

Local host ID: I rome

Local host password: I 1352y |

0K Cancel Help

K NADMO0627 © The Santa Cruz Operation, Inc. /
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K | Dedicated Link Configuration Files | \

/efc/ppphosts

ppp-paris:ppp-rome staticdev=/dev/ttyla speed=38400
mask=255.255.0.0 auth=pap name=rome

/etc/pppauth

*rome 135zyx

/etc/hosts

132.147.246.77 ppp-rome
132.147.118.55 ppp-paris

K NADM0628 © The Santa Cruz Operation, Inc. j
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Step 9.

Step 10.

Step 11.
Step 12.

Step 13.

Click orAdvanced Optionsto configure authentication. This is especially
important for dedicated links, which use no other type of authentication
(such as logging in) to access the system. This example uses Password
Authentication Protocol (PAP):

Authentication protocol Select PAP.

Local host ID Enter a name for identifying the
connection. This updatéstc/pppauth.

Local host password Enter a password used to authenticate
the connection.

Click orOK to exit theAdvanced Optionsscreen, and again to complete
the PPP configuration.

Click orNo when asked to configure more links.
Click orOK, when the successful configuration message displays,.

Seleddardware = Exit.

You are not prompted to relink the kernel if the PPP driver is already configured.

A new entry is added t@tc/ppphost$or the dynamic incoming link. Thetc/pppautHile
is updated with the PAP entries. AV 6-28 shows an example entry.
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AV 6-29

4 N

Advanced Options

Debug level:

Tagqg for fetcfpppfilter:

Inactivity timeout (minutes):

Asyne. control character map (hex.):
Line flow control: 4 none  ~r xonxoff ~ rtscts

Protocol field compression: 4 ¥Yes « Mo
Address—control field compression: 4 Yes - Mo
IP address negotiation: 4 Yes « Mo
Old IP address negotiation: - Yes 4 Mo
Van Jacobson TCP header compression: 4 Yes ~ Mo
Old PPP compatibility: - Yes 4 Mo

Authentication protocol: 4 none -+ PAP - CHAP

Authentication timeout {minutes): I

Local host ID: I rome

Local host password: | 135zy:{

Cancell

k NADMO0629 © The Santa Cruz Operation, Inc. /
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6.4.6 Advanced SCO PPP configuration

There are numerous configuration parameters that enhance the usability and security of
SCO PPP. These are configured by:

e Selecting théddvanced Optionsbutton on each link configuration form used by the
Network Configuration Manager

e Manually editing additional PPP configuration files, including:

letc/pppauth Specifies PAP and CHAP protocols configuration for connection
authentication
letc/pppfilters Allows pppd to select which packets are transmitted or received

over a PPP interface. See Section 10.2, “Packet filters,” on page
10-7 for more information.

letc/ppppool Provides a dynamic IP addressing scheme for an incoming SCO
PPP connection

To learn more about using these options,ssadelp= Networking Documentation =
Networking Guide = Configuring the Point-to-Point Protocol (PPP)
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AV 6-30

4 N

The Internet Manager

File Edit “iew Go  Communicator

¢« = A &4 2 £ <$ &

Back Forvard Reload Home  Search  Guide Print  Security  Stop

r ¢~ Bookmarks & Location: l[http://ln:n:alhast:615;’mana/mana

i 2 Members ¢ WebhMail @ Connections ¢ BizJournal ¢ SmartUpdate ¢ Mktplace

Internet Manager =
S5CO

More Help |

Internet Services

Select a service to confipure:

(I (HE &0

 —
Afeb Bdail et Security Dielete

‘ Enable Virmel Domains |

k NADMO0630 © The Santa Cruz Operation, Inc. /
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6.5 Configuring PPP from Morning Star

To use PPP from Morning Star, you must first install the “PPP for Morning Star” software
package from the SCO OpenServer Release 5 CD-ROM. It is not necessary to remove
existing UUCP and PPP configuration files, if SCO PPP is configured. These can be used as
guides for configuring Morning Star PPP.

After installation, Morning Star PPP is configured usingltiternet Manager. The
Internet Manager performs these tasks:

o Creates dialer entries lasr/lib/mstppp/Devices

e Creates dial-out entries lasr/lib/mstppp/Systenisr outgoing connections
e Adds entries tdusr/lib/mstppp/Autostaffor starting theoppd process

e Adds entries tdustr/lib/mstppp/Account®r incoming connections

e Adds entries tdusr/lib/mstppp/Autlif authentication is specified

e Starts the PPP daemdusr/lib/mst/pppdand brings up the configured outgoing
interfaces

To run thelnternet Manager, you must enter the administrative user ID and password. By
default, the user nameasimin and the password is the same agdloé password.
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AV 6-31

4 N

Outbound PPP Connection - Morning Star

File Edit “iew Go Communicator

4« = A &4 a2 £ <$ &

Back Forvard Reload Home  Search  Guide Print  Security  Stop

; ¢~ Bookmarks & Location: Ehttp:X/ln:n:alhast:615/mana/mana

- & Members o WebhMail ¢ Connections ¢ BizJoumal ¢ SmartUpdate ¢ Mktplace

Internet Manager o o
5CO

Back | ‘ Internet Serdces | Mlore Help |

Create nesw PPP dial-out connection:

Local PPPIP address: I 127.0.0.2

Remote PPPIP address: I 127.0.0.3

Remote PPP account login name: I paris-pppil
Remote PPP account password: I ST EEELL
Pemote FPP accomnt password [, L, 4, 7
(again): I :

Remote phone rumber: I 18005556664

Modem and connection type:

Comnect via: ~Direct serial line  #Modem

Connection times out in: I:O seconds

Dial at boot time and maintain ink? Yes Mo

[ | |

k NADMO0631 © The Santa Cruz Operation, Inc. /
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6.5.1 Outbound Morning Star PPP connections

To create an outgoing Morning Star PPP connection:

Step 1.

Step 2.

Step 3.

Step 4.

Start thénternet Manager. Useadmin as the user ID and enter tloot
password.

Click orOK to choose the “Add a PPP connection” selection, displayed by
default when thénternet Manager is first started.

Otherwise, click on théleticon and thef?PP Connections> Add New
Dial-out PPP Connection

Fill in the formCreate new PPP dial-out connection

Local PPP IP address
Enter an IP address for the local system. If the remote
system assigns an IP address, toggle “Dynamic.” The
address is ignored (but must be entered).

Remote PPP IP address
Enter an IP address for the remote system. Toggle
“Dynamic” if applicable. The address is ignored (but
must be entered).

Remote PPP account password
Enter the password for your account on the remote
system.

Remote phone number
Enter the phone number of the remote system. Be sure
to include dashes (-).

Fill in the forrModem and connection typeusing these guidelines:

Connect via Toggle “Modem” unless you have a direct serial
connection.

Connection times out in:
Enter the number of seconds the connection needs to
be idle before it hangs up.
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AV 6-32

/ | Outbound PPP Connection - Morning Star (Continued) | \

File  Edit View  Go  Communicatar He\p-li
4 ¥ 3 4 2 £ S & T
|

|

IE Back Forward Reload  Home Search Guide  Print  Securty  Stop
I" ¢~ Booknarks B Location: frttp://1acalnost :615/mana’nana /]
I"‘ o Members ¢ WebMail 4 Connections ¢ EizJoumal 4 SmartUpeate 4 Mktplace

5

Bene 5 24000
Generic US Robotics
Hayes ISDN Adapter, S6Kbps
Hayes ISDN Adapter, 64Kbps
Hayes Smartmodemn 9600V

Wodem type:

Optional security information:
Chat sexipts sre modified on the Advanced PP connections page.

PAPICHAP name: |§spider1 Lcurric. com

PAPICHAP secrer I
PAPICHAP secret {again) I
Address parsing information:
Nemask for PPP connection: |2 55.255.255.0
Connection information:
Drebugging level: 10 -

Cancel] Create]
= Lol
K NADM0632 © The Santa Cruz Operation, Inc. /

AV 6-33

K | Outgoing PPP Connection - Morning Star Configuration Files | \

Jusr/lib/mstppp/Autostart

/usr/lib/mstppp/dialout 127.0.0.2~:127.0.0.3~ auto exec
/usr/lib/mstppp/exec.dialout netmask 255.255.0.0 idle 60

Just/lib/mstppp/Systems

hayes2400 ttylA 38400

Just/lib/mstppp/Autostart

127.0.0.3 Any;5 ACU 38400 18005556666 "" "" ogin:--login:
\ppp-parisl word: \glQ8kyes!

K NADMO0633 © The Santa Cruz Operation, Inc. j
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Step 5.

Step 6.

Step 7.

Step 8.

Dial at boot time and maintain link?
Toggle “Yes'’ if this link is started at boot time.

Serial port speed Select the baud rate for your port.
Serial device Enter the modem control device for the port.
Modem type Select your modem from the list. If not listed, try a

generic entry such dmyes2400 .
Fill in the formOptional security information, if applicable:
PAP/CHAP name Enter the authentication name for this connection.
PAP/CHAP secret  Enter the authentication secret for this connection.

Enter an appropriate netmask. This must match the netmask used on the
remote server. If unknown, use the default 255.255.255.0.

Set the debug level.

Click orCreate when finished.

Thelnternet Manager modifies the Morning Star configuration files as shown in AV 6-33.
To test the connection, see Section 6.4.3.4, “Initiating a dynamic outgoing PPP connection,”
on page 6-51.
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AV 6-34

/ Inbound PPP Connection - Morning Star A

File Edit “iew Go  Communicator

4« =2 A &4 a2 £ =S &

Back Forwvard Reload Home  Search  Guide Print  Security  Stop
¥ .§” Bookmarks 4 Location: Ehttp:/f’lcuc:alhnst:615/mana/mana

v 4 Members o Webhail ¢ Connections ¢ Bizdournal ¢ SmartUpdate ¢ Mktplace

Internet Manager -
SCOC

Back | ‘ Internet Senvces | Idore Help |

Create nesy PPP dial-in connecton:

Local PPP account login narne: I pppshanz

Local PPP account password: | * % # # & & ]

Enter password again: | x###x &

Local PP IF address: I 200.100.50.1C

Remote PPPIF address: I 200.100.50.100

Seconds vntl connecton dmes vt | 300

Cptional security information:

PAPICHAP narne: ]

PAPICHAP secret: |}

[= | 100%

k NADMO0634 © The Santa Cruz Operation, Inc. /
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6.5.2 Inbound Morning Star PPP connections

To create an incoming Morning Star PPP connection:

Step 1.

Step 2.

Step 3.

Start thénternet Manager. Useadmin as the user ID and enter tloot
password.

Click orOK to choose the “Add a PPP connection” selection, displayed by
default when thénternet Manager is first started.

If this is not the first time thinternet Manager has been started, click on
theNeticon and the®PP Connections> Add New Dial-in PPP
Connection

Fill in the formCreate new PPP dial-in connectiorusing these guidelines:

Remote PPP account login name
Enter the account name used by the remote system to
login into the local system. This must be a new
account name that does not already exist.

Remote PPP account password
Enter the password for your account on the remote
system.

Local PPP IP address
Enter an IP address for the local system. This must be
a unique address that is not being used for any other
networking interface.

Remote PPP IP address
Enter an IP address for the remote system. If the
remote system assigns an IP address, toggle
“Dynamic.” The address is ignored (but must be
entered).

Seconds until connection times out
Enter the number of seconds the connection needs to
be idle before it hangs up. Enter ‘0O’ (zero) to keep the
link connected continuously.
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AV 6-35
/ | Inbound PPP Connection - Morning Star Configuration Files | \
Jusr/lib/mstppp/Accounts
pppshan 200.100.50.10:200.100.50.100~ exec
/usr/lib/mstppp/exec.dialin netmask 255.255.255.0
\_ Y,
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Step 4. Fill in the fornOptional security information if applicable:
PAP/CHAP name Enter the authentication name for this connection.
PAP/CHAP secret Enter the authentication secret for this connection.

Step 5. Enter an appropriate netmask. This must match the netmask used on the
remote server. If unknown, use the default 255.255.255.0.

Step 6. Set the debug level.
Step 7. Click orCreate when finished.
Thelnternet Manager modifies the Morning Star configuration file

lusr/lib/mstppp/Accountgs shown in AV 6-35. Test the connection by dialing in from
another system.

6.5.3 Advanced Morning Star PPP configuration

The are numerous configuration parameters that enhance the usability and security of PPP
from Morning Star. These are configured by editing these files:

{usr/lib/mstppp/Filter Allows pppd to select which packets should be transmitted or
received over a PPP interface

{usr/lib/mstppp/IPPool Provides a dynamic IP addressing scheme for an incoming
SCO PPP connection

{usr/lib/mstppp/Login PPP login description file format

To learn more about using these options,seahelp= SCO Internet Family
Documentation= SCO PPP from Morning Star User’s Guide
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6.6

Troubleshooting PPP

Configuring systems to communicate can be a complicated task. A problem that occurs at
any step of the configuration process can cause a PPP session to fail. Problems with PPP
negotiations, especially on new configurations is not rare.

It is important to diagnose which component or parameter is failing in order to properly
configure and repair a connection. Diagnosis of a PPP problem can be attacked
systematically through a series of steps:

1. Manually test the connection.

2. Enable and examine PPP logs.

3. Check that the PPP interface exists.

4. \erify network connections between hosts.

5. Check routing.

6. Reset PPP.

6.6.1 Testing the connection with cu(C)

Before investigating PPP issues, it is a good idea to verify the underlying communication

channel. This is especially important for analog modems and phone lines. To verify an

incoming connection:

e Call the line from a normal voice phone on a different line and listening for the
distinctive high-pitched sound of a modem answering. This will verify that the phone
number is correct and that the modem is set to auto-answer.

e Call the system usingu(C) to verify that the correct prompts are displayed when the
phone is answered. Tloe command is discussed below.

To verify an outgoing connection:
e Use a normal voice phone to verify that there is a dial tone on the phone line.

e Use thecu command to place an outgoing call.
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To test the connection between the systems, try the following commands:

® cu 5551234
This command causes the modem to call the specified phone number and tries to
establish a connection. If this works, your modem Badice$SFF) file are probably
configured correctly.

® Cu Ssysname
This command again tries to contact the remote machine but this time refers to the
SystemSFF) file for the entry correspondingdgsnameo retrieve connection
information. If this fails, check this file for misconfiguration.

® Cu-X Sysname
By default,cu(C) does not use the login script specified inSlgstemSFF) file. Thex
option enables the use of the script. If the previous commands were successful and this
one fails, check the login script.

You may also want to specify:

e -dto enable debugging to the screen

e -| to specify which device to use

Enter~. to drop a connection after it has been established.

Thecu command can also be used to send AT commands directly to the modem. Consult

your modem hardware documentation for the commands accepted by your modem. The

commands used in the examples below work on many, but not all, modems.

To directly connect to the modem, add a “Direct” entry tdtise/lib/uucp/Devicesile. For
example:

Direct ttyla - 38400 direct

TheDirect entry must follow thé&CUentry.

To connect to a modem on your first serial port, enter:
cu -l ttyla dir

If successful, the messa@®nnected displays.
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After connecting, you can try the following example modem AT commands:

ATE1l Sets the modem to display keystrokes as you type
ATI4 Displays current configuration settings

ATM1 Turns modem speaker on while dialing

ATS0=2 Sets the modem to answer on the second ring
AT&W Writes current settings to modem’s NVRAM

~. Ends thecu session and disconnects from the modem

For more on troubleshooting modem connectionsssekelp= SCO OpenServer
Handbook = Troubleshooting modems

6.6.1.1 Testing a login script

By default,cu does not use the login script specified in 3ystem@) file. Runuutry to
connect using the login script:

{usr/lib/uucp/uutry -x9 -r sysname

The-x9 option enables full debugging writing to a log file nanftetp/sysnamdf the
previous commands were successful and this one fails, check the login script.

6.6.2 Using PPP Logs

If you are able to connect automatically to the remote machine but PPP is still not working
correctly, the problem might be with a PPP negotiated parameter. To monitor PPP
negotiation, enable debugging on the connection.

There are three debugging levels that can be configured usiAgvthaced optionsbutton
in theNetwork Configuration Manager PPP configuration screen:

0 No info messages are logged.
1 Logs LCP, IPCP, PAP, and CHAP negotiation information
2 Logs all negotiation information
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The debug parameter can also be set manually:

1. Modify the entry inetc/ppphost$or the connection to adddebug entry:
127.1.1.2:127.1.1.3 attach=isp uucp=isp debug=2

2. Signal the PPP daemon to read the modigédppphostéile:
kill -1 “cat /etc/pppd.pid’

After logging is configured, re-establish the PPP connection and view the PPP information
logged infusr/adm/syslog

Logging of debugging information can also be enabled vgmf®l is running using the
command line:

kill -16 ‘cat /etc/pppd.pid’

To stop logging, enter:

kill -17 ‘cat /etc/pppd.pid’

For more information about the debug levels, mgsd(ADM). Help interpreting the PPP
log file can be found iscohelp= Networking Documentation Set=> Networking Guide

= Configuring the Point-to-Point Protocol (PPP)= Troubleshooting PPP negotiation.

Morning Star PPP logs information agsr/adm/pppd.logSeePPPD(MST_PPP).

6.6.3 Checking the PPP interface

If the PPP log file shows that the PPP link has been established, you can then check that the
correct network interface has been added to the system:

Step 1. Use th#config(ADMN) command with thea option to check if an
interface (such agpp0) for the link exists.

Step 2. Verify the displayed flags indicate that it is marked UP and the IP addresses
for the ends of the link are what you expect.

If an interface does not exist for the PPP link, the link might have been taken
down because the line was too noisy.

Step 3. Re-examine the PPP log file to discover where a problem might be
occurring.

6-79



Configuring WAN Connections

6.6.4 Verifying network connections

If the interface appears to be up, verify network connectivity between the local and remote
host. You can do this withing(ADMN). It is tailor-made for this purpose:

ping -n  remote_IP_address
e |If ping fails, check the network interface again to see if it has gone down.
e Ifitis down, check the PPP log file to find out why.
e Ifitis up and you cannot get network connectivity between the machines, the
problem is likely a TCP/IP configuration problem. Refest¢ohelp=
Networking Documentation Set= Configuring Network Connections=

Troubleshooting network configuration.

e |If ping succeeds, you have a working connection between the tested machines. You
should test several systems, including some across routers.

6.6.5 Checking Routing

If you can connect to the remote machine but not to the rest of its network, there is a routing
problem. These problems can include:

e The remote system is not forwarding packets. Verify that the remote system is
configured as a router as described in Section 5.1, “Configuring a System as a Router,”
on page 5-5.

e The remote machine is not doing proxy ARP. Check the configuration of this interface
on the remote machine. Runniagp with the-a flag on the remote system should show
the proxied ARP addresses.

e The routing tables might not be correct. Check the routing tables on both sides using
netstat -rn . If the routes are incorrect, they can be fixed withrthute(ADMN)
command. For example, to set up a default route:

route add default remote_IP_address

For more information, refer tecohelp= Networking Documentation Set> Networking
Guide= Configuring Internet Protocol (IP) routing = Troubleshooting IP routing.
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6.6.6 Reseting PPP

If all else fails, try resetting a link or even restarting the PPP daemon.
To bring a PPP connection down, ufsenfig(ADMN). For example:
ifconfig ppp0O down

To stop the ppp daemon, enter:

kill -9 ‘cat /etc/pppd.pid*

To restart the ppp daemon, enter:

letc/pppd
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6.7 Lesson Summary

This lesson discussed the WAN network interfaces types:

ISDN

Frame relay
Leased Lines
Cable modems

ADSL

It also discussed the WAN interface protocols:

PPP

SLIP

A thorough discussion of the PPP protocol, including setting up incoming and outgoing
connections using both SCO PPP and PPP from Morning Star, was provided.

Review questions

Which WAN technology would you use to implement a corporate intranet consisting of
multiple geographically disperse satellite offices connecting to a central office?

Which files contain information about the configured modems available for SCO PPP
WAN connections? Which ones specify the phone numbers and login scripts used to
contact remote systems.

Which file contains a list of all SCO PPP link and its associated parameters?
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4. Which file contains parameters for SCO PPP PAP and CHAP authentication?

5. Which file contains parameters for assigning IP addresses to incoming SCO
connections?
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6.8 Lab: Configuring PPP Connections

The goal of this lab is to configure incoming and outgoing PPP connections using the
Network Configuration Manager.

Two computers are needed for this lab, one for the outgoing connection and one for the
incoming connection.

Preparation

Before beginning this lab, your instructor will supply you with the following pieces of
information:

e The phone number for the instructor’s dial-in system.

e The username and password used for PPP dial-in access on the instructor’s dial-in
system.

e The IP address of a name server accessible from the instructor’s dial-in system.

6.8.1 Disabling LAN access

Before configuring an outgoing PPP connection, disable LAN access from the system that
will have the outgoing connection. If you left your system connected to the LAN, it might
become difficult to test your PPP configuration, as you would not know whether the PPP
interface or the LAN interface was used to contact a remote system.

To disable LAN access, enter:

ifconfig netO0 down
route flush

After the lab, reboot your system to re-enable your network interface and re-initialize your
routing table.

6.8.2 Configuring a modem for outgoing calls

If you have not already done so, configure a modem on the system that is used for the
outgoing connection.

6-84 SCO OpenServer™ Release 5 Network Administration



Lab: Configuring PPP Connections

Procedure

Step 1. Start SCOadmin.

Step 2. Seledtlardware = Modem Manager.

Step 3. Seledlodem = Add = Manual Configuration.

Step 4. Select your “Modem vendor” and “Modem model” from the lists.

Step 5. Select the port the modem is using in the “Modem port” field.

Step 6. Click orConfigure port.

Step 7. Seleatutgoing only.

Step 8. Select a “Speed” of 57600 bps.

Step 9. Click orOK twice.

Step 10. Seledtlost = EXxit.

Step 11. Test your modem with the command:
cu phonenumber
wherephonenumbeis the number your instructor gave you.
If you see a login prompt, the test was successful. You may have to press
to see the login prompt.

Step 12. View the new entry insr/lib/uucp/DevicesThis is a reference for creating

an entry infusr/lib/uucp/Systems

6.8.3 Configuring /usr/lib/uucp/Systems

Modify the /usr/lib/uucp/Systemfde to add an entry with the phone number of the remote

system.
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Procedure

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Edit theéusr/lib/uucp/Systenfde usingvi(C) orscoedi(XC).
Add a line with these fields:

Site name Enter a name for the remote site. This does not have to
be the actual remote system name.

Schedule Enter “Any” to allow calls at any time.

Device type Enter “ACU” as the type.

Speed Enter the speed usedusr/lib/uucp/Devices

Phone Enter the phone number for the remote system

Login script Enter a login script using the login name and password
provided by your instructor. An example entry for a
remote UNIX system is:
ogin: nppp ssword: nppp-passw

When finished, your entry should be similar to this:

sitename Any ACU 38400 555-5555 ogin:nppp ssword: nppp-passw

Exit and save changes to the file.
Test your connection with the command:
cu sitename

If you see a login prompt, the test was successful. You might have to press
to see the login prompt.

Verify that your login script works. Enter:

{usr/lib/uucp/uutry -x9 sitename
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6.8.4 Configuring an outgoing PPP connection

Configure your system to call another machine to initiate a PPP connection using the
Network Configuration Manager.

In this part of the lab, configure your system to call a system previously configured by your
instructor. This allows you to test your outgoing PPP connection by itself. Later in the lab
you will configure an incoming system as well.

Procedure

To configure a manual outgoing PPP connection:

Step 1.
Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Start thdletwork Configuration Manager.
Seleddardware = Add new WAN connection.

Select “SCO TCP/IP PPP driver” from this list of WAN connection types and
click onContinue.

Select “SCO TCP/IP” as the networking product to be added to the PPP
driver and click orAdd.

Choose “Manual Outgoing” as the connection type and cliCkon
Fill in the configuration form:

Attach name This is the name that is used to bring up the
connection with th@ppattach command.

Local host name Enter a name for the local PPP connection. Make sure
this name is not used by another network interface.

Host IP address Enter the IP address provided by the instructor or
0.0.0.0 if the remote system is providing IP addresses.

Destination name Enter a name for the local PPP connection. Make sure
this name has not been used.

Destination IP address
Enter the IP address provided by the instructor or
0.0.0.0 if the remote system is providing IP addresses.
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Netmask Enter the netmask information provided by the
instructor or leave blank if IP addresses are assigned
remotely.

UUCP destination name
Enter the site name of the remote systemconfigured in
the/usr/lib/uucp/Systeniie.

Number of UUCP retires
Specify the number of times UUCP tries to connect to
the remote system.

Gateway: Select “No.”
Step 7. Click orOK when the form is filled in.
Step 8. Click oNo when asked to configure more links.
Step 9. Click orOK when the successful configuration message displays.
Step 10. Seledtlardware = Exit.
Step 11. Click or¥esto relink the Unix kernel when prompted. Answer “y” to the

prompts to boot the new kernel by default and rebuild the kernel
environment.

Step 12. Presg=| to continue when the kernel has been rebuilt, and exit the
Network Configuration Manager.

Step 13. Reboot the system.

Step 14. Initiate your connection with the command:
pppattach  sitename
wheresitename is the name you entered in step 6.

Step 15. Test your connection by usmgg, telnet, and other networking commands
to access systems on the remote side of the link.

6.8.5 Configuring a modem for incoming calls

If you have not already done so, configure a modem on the system that is used for the
incoming connection. Follow the procedure in Section 6.8.2 on page 6-84, this time
allowing incoming calls in Step 7.
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If you have already configured the modem, useMbdem Managerto modify the
configuration to allow incoming calls.

Procedure
Step 1. Start thtlodem Manager asroot.
Step 2. Seledlodem = Modify.
Step 3. Select “On” for Answer Mode.
Step 4. Click orOK.
Step 5. Seledtlost = Exit.

6.8.6 Configuring an incoming PPP connection

Using theNetwork Configuration Manager, configure a system to answer incoming PPP
calls. Do not use the same system you used in the outgoing connection lab.

Procedure

Step 1. If you do not already have the PPP driver configured, follow the procedure in
Section 6.8.4 on page 6-87, noting these differences:
e In Step 4, select “Dynamic incoming” as the PPP connection type.
® In Step 6, note the differences in the link configuration parameters when

configuring a Dynamic link. Follow the guidelines for Step 8 below.

Step 2. If PPP is already configured, you need only modify the existing protocol to
add a new endpoint for the incoming connection:

Step 3. Start thdletwork Configuration Manager asroot.

Step 4. Select “SCO TCP/IP” under “SCO TCP/IP PPP driver.”

Step 5. Seled®rotocol = Modify protocol configuration.
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Step 6.

Step 7.

Step 8.

Step 9.

Step 10.

Step 11.
Step 12.
Step 13.

Step 14.

When the currently configured links are displayed, toggle “Add” and click
onOK.

Toggle “Dynamic Incoming” and click @K.

Fill in the form shown using these guidelines:

PPP login name: Enter the user ngipetest

Local host name Enter a name for this incoming link. This name must
be different from any other networking interface
configured on this system.

Host IP address: Enter an unused IP address for the local IP address.

Destination name Enter a name for the remote system. The choice of the
name is arbitrary (but must be unique on this system).

Host IP address: Enter an unused IP address for the remote IP address.
Click orOK when finished.

The user account is now created using the account name provided in the
configuration form.

When prompted, type “n” to the prompt for specifying a user ID. Rxe$s
to continue.

Set the password for the new PPP login acco8dféd!
Click orNo when asked to configure more links.
Click orOK to confirmthe successful configuration.

Seleddardware = Exit. You are not prompted to relink the kernel if the
PPP driver is already configured.

When finished, a new entry is added to Ate/ppphostsile for the dynamic incoming link
and a new user account is created with the login and password you specified, and a login
shell of/usr/lib/ppp/ppp
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6.9 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

cu(C)

netconfig(ADM)

ping(ADMN)

pppattach(ADMN)
pppd(ADMN)
route(ADMN)

uutry (ADM)

Relevant files

Connects to a configured device or system.

Network configuration utility which can be invoked from the
command line, or viacoadminADM)

Tests network connections by eliciting hosts to reply to
packets sent to them

Brings upmanualor on demanautgoing PPP connections
Is the PPP daemon
Allows manually manipulation of the routing tables

Connects to a configured device or system using the login
script specified in théusr/lib/uucp/Systentde

/usr/lib/uucp/Devices

{usr/lib/luucp/Systems

letc/ppphosts

letc/pppauth

letc/pppfilter

letc/ppppool

Contains one entry per device to be used by UUCP. Refer to
the Deviceg¢F) manual page.

Contains one entry per system connected via UUCP. Refer to
the System@) manual page.

Contains one entry per SCO PPP connection (or endpoint).
Refer to theppphostéSFF) manual page.

Is thePPP PAP/CHAP authorization file for SCO PPP. Refer
to thepppautl{SFF) manual page.

Is the PPP packet filter specification file. Refer to the
pppfilter(SFF) manual page.

Contains address pools for assigning IP addresses to remote
connections. Refer to thpppoo(SFF) manual page.
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letc/pppd.pid

/etc/hosts

/etc/passwd

letcltcp

/etc/inittab

{/usr/lib/mstppp/Accounts

/usr/lib/mstppp/Auth

lusr/lib/mstppp/Autostart
lusr/lib/mstppp/Devices

lusr/lib/mstppp/Dialers

[usr/lib/mstppp/Filter

lusr/lib/mstppp/Login

lusr/lib/mstppp/Systems

{usr/lib/mstppp/IPPool

letc/rc2.d/S89mstppp

Contains the process ID (PID) of the PPP daemppd.

Contains one entry per PPP connection (or endpoint). Refer to
thehost¢F) manual page.

User account database containing PPP login account. Refer to
the passwdF) manual page.

Contains PPP startup script. Refer tottpf ADMN) manual
page.

Contains initialization data for the serial ports. Refer to the
inittab(ADMN) manual page.

Lists inbound PPP accounts

Is the PPP PAP/CHAP authorization file. Refer to the
ppp.AUTHMST_PPP) manual page.

Is the startup file for initiating outbound PPP daemons
Is the PPP outbound physical device description file format

Is the PPP dialer description file format. Refer to the
ppp.DIALER@VIST_PPP) manual page.

Is the PPP packet filter specification file format. Refer to the
ppp.FILTERMST_PPP) manual page.

Is the PPP login description file format.

Is the PPP neighboring systems description file format. Refer
to theppp.SYSTEM®IST_PPP) manual page.

Is the PPP neighboring systems description file format

Is the PPP startup script performed for multiuser environment
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6.10 Answers to Review Questions

This section provides suggested answers to review questions.

1. Frame Relay would likely be the best choice for this scenario. Using Frame Relay would
avoid the tolls on long distance connections for the satellite offices and would require
less equipment and lines into the central office.

2. Thel/etc/uucp/Deviceslle contains information about available modems, their type, and
to which serial port they are connected to. Mte/uucp/Systenfde contains
information about remote systems such as their phone numbers and the login scripts
necessary to establish a connection with them.

3. Theletc/ppphostéile contains parameters for SCO PPP authentication using PAP and
CHAP.

4. The/etc/pppautHile contains parameters for SCO PPP authentication using PAP and
CHAP.

5. Theletc/ppppoofile contains parameters for assigning IP addresses to PPP connections.
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AV 7-1
/ | TCP/IP Administration Topics | \
® TCP/IP startup
® Daemon startup
® Configuring trusted access
\_ Y,
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Lesson 7

TCP/IP Administration Topics

Introduction

Previous lessons have discussed how to design and build a LAN and WAN using the SCO
OpenServer™ product. There are additional tasks you must perform to maintain a TCP/IP
network.

This lesson discusses the administrative tasks of starting, stopping, and configuring TCP/IP
functionality. After you understand the concepts and can accomplish the tasks presented in
this chapter, you will be able to perform your job as a network administrator with greater
ease.

Objectives

This lesson covers in detail general TCP/IP administration issues. By the end of this lesson,
you will be able to:

e Describe the role of theetc/tcpfile in initializing the TCP/IP environment

e Explain what thenetd daemon does and how to add, delete, and reconfigure services
started byinetd

e Usetelnetto test daemon functionality

e Configure and explain the functionality of trusted user access
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AV 7-2

/ | Overview of /etc/tcp | \

® Initializes STREAMS and sockets
® Configures network interfaces

® Sets the host name

® Starts network daemons

® Reverses initialization process during shutdown

k NADM0702 © The Santa Cruz Operation, Inc. /
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7.1 TCP/IP Start-up

TCP/IP is started when your system enters multiuser mode and stopped when you shut down
to single-user mode by. Understanding the TCP/IP startup and shutdown process will help
you troubleshoot problems that you might encounter.

7.1.1 The /etc/tep file

The/etc/tcpfile is a shell script that enables and disables TCP/IP, including:
e Configuring the necessary STREAMS drivers needed to support TCP/IP
e Initializing the network interfaces wiilficonfig(ADMN)

e Setting the host name

e Starting and stopping the TCP/IP-related daemons

To start and stop TCP/IP, exot, run the/etc/tcpscript from the command line. To do this,
enter:

tcp [ start | stop ]

There are symbolic links t@tc/tcpfrom files in both théetc/rc2.dand/etc/rc0.d
directories These links causetc/tcpto be run both with thstart or stop options, as the
system goes in and out of multiuser mode.

Whenever network interfaces are added or removed usiridgtiaerk Configuration
Manager, the/etc/tcpfile is modified by adding or removirifgonfig commands in the
script. These same actions also modify/#éte/strcffile.

AV 7-2 illustrates the basic process of starting TCP/IP. The following sections show the
details of how théetc/tcpscript starts and stops TCP/IP.

7.1.2 Functions performed by /etc/tcp

The configuration of the TCP/IP kernel support is done only once during system boot. This
support involves setting up a stack of STREAMS modules needed by TCP/IP.

Other things that th&etc/tcpscript does only once include setting the host name and
configuring the network interfaces.
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7.1.2.1 Setting the host name

After STREAMS and sockets are initialized, fleé&/tcpscript sets the host name.

The host name is derived by taking the node name of the system (obtained with the
command lineauname -n), and concatenating the domain name, storeéetaidefault/tcp

Both of these values are initially set when you install the system. Changing the domain and
host names is not as simple as runningutleeme command or editing the TCP

configuration files/etc/default/tcpand/etc/tcp Several subsystems use host and domain
names, including:

e Malil

o Name resolution (DNS arfdtc/hosts)

e NIS

e \Web servers

Because the consequences of changing the node or domain names are far-reaching, it is

important to set them properly during installation. This exercise shows all the files that
contain the host name.
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Exercise: Locating all references to the host name

Step 1.

Step 2.

Step 3.

Log in asoot.
Enter this command:

find / -type f -exec \
fgrep -’ hostname' {}\; > /tmp/hosthame

wherehostname is the host name of your machine.
It is a good idea to run this as a background job.

View thétmp/hostnamé@le when the command is finished a
discuss the results with your instructor.

]d
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AV 7-3
/ | Example ifconfig(ADMN) Commands | \
Configuring Interfaces:
# /etc/ifconfig 1lo0 127.0.0.1 perf 57344 57344 1
# /etc/ifconfig -p net0 200.100.50.1 netmask 255.255.255.0 \
> broadcast 200.100.50.255 perf 24576 24576 1
Listing Interfaces:
# /etc/ifconfig -a
netl: flags=4043<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 200.100.50.2 netmask ffffff00 broadcast 200.100.50.255
perf. params: recv size: 24576; send size: 24576; full-size frames: 1
ether 00:00:c0:83:47:8f
lo0: flags=4049<UP, LOOPBACK, RUNNING, MULTICAST> mtu 8232
inet 127.0.0.1 netmask ££000000
perf. params: recv size: 57344; send size: 57344; full-size frames: 1
ppp0: flags=4071<UP, POINTOPOINT, WANTIOCTLS, RUNNING, MULTICAST> mtu 1500
inet 200.100.50.3 --> 200.100.50.200 netmask ffffff00
perf. params: recv size: 4096; send size: 8192; full-size frames: 1
Bringing interfaces down and back up:
#+ /etc/ifconfig ppp0 down
# /etc/ifconfig ppp0 up
\_ )
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7.1.2.2 Configuring networking interfaces

After the STREAMS, sockets, and host name ardeteticpinitializes each of your
machine’s network interfaces using tfeonfig(ADMN) command.

Theifconfig command is used to configure a network interface initially. It can also be used
to change a network configuration, including temporarily taking the interface out of service.
AV 7-3 shows the syntax of thigonfig command.

NOTE: In addition to onéconfig command per interface you previously configured, there
is also anfconfig command for théoopbackinterface.

The most common parameters set when initializing an interface are:

netmask Sets the netmask for this interface. If a machine is a router, (it is on two or
more networks), it is possible that the netmasks may vary between interfaces.

broadcast Sets the broadcast address for this interface. If a machine is a router, each
broadcast address is different.

The/etc/tcpscript also hard-wires a multicast route for each non-loopback interface.

You can runfconfig -a to list currently configured interfaces and their parameters.

7.1.3 Maintenance-mode /etc/tcp activities

SCO TCP/IP allows you to perform simple administrative tasks using network utilities
while in system maintenance mode. The previous section detailed the tasks performed by
the/etc/tcpscript regardless of the system boot state.

When the system enters system maintenance neidécpperforms these additional
actions that allow TCP/IP to interact with other systems with the same network number:

e Runs themaskreply(ADMN) command, which alerts other systems to your system
netmask

e Starts thestrerr (ADM) daemon, which logs error messages in files in the directory
lusr/fadm/streams

e Starts or restarts theyslogdADM) daemon, which logs messages to a log file. This
daemon is highly configurable and can be very helpful when you are trying to diagnose
networking problems. The default configuration file $gslogdis the/etc/syslog.conf
file.
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AV 7-4

/ | Multiuser Daemons | \

Always started:
e inetd

Started if configuration file is present:
pppd

shmpd

named

gated

xntpd

Ipd

Started if configuration file for alternative is not present:
e routed

Started if uncommented and configuration file is present:

e irdd
o timed
e rwhod
e rarpd
\_ Y,
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7.1.4 Multiuser-mode /etc/tcp activities

In addition to the configuration performed and daemons started for TCP/IP in system
maintenance mode, several other daemons are started to add functionality for multiuser
mode. These daemons include:

inetd(ADMN)

pppd(ADMN)

snmpd(ADMN)

named ADMN)

The Internet super daemoimétd) listens for connection
requests with the network services daemons listed in
/etc/inetd.confind starts those daemons on demand, thus
saving memory and process table resources. Mongetahis
presented in Section 7.2 on page 7-15.

The Point-to-Point Protocol daemapppd) only starts if you
have configured aretc/ppphostéile. For more information
about this daemon and file, see Lesson 6: “Configuring WAN
Connections.”

The Simple Network Management Protocol (SNMP) daemon
is started only if you have configured tle¢éc/snmpd.corfile.
Further discussion of SNMP is beyond the scope of this
course.

The nameddaemon is only started if you have configured an
/etc/named.bodile. For further information aboutamed
see Lesson 8: “Domain Name System (DNS) Configuration.”

routed(ADMN) or gated ADMN)

xntpd (ADMN)

lpd (ADMN)

Thegateddaemon starts fetc/gated.conis present.
Otherwiserouted starts by default. For more information on
routing, see Lesson 5: “Routing.”

The Internet time daemon starts only if you have created an
/etc/ntp.confile. This daemon is used to synchronize the
kernel’s clock using time servers on the Internet.

This remote line-printer daemon only starts if you have
configured any of your printers as either print servers or
clients, and thus have agtc/printcapfile on your system.
Configuring remote line printing is covered in the SCO
System Administration courses.
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7.1.5 Network daemons not started

Several daemons are not started by/¢he@'tcpscript because their startup code is

commented out. If you want any of these daemons to start, you muste/ttpand

remove the comment character (#) from their startup code. Before you do so, read the
comments preceding each daemon’s startup code. The following is a list of daemons that are
not started by default:

irdd (ADMN) This daemon is an alternate to eitheuted orgatedand uses
the Internet router discovery protocol. Seeitdd manual
page for more information.

timed(ADMN) This daemon is an older and less reliable alternate to the
xntpd daemon.

rwhod (ADMN) This daemon broadcasts the information you see with the
w(C) command using broadcast messages. This information
can then be viewed from other machines using the
ruptime (TC) command. Running this command on your
machines can decrease network performance due to traffic
and increased security risks.

rarpd (ADMN) This daemon replies to reverse-ARP (RARP) requests. More

information is provided in Section B.2, “The RARP method,
rarpd(ADMN), and the /etc/ethers file,” on page B-7.

7.1.6 Starting and stopping TCP/IP

TCP/IP is started and stopped automatically when the system enters different run states. If
you need to change the level of TCP/IP activity in a given run state, you can start and stop
TCP/IP manually.

7.1.6.1 Stopping TCP/IP

To stop TCP/IP from single- or multiuser-mode:
e Make sure all TCP/IP-dependent services are stopped first, including NIS and NFS
e Enter the command:

letc/tcp stop
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7.1.6.2 Starting TCP/IP

To start TCP/IP from single- or multiuser-mode, enter the command:
letc/tcp start

Recall that the functionality in single-user mode is limited as discussed in Section 7.1.3,
“Maintenance-mode /etc/tcp activities,” on page 7-9.

Thesd(ADM) command is required to start TCP/IP if the system is configured for the
Improved or High security. To start TCP/IP, enter:

sd /etcl/tcp start
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AV 7-5

4 | The inetd.conf File | I

# service sock type proto nowait user program program_args

ftp stream tecp nowait root /etc/ftpd ftpd

telnet stream tecp nowait NOLUID /etc/telnetd telnetd

shell stream tep nowait NOLUID /etc/rshd rshd

#tftp dgram udp wait nouser /etc/tftpd tftpd

#tftp dgram udp wait nouser /etc/tftpd tftpd -s /tftpboot
pop3 stream tep nowait root /etc/popper popper —M

bootps dgram ucp wait root /etc/bootpd  bootpd

k NADMO0705 © The Santa Cruz Operation, Inc. /
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7.2 The inetd(ADMN) Super Daemon

In the early days of the Internet, each service had its own daemon. As the number of services
grew, the process table and RAM became filled with occasionally-used processes, degrading
performance. The solution to this problenmistd(ADMN), the Internet super daemon.

7.2.1 How inetd works

Theinetd daemon listens for connection requests to daemons providing Internet services
(e.g.,rlogind andtelnetd), and then spawns the requested server process. The daemons that
inetd listens for are listed in thetc/inetd.confile.

Theinetd.confSFF) manual page describes the formdetd/inetd.confAV 7-5 shows a
portion of a sampléeetd.conffile that:

e Lists all the server daemons startedrmstd (e.g.,rlogind andtelnetd)
e Shows several commented entries, preventing them from being starteddoy
e Shows several commented entries that provide different waysetdrto run daemons

The/etc/inetd.confile can be modified using a standard text editor and the procedure
outlined in Section 7.2.2 on page 7-15.

7.2.2 Configuring inetd using the  inetd.conf file

To change the options for a server daemon that is starteetoly
e Edit the/etc/inetd.confile.

e Forceinetd to re-read the file. Send the SIGHUP signal (signal 1).
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Exercise: Configuring inetd

Step 1. Verify that you catelnet to your local host, enter:
telnet localhost

Step 2. Edit théetc/inetd.confile and enter a pound sign (#) in front pf
the line that startelnetd.

Step 3. Send thieetd process the HUP signal, enter:

kill -1 ‘cat /etc/inetd.pid’

Step 4. Verify that you cannt#lnet to your local host by repeating
Step 1.

Step 5. Undo the changes made in Step 2.

Step 6. Repeat Step 3.

Step 7. Repeat Step 1.

7.2.3 Enabling and disabling daemons

You might want to disable some daemons for security reasons. As illustrated in the previous
exercise, you can disable daemon startup fraatd by editing theetc/inetd.confile and
commenting out the desired entry. Agametd must be sent SIGHUP to cause it to re-read
the/etc/inetd.confile.

To enable daemon startup, add an entrigtc/inetd.confas described in the next section.

7.2.3.1 Adding new services

As your users become more sophisticated, they might require networking services started by
inetd that do not have entries in thegc/inetd.confile. You can make new entries in this file
to start these services.
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For example, to add a new daemon starteddiygl, you can create an entry that is similar to
this:

newd stream tcp nowait root /usr/bin/newd newd /usr/lib/newd.conf

You will also add an entry farewd (from the first column) into théetc/servicedile. If
newd uses port 1023, your entry fatc/servicewill be:

newd 1023/tcp
NOTE: Not all Internet service daemons are startaddag. They are written to conform to
theinetd protocols. Also, just because you can start a daemor/étefmetd.confdoes not

mean that you should. For example, running web serversifieichconfcan have a
tremendous impact on the performance of your system.

7.2.4 Using telnet to test daemons

When you encounter problems with client/server networking software, it is often difficult to
tell whether the problem is with the client or the server. If the server can print diagnostic
messages after connecting to, or receiving messages from a client, then youemeitse
send the server messages.

In addition to a resolvable host name or dotted-decimal notation |IP addheskcan also
connect to a port number. For example, to connecttginet client to thefinger daemon,
enter:

telnet localhost 79
Connected to localhost.
Escape character is ]

After connecting to the finger daemon you can efger command arguments. For
example, to display information abaobt, enter:

root
Login: root Name: Superuser
Directory: / Shell: /bin/sh

On since Mon Jan 10 19:06 on tty02, idle 3:13
Mail last read Tue Jan 11 00:28:03 1998

No Plan.

Connection closed by foreign host.
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AV 7-6
/ | TCP/IP Utilities and r-Commands | \
rlogin  Allows users to log into a remote host. If trusted access is set up,
no password is needed, otherwise a password is needed.
rcp Allows users to copy files from one host to another. Requires
trusted access.
remd  Allows users to execute commands on remote hosts. Requires
trusted access.
telnet  Similar to rlogin, only a user name and password are almost
always required, and trusted access is not consulted
ftp Similar to rcp, only a user name and password is always required
and trusted access is not consulted
\_ )
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7.3 Configuring Trusted Access

Trusted accesallows users to access the enterprise network in a secure and convenient
manner.

For example, if trusted access is not configured forltdgen (TC) command:
1. It prompts users for a password.

2. This password is transmitted across the network, and maybe even the Internet. Packets
containing these passwords are relatively easy to intercept and identify.

If trusted access is set up, no password is necessalydr. If trusted access is not set up,
thercmd(TC) andrcp(TC) commands do not work at all.

WARNING: Regardless of whether you have configured trusted access, if you have a user
account with no password, a user on another system with the same login name can use all
commands to access your system without a password.

As a network administrator, your responsibilities include administration of trusted access
anduser equivalenceanother network attribute that is explained in the next sections. You
can configure trusted access at the host or user level, or both.
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AV 7-7
/ | Example /etc/hosts.equiv File on corfu | \
barbados
tortecla bob
guam
\_ )
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7.3.1 Configuring trusted host access

Trusted host access indicates that one host trusts the users on another host. When
configured, these commands can be used without specifying a password:

e rlogin

® rcp

e rcmd

You must beoot to configure trusted access at the host level. This configuration consists of

creating or editing théetc/hosts.equifile. Each entry irletc/hosts.equispecifies the

trusted remote system. AV 7-7 illustrates the format of entries in an exétgle®sts.equiv

file.

If the entries in AV 7-7 exist on a machine caléedfu, they have this meaning:

barbados All non-root users orbarbadoswith the same user name as
those on this machinedrfu) are trusted. In other wordane
on barbadoscanrlogin, rcp, andrcmd to corfuasjane

without specifying Jane’s password aorfu.

tortola bob Allows bob ontortola to log in as uselbob on this machine
(corfu).

WARNING: This entry allowsob ontortola to log in as any
user oncorfu, exceptroot. This can be dangerous!

Theroot account can never be equivalenced by an entry ifetb#nosts.equifile. Refer to
hosts.equi{fSFF) for further information.

NOTE: If your network is connected to the Internet, you should always use fully-qualified
host names in this file for security reasons.
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7.3.2 Configuring trusted user access

Trusted user access allows users on one system to indicate which users from another system
they trust to use their account and enter these commands without providing a password:

e rlogin
e rcmd
® rcp

Unlike trusted host access, trusted user access can be created for users on different machines
with different login names.

You can configure trusted user access for your users, or they can do it for themselves. The
configuration consists of:

1. Creating or modifying a file calledhosts(note the leading dot) in a user’s home
directory.

2. Setting the ownership so that the file is owned by ertiwgror the owner of the home
directory.

3. Setting the permissions so that the file is writable only by the owner.

If steps 2 and 3 are not performed, the file is ignored.
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AV 7-8
/ | Example .rhosts File For User jane On Host corfu | \
barbados
tortola bob
guam
\_ )
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The format of entries in thehostsfile is the same as those in tle¢c/hosts.equifile.
However, the semantics are somewhat different. If the entries shown in AV 7-8 are put in the
home directory of the us@ne on the machineorfu, they have the following meaning:

barbados Userjane onbarbadosis trusted by the usgne on this
machine ¢orfu). In other wordsjane onbarbadoscan
rlogin, rcp, andrcmd to corfu asjane without specifying
Jane’s password on machioafu.

tortola bob Userbob ontortola is trusted by the usgne on this
machine ¢orfu). In other wordsbob ontortola canrlogin,
rcp, andrcmd to this machineqorfu) asjane, using the
appropriate arguments to those commands, without specifying
Jane’s password.

Exercise: Setting up trusted access

For this exercise, you will need a partner.

Step 1. Log in agueston your system. Your instructor will give yo
the password for thguestaccount.

Step 2. Remotely log into your partner’s system using this commgnd:
rlogin  partner’s_system name

Are you prompted for a password?

Step 3. After you have logged in, edit or creatdhastsfile in the
home directory ogueston your partner’s machine and add
line with just the name of your system.

Step 4. Log out and then log in again with the same command fr
above.

Are you prompted for a password?

Is this an example of host or user trusted access?
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AV 7-9
Trusted Access Sequence
s r-command
Ne i
i T :
F a
O Resolve
i 3 host? ;
7
F rlogin? Password
gin: on account
- T
/2]
8 prompt passwd
Ll
=
CE) password
T match?
14
error message
v
prompt user
%ﬁ
> O
v
gnad0710 © The Santa Cruz Operation, Inc.

N /
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7.3.3 The trusted access sequence

Whenever amlogin, rcmd, orrcp command is executed, the systems involved goes
through a set procedure to determine whether trusted access is configured. AV 7-9 shows

this procedure.

7.3.3.1 Trusted access on the local host

These steps describe the trusted access sequence that takes place on the local host:

1.

2.

3.

Anr-command is issued by a user.
The local host attempts to resolve the remote host name to obtain its IP address.

If the remote host name cannot be resolved into an IP address, this error message is
displayed:

host_name : Host name lookup failure

If an address for the remote host can be resolved;dbmmand connects through the
TCP/IP transport to the remote host.
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7.3.3.2 Trusted access on the remote host

These steps describe the trusted access sequence that takes place on the remote host:

1.

2.

7.

The user’s account name is looked up in the password database.

If the user’s account name is not found in the password databasanthandrcp
commands fail, and th#ogin command prompts for a password (that is how the login
program functions), and then fails.

The user’s account is checked to see if it has a (encrypted) password.

If the user’s account does not have a password;¢tbhenmand executes. NOTE: This is
very dangerous. You should never allow user accounts without passwords on your
systems, especially if your network is attached to the Internet.

The user’s account name is checked to see if the us@tis

If the user’s account name is mobt, then/etc/hosts.equiis checked for the local
host's name.

If /etc/hosts.equigontains the name of the local host, theommand executes.

If the account name rsot, or if the/etc/hosts.equieheck fails, then thehostsfile in

the remote user’s home directory is checked. If it contains the local host’s name, and
possibly the local user’s name, depending upon how-tenmand was invoked, the
r-command executes.

If the.rhostsfile contains the desired entry, then theommand executes.

Failure so far means that thmnd andrcp commands will fail. If the-command invoked
wasrlogin, it prompts for the remote user’s password, and only succeeds if the correct
password is given.
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AV 7-10
/ | Network Administrator's Account Log | \
LOGIN REAL NAME ulD tortola guam | barbados| name...

bobb Bob Byte 990 v v v v
daven Dave Network 10057 v v
ellene Ellen Ethernet |7431 v v
karenc Karen Config [13116 v v
ricko Rick Octet 4429 v v

\_ W,
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7.3.4 Overview of user equivalence

Section 7.3.3, “The trusted access sequence,” on page 7-27 showed that trusted access is
based upon user names. What would happen if:

e Two people on different machines had the same user name
e Trusted host access was established between the two hosts

The answer is that two different users are able to access each others’ accounts. This is
probably not what you want.

The solution to this problem, and related problems, is for network administrators to establish
user equivalence for all of the machines in their network.

You establish user equivalence between machines on a network when, for all accounts on
the machines in question, you have a one-to-one-to-one correspondence between:

® The real people using a machine

e Their login names (the first field in tietc/passwdile)

® Their user IDs (the third field in thetc/passwdile)

As the administrator of your system, you should maintain a user account log that tracks
account information on all the machines on your network. As shown in AV 7-10, such a log
should contain:

e User account name and real name

e UserlD

e Systems on which a given user has an account
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A simple example of user equivalence is illustrated with two users on two systems:
® You have two people, John and Jane.

e Each person has accounts on both machawefj andbarbados with the same account
names and user IDS:

corfu john, 201
Jane 202
barbados john, 201
Jane 202
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Many network administrators extend the concept of user equivalence to group equivalence.
This exists when there is a one-to-one-to-one correspondence among machines between:

e Group names

e Group IDs

e Group members

You need to establish user equivalence if you expect to use trusted access or NFS on your
hosts. It is strongly recommended that you establish unique account names, UIDs, and
GIDs, which are replicated to each system on the network.

The maintenance of user equivalence is made much easier with the Network Information
Service (NIS). For more about using NIS, seehelp= Networking Documentation Set

= Networking Guide = Chapter 9: Configuring the Network Information Service
(NIS).
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AV 7-11
/| Two Users with Same Login Name |\
Bob Barker Barbara Barker
login: bbarker login: bbarker
kilgore trout
/etc/hosts.equiv
trout
smelt
tarpin
T
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7.3.4.1 Network access problems

This is an example of problems caused by using trusted access without first having set up
user equivalence:

e Bob Barker has an account on his system, which is n&itggaie. His account name is
bbarker.

o Barbara Barker has an account on her system, which is rtesnedHer account name
is bbarker.

e The system administrator kilgore has configured trusted host access for all other
systems in the network in an effort to make the network easier to use for everyone.

e One day Barbara uses thegin command to login t&ilgore and finds that she is
allowed to login without a password.

e Onkilgore she has access to all of Bob's files, becaudglgare she is Bobl{barker).
For this example, it does not matter whether Bob and Barbara have the same UID.

This is an example of problems caused by using NFS without first having set up user
equivalence.

e Bob has an UID of 250 on his system which is nakilgre.
e Barbara has an UID of 250, as well, on her system which is naowtd

e Barbara has all her most personal and sensitive files in a directory which the system
administrator otrout has made available to network clients (e&ported using NFS.

e The system administrator kilgore has mounted the directory containing Barbara’s files
from trout.

e When Bob changes directory to where Barbara’s files are mounted and lists the files
using thds -l command, it shows him as the owner of the files.

For this example, it does not matter whether Bob and Barbara have the same account name.
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7.3.5 Changing an account’s UID and login name

If you find that you have a conflict like one of those described, you need to clearly analyze
the problem and carefully create a plan to resolve the conflicts. You can use the

usermod ADM) command to modify an account’s UID and login name.

For example, to change the login name of bbarker to bobb, enter:

usermod -I bobb bbarker

For example, to change the UID of ubbarker to 251, enter:

usermod -u 251 bbarker

NOTE: These commands only change the system’s accounts database. You might need to
change file and directory ownership.
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7.4 Lesson Summary

This lesson discussed the many issues related to TCP/IP administration including startup,
shutdown, configuration, the TCP/IP daemons and their function.

It also described how trusted access and user equivalence can make your network more
secure and easier to use.

Review questions

1. Which file lists the server daemons startedneyd(ADMN)?

2. Which signal do you send iteetd(ADMN) to tell it to re-read its configuration file?

3. Name three ways that server daemons can be started.

4. Which files are used to configure trusted access for hosts and users?

5. Will trusted access to an account on a remote machine without a password always fail?
Explain.

6. What must be configured for eith@p orrcmd to function?
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7.5

Lab: Modifying TCP/IP startup

In this lab, you will modify the behavior of TCP/IP startup by addingstiwdttpd daemon
to /etc/inetd.conf

Thescohttpd daemon is a document server useddnhelgXC) andman(C) to display
online documentation. By default, this daemon is started fetefrc0.d/P93scohttphen
the system enters single-user modéetn/rc2.d/P93scohttvhen entering multiuser mode.

Note that whescohttpdis run frominetd, it must fork a process and parse its configuration
files for each help request it receives. This is an increase in CPU load as compared with the
default standalongcohttpd configuration. When running standalone, the configuration files
are parsed once at startup.

While this example is useful for demonstrating additionete/inetd.confit might not be a
desirable configuration for your system.

Procedure

To configureinetd to startscohttpd:

Step 1. Verify thascohttpd is running. Enter:
man man
Theman(C) manual page is displayed.

Step 2. Edit theetc/servicedile to add the following line (if it does not already
exist):

scohelp 457/tcp

Step 3. Edit théetc/inetd.confile to add the following line:

scohelp stream tcp nowait root /var/scohttp/scohttpd scohttpd
-d /var/scohttp

This is entered on a single line/etc/inetd.conf

Step 4. Edit the file var/scohttp/conf/scohttpd.cor@hange the directive
ServerType fromstandalone toinetd . For example:

ServerType inetd
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Step 5. Stop thecohttp daemon. Enter:
scohttp stop

Step 6. Verify thascohttpd is not running using th@an command:
man man
man : can’t connect to scohttp
man: man not found

Step 7. Edifetc/profileand add these lines:
MANPORT=457
MANSERVER="hostname"
export MANPORT MANSERVER

Step 8. Executé&etc/profile
. letc/profile:

Step 9. Signal thmetd process:
kill -1 ‘cat /etc/inetd.pid’

Step 10. Verify that scohttp is now running by runningrtfa command:

man man
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7.6 Relevant Commands and Files for TCP/IP Administration

The following commands and files were presented in this lesson.

Relevant commands

rlogin(TC) UNIX-specific remote login

gated ADMN) A multi-protocol routing daemon

ifconfig(ADMN) Network interface configuration

inetd(ADMN) Internet super daemon

irdd (ADMN) The Internet Route Discovery Daemon

lpd (ADMN) Remote line-printer daemon

rarpd (ADMN) Reverse ARP daemon

rcmd(TC) UNIX specific remote command

rcp(TC) UNIX specific remote copy

routed(ADMN) A RIP-only routing daemon

slink(ADMN) Configures STREAMS and socket
snmpd(ADMN) Simple network management protocol daemon
syslogdADM) Logs system messages/tesr/adm/syslodpy default
telnet(TC) TCP/IP standard remote login

uname(C) Get or set a machine’s name and other properties
xntpd (ADMN) Standard time daemon
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Relevant files

~/.rhosts
/usr/adm/syslog
/etc/gated.conf
/etc/hosts.equiv
/etc/inetd.conf
/etc/xntpd.conf
letc/strcf

letcltcp

Configuration file for user trusted access
Default location for output frommyslogd ADM)
Configuration file forgated ADMN)

Configuration file for host trusted access
Configuration file forinetd(ADMN)

Configuration file forxntpd (ADMN)

STREAMS configuration file used kslink(ADMN)

Script to start and stop TCP/IP
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7.7 Answers to Review Questions

This section provides suggested answers to review questions.

1.

2.

3.

The/etc/inetd.confile lists the server daemons startedrmstd(ADMN).
Sendnetd(ADMN) signal 1, the HUP signal, to tell it to re-read its configuration file.
Server daemons can be started in any of the following ways:

e Through an entry in a system startup script (sudetagc0.d/P93scothhp

e Through an entry ifetc/tcp

e Through an entry irfetc/inetd.conf

The/etc/hosts.equiand.rhostsfiles in the user’'s home directory are used to configure
host and user trusted access, respectively.

Trusted access to an account on a remote machine without a password does not always
fail. The rlogin command always succeeds to accounts without passwords.

Trusted access must be configured for ettygror rcmd to function. The shell entry in
/etc/inetd.conMmust also be configured.
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AV 8-1
/| Domain Name System (DNS) Configuration |\
@ DNS operation
e Configuring name servers
® Querying a name server
® Configuring DNS clients
IS,
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Lesson 8

Domain Name System (DNS) Corduration

Introduction

Lesson 2: “TCP/IP Concepts” discussed the resolution of IP addresses to host names using
the/etc/hostdile. Another alternative for host name resolution is@loenain Name System
(DNS).

You must configure DNS when connecting your enterprise network to the Internet.
Configuring DNS is also part of a natural progression as your enterprise network grows
beyond a few machines. When you tire of updatingeatehostdile on every machine in
your network, it is time to set up DNS.

Objectives

This lesson describes how to set up DNS on machines running SCO OpenServer Release 5.
By the end of this lesson, you will be able to:

Describe what DNS is and how it works

Create a database of DNS information for a domain using the various DNS record types
in standard resource record (SRR) format

Configure a primary, secondary, and caching-only name server
Configure a DNS client

Query a name server’s database
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AV 8-2

/| Naming Collisions on the Early Internet |\

ADM0802 © The Santa Cruz Operation, Inc.

AV 8-3
/| Collisions Resolved with Domains |\
mickey.sco.COM
mickey.wisc.EDU
mickey.whitehouse.GOV
N ——————E
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8.1 DNS Operation

When the Internet was initially established it consisted of fewer than 100 machines.

The agency controlling the Internet kept a single file that had the name and IP address of
every machine on the Internet. Network administrators downloaded this file to their
machine nightly. On UNIX-based machines, this becaméetbfostdile.

When the Internet grew to hundreds of machines, several problems with this approach
emerged:

e There were occasional collisions when two sites on the Internet chose the same machine
name and someone had to decide who got which address.

e As the number of systems being added to the Internet grew, maintainiietcthests
file became an unmanageable task.

e® The file became so large that a linear search througltitieostdile took a significant
amount of time.

The solution eventually implemented was the Domain Naystem (DNS):

e DNS was proposed by the University of California at Berkeley and called the Berkeley
Internet Name Domain (BIND) service.

e The daemon that implements BIND on SCO systems running the name server is called
namedADMN), the name daemon.

Thenameddaemon listens for requests from clients anywhere on the Internet to resolve
names and IP addresses. Additional functionality is covered later in this lesson.
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AV 8-4

/ | Primary Domain Only | )
edu com de org
otherdom somedom
\_ Y,
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8.1.1 DNS server types

DNS supports these server configuration types:
e Primary name servers (PNS)
e Secondary name servers (SNS)

e Caching-only name servers

8.1.1.1 Primary name servers (PNS)

A primary name server theauthority for one or more portions of the domain tree. The rest
of the Internet contacts this host when trying to resolve domain names in this portion of the
domain tree.

The set of machines that PNS has authority over is typically a whole domain, however it
could be a subdomain. The area of the domain tree that a name server has authority over is
called itszone of authority

Every domain on the Internet must have one registered primary name server and there
should be only one primary for each domain.

In the example in AV 8-4, a single name server presides over thesatisglom.com
domain. Whenever anyone on the Internet wants to resolve a host name or IP address in this
domain, they must contact this name server.
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8.1.1.2 Secondary Name Servers (SNS)

If you only set up a PNS for your network, you can experience two problems:

e |If the primary name server goes down for some reason, none of the Internet clients can
resolve machine names or IP addresses. This often results in the client failing to
function.

e It might become a bottleneck for the Internet clients trying to resolve machine names or
IP addresses.

A solution is to set up a secondary name s€iSRIS).
Although a zone can have only one primary name server, there can be multiple secondary
name servers for a zone. These secondary name servers can be queried by Internet clients

when the primary is down or to relieve the primary server of some of its load.

Primary name servers assign a version number to the data currently being supplied. This
number is called aerial numbemand must be increased every time you change the data.

Each domain on the Internet must have at least two registered name servers—one primary
and one secondary.
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AV 8-5
/ | Primary and Secondary Name Servers | \
edu com de org
Primary name server
for somedom.com
somedom
Secondary name server
for somedom.com
\_ W,
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This sequence illustrates how primary and secondary name servers interacmBEae
daemon:

1. Starts running on a hostatherdom.conand determines from its configuration file that
it is an SNS for theomedom.cordomain.

2. Reloads the data if it was directed by ¢beafiguration file to store a copy of the zone’s
data on disk. The data includes a serial number and indicates when it was last validated.

3. Attempts to contact the PNS to see if the serial (version) number is still the same. If
repeated attempts to contact the PNS fail, the data is marked as inaated(on the
SNS will not serve it to clients) amhmed on the SNS might give up trying to contact
the PNS.

4. Asks the PNS for a copy of the data for that zone if the serial number is different. This is
called azone transfer

If the serial number is the same, then no zone transfer is needed and the data is stamped
with the current time.

The parameters controlling this behavior are:

retry How often to repeat attempts to contact the PNS
minimum How long to keep the data

expire When to stop trying to contact the PNS

These parameters are stored in the primary name server’s database and kept by the SNS
whenever a successful contact is made.
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8.1.1.3 Caching-only servers

All name servers:

e Can be configured to forward queries for information outside their zone to other name
servers.

e Cache answers to queries for the time specified bygnthenumparameter set on the
PNS.

This reduces network traffic and provides faster service to clients.

Caching-only name servers are different from other name servers in that they:

e Do not maintain data files for a zone

e Do not participate in zone transfers from a PNS

e Only get data on demand from a PNS or SNS

Unless your system has limited memory or CPU power, you might achieve the best
performance by setting your system up as a caching-only name server rather than as a client.
This reduces network traffic and DNS response time for frequently requested names.

You can configure a machine as a caching-only name server only if it is not running any
other type of name server. Alternately, if a caching-only name server has previously been

configured, the configuration files must be removed before it can be configured as another
type of name server.
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8.1.2 How queries are answered

Before going into the details of setting up name servers and clients, it is useful to understand
how queries are processed. There are two types of name resolution:

By iteration Name servers usually perform name resolution by iteration. A query is
iterative when the name server conducts its own search of the domain tree.

By recursion Clients perform name resolution by recursion. A query is recursive when the
client passes on responsibility for resolving a name to a server and waits for
the answer.
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AV 8-6

/ | Query Fulfillment Sequence

edu org

Client
Root server for com domain
Primary server for otherdom.com domain

Nl He

Primary server for somedom.com domain

k NADMO0806 © The Santa Cruz Operation, Inc. /
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The sequence shown in AV 8-6 on page 8-14, and described below, illustrates how a query
for information about a machine outside the zone of the client is typically handled.

In this example, the client is doing a recursive query and the name server is doing resolution
by iteration.

1. An Internet clientglient.somedom.conmakes a library call to look up the IP address
for a machine namegmote.otherdom.com

The library routine detects tletc/resolv.confile indicating the machine’s current
domain and the IP address of the local name sellmerdomedom.cQm

The library routine sends the requestibg.somdom.com
2. The local name server notes that the request is for information outside its zone.

It looks up the IP address for a root name server and contacts the root name server to
request the IP address of the name server fasttte@dom.condomain.

3. The root name server sends back the IP addressaftherdom.conthe name server
for otherdom.com

4. dns.somdom.comueriesdns.otherdom.corfor the IP address of the target,
remote.otherdom.com

5. dns.otherdom.cormends a reply with the IP addresseshote.otherdom.cam
6. The reply is sent back to the clieclient.somedom.com

The top-level server contacted is calledat name servelA root name server is
authoritative for all the top-level domains, sucltas) gov,andedu This means that it is
essential for resolving an Internet domain name.

Because a root name server plays such a crucial role in DNS operations, there are actually
several root name servers spread across the globe. A name server knows the IP addresses of
the root name servers through the userobacachefile. The file is discussed later in this

lesson. To keep a name server running optimally, it is prudent to update this file frequently.
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AV 8-7

/ | File Relationships | \

/etc/named.boot

|
! ! ! |

named.rev named.hosts named.local root.cache
named.soa
\_ )
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8.2 DNS Files

So far, this lesson has described DNS at a conceptual level. To configure DNS, you must
understand each of the components that make up the system.

Configuring DNS can be quite complex on large, sophisticated networks that require all
types of servers—primary, secondary, forwarders, stubs, and so on. However, in its simplest
form, DNS configuration involves these tasks:

e Creating a primary name server

e Configuring hosts as DNS clients

This set of configuration files must be created to configure a primary name server:
/etc/named.boot Configures thexamed ADMN) daemon on start up
/etc/named.d/named.hosts Translates host names to IP addresses.
/etc/named.d/named.rev  Translates IP addresses to host names

/etc/named.d/named.local Translates IP address 127.0.0.1oalhost

/etc/named.d/root.cache Contains information about the name servers for the root
domain

/etc/named.d/named.soa An include file containing a record that defines the zone of
authority

AV 8-7 shows the relationships between these DNS server configuration files.

The DNS configuration files (excepamed.bogtcontain records in a format known as the
standard resource recof6RR) format. All of the records that you create for your name
server must comply with this format. The next sections describe the format and contents of
each configuration file.

DNS client configuration is described in Section 8.7 on page 8-63.
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AV 8-8

//'

Example named.boot

; Boot file: Primary for somedom.com and
; secondary for otherdom.com
; type domain

directory /etc/named.d

primary somedom. com

primary 50.100.200.in-addr.arpa
primary 0.0.127.in-addr.arpa
secondary otherdom.com

secondary 75.150.200.1in-addr.arpa

stub london.somedom. com

cache

k NADMO0808 © The Santa Cruz Operation, Inc. /

source file or host

named.hosts

named.rev

named. local

200.150.75.1 backup.hosts

200.150.75.1 backup.rev

200.200.50.1 london.somedom. stub
root.cache
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8.2.1 The named.boot file

Whennamed ADMN) is started, it first looks for th&etc/named.bodtle. AV 8-8 shows an
example of amamed.boofile with these attributes:

® [t acts as a primary name server for sbenedom.cordomain.

® [t acts as a secondary name server footherdom.condomain.

e Thesomedom.comomain has a network IP address of 200.100.50.

e Theotherdom.condomain has a network IP address of 200.150.75.

® |t acts as the stub server for the subdon@don.somedom.cam

SCO OpenServer Release 5.0.5 includes an updated version of BIND (8.1.1) which uses
named.conés the primarymamed configuration file. Full backward compatibility is
maintained with th@amed.boofile, however whemamed starts, thamamed.boofile is
converted automatically tsamed.confUTtilities are also provided to manually convert a
named.boofile to named.confSeenamed.cor{SFF) for more information.

This lesson covemsamed.bootonfiguration, because it is fully compatible with all releases

of SCO OpenServer. It is also used in the BIND implementations found on many other
UNIX systems.
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AV 8-9

//'

Example named.boot

; Boot file: Primary for somedom.com and
; secondary for otherdom.com
; type domain

directory /etc/named.d

primary somedom. com

primary 50.100.200.in-addr.arpa
primary 0.0.127.in-addr.arpa
secondary otherdom.com

secondary 75.150.200.1in-addr.arpa

stub london.somedom. com

cache

k NADMO0809 © The Santa Cruz Operation, Inc. /

source file or host

named.hosts

named.rev

named. local

200.150.75.1 backup.hosts

200.150.75.1 backup.rev

200.200.50.1 london.somedom. stub
root.cache
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8.2.1.1 The directory entry

Thedirectory entry tellsnamedwhere to find files referenced Imamed.bootlt is
usually set to:

e /etc/named.dSCO OpenServer Release 5)
e /etc/inet/named.@UnixWare 7)

e /usr/lib/namedprevious releases of SCO UNIX)

8.2.1.2 The primary entry

Theprimary entry tellsnamedthat:

e |tis the primary name server for the zone indicated in the next field.

e The data files for hosts in this zone are named in the last field.

There are three entries for a primary name server:

® The first resolves queries by name.

® The second resolves queries by IP address (discussed in the next section).

e The third is for thdocalhost.
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AV 8-10

/ | Domain Name Space | )
UNNAMED ROOT—| |

GENERIC DOMAINS GEOGRAPHIC DOMAINS

E%:nkﬁ}’g" |arpa| |com|edu|gov| int|mi||net|org| |ca || uk|...| usl
I I I

L] [ee] [en] [o]

[eH{EHER I

L]
k NADMO0810 © The Santa Cruz Operation, Inc. /
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8.2.1.2.1 The in-addr.arpa domain

Thein-addr.arpadomain is organized by IP address, not domain name. It allows clients to
look up host names by IP address. Without this hierarchy, a DNS server would need to
conduct an exhaustive search of the domain tree looking for a given IP address.

The IP address in this entry is written backwards. To see why this format is necessary,
consider:

e Fully-qualified host names are written from left to right with the least significant piece
of information, (the lowest part of the domain tree), first. This allows a client to quickly
look up an IP addresses by machine name.

e |P addresses are written from left to right with the most significant piece of information
first—the network number. If you wanted to look up a host name given its IP address,
the information would be in the wrong order.

Thein-addr.arpadomain solves this problem by writing the IP addresses in reverse order.
AV 8-10 shows entries in thae-addr.arpadomain for the first few addresses in the
somedom.cordomain.
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AV 8-11

//'

Example named.boot

; Boot file: Primary for somedom.com and
; secondary for otherdom.com
; type domain

directory /etc/named.d

primary somedom. com

primary 50.100.200.in-addr.arpa
primary 0.0.127.in-addr.arpa
secondary otherdom.com

secondary 75.150.200.1in-addr.arpa

stub london.somedom. com

cache

k NADMO0811 © The Santa Cruz Operation, Inc. /

source file or host

named.hosts

named.rev

named. local

200.150.75.1 backup.hosts

200.150.75.1 backup.rev

200.200.50.1 london.somedom. stub
root.cache
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8.2.1.3 The secondary entry

Thesecondary entry tellsnamed:
e |tis the secondary name server for the zone indicated in the second field.
e The IP address of the primary server for the zone is in the third field.

e Optionally, the data for that zone is stored in the file specified in the last field. If a

filename is:

Specified The name server loads the data from disk first, and then contacts
the primary to make sure the data is up to date usinggtired
numberfrom the primary’sstart of authorityrecord.

Not specified The PNS must perform a zone transfer beforeed on the SNS

can answer queries. Remember that the data file is only a backup.
The primary server always has the original data.

NOTE: As with primary name servers, each zone must have two secondary name server
entries: one to resolve lookups by name, and one to resolve lookups by IP address.
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AV 8-12

//'

Example named.boot

; Boot file: Primary for somedom.com and
; secondary for otherdom.com
; type domain

directory /etc/named.d

primary somedom. com

primary 50.100.200.in-addr.arpa
primary 0.0.127.in-addr.arpa
secondary otherdom.com

secondary 75.150.200.1in-addr.arpa

stub london.somedom. com

cache

k NADM0812 © The Santa Cruz Operation, Inc. /

source file or host

named.hosts

named.rev

named. local

200.150.75.1 backup.hosts

200.150.75.1 backup.rev

200.200.50.1 london.somedom. stub
root.cache
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8.2.1.4 The forwarders  entry

Theforwarders  entry is not included in the examplamed.boofile. When present, it:

e Tellsnamedto forward requests when it does not know the answer to one or more other
name servers

e Lists the IP addresses for each server to forward requests to, separated by white space

e |s often used when security measures, such as firewalls or packet filters, prevent clients
from reaching the Internet name servers directly

e Can be used to increase the performance of local name service resolution by keeping a
centralized name server cache

Forwarders send recursive queries as clients do instead of performing iterative queries like

standard name servers. After a short period of time, forwarders resort to normal server
operation if resolution has not succeeded.

An example is a configuration using a forwarder whose IP address is 200.100.50.1. The
named.boofile contains this entry anywhere after thiesctory entry:

forwarders 200.100.50.1
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AV 8-13

//'

Example named.boot

; Boot file: Primary for somedom.com and
; secondary for otherdom.com
; type domain

directory /etc/named.d

primary somedom. com

primary 50.100.200.in-addr.arpa
primary 0.0.127.in-addr.arpa
secondary otherdom.com

secondary 75.150.200.1in-addr.arpa

stub london.somedom. com

cache

k NADM0813 © The Santa Cruz Operation, Inc. /

source file or host

named.hosts

named.rev

named. local

200.150.75.1 backup.hosts

200.150.75.1 backup.rev

200.200.50.1 london.somedom. stub
root.cache
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8.2.1.5 The slave entry

Theslave entry:
e |[s typically only found in a secondary or caching-only server.

e Tellsnamedthat it canonly use a forwarding server to answer queries. This stops the
forwarder from resorting to normal operation if the contacted name servers fail.

This is useful when the server being configured has no direct connection to the Internet,
such as when the connection is through a firewall or proxy server.

Because it will not resort to normal operation, it might be useful to specify multiple
instances of the forwarding addresses to increase the time-out before failure.

Theslave entry is added toamed.booafter thedirectory  entry.

8.2.1.6 The cache entry

Thecache entry tellsnamedto:
e |Initialize its cache with data for the domain named in the second field
e Get cache data from the file specified in the last field

The domain specified in the second field is almost alwaysttelomain (), with data
found in theroot.cachdile.
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AV 8-14

/ | Example named.boot | _ \

; Boot file: Primary for somedom.com and
; secondary for otherdom.com
;

; type domain source file or host

directory /etc/named.d

primary somedom. com named.hosts

primary 50.100.200.in-addr.arpa named.rev

primary 0.0.127.in-addr.arpa named. local

secondary otherdom.com 200.150.75.1 backup.hosts
secondary 75.150.200.in-addr.arpa 200.150.75.1 backup.rev

stub london.somedom.com 200.200.50.1 london.somedom. stub
cache . root.cache

NADMO0814 © The Santa Cruz Operation, Inc.

AV 8-15

K | Primary and Sub-Domain |_ \

edu com de org

otherdom somedom

NADM0815 © The Santa Cruz Operation, Inc. /
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8.2.1.7 The stub entry

Thestub entry tellsnamed:

® A separate server is the PNS for a portion of a zone served by this system.
e The name of this sub-domain is specified in the second field.

® The IP address of the primary server for the sub-domain is in the third field.

e Optionally, the data for the sub-domain is stored in the file specified in the last field. If a
filename is:

e Specified, then the name server loads the data from disk. Then it contacts the
primary to make sure the data is up to date by comparirggtted numbeifrom the
primary’s start of authorityrecord.

e Not specified, the PNS must perform a zone transfer betoreed can refer queries
for this sub-domain. Remember that the data file is only a backup. The primary
server always has the original data.

In AV 8-14, a primary name server is covering sbenedom.cordomain, except for the
london.somedom.codomain which is handled by a different name server.

To do this, the primary name server $omedom.comust delegate authority over the child
zonelondon.somedom.cohy including a stub entry for the child zone.
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AV 8-16

/ | Example named.hosts | \
; name [ttl] class type data
$include named.soa
thatch IN A 200.100.50.1
WWW IN CNAME thatch
guam IN A 200.100.50.2
ftp IN CNAME guam
atlantis IN A 200.100.50.3
gateway IN A 200.100.50.4

\\» (NADMOBtS____________________________ ©TheSanta Cruz Operafon, Inc.] 4/

AV 8-17

/ | Example named.rev | \

; name [ttl] class type data

Sinclude named.soa

1 IN PTR thatch.somedom.com.
2 IN PTR guam.somedom.com.
3 IN PTR atlantis.somedom.com.
4 IN PTR gateway.somedom.com.
\\7 (NADMOBT7 _______________________ ©TheSanta CruzOperafon, Inc.] j/
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8.2.2 The named.hosts file

Thenamed.hostfle, shown in AV 8-14, maps host names to IP addresses. It typically
includes:

e Thenamed.sodile by reference
e OneArecord for each host in the zone
e CNAMEecords for creating aliases or nicknames for hosts

See Section 8.3.1, “The A record,” on page 8-41 and Section 8.3.2, “The CNAME record,”
on page 8-43 for details on these records.

8.2.3 The named.rev file

Thenamed.revile, shown in AV 8-17, maps IP addresses to host names. It includes:
e Thenamed.sodile by reference
e OnePTRrecord for each host in the zone

See Section 8.3.3, “The PTR Record,” on page 8-45 for details on the forRBER of
records.
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AV 8-18

/ | Example named.local | \

; name [ttl] class type data

Sinclude named.soa

1 IN PTR localhost.
[NADMOSBSS ~_______________©TheSanta Gruz Operation, Inc. |

AV 8-19

K | Example root.cache | \

; name ttl class type data

; initial cache data for root domain servers. Note no SOA included

999999 IN NS terp.umd.edu.
999999 IN NS ns.nasa.gov.
999999 1IN NS kava.nisc.sri.com.

; Prep (hardwire) the address cache. Order does not matter.

terp.umd.edu. 999999 IN A 128.8.10.90
ns.nasa.gov. 999999 IN A 128.102.16.10
ns.nasa.gov. 999999 1IN A 128.52.195.10
kava.nisc.sri.com. 999999 1IN A 192.33.33.24
L ——— e i -
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8.2.4 The named.local file

Thenamed.locafile, shown in AV 8-18, translates IP address 127.0.0ldc@lhost It
includes:

e Thenamed.sodile by reference
e OnePTRrecord forlocalhost

See Section 8.3.3, “The PTR Record,” on page 8-45 for details on the forRBER of
records.

8.2.5 The root.cache file

Theroot.cachdile, shown in AV 8-14, contains information about the name servers for the
root domain. It contains:

e Arecords for all of the root name servers

® NSrecords indicating that each of these machines are name servers for the root domain

()

These records are described in more detail in Section 8.3.1, “The A record,” on page 8-41
and Section 8.3.4, “The NS record,” on page 8-47.

Theroot.cachefile should be updated periodically to the current version. It is available
using anonymoufp from ftp.rs.internic.net
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AV 8-20
/ | Example named.soa | \
; name [ttl] class type data
@ IN SOA thatch.somedom.com. steve.somedom.com. (
96031108; Serial
10800; Refresh
1800; Retry
3600000; Expire
86400 ) ; Minimum (default ttl)
IN NS thatch.somedom.com.
IN NS ahost.otherdom.com.
\_ )
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8.2.6 The named.soa file

Thenamed.sodile, shown in AV 8-14, contains thetart of authorityrecord for one zone.
e [tis included by reference mamed.hostsnamed.revandnamed.local
e |t contains:

e OneSOArecord

e One or morédNSrecords listing name servers in the domain

These records are described in more detail in Section 8.3.5, “The SOA record and $include,”
on page 8-49 and Section 8.3.4, “The NS record,” on page 8-47.
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Av 8-21

/ | Example DNS Records | \
; name [ttl] class type data
thatch IN A 200.100.50.1
ftp IN CNAME guam.somedom.com.
1 IN PTR thatch.somedom.com.
somedom.com. IN NS thatch.somedom. com.
@ IN SOA thatch.somedom.com. steve.somedom.com.
9603110830; serial
10800; refresh
1800; retry
3600000; expire
86400 ) ; minimum (default ttl)
k NADM0821 © The Santa Cruz Operation, Inc. /
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8.3 DNS Records

Primary name servers read the information for their zone from the DNS configuration files,
which contain data in the SRR-format. AV 8-17 shows examples of various records in the
SRR format.
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AV 8-22

/ Example named.hosts | \
; name [ttl] class type data
$include named.soa
thatch IN A 200.100.50.1
WWW IN CNAME thatch
guam IN A 200.100.50.2
ftp IN CNAME guam
atlantis IN A 200.100.50.3
gateway IN A 200.100.50.4
\\» (NADMOB22________________________________ ©TheSanta Cruz Operafon, Inc.] 4/
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8.3.1 The Arecord

A (address) records are usechamed.hostso map IP addresses to host names using these

fields:

name Set to the host name
time-to-live Typically left blank

address class Setitd for Internet

record type Set td\

record-specific data The IP address of the host

NOTE: You should have on&record for every machine in a zone, plus onédoalhost
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8.3.2 The CNAMFecord

CNAMEcanonical name) records allow you to create aliases or nicknames for your hosts.
They can be very useful if:

® Your site provides services such as a web server or a FTP server.

e You do not want to dedicate separate machines to performing those tasks just so that
they can be calledhww.yourdom.corandftp.yourdom.com

You can accomplish the same thing by entering mulfiptecords for a given IP address but
then no name would be theal name for this host and some services sudeadmailcan
have problems with multiple names.

CNAMEecords use these fields:

name Contains the nickname
time-to-live Typically left blank

address class Setld for Internet

record type Set t&ENAME

record-specific data Contains the real host name

As well as having multiple names for one IP address, it might be useful to configure
multiple IP address for one name. This can be done by entering maltigterds for each
IP address. It is useful when you have a number of servers fulfilling the same function.

The name server, when queried for this name, returns all the applicable addresses in the
order determined by the name server.
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AV 8-23

/ | Example named.rev | \

; name [ttl] class type data

Sinclude named.soa

1 IN PTR thatch.somedom.com.
2 IN PTR guam.somedom.com.
3 IN PTR atlantis.somedom.com.
4 IN PTR gateway.somedom.com.
\\» [NADMOB2S  OTheSantaCruzOperafion Ino | 4/

AV 8-24

/ | Example named.local | \

; name [ttl] class type data

Sinclude named.soa

1 IN PTR localhost.
k /
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8.3.3 The PTRRecord

PTR (pointer) records map IP addresses to a host names. They are:
e Found in than-addr.arpadomain files such asamed.rev
e Typically the only records included other thanS®Arecord

You should have oneTRrecord per host that shares the IP network number listed in the
second field of the entry in tramed.bootile.

PTRrecords use these fields:
name Contains the host portion of the IP address, in reverse order

(for standard class C addresses, only put the last octet; for
standard class B addresses, put the last two octets)

time-to-live Typically left blank

address class Setitd for Internet

record type SettBTR

record-specific data Contains the fully-qualified host name ending in a period

Thenamed.locafile includes an SOA and a single PTR record for the local host. AV 8-24
illustrates anamed.locafile.
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AV 8-25
/ | Example named.soa | \
; name [ttl] class type data
@ IN SOA thatch.somedom.com. steve.somedom.com. (
96031108; Serial
10800; Refresh
1800; Retry
3600000; Expire
86400 ) ; Minimum (default ttl)
IN NS thatch.somedom.com.
IN NS ahost.otherdom.com.
\_ )
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8.3.4 The NSrecord

NSrecords provide information about which hosts are providing names services for
specified domaindNSrecords contain these fields:

name

time-to-live

address class
record type

record specific data

Contains the name of the domain

The domain name can be a periodli(idicating that these are
name servers for the root domain. For example, the perjod (
is used in theoot.cachéfile.

The domain name can be &) (ndicating that these are name
servers for the current domain. For example, this is often used
in thenamed.sodile.

The domain name could be blank, indicating that this record
should use the same domain name as the previous record.

Left blank in thenamed.sodile entries. Set t899999 in
root.cachefile entries.

Setifd for Internet
Set thlS

Contains the fully-qualified host name of the name server,
ending in a period
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AV 8-26
/ | Example named.soa | \
; name [ttl] class type data
@ IN SOA thatch.somedom.com. steve.somedom.com. (
96031108; Serial
10800; Refresh
1800; Retry
3600000; Expire
86400 ) ; Minimum (default ttl)
IN NS thatch.somedom.com.
IN NS ahost.otherdom.com.
\_ W,
AV 8-27
/ | Example named.hosts | \
; name [ttl] class type data
Sinclude named.soa
thatch IN A 200.100.50.1
WWW IN CNAME thatch
guam IN A 200.100.50.2
ftp IN CNAME guam
atlantis IN A 200.100.50.3
gateway IN A 200.100.50.4
\_ )
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8.3.5 The SOArecord and $include

Several references have been made tstdme of authority(SOA) recorckept by the name
server. This record is key to how your primary and secondary name servers interact, as well
as providing default time-to-live values for all records in the data files.

The SOArecord is included at the top of every data file in one of two ways:

e Directly, by including the data at the top of each data file.

e Indirectly, by using the syntax:

$include

wherefile is the name of the file containing t8©Arecord, typicallynamed.soa

This is the method used in the example shown in AV 8-27.dnsed.hostfile
references theamed.sodile displayed in AV 8-26.

TheseSOArecord includes these fields:

name
address class
record type
host name

email address

refresh

transfer retry

expire

time-to-live

Set to the domain name
Setld for Internet
Set t8OA
The name of the authoritative host for this domain

The email address of the person responsible for this domain.
The “@” in the address is replaced by a “.”.

The interval in seconds that secondary name service waits
between checking for changes.

If a zone transfer fails the length of time, in seconds, the
secondary waits before trying again.

The maximum time in seconds that a secondary name server
uses data without it being refreshed.

The default time in seconds that a record’s data remains valid
in a cache without being refreshed. This can be overridden by
the records time-to-live value (TTL).
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The serial number field:
e Must be updated every time changes are made to the primary server’s data files

e Should not contain a decimal point, because it breaks other name servers not made by
SCO

e Must increase from one version to the next. This is because the SNSs need to know they
are gettinghewinformation.

An easy way to ensure that each number is greater than the last is to set the serial number
to YYMMDDHHKwhere:

® YYYYis the year of the change

e MM is the month of the change

e DD is the day of the change

e HH is the hour of the change

e XXis a counter for changes that hour

This method also has the benefit of indicating when the last data was last changed.
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8.4 Configuring DNS servers

After you have decided how to structure DNS services for your particular network, you will
need to set up one primary, one or more secondary, and any number of caching-only name
servers.

Note that you must also configure each host as a DNS client by creafetg/eesolv.conf
file, including the hosts that are also name servers. See Section 8.7, “Configuring DNS
Clients,” on page 8-63.

The basic procedure for configuring any server is to create the files described in Section 8.2,
“DNS Files,” on page 8-17, according to the specifications for your network.

The steps to configure DNS on a simple example network are shown in the next sections.
This example network has these attributes:

Domain name somedom.com
Primary name server thatch 200.100.50.1
Secondary name server roscq 200.100.50.5
Caching-only name server cush 200.100.50.6
Hosts guam 200.100.50.2

atlantis 200.100.50.3
gateway200.100.50.4

8.4.1 Configuring a primary name server

To configure the systenthatch as a primary name server for the example network:
Step 1. Createetc/named.boawith these entries:

directory  /etc/named.d

primary somedom.com named.hosts
primary 50.100.200.in-addr.arpa named.rev

primary 0.0.127.in-addr.arpa named.local

cache . root.cache
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Step 2. Creattetc/named.d/named.hostdith anA record for each host:

$INCLUDE named.soa

localhost IN A 127.0.0.1

thatch IN A 200.100.50.1

guam IN A 200.100.50.2

atlantis IN A 200.100.50.3

gateway IN A 200.100.50.4

rosco IN A 200.100.50.5

cush IN A 200.100.50.6

Step 3. Createetc/named.d/named.ravith aPTRrecord for each host:

$INCLUDE named.soa

1 IN PTR thatch.somedom.com.
2 IN PTR guam.somedom.com.
3 IN PTR atlantis.somedom.com.
4 IN PTR gateway.somedom.com.
5 IN PTR rosco.somedom.com.
6 IN PTR cush.somedom.com.
Step 4. Createetc/named.d/named.locaith the following entry:
$INCLUDE named.soa
1 IN PTR localhost.
Step 5. If not already present, create/hamed.d/root.cach€opy this file from
another server or get the latest version ffgpns.internic.net
Step 6. Createetc/named.d/named.seath these entries:
@ IN SOA thatch.somedom.com. ned.somedom.com. (
199809180201, Serial
10800; Refresh
1800; Retry
360000; Expire
86400 ); Minimum (default ttl)

IN NS thatch.somedom.com.
IN NS rosco.somedom.com.
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Step 7. Creatgetc/resolv.confvith these entries:

name server 200.100.50.1
hostresorder local bind

The/etc/resolv.confile is discussed in more detail in Section 8.7.1 on page
8-63.

Step 8. Stanmhamedas described in Section 8.5 on page 8-57.

8.4.2 Configuring a secondary name server

To configure the systempsca as a secondary name serversiomedom.com
Step 1. Createetc/named.boawith these entries:

directory /etc/named.d

secondary somedom.com 200.100.50.1 somedom.hosts
secondary 50.100.200.in-addr.arpa 200.100.50.1 somedom.rev

primary 0.0.127.in-addr.arpa named.local

cache . root.cache

Note the filessomedom.hostendsomedom.reare created whammedis
started. You do not create these manually.

Step 2. Createetc/named.d/named.locaith this entry:

$INCLUDE named.soa

1 IN PTR localhost.
Step 3. If not already present, create/hamed.d/root.cach€opy this file from
another server, or get the latest version ffpms.internic.net

Step 4. Createetc/named/named.soedth these entries:

@ IN SOA rosco.somedom.com. ned.somedom.com. (
980918, Serial
10800; Refresh
1800; Retry

360000; Expire
86400 ); Minimum (default ttl)
IN NS rosco.somedom.com.
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Step 5. Creatgetc/resolv.confvith these entries:

name server 200.100.50.5
name server 200.100.50.1
name server 200.100.50.6
hostresorder local bind

The/etc/resolv.confile is discussed in more detail in Section 8.7.1, “The
letc/resolv.conf file,” on page 8-63.

Step 6. Stanmhamedas described in Section 8.5 on page 8-57.
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8.4.3 Configuring a caching-only name server

To configurecushas a caching-only server on a system:
Step 1. Creatéetc/named.boawith these entries:

directory /etc/named.d

cache . root.cache
primary 0.0.127.in-addr.arpa named.local
Step 2. Createetc/named.d/named.locaith this entry:

$INCLUDE named.soa

1 IN PTR localhost.
Step 3. If not already present, create/hamed/root.cach€opy this file from
another server, or get the latest version ffpms.internic.net

Step 4. Createetc/named.d/named.seath these entries:

@ IN SOA cush.somedom.com. ned.somedom.com. (
980918, Serial
10800; Refresh
1800; Retry

360000; Expire
86400 ); Minimum (default ttl)
IN NS cush.somedom.com.

Step 5. Creatgetc/resolv.confvith these entries:

name server 200.100.50.1
name server 200.100.50.5
name server 200.100.50.6
hostresorder local bind

Step 6. Stanmhamedas described in Section 8.5 on page 8-57.
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8.5 Starting and Controlling the Name Server

After you have set up all of the necessary configuration files, start the name server by either
rebooting the system or using th@med control interfacendc(ADMN) to start thenamed
daemon. From the command line, enter:

ndc start

To signalnamedto log debugging information, use ttrace option tondc:

ndc trace

This places diagnostic information in tlegc/named.d/named.rdibe. This diagnostic
information can be very useful for troubleshooting configuration problems. Increasingly-
detailed information is logged with successmnE trace commands.

Whennamedstarts, it stores its process ID numbefeite/named.pidSignals can be sent to

the name server to affect its operation using this PID number akdl (& command. For
example, to signal the name server to reread its configuration files, enter:

kill -HUP ‘cat /etc/named.pid

This can also be done with the command line:

ndc restart

This is useful if you make direct modifications of the configuration files and want the name

server to immediately reflect the changes. For other signals you can send the name server,
refer to thenamed ADMN) andndc(ADMN) manual pages.
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AV 8-28

//'

Server: thatch.somedom.com

Address: 200.100.50.1

4.50.100.200.in-addr.arpa name = gateway.somedom.com

>
T S )

| Example nslookup Session

Default Server:
Address: 200.100.50.1

> gateway

Server: thatch.somedom.com
Address: 200.100.50.1

Name : gateway.somedom.com
Address: 200.100.50.4

> unknown

Server: thatch.somedom.com
Address: 200.100.50.1

*** thatch.somedom.com can't find unknown:

> set type=PTR
> 4.50.100.200.1in-addr.arpa

thatch.somedom.com

Non-existent host/domain
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8.6 Querying a name server

After you have set up a name server, verify that it works using the utilities,
nslookup(ADMN), host{ADMN), anddig(ADMN).

8.6.1 The nslookup(ADMN) command

Thenslookup command is used in two ways:

1.

Enter a series afslookup commands with arguments from the command line. For
example, to test that tlipilamentry on the example network is correct, enter:

nslookup guam

You should see the server name and its IP address as we#ds name and IP
address.

If there are problems contacting the server or the information is incorrect, to start
nslookup in interactive mode, enter:

nslookup

You should receive output similar to that shown in AV 8-28. You can now issue
commands tmslookup. To view a list of commands, enter:

?

This mode can be very useful if you are configuring the data files and haaimgd
re-read its files in one window (or multiscreen) and runnisigokup in another.
You can exiinslookup by entering the end-of-file charactgrig D.
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AV 8-29
/ | The dig(ADMN) Command | \
dig -x 200.100.50.1
; <<>> DiG 8.1 <<>> -x
;; res options: init recurs defnam dnsrch
;7 got answer:
;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 6
;; flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1,ADDITIONAL: 1
;7 QUERY SECTION:
;; 1.50.100.200.in-addr.arpa, type = ANY, class = IN
;; ANSWER SECTION:
1.50.100.200.in-addr.arpa. 1D IN PTR thatch.somedom.com.
;; AUTHORITY SECTION:
50.100.200.in-addr.arpa. 1D IN NS thatch.somedom.com.
;; ADDITIONAL SECTION:
thatch.somedom. com. 1D IN A 200.100.50.1
;; Total query time: 10 msec
;3 FROM: thatch.somedom.com to SERVER: default -- 0.0.0.0
;i WHEN: Tue Sep 22 13:53:24 1998
;; MSG SIZE sent: 46 rcvd: 132
\_ W,
AV 8-30
/ | The host(ADMN) Command | )
host -a www.sco.com
Trying null domain
rcode = 0 (Success), ancount=1
The following answer is not authoritative:
www.sco.com 3578 IN CNAME www.external.sco.COM
For authoritative answers, see:
sco.COM 41978 IN NS SCONIGMA.sco.COM
sco.COM 41978 IN NS NS2.EXODUS.NET
Additional information:
SCONIGMA.sco.COM 41978 IN A 132.147.210.10
NS2.EXODUS.NET 172698 IN A 207.82.198.150
rcode = 0 (Success), ancount=1
The following answer is not authoritative:
www.external.sco.COM 940 INA 209.1.8.14
For authoritative answers, see:
external.sco.com 3578 IN NS dd-scca.sco.com
external.sco.com 3578 IN NS dd-jcnj.sco.com
external.sco.com 3578 IN NS dd-lnuk.sco.com
Additional information:
dd-scca.sco.com 3578 IN A 207.82.198.237
dd-jecnj.sco.com 3578 IN A 209.67.27.230
\_ )
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8.6.2 The dig(ADMN) command

Another useful tool, especially when trying to test the PTR entries of a name server is the
Domain Information Groper commandig(ADMN). To test aPTRrecord usinglig, enter:

dig -x 200.100.50.1

Compare the output afig in AV 8-32 with thenslookup command line:
nslookup 200.100.50.1

Server: thatch.somedom.com

Address: 100.200.50.1

1.50.100.200.in-addr.arpa name = thatch.somedom.com

50.100.200.in-addr.arpa name server = thatch.somedom.com
thatch.somedom.com internet address = 200.100.50.1

8.6.3 The host(ADMN) command

Thehostcommand is similar taslookup(ADMN). It can be used to look up host names or
IP addresses using DNS. When used with-&aption, it can be used to find all information
about a host maintained by the domain server. The example in AV 8-30 shows$tosv
used to find all information about the serwexw.sco.com
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AV 8-31

Ol

Example /etc/resolv.conf | \

domain somedom.com

; query local server first, then secondary

nameserver 200.100.50.1
nameserver 200.100.50.5

; query the /etc/hosts file, then dns

hostresorder local bind

k NADM0831 © The Santa Cruz Operation, Inc. /
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8.7 Configuring DNS Clients

After the name servers are configured, set up each host on the network as a DNS client. This
includes systems configured as DNS name servers.

A DNS client is configured by creating thetc/resolv.confile. This directs the resolver to

name servers on the network to resolve queries. If a system is a name seesalyvitonf
file includes an entry for itself.

8.7.1 The /etc/resolv.conf file

The existence of thietc/resolv.conf fileauses the resolver to look at this file to determine
how to resolve queries. The basic format of this file is:

domain Specifies the local domain name.

name server Specifies the Internet address (in dot notation) of a name
server that the resolver should query. Up to three name servers
can be listed, one per keyword. If there are multiple servers,
they are queried in the order listed.

hostresorder Specifies database search order. The lookup routines can
search any or all of the following databases: DNS, NIS, and
the/etc/hostdile. The hostresorder keyword value can
include any or all of the tokens that represent these databases:
bind , nis , orlocal

Note that searching thetc/hostdile prior to either of the

other databases can lead to inconsistent results if the hosts file
contains out-of-date information. However, avoiding network
traffic during host name lookup can be useful when only
demand-dial serial lines are available, because it can
eliminate time and expense when resolving local names.

There are three other entries that are not in this example. They are used for these
circumstances:

e search andoptions are used if you have set up a subdomain
e sortlist is used when you have subnets

Seeresolv.confSFF) for more information about these options.
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AV 8-32

Ol

Example /etc/resolv.conf | \

domain somedom.com

; query local server first, then secondary

nameserver 200.100.50.1
nameserver 200.100.50.5

; query the /etc/hosts file, then dns

hostresorder local bind

k NADM0832 © The Santa Cruz Operation, Inc. /
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AV 8-32 shows an exampletc/resolv.confile that you might create for any of the clients in
thesomedom.cometwork. The firshame server entry points to the primary name
server forsomedom.corat IP address 200.100.50.1, whiclthatch.somedom.com our
example.

If you set up a secondary name server withinstireedom.cordomain, then you might
have half of the clients query the PNS first, then the SNS (in case the PNS failed) and the
other half set up to do just the opposite.

The exampléetc/resolv.confile in AV 8-31 assumes that host 200.150.75.1 in
otherdom.conms a secondary name server §omedom.com
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8.8

Lesson Summary

Name servers are a great aid in administering your network as it grows beyond more than a
few hosts, or when you put your enterprise network on the Internet under your own
registered domain name.

Every zone or domain served by a name server must have one primary and should have at
least one secondary name server. The primary name servers contain the real data. Secondary
and caching servers get the data at startup time and then on demand. Clients need only be
pointed at a functioning name server to query data.

Name servers can forward queries for information they are not responsible for other name
servers. Queries are often passed to the root servers that can obtain the IP address of every
registered name server on the Internet. In this way, the names and IP address management of
the entire Internet is made possible.

Review questions

1. How many primary name servers must each registered domain on the Internet have?

2. Why is it wise to have a secondary name server outside your enterprise network?

3. Why would you configure your machine as a caching-only name server instead of a
client?

4. What aréA records and in which files are they found?

5. What arecCNAMEecords and in which files are they found?
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6. What ard®TRrecords and in which files are they found?

7. What file must be created on the client hosts to point the resolver at a name server?

8. What commands can be used to query a name server?
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8.9

Lab: Configuring and Testing Name Servers and Clients

The goal of this lab is to have you set up one or more name servers for your classroom
network. Your instructor will provide you with all of the relevant information including:

e Which host is the primary name server

e Which hosts, if any, are secondary or caching-only servers
This lab consists of three parts:

e Configuring the name servers

e Testing the work completed in the first part

e Setting up and testing the clients

8.9.1 Configuring servers

Your instructor will provide you with the relevant data needed to create a primary,
secondary, or caching-only server:

e |If your host is a primary, secondary, or caching-only server, follow the procedure in the
next section.

e |If your host is a client, team up with one of the students to set up their server.

Procedure: Configuring a primary name server

To configure a primary name server, create each of the DNS configuration files, substituting
the names and IP addresses for your classroom provided by your instructor. Use the sample
files in the/etc/named.dlirectory and the example in Section 8.4.1 on page 8-51 as a guide.

Step 1. Createetc/named.boatith entries for the primary name server.
Step 2. Createetc/named.d/named.hostith anA record for each host.
Step 3. Createetc/named.d/named.ravith aPTRrecord for each host.

Step 4. Createetc/named.d/named.locaith aPTRrecord forlocalhost

Step 5. If not already present, create/hamed/root.cach€opy this file from

another server, or u$tp to transfer the latest version frdtp.rs.internic.net
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Step 6.

Step 7.

Step 8.

Createetc/named.d/named.seath anSOArecord andNSrecords for the
primary and secondary name servers.

Creatéetc/resolv.contvith an entry for the primary name servers.
Starmhamedasroot. Enter:
ndc start

If namedis already running, signal the process to re-read the configuration
files. Enter:

ndc restart
You can also use the command line:

kill -1 ‘cat /etc/named.pid’

Test the server as described in Section 8.9.2 on page 8-71.

Procedure: Configuring a secondary name server

To configure a secondary name server, create each of the DNS configuration files described
below, substituting the names and IP addresses for your classroom provided by your
instructor. Use the sample files in tle¢éc/named.dlirectory and the example in Section

8.4.2 on page 8-53 as a guide.

Step 1.
Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Creat&etc/named.boatith entries for the secondary name server.
Creat&etc/named.d/named.locaith aPTRrecord folocalhost

If not already present, creégte/named/root.cach€opy this file from
another server, or u$p to transfer the latest version frdtp.rs.internic.net

Createetc/named.d/named.seath anSOArecord andNSrecords for the
primary and secondary name servers.

Creatéetc/resolv.contvith entries for the primary and any secondary name
servers.

Stamamedasroot. Enter:

ndc start
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If namedis already running, signal the process to re-read the configuration
files. Enter:

ndc restart
You can also use the command line:

kill -1 ‘cat /etc/named.pid’

Test the server as described in Section 8.9.2 on page 8-71. Verify that the backup host and
reverse lookup files are copied from the primary name server.

Procedure: Configuring a caching name server

To configure a caching name server, create the DNS configuration files, substituting the
names and IP addresses for your classroom provided by your instructor. Use the sample files
in the/etc/named.dlirectory and the example in Section 8.4.3 on page 8-55 as a guide.

Step 1.
Step 2.

Step 3.

Step 4.
Step 5.

Step 6.

Creatfetc/named.boot
Creattetc/named.d/named.local

If not already present, cregte/named.d/root.cach€opy this file from
another server, or obtain the latest version ffims.internic.net

Creatéetc/named.d/named.soa
Creatéetc/resolv.conf
Starmhamedasroot. Enter:
ndc start

If namedis already running, signal the process to re-read the configuration
files. Enter:

ndc restart
You can also use the command line:

kill -1 ‘cat /etc/named.pid’

Test the server as described in Section 8.9.2 on page 8-71.

8-70

SCO OpenServer™ Release 5 Network Administration



Lab: Configuring and Testing Name Servers and

8.9.2 Testing your server

The objective of this lab is for you to become familiar with utilities to test and query name
servers. Verify that you can retrieve both f@ndPTRrecords using eithelig(ADMN) or

nslookup(ADMN).
Procedure
Step 1. Make sure you are still logged inaast.
Step 2. Usaslookup from command mode to look up both the name and IP address
of at least two hosts on your network.
Step 3. Usenslookup in interactive mode. The query type defaulté\teecords.

Check the IP addresses of at least two hosts on your network by entering
their names.

Look up the names of at least two hosts on your network by entering in their
IP addresses.

8.9.3 Configuring and testing a client

The objective of this lab is for you to configure a host as a DNS client which queries
multiple name servers in case one is down, and to resort to queryietcthestdile if
neither server is found.

Step 1.

Step 2.

Step 3.

Creatfetc/resolv.confith these types of entries, substituting the names and
IP addresses for your classroom name servers:

name server 200.100.50.1
name server 200.100.50.5
name server 200.100.50.6
hostresorder local bind

If your host is also a name server, list your name server first.

Usenslookupto query for the IP address of one or more of the machines on
your LAN.

Stop the name server on the host that you listed first/et¢fresolv.conf
file.
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Step 4.

Step 5.

Step 6.

Usenslookup again to query for IP addresses. You might experience delays
as the resolver times out on the first server and then queries the second
server.

Stop the name server on the host that you listed as your second choice in your
letc/resolv.confile.

Try using a client suchtatnet(TC) to contact a host listed in yoletc/hosts
file. Again, you might experience delays as the resolver times out after trying
each of the name servers and then querietoéostdile.
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8.10 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

dig(ADMN)
host{ADMN)
named ADMN)

nslookup(ADMN)

Relevant files

Sends domain name query packets to name servers
Looks up host names using DNS
Implements BIND

Queries name servers

/etc/named.boot

/etc/named.conf

/etc/named.d

/etc/resolv.conf

{usr/lib/named

/etc/inet/named.d

named.hosts

root.cache

Default file read bynamed.Refer to thenamed.bodSFF)
manual page.

New formatnamed configuration file for BIND 8.1.1Refer
to thenamed.cor{SFF) manual page.

Default directory for locatingamed database files in SCO
OpenServer Release 5.

Contains thelomainandname serveentries to point the
client at name server. Refer to tiesolv.confSFF) manual

page.

Default directory for locatingamed database files in SCO
operating systems prior to SCO OpenServer Release 5.

Default directory for locatingamed database files in
UnixWare 7.

Example name for the file that contains information about

hosts in a zone when lookups are being done using a host’s

name. Refer to theamed.hos{SFF) manual page.

Default name for the file containing theandNSrecords for
the root name servers. Refer to thet.cach¢SFF) manual

page.
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named.local

named.rev

named.soa

Default name of the file containing tR& Rrecord for
localhost Refer to thenamed.localSFF) manual page.

Example name of the file that contains information about
hosts in a zone when lookups are being done using a host's IP
address. Refer to temed.re(SFF) manual page.

Default name for the file containing t®Arecord andNS
records for a zone. Refer to themed.sog6FF) manual page.
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8.11 Answers to Review Questions

This section provides suggested answers to review questions.

1. One primary name server is required for each registered domain on the Internet. If a
domain is divided into several zones, each zone must have its own primary name server.

2. If you have a secondary name server outside your enterprise network (for example, at
your ISP), then if your enterprise network should go off the Internet for any reason, the
addresses of machines, and more importantly, mail exchangers for your enterprise
network, can still be found by others on the Internet.

3. Configuring the machine as a caching-only name server instead of a client improves
response time for recently requested names and reduces network traffic.

4. Arecords map host names to IP addresses. They are found in the host database files such
asnamed.hosts

5. CNAMEecords allow you to create nicknames or aliases for hosts. They are found in the
host database files suchremmed.hosts

6. PTRrecords map IP addresses to names. They are typically found in the reverse lookup,
in-addr.arpadatabase files such aamed.rev

7. Theletc/resolv.confile must be created on all client machines to point the resolver at a
name server.

8. Thenslookup(ADMN), hosttADMN), anddig(ADMN) commands can be used to
qguery a name server.
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Introduction

Lesson 9

Configurin g Internet Services

Introduction

Previous lessons have discussed how a TCP/IP protocol stack is configured, how data is
transmitted, and how names and other attributes of machines are found using machines
running TCP/IP on local and wide area networks.

SCO OpenServer Release 5 provides several Internet-standard services that make a network
more usable. Understanding how to configure and use these services will enhance the value
of your company’s network and make your job as a network administrator easier.

Objectives

This lesson describes the standard Internet services available on SCO OpenServer Release
5. By the end of this lesson, you will be able to:

Create a virtual domain

Describe the relationship between virtual domains and other services
Start the Netscape HTTP server and enable remote administration
Configure FTP for normal and anonymous access

Configure the Network Time Protocol (NTP) server and clients
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9.1 Virtual Domains

You can configure your machine so that it provides e-mail, FTP, and web services for several
different domain names. For example, you might want to:

e Sell aninternet hostingservice to other organizations

e Provide the service as a favor to a non-profit community organization

These services can be provided using a feature knowirt@ed domains In reality, there is

no such thing as a virtual domain, only virtual hosts. However, because all of the literature,

online documentation, and tools use the term virtual domain, this course will too. It might
help to think of a virtual domain as a virtual host residing on your computer.

9.1.1 Enabling virtual domains

Prior to enabling virtual domains, your system’s network services process all requests
equally, independent of which network interface receives the request.

For example, the World Wide Web server does not care whether a request is received
through a PPP connection or the system’s network card. After virtual domains are enabled,
the system’s network services are configured independently, and can behave differently
depending on the network interface.

To enable a virtual domain:

Step 1. Start thinternet Manager.
Step 2. Log in using the account naatknin with theroot password.
Step 3. On thénternet Servicespage, seledEnable Virtual Domains and click on

Yesungroup the networking interfaces.

Ungrouping network interfaces allows you to configure virtual domains.
NOTE: After the interfaces are ungrouped, they cannot be reconfigured as a
group again.

9-5



Configuring Internet Services

AV 9-3

s a

Binding Internet Services

File Edit “iew Go Communicator Help|

< & A D = £ 3 &

Back Forward Reload Home  Search  Guide Print Security  Stop

|~ Bookmarks i Location: [[http:/;’lacalhost:615/manaz’mana /|

- & Members ¢ WebMail ¢ Connections ¢ Bizdournal ¢ SmadUpdate ¢ Mktplace

Internet Manager

SCO

Ezr More Help |

Internet Services

Select a service to configure for the interface selected helow:

€ | B Cf & 2

Mail FTP Security Dielete Add Wiew

Select an interface to configure:

NAME IPADDRESS ADMIN USER TYPE
“  3YSTEM-WIDE
~ 127001 root phovsical
~ 132147 20511 root phovsical
A 132147 209121 root physical
A 127001 root physical
~ 132147 20511 root plovsical
~ 132147 209121 root plovsical

8 % o 2

&l

k nadm0903 © The Santa Cruz Operation, Inc. /

9-6 SCO OpenServer™ Release 5 Network Administration



Virtual Domains

Step 4.

Choose a network interface to bind the Internet services. Use the IP address
of the system (that is, the IP number by which the system is already known).

Choosing a network interface (suchretQ rather than another interface,

such agocalhost can simplify routing. If you use IP addresses for virtual
domains that are on the same subnet as the network interface chosen here,
you will not have to make changes on your router.

After this form is submitted, thieternet Manager displays a list of networking interfaces.

Exercise: Enabling virtual domains

To enable virtual domains:
Step 1.
Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Start thinternet Manager.
Log in using the account naatknin with theroot password.

On thénternet Servicespage, seledEnable Virtual
Domains

When prompted, confirm wittes

Choose a network interface to bind the Internet services tq. Use
the IP address for your LAN interface.

Examine the directoriesursr/internet/ipthat are created whep
the interfaces are ungrouped.
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9.1.2 Creating a virtual domain

After virtual domains are enabled (Section 9.1.1 on page 9-5), you can create a virtual

domain:

Step 1. Start thinternet Manager.

Step 2. Log in using the account naatknin with theroot password.

Step 3. On thénternet Servicespage, select thédd icon and fill in the form

shown in AV 9-4:

Name Enter a unique, fully-qualified, domain name for the
new virtual domain. If this virtual domain is
accessible on the Internet, obtain a registered domain
name from the InterNIC.

IP address Enter a unique IP address for this interface. If
possible, use an IP address in the same subnet as the
primary network interface to simplify routing.

If this virtual domain is accessible on the Internet,
obtain a registered IP address.

Administrative user
Choose a name for the administrator for this domain.
This is the name used to accesdltiternet Manager
configuration tools.

Admin User Password
Enter a password for the administrative user account.

Step 4. Click orCreate New Virtual Domain.

Thelnternet Manager adds the new user account and creates a directory hierarchy for the
virtual domain inusr/internet/ip.This directory contains files and directories for each of the
Internet services that can be configured for a virtual domain.
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Exercise: Adding virtual domains

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

This exercise assumes that virtual domains are enabled.

SelecAdd from thelnternet Servicespage of thénternet
Manager.

Fill in the fully-qualified domain name and administrative Jser
information.

Click orCreate New Virtual Domains
Examine the newly-created directories and files in
/usr/internet/ip/a.b.c.qwherea.b.c.dis the IP address of the

virtual domain).

Examine the new user accourieto/passwd

Connect to the web server for this new virtual domain usirjg
http://a.b.c.b:80/as the URL. "

9.1.3 Setting up virtual domain services

After virtual domains are enabled and created, individual network services can be
configured for each virtual domain.

Virtual domain support is server-daemon dependent. Currently, only four services support

virtual domains:

DNS DNS can serve names, IP addresses, and other records for multiple domains.
General DNS configuration is discussed in Lesson 8: “Domain Name System

(DNS)

Configuration.”
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E-mail

Web

FTP

Configuring e-mail services for virtual domains is supported using the
sendmailADMN) Mail Transport Agent. In addition to configuring e-mail
for virtual domains, you will need to set up MX records for your virtual
domain in DNS.

Configuring e-mail for virtual domains is beyond the scope of this course.
For more information, refer tecohelp= SCO Internet Family
Documentation= SCO Internet FastStart Administrator’'s Guide =
Chapter 3: Configuring Internet services= Managing virtual domains

= Viewing properties of virtual domains = Configuring e-mail.

The Netscape FastTrack Server can be configured for virtual domains. An
overview of Netscape server administration is provided in the next section of
this lesson.

Detailed configuration of web services is beyond the scope of this course.
For further information, sescohelp= SCO Internet Family
Documentation= Netscape FastTrack Server Administrator's Guide=
Chapter 3: Configuring Internet services= Setting up software virtual
servers

Anonymous FTP, described later in this lesson, can be configured for virtual
domains. For further information, seeohelp= SCO SCO Internet

Family Documentation= SCO Internet FastStart Administator's Guide

= Chapter 3: Configuring Internet services= FTP.
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9.2 Web Services

The Internet has experienced explosive growth for two main reasons:
e A gigantic amount of information is available.
e The information is easily accessed usinged browsemVeb browsers for UNIR
systems include Netscape Navigator™, Netscape Communicator™, Lynx, and NCSA

Mosaic.

Web serverprovide the information displayed by web browsers and use the HyperText
Transport Protocol (HTTP) to exchange information with the web browser.

Web servers available for SCO platforms include:

e Netscape FastTrack Server™—included with most SCO OpenServer Release 5 system
profiles. This is the server described in this course.

e Apache—available on Skunkware. More information is available at
http://www.apache.org

® NCSA HTTPd—included with SCO OpenServer to sam@helpand manual pages. It
runs by default on port 457.

9.2.1 Configuring the Netscape FastTrack Server

The FastTrack web server is started during system boot and runs on port 80. This server is
used by default when web browsers contact your host.

The Netscap@dministration Server is another web server used to configure the FastTrack
server. It is started fromcoadminADM) and runs on port 620. Thedministration
Server allows you to add, remove, and configure existing web servers.

From the Netscap&dministration Server, you can configure these features of your
FastTrack server:

System Settings Sets information about the FastTrack Server including the
directory location of server binaries, the hostname URL
clients use to access the server, and the port used to listen for
HTTP requests

Access Control Allows you to protect files and directories based on user
name, password, domain name, or IP address
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Encryption Configures the Secure Sockets Layer (SSL) 3.0 protocol,
enabling encrypted and authenticated transactions

Programs Configures server-side applications, including Java applets
and CGI programs, that provide extra server functionality
such as games or search tools

Server Status Provides tools for monitoring the server and using log files

Configuration Styles Applies a set of options to files or directories maintained by
your server

Content Management Provides HTML editing and configures public information
directories to let users on your system create home pages and
other documents

The next sections describe how to run the NetsAalpainistration Server from the local
server, and from remote systems. For detailed information about configuring the Netscape
FastTrack server, sseohelp= SCO Internet Family Documentation= Netscape

FastTrack Server Administrator’s Guide.
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9.2.2 Running the Netscape Administration Server

To administer the Netscape FastTrack server:

Step 1. Start thAdministration Server from scoadmin= Netscape= Netscape
Server Admin.

This also starts the Netscape Navigator browser with URL
http://hostname:62Wherehostnamas the name of your system. As shown
in AV 9-5, this is called th&erver Selector

Step 2. Choose a server to configure. The Netscape FastTrack Server (port 80) is
displayed for each networking interface.

Step 3. Enter the user namémin and the password for theot account.
This password is the password assignedod during the system
installation. This password does not change when you chaate
password. It can be changed usingAldeninistration Server after entry is
gained.

AV 9-5 shows the home page of thdministration Server for the selected
FastTrack server.

Step 4. You can now make changes to the selected server configuration. Be sure to
follow the prompts to stop and restart the server after making changes.

Step 5. Reload URhttp://hostname:62€o return to theServer Selector

NOTE: If you cannot remember tlaelmin password, delete the password by editing
lusr/internet/ns_httpd/admserv/admpwd deleting everything after the colon (:) character.
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s A

Configuring the FastTrack Server

File Edit Wiew Go Communicator

< & A @/ 2 £ S &

Back Forward Reload  Home  Search  Guide Print  Security  Stop

- § "~ Bookmarks A Metsite: l[http:ffspider“l .curric,com:;B20/httpd-t /|

4 Memhbers ¢ WebMail ¢ Connections ¢ BizJoumal 4 SmartUpdate ¢ Mktplace

‘ Server On / Off

The server is cwrrently 011.

Server Onl SewerOffl

Access "80.132.147.209.180" as a Client
About this server

T P

|§ i

\ nadm0906 © The Santa Cruz Operation, Inc. /

|

9-16 SCO OpenServer™ Release 5 Network Administration



Web Services

Exercise: Running the Netscape Administration Server

Step 1.
Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Step 7.

Step 8.

Step 9.

Step 10.

Step 11.

Start the Netscapeministration Server.
Select a server to configure.

Enter the user narmémin and the password for theot
account.

Verify that you see the page shown in AV 9-6.

Clickserver Onto start the FastTrack server, if it is not alre
running.

Click orAccess ‘80a.b.c.d as a Client This opens a brows
window and displays the root home page for the server witl
displayed IP address.

Click orerver Off. When you see thBuccesspop-up

window, click onOK to confirm that the server has been shjit

down.

Access the same URL (usingR®&toadbutton). You can no
longer access the URL.

ClickServer Onto restart the server in ti@ministration
Server window.

Reload the URL again to verify that the server is running.

Return to th®erver Selectorusing the URL
http://hostname:620.

dy

the
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9.2.3 Configuring remote administration

To access the Netscapeministration Server from any host on the network, configure
remote administration

The Administration Server is configured to only allow access from a browser running on
the local machine by default. There are two ways to configure remote administration access:

e Using theAdministration Server. This is only useful if you are on the local machine
and want to configure access for other machines.

e From the command line. This is useful if you are on a remote machine atedneto
the machine running th&dministration Server.

9.2.3.1 Configuring remote access using the Administration Server

To configure remote administration:

Step 1. Start thAdministration Server from scoadmin= Netscape= Netscape
Server Admin.

This also starts the Netscape Navigator browser with URL
http://hostname:62Wherehostnamas the name of your system. As shown
in AV 9-5, this is called th&erver Selector

Step 2. From th&erver Selector select theConfigure Administration button.

Step 3. Select “Access Control” link from the Administration Configuration page.
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Step 4.

Step 5.

Step 6.

Step 7.

Step 8.

Specify the remote hosts. Fill in either the:
e “Hostnames to allow” field with the name(s) of hosts allowed access

e “|P addresses to allow” field with the IP address(es) of the hosts allowed
access

If more than one name or IP address is provided, use the vertich) bar (
separate the entries, and surround the list with parentheses. You can also use
a wildcard such as the asterigR.(

NOTE: The closing parenthesis may appear to be a vertical bar.

Click orOK. TheSuccesspage lets you know that your changes have been
made.

Click on the “shut it down” link, then click on the but&ut down the
administrative server.

Restart th@dministration Server asroot: Enter:
lusr/internet/ns_httpd/start-admin

Verify the changes. Access Administration Server from both the local
and the remote hosts.

WARNING: If you misconfigure remote access, you can prevent any access to the
Administration Server, even from the local host.
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/ | Configuring Remote Administration from the Command Line |

NetsiteRoot /usr/internet/ns_httpd

Port 620

User root

ErrorLog /usr/internet/ns httpd/admserv/errors
AccessLog /usr/internet/ns httpd/admserv/access
PidLog /usr/internet/ns httpd/admserv/pid
ServerName spiderl.curric.com

Backups 10

AdminUsers /usr/internet/ns_httpd/admserv/admpw
Addresses *

Hosts (spiderl.curric.com|fuji.curric.com)
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9.2.3.2 Configuring remote access from the command line

To configure remote administration using the command line:
Step 1. Log in asoot.
Step 2. Edit théusr/internet/ns_httpd/admserv/ns-admin.cfilief

e Modify the line that begins with “Addresses” to add the IP address(es) of
any other system(s) you want to accessAttheinistration Server.

e The syntax for listing multiple addresses is:
Addresses ( a.b.cd |efgh )
where the letters are replaced by valid IP octets.

Step 3. Restart th&dministration Server:
/usr/internet/ns_httpd/stop-admin
lusr/internet/ns_httpd/start-admin

Step 4. Verify the changes. Access &dministration Server from all remote

locations. To do this, run a web browser and load Uih://remote-
host:620.
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9.3 Configuring an FTP Server

The File Transfer Protocol (FTP) allows a server to be configured for incoming and

outgoing file transfers. People transferring files to and from the server might have user
accounts and be allowed greater access to files, or they might be unknown, and have limited
access to the server througihonymous-TP.

The SCO OpenServer Release 5 FTP server dadtpdnallows you to configure multiple
properties that affect the capabilities of a usip'ssession. This section discusses how to
configure FTP to control access to the server, while granting both local and anonymous
users the ability to transfer files.

9.3.1 Enabling FTP

After it is enabled, FTP access is available to all users who have valid login accounts on
your system. When a user logs in uditpgADMN), their current working directory is their
home directory. They can transfer files to and from directories for which they have
appropriate permission.

To enable FTP access on your system:

Step 1. Start thénternet Manager asroot.

Step 2. Select “SYSTEM-WIDE” as the networking interface to configure if you
have enabled virtual domains.

Step 3. Click on th&TP icon. This displays the window shown in AV 9-10.

Step 4. Select “Allow FTP file transfer” and click @K.

Exercise: Enabling FTP

Use the steps above to enable FTP access to your system.

root).

Useftp(TC) to connect to your server using an existing user account (sulh as
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9.3.2 Configuring anonymous FTP

Anonymous FTP is a common service provided by organizations with Internet connections
to allow free access to a limited area of the server’s filesystem. It is also used within
companies to disseminate and transfer company information.

To configure anonymous FTP:

Step 1. Start thénternet Manager.

Step 2. If you have not already done so, enable FTP as described in Section 9.3.1 on
page 9-25.

Step 3. Select the networking interface to configure.

Step 4. Click on th&TP icon. This displays the window shown in AV 9-11.

Step 5. Select “Allow anonymous FTP file transfers” to allow others to download

files from the directory hierarchy for the selected interface.

Step 6. Select “Allow writable anonymous FTP file transfers” to allow others to
upload files to the incoming FTP directory for the selected interface.

Step 7. Click orOK.
Step 8. When finished, tHaternet Manager creates a file structure for FTP in the

server’s configuration directorfysr/internet/ip/a.b.c.dwherea.b.c.dis the
IP address of the selected interface). See AV 9-14 on page 9-40.
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Internet Services Configuration Files

/usr/internet/ip/132.147.209.180

| | | |

HOSTNAME ns_httpd publish sco_ftp

}

sco_mail

bin dev etc lib pub usr
incoming
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Exercise: Configuring anonymous FTP

Step 1. Configure your server (thetOinterface) to allow anonymou
users to download files using the Steps in Section 9.3.2 onjpage
9-27.

Step 2. View the files and directories that are created in

/usr/internet/ip/a.b.c.dor this networking interface.

Step 3. Create a dummy file in thab subdirectory.

Step 4. Use another system to connect to this serverfys{AfpMN) .
Log in as useftp and use an e-mail address as your passwprd
(for examplejoe@aol.com ).
Refer to theNetwork Commands Job Aitbr help usindtp.

Step 5. Usewd andls to see the files and directories on the serven

Step 6. Download the dummy file. If you configured the server for
writable transfers, try to upload a file to tineomingdirectory.
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9.3.3 Other FTP configurations

You can configure FTP to deny, allow, or limit access based on a number of different
criteria. The next sections discuss configuration options that determine the type of access a
user is granted, and the tools available for transferring files.
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9.3.3.1 Limiting access using classes

An FTP user class defines a set of users according to the account type they are accessing and
the IP address of the machine from which they are connecting.

Account types include:
Real A user is considereckal when the account name and password provided at
authentication time exist in thetc/passwdnd/etc/shadowiles, and the

user is not a member of a guest group.

Guest A user is consideredguestwhen the account name provided at
authentication time is a member of a guest group.

Anonymous A user is consideregnonymousvhen the account name provided at
authentication time is eithép oranonymous

A user class also allows you to control how many sessions you are willing to accept from
users belonging to each class. These limits are caed limits

Every user that tries to access your host using FTP must belong to a user class. At ISL, a
class calledll exists that includes anyone trying to access your host using FTP.

To limit how people can access your host with FTP, create user classes and class limits. Use
vi(C) to edit theftpaccesESFF) file.
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AV 9-13

T

Default /etc/ftpaccess File

# SCCS IDENTIFICATION
loginfails 3

class all

# limit dead 0 Any
# limit local 20 Any
# limit remote

# limit remote 60 Any
readme README* login
readme README~* cwd=*

banner /etc/issue
message /etc/msgs/mirrors.msg
message /etc/msgs/welcome.msg

message .message

compress yes
tar yes

¥ log commands real

# shutdown /etc/shutmsg

# @(#)SId: ftpaccess,v 6.6 1993/09/08
real, guest, anonymous *

100 SaSu|Anyl800-0600

# log transfers anonymous,real inbound,outbound

ADM0913 © The Santa Cruz Operation, Inc. J

/archive/etc/msgs/msg.dead

/archive/etc/msgs/msg. toomany
/archive/etc/msgs/msg. toomany
/archive/etc/msgs/msg. toomany

cwd=/mirrors
login
cwd=*

all
all
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9.3.3.1.1 The ftpaccess file

Most FTP server configuration is done using/ete/ftpaccessile, described in detail in the
ftpacces6SFF) manual page. AV 9-13 shows ttpaccesdile that is installed by default. It
contains these entries:

loginfails Allows users to log into your ftp server three consecutive
times unsuccessfully before they are forced to disconnect and
try again.

class Defines a class of users call@tithat includes every possible

user type (real, guest, and anonymous) logging in from
anywhere¥). A reasonable change for security purposes is to
declare two classes of users, those inside your domain, and
those outside your domain. The latter class can then be
carefully limited in their access and numbers.

limit Limits access byglass ton simultaneous users at the
specified time and dates. The message file specified is
displayed when a user is denied access.

readme If there is a file beginning witREADMEiIn a directory, a
message indicating the last time it was changed, and
requesting the user read this file, is displayed at login time or
upon using thed command.

The firstreadme entry in AV 9-13 causes tiREADMEIn

theftp users’s home directory to have a message displayed at
login time. The second entry causes any given directory’s
READMEto be displayed the first time a user perfornesl a

to that directory. You would typically put a description of
directory contents into eaédkEADME

message Similar to thereadme entry, except that the actual contents
of the file are displayed. You would typically include notices
of new entries or changes to the directory structure in these
files. Keep them short to cut down on Internet traffic.

compress Transparently compresses files before transfer. See Section
9.3.3.3, “FTP conversions and the ftpconv file,” on page 9-35
for details.

tar Allows a user to get an entire directory from the server with

one command. See Section 9.3.3.3, “FTP conversions and the
ftpconv file,” on page 9-35.
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log Enables logging of file transfers based on type of transfer or
user.
shutdown The server checks for a planned system shutdown and denies

access within a specified time prior to shutdown.

There are several other entries that can be specified in this file. Those most useful for
security includepasswd-check, chmod, delete, overwrite, log

commands, andlog transfers . Another useful entry isanner , but check the
manual page before using.

Exercise: Modifying ftpaccess (SFF)

Modify the /etc/ftpacces$ile on your system to:

e Display.messagéles in any directory upon login

e Limit the total number of FTP clients to one, displaying an appropriat
message if this limit is exceeded

Test your configuration by attempting two simultaneous FTP sessions tofyour
server.

9.3.3.2 Denying access to FTP by username or shell

You can prevent certain account names from accessing the FTP server by listing them in the
letc/ftpuserdile. As stated in the manual page fpd (ADMN), account names allowed to
access FTP:

® Must exist on the system, or be eit@@onymousor ftp if anonymous FTP is
configured

e Cannot have a null password
e Must not be listed in thietc/ftpuserdile, unless it isnonymousor ftp

e Must have a login shell that exists in tleéc/shelldile

9-34 SCO OpenServer™ Release 5 Network Administration



Configuring an FTP Server

The/etc/shelldile lists one shell entry per line.

Exercise: Viewing the /etc/shells file

Use thecat(C) command to view the default entries in tbie/shelldile.

9.3.3.3 FTP conversions and the fipconv file

To increase the efficiency of file transfers, some files or directories might need to be
converted before they are transferred. This is done to save bandwidth and reduce
transmission times.

Conversions are configured in tlegc/ftpconviile which is documented in tHgpcon(SFF)
manual page. Modify this file if you need to add conversions not present by default. The
conversions present by default include:

e Compression witltompresgC), gzip, andzip

e Archiving directories usingar (C) andcpio(C)

e Combining any of the above

For example, suppose that there is a file cdtdecand that the default conversions are in
place. A person using a FTP client enters:

get foo.Z

This causes the FTP daemon to compress (esingpresgC)) and send thioofile.
Bandwidth is saved and the transfer time reduced because a smaller version of the file is
being transferred. It is the destination user’s responsibility to uncompress the file.

As another example, suppose that there is a directory telteahd that the default
conversions are in place. A person using an FTP client enters:

get bar.tar.Z

This causes the FTP daemon to send a compremg€&) archive of thdar directory. In

addition to the bandwidth savings, this conversion also makes it easier for the user to get an
entire directory with one command. It is the destination user’s responsibility to uncompress
and extract théar file.
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9.3.3.4 The /etc/ftpgroups file

The SCO OpenServer Release 5 FTP server supports an extension that allows anonymous
users to change group membership during their FTP session. Configuring this extension
allows you to create password-protected areas of your anonymous FTP files.

To enable this extension:

Step 1. Set thprivate  option in theftpacces6SFF) file to/etc/ftpgroup

Step 2. Create thletc/ftpgroupfile and add an entry that maps a pseudo-group to a
real group. For example, the entry:

privgroup:abcd1234ask32:sys
e Maps the pseudo-groypivgroupto the real groupys
e® Gives the pseudo-group a password that encry@tsad1234ask32

Usevi(C) to create the entry in thetc/ftpgroupfile, minus the password
field.

To obtain an encrypted password string that is addédd#fitpgroup use the
passwdC) command to set the password on some user account (any
account—useoot, or create a new dummy account if desired). Thervuse
to copy-and-paste the password field from/gte/shadowile to the
letc/ftpgroupfile.

Step 3. Change the group ownership tosysgroup for files you only want
members of therivgroup pseudo-group to access.

To use this feature from a FTP client:

Step 1. Starttp .
Step 2. Authenticate as udgy.
Step 3. Enter this command:

site group privgroup

9-36 SCO OpenServer™ Release 5 Network Administration



Configuring an FTP Server

Step 4. Enter this command:
site gpass password

wherepasswords the password of the user copied from/#éte/shadowfile
in Step 2 on the previous page.

Step 5. For the rest of the FTP session, the user can access files owned by the group
sys

9.3.4 Flags for ftpd(ADMN)

There are many flags f@pd that can be of use to a network administrator. Logging
sessions and writing debugging information are just two types of flags that can be set. Refer
to the manual page fdipd (ADMN) for more information
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Exercise: Modifying the existing ftpd entry

Step 1. Read the manual pageftpd (ADMN) to determine which
command-line flags cause it to log all commands received §om
remote FTP clients to thsyslodfile.

Step 2. Modify theetc/inetd.confile to causdtpd to log all FTP
sessions to theyslodfile.

Step 3. Stop and restart timetd service.

Step 4. Verify thaftpd is now logging.
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9.4 Configuring Time Synchronization

Whenever hosts in a network are performing client/server operations that exchange time-
oriented data, all of the hosts must agree on the current date and time.

Thexntpd(ADMN) daemon provides an easy way to have your hosts agree on the current
date and time. Thentpd daemon implements the Network Time Protocol (NTP). With
NTP:

There are hosts on the Internet throughout the world that are special, highly-tetiable
servers Some of these servers are synchronized with atomic clocks.

The farther away (in network hops) a time server is from an atomic clock, the less
reliable it is. This reliability is called the servessatum

Stratum 1 servers are called primary servers. Stratum 2 servers are called secondary
servers. Local clocks default to stratum 3, but can and should be set to stratum 10.

For every 100 hosts on your intranet, you should configure one NTP client to poll a
strata 1 server and a stratum 2 server (in the event the stratum 1 server is down).

You should configure all other hosts in your intranet to poll your local time servers.

You should configure all machines to poll their local clock in case all other sources of
time fail.

If you configure a host as a NTP client runnxmgpd, it will act as an NTP server as
well.
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AV 9-14
/ | Configuring Time Servers
150.200.75
150.200.76
150.200.77
k NADMO0914 © The Santa Cruz Operation, Inc.
AV 9-15
K | The /etc/ntp.conf File
/etc/ntp.conf on host 13/32

#

#Peer configuration file for 150.200.77.32

#

peer 128.105.201.11 # ben.cs.wisc.edu

peer 128.118.25.3 # clock.psu.edu

peer 127.127.1.1 # local clock

fudge 127.127.1.1 stratum 10

/

/etc/ntp.conf on host 21

#

#Peer configuration file for 150.200.76.21
#

peer 150.200.77.32 # host 13/32
peer 127.127.1.1 # local clock

fudge 127.127.1.1 stratum 10

K NADM0915 © The Santa Cruz Operation, Inc. /
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For example, for the intranet shown in AV 9-14, configure:

e Host 13/32 to poll a primary and secondary server

e All other hosts to poll host 13/32

To configure a host to ruxntpd (ADMN):

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Determine which hosts on your intranet will poll primary and secondary
servers.

Determine which primary and secondary servers to poll from
http://lwww.eecis.udel.edu/~mills/ntp/servers.html

Add appropriate entries to te&/ntp.confile on each host:

e Add an entry for each time server

e Add the local clock at address 127.127.1.1.

e Add a line that sets the stratum of the local clock to 10. Do this by adding
the following line containing thiaudge keyword after the entry for the
local clock:
fudge 127.127.1.1 stratum 10

Start the NTP daemon:
xntpd

The presence of thetc/ntp.confile will causexntpd to start at system boot.

Use thatpq andxntpdc commands to list servers this host is currently
polling.

9-41



Configuring Internet Services

9.5 Lesson Summary

This lesson has discussed adding virtual domains and configuring Internet services for
networking interfaces. Additional descriptions of HTTP, FTP, and NTP protocol
configuration were presented.

Review questions

1. Do all TCP/IP-based daemons support virtual domains?

2. Whatis HTTP and how does it relate to the World Wide Web?

3. What are two ways to access the Nets&geer Administration interface, assuming
you are properly authorized?

4. What is the default directory used for transferring files (in)to an anonymous FTP server?

5. What is the primary FTP server configuration file?

6. When you uséip to access an account on a remote machine without a password, will it
always fail? Explain.

7. Which file contains configuration information for tkietpd (ADMN) daemon?
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9.6 Lab: Configuring your host to use NTP

In preparation for using time-sensitive client/server programs, configure your host to
synchronize its clock to that of the instructor’s host.

Procedure

To configure your host to rumtpd (ADMN):
Step 6. Create thett/ntp.confile and add:
® The instructor’s time server, using the IP address you are given
e The local clock at address 127.127.1.1
e An entry to set the stratum of the local clock to 10:
fudge 127.127.1.1 stratum 10
Note thatfudgeis a keyword used to configure reference clocks.
Step 7. Start the NTP daemon:
xntpd

Step 8. Use thatpg andxntpdc commands to list the server this host is currently
polling.

Step 9. Monitor the time on your and the instructor’s hosts to verify they converge.
This will not happen immediately—check it periodically over the next hour
or so.
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9.7 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

compresgC)
cpio(C)
ftp(C)

ftpd (C)
ntpq(C)

scoadminADM)

scohelgXC)
sendmailADM)
start-admin
stop-admin
tar(C)

xntpd (ADMN)

xntpdc(ADMN)

Relevant files

Compresses files. Usedfipcon{SFF)

Copy-in-out archiving command. Usedfipcon(SFF)
Internet file transfer program

Internet File Transfer Protocol server

Standard NTP query program

Interface-independent program that provides access to the
various managers

Provides access to web-based help and manual pages
Server daemon for e-mail (an MTA)

Starts the Netscape Administration Server

Starts the Netscape Administration Server

Creates tape archives (usedtptonySFF))

NTP protocol daemon

Special NTP query program

letc/ftpaccess

[etc/ftpconv

Contains parameters that control most of the configurable
behavior ofin.ftpd (ADMN). Documented irftpaccesESFF).

Contains rules for converting (compressing and archiving)
files during FTP sessions. Documentedptony{SFF).
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letc/ftpgroups

letc/ftpusers

letc/group

/etc/inetd.conf

letc/ntp.conf

/etc/passwd

/etc/services

/etc/shadow

/etc/shells

/usr/adm/syslog

fusr/internet

lusr/internet/ip/a.b.c.d

Contains a list of pseudo-group to real-group mappings for
use with the SITE extended FTP commands. Documented in
ftpgroupgSFF).

Contains a list of users which cannot be used to authenticate
an FTP session. Documentedtpuser¢SFF).

Contains a list of real groups. Documentednoup(SFF).

Contains configuration information fanetd(ADMN).
Documented innetd.con{SFF).

Contains the configuration information for the
xntpd (ADMN) daemon

Contains a list of real users and their home directories.
Documented ipasswdSFF).

Lists names of server daemons with their protocol and port
number. Documented service§SFF).

Contains a list of real users and their encrypted passwords.
Documented irshadowSFF).

Contains a list of login-shells a real user must have listed in
the last field of theipasswdSFF) entry in order for
authentication to succeed

Log file for syslogdADM)

Default directory for system-wide Internet services
configuration files

Default directory for Internet services configuration filkés
virtual domains have not been configured, the directory is
/usr/internet/ip/0.0.0.0/publish/htdocs.

lusr/internet/ip/a.b.c.d/sco_ftp

/usr/internet/ns_httpd

Default home directory of thigp user

Default home directory for system-wide Netscape FastTrack
server configuration files

/usr/internet/ip/a.b.c.d/ns_httpd/htdocs

Default directory for HTML pages served by the Netscape
FastTrack server for the interface with IP addeebsc.d.
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lusr/internet/ip/a.b.c.d/ns_httpd/config
Default directory for files configuring the behavior of the
Netscape FastTrack server running on port 80

/usr/internet/ip/a.b.c.d/ns_httpd/logs
Default directory for log files for the Netscape FastTrack
Server running on port 80

/usr/ns-home/start-admin Netscape Administration Server daemon startup program

/usr/ns-home/stop-admin Netscape Administration Server daemon shutdown program
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9.8 Answers to Review Questions

This section provides suggested answers to review questions.
1. No, support of virtual domains is up to the individual daemons.

2. HTTP is the HyperText Transport Protocol and it is the language spoken by all web
servers on the World Wide Web.

3. The Netscap8erver Administrator can be run several ways:
e On the local host, ruscoadmin= Netscape= Netscape FastTrack Server

® On the local host, start the Netscape Communicator and loachttiRIlocal-
hostname:620

e On aremote host, start a web browser and load ktRl//remote-hostname:620

4. When writable anonymous FTP transfers are allowed, read, write, and execute
permission are given tasr/internet/ip/a.b.c.d/sco_ftp/pub/incominighis is the only
directory that has write permission by default.

5. Most FTP configuration information is found in tle¢c/ftpacceséle.

6. Yes. Thdtpd daemon will not allow access to accounts without passwords. See Section
9.3.3.2, “Denying access to FTP by username or shell,” on page 9-34.

7. Thel/etc/ntp.confile contains the configuration information for tkietpd (ADMN)
daemon.
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o Firewalls

® Packet Filters

® Proxies

® Packet Sniffing

® The Secure Socket Layer (SSL)
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Lesson 10

Network Security

Introduction

Earlier lessons described how to connect your machine to a local area network and the
Internet, and how to provide services to the network. These connections provide access to a
variety of information for you and for those interested in the services you have to offer.
Unfortunately, they also open your system up to attack from external and often anonymous
sources.

A breach of security can cause a loss of service or data that can be both damaging and
costly.

In this section, various security measures are discussed that can be used to secure your

system and to obstruct those who intend to damage or misuse your system, or the data it
contains.

Objectives

This lesson discusses network security features and describes how to configure those built
into SCO OpenServer Release 5. By the end of this lesson, you will be able to:

e Discuss the use of firewalls
e Configure packet filters to restrict the flow of packets through your system
e Describe the function of proxy servers

e Discuss the dangers and uses of packet sniffers and how to protect against them by using
the Secure Socket Layer (SSL)
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10.1 Firewall Basics

The termfirewall comes from barriers that prevent fire from spreading, such as those used in
building construction. Likewise, a firewall for a network provides a barrier between LANs
and any malicious entities on the Internet.

A firewall is a system that acts as a gateway between networks, usually between your LAN
and the Internet. Firewalls do more than pass packets between the networks, they provide a
security gate between the two, controlling which packets are allowed to pass.

For a system to act as a firewall:

e All traffic from one network to the other must pass through the firewall.

e The machine must monitor traffic and pass only allowed packets.

e The machine itself must be secure.

A properly configured SCO OpenServer Release 5 system can accomplish the above. To
achieve this, the system should be:

e Set up as the connection between the Internet and the local networks
e Configured with security features suchpagket filtersandproxy servers

e Running minimal services and have as few accounts as possible to reduce risk of
penetration

A firewall is not a simple switch that you turn on or off. Instead, it is a series of components
that you can use to build your security system, like adding bricks to your wall. There are
several tools that can be used to build your firewall. Two powerful tools are packet filters
and proxy servers.
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AV 10-2
/| Packet Filters |\
With Packet Filters Without Packet Filters
APPLICATION APPLICATION
TRANSPORT TRANSPORT
INTERNET INTERNET
INCOMING OUTGOING
FILTER FILTER
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AV 10-3
K| A Packet Filtering Router |\
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With Packet Filters
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10.2 Packet filters

A packet filter is a set of rules that control the delivery of packets between the network and
Internet layers of the protocol stack.

Packet filters can restrict which packets are allowed to enter or exit through a network
interface, effectively providing a barrier to certain services or hosts.

On SCO OpenServer systems, packet filters can be configured on any WAN interface that
uses the PPP serial line protocol. With the addition of the optional SCO Internet Security
Package, dynamic packet filters can be configured on any networking interface.

When packet filters are configured on a host acting as a router between networks, they can:
® Increase the security of your networks against unauthorized access from outside

e Centralize and reduce security administration

e Act as a key component in developing a firewall
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10.2.1 Static packet filters

Static packet filters can be created for PPP interfaces on a per-endpoint basis to control
packets in each direction:

Incoming Restricts which packets get into the machine from the incoming PPP
interface

Outgoing Restricts which packets get out of the machine through the outgoing PPP
interface
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You can also specify which packets are qualified or disqualified to pass through the interface
based on:

e Transport protocol type (TCP, UDP, ICMP, for example)

IP destination or source field
Destination or source port field in IP/TCP or IP/UCP packets
Packet length

IP packet type (that is, broadcast or multicast)

Any packets that are not matched by any rule specified are not passed on to the next level of
the IP stack (the packets are dropped).

10-9



Network Security

AV 10-4
/| The /etc/pppfilter File |\

# @ (#)S$Id: pppfilter,v 6.4 1994/09/29 17:17:44 chen

Exp $ - STREAMware TCP/IP source

# SCCS IDENTIFICATION

#

FEEAERE R R A R R R

FHEHEEHE

# For dedicated link, no filtering

dedicated bringup keepup pass

# For dynamic link, don't allow ntp, rwhod, routed, timed,

gated and irdd

# packets to bringup or keepup a link. But allow all

packets to pass the link.

default bringup !port ntp and !port who and !port route\
and !port timed and !port bgp and !ip proto 8\
and !ip proto 63 and !ip proto 89 and !icmp[0] == 9\
and !icmp[0] == 10\

pass \
keepup !port ntp and !port who and !port route\
and !port timed and !port bgp and !ip proto 8\
and !ip proto 63 and !ip proto 89 and !icmp[0] == 9\
and !icmp[0] == 10
ADM1004 © The Santa Cruz Operation, Inc.
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10.2.2 Creating a PPP packet filter

Packet filters for SCO PPP interfaces are configured by editing the PPP configuration file,
letc/pppfilter which has this format:

tag  keyword expression [ keyword expression ][ keyword expression |

where:

tag Specifies the interface to which this filter applies. Tdte/ppphostfile has a
correspondindilter=tag entry that is an index int@tc/pppfilter

keyword Can be one of these values:

e bringup —the expression that follows determines which packets allow
the interface to be brought up

e keepup —the expression that follows determines which packets will
reset the idle time (which allows the interface to stay up)

® pass —the expression that follows determines which packet is allowed
to traverse the PPP interface

expression Can be one or more primitives (gescketfilte(SFF) for a complete list) or a
combination of primitives. These expressions determine the criteria for
packets to be allowed through the interface.

The default filter for all PPP interfaces allows any packet to pass. However, only certain
packets will bring up outgoing (dynamic) links. This is illustrated in AV 10-4.

A simple example of a filter entry for an incoming interface that bloelket(TC) access is:
in pass port !telnet

The entry inetc/ppphostseferencing this filter would be:

*nppp local=150.100.25.1 remote=150.100.25.10 filter=in

For more information about SCO PPP packet filterspseketfilte(SFF). The Morning

Star PPP filter file igusr/lib/mstppp/Filter Seeppp.Filte(MST_PPP) for more
information.
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10.2.3 Dynamic packet filters

The Internet Security Package is a separately licensed product that allows you to create
dynamic packet filters for any networking interface, not just the PPP interfaces. It can also
be configured to encrypt data and network addresses visingl private networkgVPN).

Dynamic firewall technology examines every packet passing through the network interface.
When a packet meets the requirements of the packet filtering rules, it triggers a new set of
filtering rules to be inserted into the filter process for some period of time.

The ability to adapt to network traffic provides a distinct advantage over ordinary static
packet filtering. For example, dynamic filtering allows you to grant access from a particular
destination to an application for a specified period of time.

After it is installed, the Internet Security Package is configured usingtdraet
Manager. Basic packet filters can easily be created usingnteenet Manager graphical
interface. Creating more complex filters requires editingubginternet/lib/mst/filters/api
configuration file.

This procedure describes how to install the Internet Security Package and configure a simple
filter which prevents inbountklnet(TC) access from the Internet.

Step 1. Install the Internet Security Package from the Optional Services CD-ROM
using theSoftware Manager

Follow the prompts to install the 60-day trial version of the product.

Step 2. Start thinternet Manager. Enteradmin as the user ID and theot
password.

Step 3. Click on th&ecurity icon.

Step 4. Click orSet Up Packet Filter Data Flow
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Step 5.

Step 6.
Step 7.
Step 8.

Step 9.

Step 10.
Step 11.

Step 12.

Step 13.

Step 14.

Step 15.

Select the “external” profile for the networking interface used to access the
Internet. This iset0 in the example shown in AV 10-5.

Profiles are used to group interfaces, providing an easy way to apply a set of
packet filters to a group of interfaces. Two default profiles are defined:

e internal—used for interfaces to internal networks (intranets)
e external—used for interfaces to external networks (Internet)

In this example setup, exterrialnet access is being prevented so “external”
is selected.

Toggle “Enable dynamic packet filtering.”

Click orOK.

Click orFine Tune Packet Filter Configuration.
Select “external” as the profile to modify.

Scroll through the list and selectt#ieet subsystem.
Click orOK.

Toggle “deny” undénbound Enable. This prevents inbound access from
the external interfaces.

Toggle “allow” undedutbound Enable. This allows users telnet from
the system out to the Internet.

Click oiOK. For this example, no additional client or server configuration is
needed.

Click omBack, then click orDone

The system will no longer allowelnet access on all networking interfaces included in the
external profile.

For information about configuring dynamic packet filters, sa#help= SCO Internet
Family Documentation = SCO Internet Security Package User’s Guide
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Exercise: Creating a telnet packet filter

In this exercise, install the Internet Security Package and configure an ingound

telnet filter.

Step 1. Access your server from another system on the network ysing
telnet. This should succeed.

Step 2. Install the Internet Security Package.

Step 3. Start thinternet Manager and access the security
configuration screen.

Step 4. Assign your LAN interface to the external profile.

Step 5. Enable dynamic filtering on all interfaces.

Step 6. Configure an inbounelnet filter for the external profile.

Step 7. Access your server from another system on the network ysing
telnet. This should fail. T
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AV 10-7
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10.3 Proxy servers

Additional security can be implemented on networks using proxy servers. Instead of passing
the packets through the gateway for a service, a router can block the packets. It can do this
by refusing to route any packets, or through the use of a packet filter. If your local machines
require access to specific services outside the network, a proxy server can then be
configured on the connecting machine.

A proxy server receives requests from clients and acts on their behalf on the outside
network. This is analogous to giving someone your proxy to act on your behalf in legal
matters.

Most proxy daemons only proxy specific services. For example, if you want a machine
inside an isolated network to have access to web pages, the machine connected to the
outside must be running a proxy server that will proxy the required protocols HTTP, FTP,
and gopher.

The client applications must be configured to make use of this proxy server. After this is
done, these hosts are able to use the proxied service, but are still unable to otherwise
communicate with the outside network.

An additional benefit to using a proxy server is the ability to use non-registered IP addresses
on a local area network hidden behind a proxy. This can be done because there are no
packets coming directly from the LAN. All the packets sent on to the Internet appear to be
coming from the proxy machine.

Proxy servers are commonly run exclusively for web browsers. They proxy the HTTP,
HTTPS, FTP, and Gopher protocols for properly configured browsers. Some proxy servers
available on SCO OpenServer Release 5 for this purpose are:

Netscape Proxy Server™ Available as an add-on product from SCO

Squid Available on the Skunkware CD-ROM

CERN httpd Source code freely available on the web. Must be compiled to
run on SCO OpenServer Release 5.

10.3.1 The Netscape Proxy Server

The Netscape Proxy Server proxies the HTTP, HTTPS, FTP, and Gopher protocols for
properly configured web browsers. It is used to enable access to the World Wide Web from
clients that do not have full Internet access. For example, the clients may not have Internet-
registered IP addresses, or there may be a packet filter that blocks access to the Internet.
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The Netscape Proxy Server software is on the SCO OpenServer Release 5 Optional Services
CD-ROM and comes with a 60-day evaluation license. To continue using the Netscape
Proxy Server after the evaluation license has expired, you must purchase a license.

Install the Netscape Proxy Server usingSoftware Manager.

Step 1. Before installing the Netscape Proxy Server, make sure DNS is running.

Step 2. Start th8oftware Managerasroot; selectSoftware = Install new; select
“From hostnanieand clickContinue; selectCD-ROM as the media device

and continue.

Step 3. Select “Netscape Proxy Server (ver 2.5.0d)” when the list of available
software is displayed, and cli¢kstall.

Step 4. Answer “n” if you do not have a permanent licensezagdio continue.

After the files have been copied from the CD, you see a message that you
must install a Netscape browser to administer this server, using URL
http://localhost:446 Because the Netscape Communicator browser is
installed by default, no further browser installation is necessary.

Step 5. Presg] to continue.
Step 6. Wait for the installation to complete and clickOdg.

The Netscape Proxy Server is started and listens on port 8080.

For more information about the Netscape Proxy Servesa#eslp= SCO Internet
Family Documentation=>Netscape Proxy Server Administrator’'s Guide

10.3.2 Using a proxy server

To use a proxy server, you must configure your web browser. When configured, the browser
sends all requests for web pages to the proxy server on the specified port, instead of routing
them directly to the desired web server. Most, but not all, browsers support the use of a
proxy server.

Configuring your browser to use a proxy server will vary, depending on which particular
browser you are using. However, the process is similar and this general procedure can be
used as a guide. For details on your browser software, see your online help system.
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To configure a Windows-based browser to use the proxy server:

1. Locate your browserNetwork configuration screen. This is often accessed through
Preferencesor Options screens.

2. Locate the screen or area for configuitrgxies.
3. Locate the field for configuring the proxy server. Enter this URL:
http://  proxyserver :8080

whereproxyservels the host name or IP address of the proxy server system and 8080 is
the port.

To configure a UNIX-based browser, such as Lynx or NCSA Mosaic, set the proxy-related
variables, as in this example Mosaic configuration/tik/lib/X11/app-defaults/Mosaic

Mosaic*httpProxy: http:// proxyserver  :8080/
Mosaic*ftpProxy:  http:// proxyserver  :8080/
Mosaic*gopherProxy: http:// proxyserver  :8080/

whereproxyserver is the host name or IP address of the proxy server system, and 8080
is the port number used by the proxy server.
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Exercise: Using the Netscape Proxy Server

In this exercise, convert a router into a proxy server:
Step 1. Disable routing on a classroom router with the command:

# inconfig ipforwarding O

Step 2. Try to access a web server on the other side of the router] This
should falil.

Step 3. Install the Netscape Proxy Server on the disabled router.

Step 4. Configure the web browser to use the proxy server.

Step 5. Try again to access a web server on the other side of the jouter.

This time, you should succeed.
Step 6. Enable the router with the command:

# inconfig ipforwarding 1
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10.4 Packet Security

Standard TCP/IP communications are devised to effectively and reliably transmit packets
over a network. Unfortunately the TCP/IP protocol has little built in security and can fall
prey to a variety of attacks. These attacks can include:

e FEavesdropping or packet sniffing— It is possible for someohstém inon your
communications. This is undesirable, especially when the information is of a guarded
nature, such as credit card numbers.

e Modification— The packets sent from one system can be intercepted and replaced with
new packets to deliver modified information.

e Impersonation— It is possible for one computer or user to pretend to be:

e Someone they are not. They can try to take over the identity of an existing system or
user on the net. This is callsdoofing

e Something they are not. They might not be using another identity but simply
providing a false identity of their own. For example, a site might pose as a retail
order site collecting orders and credit card numbers but never actually shipping
anything.
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10.4.1 Packet sniffing

If you are carrying on a conversation in a crowded room, you would not expect the
conversation to be confidential and might be concerned about eavesdroppers. Similarly, you
might have concerns about information transmitted using the IP protocol. The IP protocol is
designed for the effective transmission of information but takes no precautions to protect
against eavesdropping or as it is commonly referred to in this copéekiet sniffing

When information is sent between systems on an Ethernet, all hosts on the Ethernet can see
these packets. Similarly, when sending information over the Internet, all the hosts in the path
between the systems have access to the packets and the data they contain.

Normally, a host ignores any packet that is not addressed to the host. However, a host can be
configured to listen for these packets. This can present a danger especially with packets
containing information such as passwords or credit card numbers.

Despite these dangers, packet sniffers can also have legitimate uses:

e Monitoring network traffic for security purposes

e Diagnosis of network problems

e Measuring network traffic

10-25



Network Security
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10.4.2 The Secure Socket Layer (SSL)

The Secure Socket Layer (SSL) is a security protocol that prevents eavesdropping,
tampering, or message forgery and is commonly used as a component of an electronic
commerce solution.

SSL was developed to overcome the security shortcomings of TCP/IP. Since its inception, it
has become a widely accepted standard used by many networking products. It is the basis
for the Transport Layer Security (TLS) protocol under development by the Internet
Engineering Task Force (IETF).

SSL provides several features that safeguard against the threats mentioned above, including:

Confidentiality By encrypting messages, SSL ensures that message
intercepted enroute are essentially unreadable.

Integrity Encryption ensures integrity; if the message is modified in
any way, it will not decrypt properly.

Authentication SSL uses certificates that are issued by various authorities
willing to attest that you are who you claim to be. Providing
you trust the authority that issued the certificate, you can be
reasonably sure of the remote host or users identity.

Additionally, the Secure Socket Layer is:

e Implemented as a layer in the network stack between the application and transport
layers, as shown in AV 10-8.

e Currently at version 3.0; Version 3.0 is backward-compatible to version 2.0.

e Certificate based; SSL V3.0 uses X.509 V3 certificates to ensure authenticity.

e Used by Web servers when a URL specifies “https” instead of “http.*

For a detailed description of the steps necessary to enable SSL on your web server or for
more information on SSL operation, refeistmhelp= SCO Internet Family

Documentatiorm Netscape FastTrack Server Administrator's Guide=> Chapter 7
Encryption and SSL
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10.5 Lesson Summary

This lesson described dangers imposed by connecting your systems to untrusted networks. It
provided an overview of security precautions that you can implement on your systems and
networks to guard against network-related security threats. An example of packet filters, a
major component in building a firewall, was presented.

The tools available to enhance the security of web servers, the Netscape Proxy Server, and
the Secure Sockets Layer protocol were also described.

Review questions

1. What qualifies a machine as a firewall?

2. What are packet filters used for?

3. Why would you run a proxy server on a firewall?

4. Can all hosts on the Internet sniff packets sent or received by your system? Explain your
answer.

5. What measures can you implement to guard against your packets being sniffed?
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10.6 Lab: Implementing a PPP Packet Filter

The goal of this lab is to implement a packet filter on a PPP interface.

Overview

This lab can be done with pairs of systems, one with incoming PPP configured and another
with outgoing PPP configured. After you have verified that you can connect to another
system using PPP:

1.

Bring down your LAN interface to make sure that the WAN interface is the one being
used to connect to the remote host.

Implement a packet filter on your incoming PPP interface to préy<€iC) access
from all hosts.

Test your filter from the remote host.
Disable your filter when you are finished.

Restore your LAN interface.

Procedure

To configure thdtp packet filter:

Step 1. Mark the LAN interface aeown

ifconfig netO0 down

Step 2. Edifetc/pppfilter

Remove or comment out any existing entries.

Add an entry to disallovitp packets. (See Section 10.2.2, “Creating a PPP
packet filter,” on page 10-11.)

Step 3. Editetc/ppphostso add thdilter keyword and tag to the PPP interface.

Step 4. Signal the PPP daemon to re-read configuration files:

kill -1 ‘cat /etc/pppd.pid*
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Step 5. Test this packet filter by attemptindtpin from a remote host over a PPP
connection.

When you are finished, remove your filterfgm can be used in the remainder of this course.

Step 6. Editetc/ppphostand remove thélter=tag entry.
Step 7. Signal the PPP daemon.
Step 8. Test that incomirfgp now works from different hosts.
Step 9. Restore the LAN connection:

tcp stop

tcp start
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10.7 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

finger(TC)
ftp(TC)
ifconfig(ADMN)
inconfig(ADMN)

telnet(TC)

Relevant files

Displays information about local and remote users
Invokes the Internet file transfer program
Configures network interface parameters
Configures TCP/IP-related kernel parameters

Invokes the remote login program

/etc/inetd.conf

letc/pppfilter

letc/ppphosts

{usr/lib/mstppp.Filter

Containsconfiguration information fometd. See
inetd.confSFF).

Containspacket filter information for SCO PPP. See
packetfilte(SFF).

ContainsPPPconfiguration information. Sg@pphostéSFF)

Containgacket filter configuration information for PPP from
Morning Star. Seppp.Filte(MST_PPP).
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10.8 Answers to Review Questions

This section provides suggested answers to review questions.

1.

The qualifications for a machine to be a firewall are that all the packets between the
networks must pass through the machine, the machine must be restricting packets, and
must itself be secure.

Packet filters restrict all packets meeting certain criteria from passing through an
interface and therefore can restrict access to an entire network when implemented on a
router.

You would run a proxy server over a firewall because a proxy server allows access to
services on the Internet through your router without compromising its security. Proxy
servers can also provide performance benefits such as providing a centralized cache.

All hosts on the Internet cannot sniff packets sent or received by your system. Only
those hosts on networks that the packet passes through would be able to sniff the packet.
This means that local traffic which is transmitted solely on a LAN could only be seen by
other hosts on the LAN. Packets traveling over the Internet can take unpredictable routes
to their destination and any hosts on the traversed network segments would have the
ability to sniff the packet.

The measures that you can implement to guard against your packets being sniffed
include implementing subnets to keep more secure data on restricted networks. For
packets that require security but are traversing untrusted network connections,
encryption such as SSL may be a prudent precaution. Another option is to use a network
switch to restrict the packets that are sent to each host.
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Lesson 11

Windows Connectivity

Introduction

In addition to communication between UNIX systems, we often need to communicate
between UNIX and other operating systems. This lesson focuses on strategies and tools for
providing services to Microsoft Windows-based computers on your network. The strategies
discussed, and in some cases the tools, can also be used with a wide range of operating
systems beyond the Windows family.

The primary services covered are file sharing, printer sharing, remote application access,
and remote boot configuration. SCO VisionFS, a tool included with SCO OpenServer
Release 5, is used to illustrate file and print sharing. This lesson introduces VisionFS in
addition to summarizing alternative options for providing similar services.

Objectives

This lesson presents options for providing connectivity to Windows and other client
operating systems. By the end of this lesson, you will be able to:

e® Describe four types of Windows connectivity services

e Describe three options for providing file and printer sharing for Windows

e |Install and configure VisionFS to provide file and printer sharing

e Describe four options for providing remote application access for Windows
e Use SCO TermLite™ to run UNIX commands from a Windows client

e Use DHCP to provide remote boot configuration services
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AV 11-2
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11.1 File and Printer Sharing Overview

Your network can consist of a mixture of servers running UNIX and client systems running
Microsoft Windows or another operating system. The UNIX server can store files that you
want to make available to your client systems. In addition, you might want users of the
client systems to print to printers attached to your UNIX server. OpenServer provides
several alternatives for both tasks.

To provide file and printer sharing, you will:

e Select a network protocol for exchanging the relevant data.

e |Install client-side software that implements the protocol(s) selected.

e |Install server-side software that implements the protocol(s) selected.

In this section, consider three approaches for providing file and printer sharing from an
OpenServer system, which include:

e Network File System (NF% (file sharing only)
e VisionFS

e SCO Advanced File and Print Server (AFPS)

11.1.1 NFS

SCO OpenServer includes both server and client support for the NFS file sharing protocol.
Note that NFS does not provide printer sharing.

The advantage of using NFS to provide file sharing is the wide availability of NFS client
and server software for UNIX and non-UNIX operating systems.

The disadvantage of using NFS is that Microsoft operating environments do not provide
built-in NFS support.

® NFS client software is not included with Windows 95, Windows for Workgroups, or
Windows NT. To use NFS with these operating systems, you need to purchase, install,
and configure software for every client machine.

e The NFS client software you install might not provide the same interface for browsing
file and directories that Windows uses by default. If not, this requires training all of your
users with a new interface.
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o NFS is designed for file sharing between UNIX systems. It does not perform mapping
between Windows and UNIX filenames or file permissions. Although, a particular
implementation can provide these translations.

In summary, NFS is a good choice if you have UNIX clients or a wide variety of client and

server operating systems. However, requiring client-side software installation makes it
inconvenient to use with many Windows clients. See Appendix B: “NFS” more information.

11.1.2 VisionFS

In most cases, the simplest and most economical option for providing file and printer
sharing for Windows clients is VisionFS. VisionFS is a software package for your SCO
OpenServer system that uses the Common Internet File System (CIFS) protocol to share
files and printers. CIFS is the native protocol used by Windows 95 and other Windows
versions to share files and printers.

Advantages of using VisionFS to provide file and printer sharing include:

o The CIFS client software is built into most versions of Windows, including Windows for
Workgroups, Windows 95, and Windows NT. There is no client software to purchase.
Often there is no client software to install because it has been installed already for
Windows-to-Windows file sharing.

e The VisionFS server software is included with OpenServer at no additional cost. Each
user license you purchase for OpenServer includes one client license for VisionFS.

e VisionFS runs on many different versions of UNIX, eliminating the need to learn a new
product for each different UNIX server.

e VisionFS is designed to share files and printers with Windows clients handling Windows
users, passwords, filenames, permissions, etc.

e Because users are probably already familiar with the Windows interfaces used to access
CIFS shared files and printers, there is little or no user training required.

e VisionFS is relatively simple to configure and administer.
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Disadvantages of using VisionFS include:

e |t might be difficult to access your shared files and printers from UNIX clients or from
operating systems where CIFS client software does not exist.

e You are limited to having no more simultaneous clients than you have OpenServer user
licenses. NFS, on the other hand, does not license or limit client access.

In summary, VisionFS is probably the best choice if the client systems already support
CIFS, as do Windows 95, Windows NT, and Windows for Workgroups.
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11.1.3 Advanced File and Print Server

VisionFS is not the only CIFS server package available for SCO OpenServer Release 5. One
alternative available is SCO Advanced File and Print Server (AFPS). AFPS is a more
sophisticated product than VisionFS. However, the interface seen by your Windows users is
the same because both use the native CIFS based tools included with Windows. A one-user
evaluation version of AFPS is included on the OpenServer installation CD-ROM.

Advantages of using AFPS over VisionFS include:

e AFPS provides Windows NT style user login authentication. An AFPS system can serve
as the Primary or Backup Domain Controller for your Windows Network. VisionFS
does not provide Windows login authentication.

® AFPS uses the Windows NT concept of a domain. A domain controlled by your AFPS
server can trust, or be trusted by, a domain controlled by another AFPS server or a
Windows NT server.

o AFPS supports NetBEUI as a transport protocol in addition to NetBIOS over TCP/IP.
VisionFS only supports NetBIOS over TCP/IP. NetBEUI can be more appropriate on
some networks, particularly if you are already using it for other services and do not want
to use client resources to run a TCP/IP stack.

e Two AFPS systems can be configured to replicate data between them. This allows you
to load-balance your network traffic between multiple servers without manually copying
files and keeping them up to date.

e The AFPS administration tools are identical to the Windows NT administration tools. If
you are already familiar with Windows NT administration, very little training is
required.

The disadvantage of AFPS relative to VisionFS is that AFPS can be more complicated to
administer if the advance features are used.
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11.2 Installing and Using VisionFS

During installation of VisionFS, you are prompted to change the default configuration. On
most systems the default configuration is sufficient. If you later need to change any of these
settings, you can use the VisionP®file Editor or the command:

[usr/vision/bin/visionfs setup

11.2.1 Installing VisionFS

To install VisionFS after inserting the Optional Services CD-ROM:

Step 1. Start th8oftware Manager.

Step 2. Seleckoftware = Install New.

Step 3. Specify your machine as the host and clickamtinue.

Step 4. Specify “CD-ROM” as the media device and cliciContinue.

Step 5. Select “SCO VisionFS” when the list of products is displayed, and click on
Install .

Step 6. Entery” to accept the defaults. Pregsy .

This sets the following:

Authentication UNIX passwords are used to authenticate access to the
server.
Administrator The VisionFS administrator user name is seidb
Server The VisionFS server name is set to the UNIX server
name.
Step 7. Presg] to continue.
Step 8. Entery” to accept the defaults. Pregsy .

This will install a 30-day trial license. A full license can be installed later.
The license number is provided with the License Kit.

Step 9. Presg=] to continue. Th&oftware Manager copies the VisionFS files to
the hard disk.
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Step 10. Presg=j to continue.

After the files are copied, the VisionFS setup screen displays a message
indicating that a 30-day license has been installed.

Step 11. Click orOK.

The Software Managercompletes the installation process by verifying file
permissions.

Exercise: Install VisionFS

Run theSoftware Managerto determine if VisionFsS is installed on your
system.

If it is not present, install VisionFS and accept the default configuration
options.
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11.2.2 Windows 95 network configuration

Although all of the software needed to work with VisionFS is included with Windows 95
and other versions of Windows, it might not be installed or correctly configured on every
client system.

Follow some or all of the following steps to enable your Windows 95 system to access your
VisionFS server.

Note: Only add an adapter, protocol, or client if it is not already installed.

Step 1. Boot Windows 95, and, if needed, log in as any Windows user.
Step 2. Selecstart = Settings= Control Panel.

Step 3. Double-click on thdetwork icon.

Step 4. SelecAdd = Adapter and choose the option that corresponds to the

network card installed in your computer. Click OK.

Step 5. SelecAdd = Protocol = Microsoft = TCP/IP.
Step 6. SelectCP/IP = Properties and enter the local IP address.
Step 7. SelecAdd = Client = Microsoft = Client for Microsoft Networks, if it

is not already listed as being installed.

Step 8. Click orOK. Reboot if prompted.
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To access your VisionFS server, double-click onNb&wvork Neighborhoodicon.
If your VisionFS server is listed, double-click on its icon.
If your VisionFS server is not listed:
Step 1. Selecstart = Run from the Windows 95 menu.
Step 2. In the “Open” field, enter:
\\ servername

whereservernames the name of your VisionFS server.
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Exercise: Configure Windows 95 for VisionFS

Configure your Windows 95 system so that it can access your VisionFS gerver.
Obtain information such as network interface card model, hardware
configuration, and an IP address from your instructor.

You should see theisiontoolsshare (possibly among others) on the VisionfgS
server. You might not be able to read or write to any shared directories bgcause
of permissions.

11-15



Windows Connectivity

AV 11-5

4

VisionFS Shares

m Jupiter !EB
File Edit “iew Help
[ 2 Jupier =l Bl olmE o Xl ]
C’ B & visionfs !EB
root wisiantools

File  Edit

B visiontools !En

View Help

(L1 wisiontoals

[

docs

[

visionfe

3 object(s)

&

termlite

Eile Edit “iew Help

net.cnt 16config.dll 16mifla.dll cradialogwhx

A @ @ |4

profeditcnt profeditexe;  profedithlp ssdockth whx

whrun300.dil waflexwhx wavinowhx

115 object(s) [3.28MmB

|1 ohject(s) selected

\ NADM1105 © The Santa Cruz Operation, In

AV 11-6

VisionFS Profile Editor

I

ﬁ* jupiter - SCO YisionFS Profile Editor

Erofile

Edit Info

Help

wild o -1 ] & el

Mame

(Server)
{Folders)
confiod
wisiontools
{Users)
(Printers)

YisionFS

Cormment

rver settings

Settings for the master shared folder
Profile Editar onky - do not delete
SC0 Yision37 tools and infarmation
Settings far the master user share
Settings for the master shared printer

|Settings forthe WisionFS server

-

NADM1106 © The Santa Cruz Operation, In

11-16

SCO OpenServer™ Release 5 Network Administration



Installing and Using VisionFS

11.2.3 VisionFS administration overview

Although some VisionFS administration can be performed from the UNIX command line,
most tasks are best performed from the VisioRF&ile Editor. TheProfile Editor is a
Windows application that can be used to perform remote configuration of your VisionFS
server.

Only aVisionFS administratohas permission to run tiRrofile Editor. By default, there is
one VisionFS administrator, with the user nameoot, on both the Windows and UNIX
systems.

The tworoot user accounts (UNIX and Windows) should use the same password. If the
passwords are not the same, VisionFS will prompt you for the UblbKpassword when
you try to access shared directories or printers.

If you need to change the user name of the VisionFS administrator, or give the Windows
user a different name from the UNIX user, enter this command on the UNIX system:

[usr/vision/bin/visionfs setup

This prompts you to answer several questions including what name you want to use for the
VisionFS administrator.

By default, VisionFS creates a shared folder callsntools This share is used to provide
access to thBrofile Editor. You can run th€rofile Editor directly from the VisionFS
server without copying it to the Windows system.

TheProfile Editor is shared asgisiontools\visionfs\profedit.exe

By default, the VisionFS server starts automatically when UNIX boots. If your VisionFS
server is not running, you must start it before you can accessibtetoolsshare. To start
VisionFS, enter the following UNIX command:

fusr/vision/bin/visionfs start
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Exercise: Running the Profile Editor

Step 1. Log in to a Windows system as the VisionFS administrato}. By
default, the usernamerisot.

Step 2. Access the VisionFS server.

Step 3. Open theisiontoolsshare.

Step 4. Open theisionfsfolder.

Step 5. Run the VisionFBrofile Editor , execute:

profedit.exe
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AV 11-7
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11.2.4 Sharing files and directories with VisionFS

By default, VisionFS shares each user’s home directory to that user. This is called an
automatic user shard-or example, when the usdison browses a newly installed
VisionFS server from a client system, two shares are available:

e visiontools which is/usr/vision/bin/pctools/en_U&n the server

e alison, which is/lhome/alisor(or alison's home directory) on the server

To add a new shared directory, follow these steps:

Step 1. Create a directory on the UNIX server. This must be done from the UNIX
system.

Step 2. Run the VisionFBrofile Editor for the correct server.

Step 3. SeledEdit = New Shared Folderfrom the menu.

Step 4. Enter the name that users will see in the “Share Name” field.

Step 5. Enter the UNIX pathname in the “UNIX Directory” field.

Step 6. Click orOK.

Step 7. Seled®rofile = Update Serverfrom the menu. Your changes will not be

visible to clients until the server has been updated. The server can be updated
even if itis in use by other users.

Exercise: Sharing a directory

On your OpenServer system, create a directory calledtfiles Use the
Profile Editor to share this directory with the same share name.
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AV 11-8
/| VisionFS Username Mapping Window |\
Username Mapping m
Windaws usemame: |[;ynthia |
UMY username: ||:indy j|
™ %isionFS Administrator privileges
Change Passward...
k? 0K Cancel Help
e —
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11.2.5 Default settings and the master shared folder

By default, the settings for each share are dynamically linked to default settings. The default
settings are available through an item calledhster shared foldel¥ou can control which
settings are linked to the defaults throughltimk buttons available in therofile Editor.

e |IftheLink button is checked, the setting is automatically set to the default value stored
in the master shared folder.

e IftheLink button is not checked, you can change its setting.
To change the master settings in Brefile Editor :
Step 1. Seleckettings for the master shared foldefrom the list.

Step 2. Seledtdit = Properties from the menu.

11.2.5.1 Username mapping

You might have users that have accounts on both your UNIX and Windows systems but
their username can differ. To allow these users authenticated access to the VisionFS shares,
you must create asername mapping

For example, to map from the Windows usgnthia to the UNIX usecindy:

Step 1. Selec¥isionFS server settingsrom theProfile Editor .
Step 2. Seledtdit = Properties from the menu.

Step 3. Select thgserstab.

Step 4. Click orNew.

Step 5. Entecynthia in the “Windows username” field.

Step 6. Entecindy in the “UNIX username” field.

Step 7. Click orOK.

Note that you have the option of making this user a VisionFS administrator. Only do this if
you would trust the user with tlmeot password on your UNIX system because this user can
create a read-write share of your root directory.

11-23



Windows Connectivity
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11.2.5.2 Limiting access to a shared folder

You might want to restrict which users have read or write access to a given folder. Windows
users are divided into two categories:

authenticated Users who have a corresponding UNIX user account
guest Users who do not have a corresponding UNIX user account
To determine how a user is allowed to access shares, you must consider:
e VisionFS share access is configured with the VisioRESile Editor .

e Normal UNIX permissions are configured with ¢tt@nod(C), chown(C), andchgrp(C)
commands on the UNIX server.

For a type of access to be granted, both the VisionFS share access and the UNIX
permissions must grant that type of access.

By default, guest users do not have access to VisionFS shares.
By default, authenticated users have read-write access to a shared folder through VisionFS.
To actually read or write shared files, the UNIX permissions must also grant that user the

appropriate rights.

To configure VisionFS shared folder access:

Step 1. Run the VisionFBrofile Editor.

Step 2. Select the share you want to configure.

Step 3. Seledtdit = Properties from the menu.

Step 4. Select th&ccesgab from theéPropertieswindow. This displays the window

shown in AV 11-9.
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For example, to change the default access to read-only for a share:

Step 1.
Step 2.
Step 3.

Step 4.

Select the line corresponding to the “Namdany).
Click orkEdit.
SeledRead onlyunder the “Actions” heading.

Click orOK.

To add read-write access for a particular user nayeagdas shown in AV 11-10:

Step 1.
Step 2.
Step 3.
Step 4.

Step 5.

Click orNew.
Select the uskeen from the “UNIX Name” field.
SeledRead-write under the “Actions” heading.
Click orOK.

Set permissions on the UNIX system to grantread-write access.

To grant read-only access to guest users as shown in AV 11-11:

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Click orfNew.

Deselect theuthenticated checkbox. Th&uestcheckbox is selected for
you.

SeledRead onlyunder the “Actions” heading.

Select the UNIX user whose permissions are used for the guest users under
the “Performed as UNIX user” heading.

Click orOK.
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11.2.6 Sharing printers with VisionFS

VisionFS can be used to share printers attached to the both the UNIX server system and
Windows client machines.

This means that the Windows client users can access printers on the UNIX system, and
UNIX users can print to printers attached to Windows machines.
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11.2.6.1 Sharing server printers with VisionFS

When the VisionFS server starts, it automatically shares all of the printers found on the
UNIX server. Each printer on the UNIX server has an icon displayed on the Windows client.
To display shared printers, access your VisionFS server by double-clicking Matterk
Neighborhoodicon.
If your VisionFS server is listed, double-click on its icon.
If your VisionFS server is not listed, recall the alternate method for accessing the server:
Step 1. Selecstart = Run from the Windows 95 menu.
Step 2. Enter:

\\ servername

whereservername is the name of your VisionFS server.

Note that the VisionFS server normally starts when the UNIX system boots. If you have
added new printers since the last reboot, restart VisionFS so that it detects the new printers.

To restart the VisionFS server, selBcbfile = Restart Serverfrom the Profile Editor
menu on your Windows client. To restart VisionFS from the UNIX command line, enter:

lusr/vision/bin/visionfs stop

fusr/vision/bin/visionfs start
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AV 11-12
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To use a shared printer from Windows 95, you must add a network printer to your Windows
system. To start the setup process, double-click on the printer icon and follow the normal
Windows prompts.

Network printer setup can also be started from Windows &g = Settings=
Printers = Add Printer.

By default, newly shared printers use the settings for the master shared printer. To change
the master settings in tirofile Editor :

Step 1. Seleckettings for the master shared printer
Step 2. Seledidit = Properties.

Customize settings for a particular printer. First create an explicit share, rather than use the
automatic one. To explicitly share a printer:

Step 1. SeledEdit = New Shared Printer.
Step 2. Select the UNIX name for the printer in the “Printer Name” field.
Step 3. Enter the name of the printer in the “Share Name” field if you use a different

Windows name for the printer.
Step 4. Click orOK.
To change the settings for an explicitly shared printer:
Step 1. Select the shared printer to configure.

Step 2. Seledtdit = Properties from the menu.

11.2.6.2 Sharing client printers with VisionFS

You can have printers attached to your Windows client systems and make them available to
UNIX applications. VisionFS can provide UNIX access to client printers. The client printers
are shared using the built-in printer sharing tools found in Windows 95 and other versions of
Windows. VisionFS is used to provide access to the client printers from the UNIX command
line.
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Configuring client printer sharing involves three steps:
1. Configure Windows to share your printers.

2. Configure Windows to share a particular printer.

3. Use VisionFsS to access the shared client printer.

To share your printers, from Windows 95:

Step 1. Right-click on thBletwork Neighborhoodicon.

Step 2. SeledProperties from the pop-up menu.

Step 3. Click orFile and Print Sharing.

Step 4. Select “I want to be able to allow others to print to my printer(s).”
Step 5. Click orOK.

Step 6. Select thaccess Controltab.

Step 7. Click orShare-level access control

Step 8. Click orOK.

Step 9. Reboot if needed.

To share a particular printer with Windows 95:

Step 1. Selecstart = Settings= Printers.

Step 2. Right-click on the printer you want to share.

Step 3. Selec®haring from the pop-up menu.

Step 4. Click orhared As

Step 5. Supply a name for this printer in the “Share Name” field.
Step 6. Leave the “Password” field blank.

Step 7. Click orOK.
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To print to the shared printer from the UNIX command line, use the command:

visionfs print //client/printer filename --user guest --password
where:

client Is the name of the client system that is sharing the printer
printer Is the share name for the printer

filename Is the UNIX file that you want to print

Thevisionfs command is found in thieisr/vision/bindirectory.

For more convenient use, you can choose to write a shell script that runs the above
command. Alternatively, you could write a printer interface script so the shared printer
could be accessed using tp€éC) command.
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AV 11-13
/| Remote Application Access |\
® Terminal Emulation
® X Window Servers
® Custom Client Agents
N —
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11.3 Remote Application Access

In addition to (or instead of) sharing files and printers, you can also provide remote access to
applications that run on your UNIX system.

Reasons to run applications on a UNIX server include:

e Your server has the required CPU power, memory capacity, disk space, or other
hardware resources that are not available on your client machines.

® You have applications that are available for UNIX but are not available for the client
operating system, or they are more reliable under UNIX than the client operating
system.

® You need to provide access to an application to many people at once.

There are a variety of strategies for providing client users with access to UNIX applications.
The alternatives discussed in the section are:

e Terminal Emulation
e X Window Servers

e Custom Client Agents
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11.3.1 Terminal emulation

If your UNIX application uses a text-only interface, one approach is to use terminal
emulation software on the Windows client. The terminal emulation software gives your
Windows client the same capabilities as a dumb terminal, such as a VT100 or Wyse 60.

Most terminal emulation programs for Windows display one or more windows, each
providing a separate login shell on the UNIX server. In each window, the user can invoke
text-based applications that run on the UNIX server.

Advantages of terminal emulation include:

e |t can be very easy to configure.

e |tis usually faster and produces less network traffic than X Window servers, as it often
takes less information to describe a text screen than a graphic one.

e |t provides access to any text-based application on the server; you do not need a separate
client agent for every application. This greatly simplifies installation and support over a
custom client approach.

® Your users can use a very wide variety of client platforms, including DOS and dumb
terminals, in addition to Windows machines. Nearly every operating system has terminal
emulation support of some kind.

Disadvantages of terminal emulation include:

e Only plain-text applications are supported. Many users prefer a graphical interface.

e |t usually produces more network traffic than custom client agents because every

keystroke the user types must be sent to the server (often as a separate network packet)
and every character of every screen must be sent back to the user from the server.
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(& jupiter - SCO TermLite
Connect  Edit  Configure Help
filccount Manager on jupiter
Host lUsers Groups Uiew Options
User Accounts on jupiter.compcl User Defaults
Group Defaults
Status User _—
[ 1 Show Status R
adn [%] Point Help A
andrew *
bin BAA8-Admin(BBAG) %
cindy *
daemon 8868-Adnin(BB08) %
37 Network Admin %
Ba@a-Lr(aga8) *
Mail Processes *
nhsmail 61 MHS Admin Processes
noaccess 68882  uid no access
nobody 68881  uid no body
nuucp 18 8868-uucp(B6AA) v
<mmﬂm}mﬂi{m}mﬂﬂmm—ﬂ
Change the system defaults for groups
ADM1114 © The Santa Cruz Operation, Inc.

11-38 SCO OpenServer™ Release 5 Network Administration



Remote Application Access

TermLite

TermLite is a lightweight terminal emulator for Windows that is included with OpenServer
Release 5. It emulates the ansi, VT100, and VT320 terminal types, among others.

A version of TermLite is installed on your OpenServer system when VisionFS is installed,
and made available in the VisionFS shared folder. To run TermLite from Windows 95, you
have two options:

e Run TermLite directly from the share, leaving the executable file on the VisionFS server.
SelectNetwork Neighborhood = server = visiontools = termlite = termlite.exe

This can also be done using the MS-DOS command line (or 8samg= Run). To do
this, enter:

\\ server \visiontools\termlite\termlite.exe

e Run the installation program from the share, which installs the TermLite executable on
your client machine. To do this, execute:

\\server\visiontools\termlite\setup.exe.
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While TermLite is running, to open a connection to a remote system:

Step 1. Seledfonnect= Connect tofrom the menu.

Step 2. Enter the name of the UNIX host in the “Host” field.
Step 3. Click orConnect

Step 4. Log in to the UNIX system when prompted to do so.

To change the terminal type that TermLite emulates:

Step 1. SeledConfigure = Terminal from the TermLite menu.
Step 2. Click ordentity .
Step 3. Select a terminal type from the “Identity Type” list.

Much more sophisticated terminal emulation software is available from a variety of sources.
One such product is SCO TermVision™,
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Exercise: Running TermLite from the VisionFS server

Step 1. Run TermLite from a Windows system leaving the TermLi
executable on the VisionFS server.

Step 2. Run programs suchwa€C), scoadminADM), and
setcolon(C). Adjust the terminal type if needed.

Step 3. SeledConfigure = Terminal from the menu.

e Choose yellow text on a blue background.

e Change the number of lines displayed to 35.
Step 4. Resize the window so the font is a readable size.

Step 5. Experiment with other TermLite configuration options.
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11.3.2 X Window servers

One feature that terminal emulators cannot provide is a graphical user interface. UNIX
graphical applications are usually written to use the X Window system to display their
graphical interfaces.

The X Window system was designed to allow the client application and the display server to
run on different machines connected by a network. It consists of a client/server pair:

e Theclientis the application that requires access to a graphic display.

e Theserveris software that draws on a graphic display. The X server software must run
on the machine that provides the graphic display.

SCO OpenServer includes both X Windows server and client software. This allows one
OpenServer system to run an X client application and another OpenServer system to display
the graphical interface for the client.

To use Microsoft Windows as the display platform, you need an X Windows server that
accepts network requests to display graphics.

For example, you might want to administer your OpenServer system from a Windows
workstation using thecoadmin(ADM) graphical interface. The OpenServer system would
run the SCOadmin client application (tAanter Manager, for example) and display on

the Windows system.

One example of X Window server software for Microsoft Windows is SCO XVision. (It is
not included with OpenServer.)

Advantages of using X to provide remote application access include:

e Users see fully graphical applications on their screens. Microsoft Windows users are
often most comfortable with graphical interfaces, and might not be satisfied with the
text-only interface provided by a terminal emulator.

e X Window servers are available for a variety of graphical operating systems, not just
Microsoft Windows and UNIX. Users can even use X-terminals, network devices which
are just X Window servers with graphic displays.

e An X Window server can be used to display any X Window applications running on
your UNIX system. You do not need to install separate Microsoft Windows agents for
every application.
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Disadvantages of the X Window system include:

e X Window server software is not included with Microsoft Windows, Windows 95, or
Windows NT, so additional software must be obtained.

e X imposes a relatively heavy load on your network. Because graphical interfaces are
often complex, and require many individual drawing commands to render, many packets
must cross the network to draw each screen.

In addition, every keystroke, mouse movement, and mouse click might be sent back to
the application for possible processing. For example, moving the mouse in and out of the
application’s window without clicking will normally send a steady stream of packets
back to the application.
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11.3.3 Custom client agents

Another option for providing remote access is to use a custom client agent to interface with
a server application. Features of this arrangement include:

e The agent runs natively on the client platform, such as Windows.

® The agent receives user input and displays program output.

® The agent uses the network to communicate with the server-side application.

Examples of custom client agents include:

e The VisionFS Profile Editor, a native Windows executable. It communicates over the
network with the VisionFS server and allows you to configure the server-side
application.

e A database query agent, where:

e The user forms a database query with a Windows interface.

The client agent sends the query to a database on the UNIX server.

The UNIX database application processes the query.

The result of the query is sent back to the client for display.

Note that the only network traffic is the query and result data. All formatting is added on
the client side and network traffic is not generated while the user is constructing the
query or reading the result.

e A mathematics environment (such as Mathematica) where:

® The user uses a client agent to construct an equation.

The client transfers the completed equations to a server-side engine.

e The server-side engine computes solutions (this can be CPU intensive).

The solutions are sent back to the client for display.
Advantages of custom client agents include:

e Network traffic is minimized because the custom client can handle the user interface and
display formatting without bothering the server or the network.
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e Because the client agent is written for a specific client platform, it can best take
advantage of the user interface used on the client system. In contrast, an X Window
application can appear strange to a Microsoft Windows user.

e The user often does not need to know that a server is involved in their work, which
reduces user complexity and training costs.

Disadvantages of custom client agents include:

® A separate client agent is required for every application, which increases the complexity
of installation and support.

e The client must be written for a particular operating system, such as Microsoft
Windows. Supporting multiple client platforms means porting the client agent. In some
cases, this can be avoided by writing the client in a platform-independent environment
such as Java.

Java is a programming language used to write custom mini-applications called Java applets.
The applets can be integrated into Web pages and downloaded from a server. Any client that
has a web browser (as many do) requires no additional software installation to run the
applet.
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11.4 Remote Boot Configuration

If you have many clients, or clients that move around the network frequently, it can be
tedious to configure and reconfigure networking parameters on every system. SCO
OpenServer can help by providing remote boot configuration services to your Windows
(and other operating system) clients.

This section describes the use of the Dynamic Host Configuration Protocol (DHCP). A
DHCP server answers broadcasts from a booting client with configuration parameters for
the client to use.

Examples of the parameters DHCP can provide include IP address, netmask, broadcast
address, domain name, DNS server, and default router.

The benefits of using a remote boot configuration protocol, such as DHCP, include:

e You can avoid manual configuration of every client. This can save a considerable
amount of administrator time.

e |If a client is mobile and often connected to different networks, it can automatically
configure itself for the local network without user intervention.

e |If a global network parameter such as network address or domain name must be
changed, it can be done easily from the server.

o Network conflicts, such as two clients attempting to use the same IP address, are much
less likely because the server will not assign the same address to different clients at the
same time.

e Temporary visitors with their own computers, such as students in a training classroom,
can have their systems automatically configured for the local network.
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When a DHCP client boots, the following sequence occurs:

1.

2.

The client broadcasts a request for its configuration parameters.

A DHCP server receives the broadcast and selects appropriate parameters.

The DHCP server requests an IP address from an Address Allocation Server (AAS).
The AAS responds with a currently unused IP address from its available pool.

The DHCP server responds to the client with the list of configuration parameters
including the IP address to use.

The basic procedure for configuring a server to provide DHCP configuration parameters to a
client is:

1.

2.

3.

Configure the Address Allocation Server usingAldress Allocation Manager.

e Create address pools—define the pools from which DHCP can pick IP addresses
that will be assigned to clients.

e Start the Address Allocation daemaasd.
Configure DHCP using tHeHCP Manager:

e® Set address lease parameters—the DHCP sleaszsan IP address to a client.
The lease might be for a limited or unlimited period of time.

e Set the options that determine the parameters that can be served to the client. For
example, configure the IP addresses of the DNS name servers. Options can be
set:

e Globally—applying to all clients
e For all clients on a specified subnet

e Individually

Configure the DHCP client to obtain networking parameters from the server.
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11.4.1 Configuring an Address Allocation Server

The Address Allocation Server can be used to assign addresses for DHCP. To create an
address pool:

Step 1. Rurthe Address Allocation Manager This displays the window shown in
AV 11-17.
Step 2. Selec¥iew = Pool Definition.
Step 3. SeledPools= Add to display the window shown in AV 11-17.
Step 4. Supply a name for the pool in the “Pool name” field.
Step 5. Click orAdd to add addresses to the new pool, specifying a single address or

range, as appropriate for your configuration. When finished, clicBkon

Step 6. Start the SeleServer = Start Server.

Exercise: Configuring the Address Allocation Server

Use theAddress Allocation Managerto create a new address pool, using
instructor-supplied IP addresses.

Start the AAS daemon.
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AV 11-19
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11.4.2 Configuring the DHCP server

In addition to configuring IP address lease characteristicH@P Server Manageris
used to configure the parameters that are supplied to requesting DHCP clients. These global
options apply to Windows 95 clients:

3 routers IP addresses of default gateways or routers
6 dns_servers IP addresses of DNS name servers

15 domain DNS domain name

28 broadcast_addr IP broadcast address

44 nb_name_servers IP address of NetBIOS name servers

46 nb_node_type NetBIOS node type

47 nb_scope NetBIOS scope identifier

If you have other types of DHCP clients, see RFC 1533 for a full list of the many global
options and their meanings.

To set a value for a DHCP global option:

Step 1. Run th®HCP Server Managerand selecView = Global Options.
Step 2. SeledEntry = Add. This displays the window shown in AV 11-20.
Step 3. Select an option from the “Unused” list.

Step 4. Click orAdd to display theedit Option window.

Step 5. Supply a value for the option and clickQif.

Step 6. Configure additional options, if desired.

Step 7. Click orOK in theGlobal Generic Options Configuration window.
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Exercise: Configuring DHCP global options

Use theDHCP Server Managerto set the following options to instructor-
assigned values:

e 3 routers
® 6 dns_servers
e 15 domain

e 28 broadcast_addr

11.4.2.1 Configuring Windows 95 as a DHCP client

To configure Windows 95 as a DHCP client system:
Step 1. Log in to a Windows 95 system.

Step 2. Right-click on thEletwork Neighborhoodicon and seled®roperties from
the pop-up menu.

Step 3. SelectCP/IP and click onProperties.

Step 4. Select “Obtain an IP address automatically.”

Step 5. Click on th®NS Configuration tab and select “Disable DNS.”
Step 6. Click on th&atewaytab and remove any installed gateways.
Step 7. Click orOK to exit each window.

Step 8. Reboot the system.

A useful command to verify IP parameters on a Windows 95 systemipfg. It displays
the currently used IP address and other network parameters. It can also be used to manually
release or renew a leased IP address.
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Exercise: Configuring a Windows 95 DHCP client

Configure a Windows 95 system to use DHCP as described above.

Runwinipcfg to examine your assigned network configuration.

11.4.2.2 DHCP and DNS

Currently, there is no interface between DNS and DHCP to dynamically update DNS
records because IP addresses are dynamically assigned by DHCP.

The version of BIND in SCO Openserver (8.1.1) does support dynamic updates using the
nsupdatecommand fetc/nsupdate However, DHCP does not make use of this feature.

This can cause problems if:

e A client shares resources under a given name, because that name can change with every
leased IP address.

® You are using services that use the machine name for security authentication. For
example, NFS and trusted access can be affected.

One workaround is to avoid using DHCP to assign IP addresses. Of course, this loses much
of the functionality of DHCP. You can still use DHCP to assign such parameters as a default
gateway, DNS server, or domain name.

Thensupdatecommand has no manual page. For more information, see the book:

Albitz, Paul & Cricket Liu,DNS and BIND, 2nd Edition, Sebastopol, CA: O'Reilly &
Associates, 1997, ISBN: 1-56592-236-0
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11.5 Lesson Summary

Today, when it is rare to find a network of computers that all use the same operating system,
networking means understanding cross-platform connectivity options. One model is to use a
UNIX system to provide services to a network of clients running Microsoft Windows. Four
of the most commonly required services are file sharing, printer sharing, access to remote
applications, and remote boot configuration. For each service, there are many solutions,
depending on cost, client capabilities, performance required, and other factors.

Review questions

1. Which software package(s) provide file sharing and do not require the purchase of
additional software beyond SCO OpenServer and Windows 957

2. What are two alternative ways of running TermLite? What are the advantages and
disadvantages of each?

3. Which alternatives for remote application access will allow a Windows user¥g@)n
on a UNIX system?

4. Describe at least two strategies for providing word processors to Windows users.

Consider both file and printer sharing and remote application access strategies. What are
the advantages and disadvantages of your strategies?

5. What does the Address Allocation Server do?

6. List at least three DHCP parameters that a Windows 95 machine can understand.
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11.6 Relevant Commands, Directories, Shares, and Packages

The following commands, directories, shares, and packages were presented.

Relevant commands

fusr/vision/bin/visionfs

winipcfg

Relevant UNIX directories

VisionFS server administration tool

A Windows 95 command for displaying IP
configuration settings

/usr/vision/bin/pctools/en_US

Relevant VisionFS shared files

Home of thevisiontools shared folder

visiontools\visionfs\profedit.exe

visiontools\docs\vfsintro.pdf

visiontools\termlite\termLite.exe

visiontools\termlite\setup.exe

The VisionFS Profile Editor

Introducing VisionFS, documentation in
Acrobat format (120+ pages)

The TermLite executable

The TermLite installation program
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11.7

Answers to Review Questions

This section provides suggested answers to review questions.

1. The software packages that provide file sharing and do not require the purchase of
additional software include VisionFS and NFS. Use Vision FS if the clients are
Windows 95, NT, or any other operating system that includes CIFS client support. Use
NFS if the clients are other UNIX systems or any other operating system that includes
NFS client support.

2. One alternative is to run TermLite directly from a VisionFS shared folder. This is the
easiest way, as there is no client-side installation involved. However, it creates more
network traffic, as the TermLite executable must be transferred across the network every
time it is used.

A second alternative is to run TermLite on the Windows client. This creates less network
traffic, but requires some initial installation work. It also allows you to use TermLite to
connect to other systems while the VisionFS server is down.

3. Two alternatives for allowing a Windows user to vuon a UNIX system are Terminal
emulation and X Window servers. (The X Window server can be usedxteram(XC)
or scoterm(XC), which could in turn be used to rui{C).)

4. The strategies for providing word processors to Windows users can include:

e Using a native Windows word processor such as Microsoft Word or Corel
WordPerfect, with all data files stored on a UNIX file server and printing via shared
UNIX printers. While this allows central management of file and printers, it involves
installation and support of a word processor on every client machine. However, if the
network or file server is down, the applications can still be used locally.

e Using a X Window based word processor that runs on the UNIX system, such as
WordPerfect for UNIX, Star Division’s StarOffice, or Applix’s ApplixWare. An X
Window server for Microsoft Windows, such as XVision, could be used to use the
word processor from Windows. Tarantella could also be used to provide client
access. Documents and printers are still managed centrally, and now so is the
application software. The X Window server can be used to run multiple applications
(spreadsheets and graphing programs, for example), without additional client side
software installation.

e Using a Java based custom client agent, such as Applix AnyWare or StarOffice for
Java. This would require a Java virtual machine on the client, as is found in most
web browsers. This would probably create much less network traffic than the X
Window approach. If users already have web browsers (as many do), then no client
software installation is required.
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5. TheAddress Allocation Serverprovides dynamic IP addresses from address pools for
DHCP.

6. Windows 95 machines can understand the following DHCP parameters:
e Client IP address
e Netmask
e |P addresses of default gateways or routers
e |P addresses of DNS name servers
e DNS domain name
e |P broadcast address
e |P address of NetBIOS name servers
e NetBIOS node type

o NetBIOS scope identifier
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® Overview of e-mail

® Configuring sendmail

® Configuring mail-related DNS records

o Configuring MMDF

o Configuring client-server mail (IMAP4 and POP3)
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Lesson 12

Mail Confi guration

Introduction

Most of the lessons in this course focus on providing your users with seamless, effortless,
and ideally, transparent access, to the resources of your enterprise network and the Internet.
This chapter focuses on the administration of one of the more important tools your users will
use, namely e-mail.

SCO provides a complete e-mail environment, from user interface to transfer protocols, with
many options that you can configure. This lesson describes the various components of the
SCO e-mail environment and how you can configure them for the users of your network.

Objectives

This lesson describes the SCO e-mail environment. By the end of this lesson, you will be
able to:

List the components of an e-mail system

List the mail delivery and transport agents provided with SCO OpenServer Release 5
ConfiguresendmailADM)

Create global aliases and mailing lists

Modify the name server for use with a mail transport agent

Describe how POP3 and IMAP4 services work

Describe the basic steps to configure MMDF
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AV 12-2
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12.1 Overview of e-mail

Electronic mail systems have evolved over the past several years to become a mission
critical tool for many people. Systems connected to the Internet can send mail to thousands
of people around the world in minutes at little or no cost.

Luckily, as part of the evolution, e-mail systems have become easier to configure with
menu-driven programs. Before you start configuring e-mail, you need a thorough
understanding of the various components in today’s e-mail systems.

AV 12-2 shows the layers of a modern e-mail system. As with today’s network protocol
stacks, the software components conform to standards and are interchangeable at any layer.
The layers are:

e Mail User Agent (MUA)

e Mail Transport Agent (MTA)

e Mail Channels and Delivery Agents

AV 12-2 also illustrates where POP-3 and IMAP4 mail servers fit into the modern e-mail
architecture. Each of these components are explained in this lesson.

After installation, SCO OpenServer Release 5 is configured to handle local and basic
Internet e-mail. If your system configuration has no special requirements, such as mail
aliases, virtual domains, or UUCP connections, you might not require any further
configuration of the e-mail system.

12.1.1 The Mail User Agent (MUA)

The Mail User Agent (MUA) is the program that people use to create and read their
messages. MUAs are analogous to the application layer in the TCP/IP protocol stack.

Some MUAs support the Multipurpose Internet Mail Extension (MIME) format for
attaching files to messages. With MIME, you can attach spreadsheets, word processing files,
sound files, and any other kind of file.

Most MUAs can be configured so that when a specific MIME attachment type is selected,
the MUA will automatically start a program that can understand the attachment type so that
the attachment can be read, listened to, etc. These programs are often referetpty as
programs
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MUAs that come with SCO OpenServer Release 5 include:

mail(C) The traditional command-line mail. The SCO OpenServer Release 5
implementation ofmail supports MIME and IMAPA4.

scomailXC) An X Window System™ mail program that is included with the OpenServer
graphical desktopx@t3(XC)). It is also MIME capable.

Netscape  The web browser that is included with SCO OpenServer. It also includes a
graphical e-mail program with MIME, POP, and HTML capabilities.

Other mail readers are available on the SCO Skunkware™ CD-ROM or from the Internet.
One popular program is:

elm A character-based menu-driven mail reader. Some versions support MIME.

There are many MUAs that can be used on Win8alesktops. Examples include Euddra
Netscape Navigator™, and Pegasys. These MUAs will work with SCO OpenServer Release
5 through a POP3 or IMAP4 server.

There are other MUASs available for Windows that are not POP3 or IMAP4 based. Such
MUAs often have mail servers that act as MTAs and can gateway mail to other MTAs.
Examples of these mail systems include cc:Mail and Lotus Notes.

12.1.2 The Mail Transport Agent (MTA)

When a user sends mail, it is sent to a Mail Transport Agent (MTA) for further processing.
The MTA is analogous to the IP layer in the TCP/IP protocol stack. Functions of the MTA
include:

e The MTA uses the destination address(es) to determine how the message should be
delivered.

e The MTA may use aliases or distribution lists to send a copy of one message to multiple
recipients.

e The MTA receives and processes incoming mail from other machines on the network.

There are two MTA's provided with SCO OpenServer ReleaserslmailADM) and
mmdf(ADM). Although MMDF is installed unlessendmailis specifically selected during
installation,sendmailis the primary focus of this lessdhis a very popular MTA that is
available for most versions of UNIX and has gained widespread acceptance as the MTA for
UNIX systems.
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The Netscape Mail Server™ is available as an optional MTA for SCO OpenServer Release
5. It contains many advanced features including:

® An easy to use interface

e Support for proprietary e-mail protocols

® Messaging quotas limiting users to fixed mailbox sizes

® Single-copy message store (messages sent within the system to multiple recipients are
stored in a single shared copy)

12.1.3 Mail delivery agent

When the MTA has determined a route for delivery of a message, it calls the appropriate
delivery program, oagent to deliver the mail. The SCO OpenServer implementation of
sendmailis configured to route mail to one of several delivery agents, also known as

mailers

The mailers available in the standashdmail configuration include:

Local

TCP

UuCP

Badhost

Baduser

Multihome

X.400

Handles delivery of mail to local users by execukmgil (ADMN)

Delivers mail over TCP/IP networks using DNS and the Simple Mail
Transport Protocol (SMTP).

Usesuux(C) to deliver mail to hosts configured as UUCP connections in the
{usr/lib/uucp/Systenfde.

Queues messages that temporarily fail because the name server is not
available. This can also be configured to forward e-mail for unknown hosts
to asmartermail host for delivery.

Delivers mail destined for unknown users to a smarter machine. This smarter
machine may be used to centralize a company alias table and reduce
administration.

Used for routing mail for virtual domains. Virtual domains allows a single
host to manage mail for multiple domain names.

Delivers mail with X.400-style addresses to an X.400 gateway. X.400 is an
MTA for the OSI networking protocol.

12-7



Mail Configuration

12.1.4 POP and IMAP servers

The Post Office Protocol (POP) and Internet Message Access Protocol (IMAP) daemons
serve as an intermediary between the MUA and the MTA, delivering mail on a per-user
basis. By contrast, an MTA, such as SMTP, delivers mail on a per-system basis.

POP and IMAP work as follows:

Incoming mail is received by the MTA and stored in a file on the UNIX server.

The user runs a MUA that is a POP or IMAP client. This MUA may run under
Windows, UNIX, or almost any other operating system. Note that the MUA need not run
on the same computer as the MTA.

The POP or IMAP client downloads newly arrived e-mail from the mail server.

The user can now disconnect their computer from the network, if desired, and read their
mail off-line.

Outgoing mail is sent via SMTP to the UNIX server or the final destination, depending
on client configuration.

For example:

You might take a notebook computer on a trip.

While waiting for an airplane, you turn on the notebook, plug the modem into a phone,
dial up, and download e-mail via either POP or IMAP.

While on the plane, you read e-mail, formulate replies, and create new messages.

These messages are saved on the notebook until the next time you connect to the mail
server and download e-mail again (i.e., the responses are uploaded at the same time).

The primary differences between POP and IMAP are:

POP allows only one way transfer from a central mail server to the client.

e POP is usually configured to delete your messages from the server when they are
downloaded.

e \With POP, old e-mail is stored on the client machine, not the server.

e |If you read your mail from a new client, you do not have access to your saved
messages, and new mail you receive is saved on the new client.
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e |IMAP allows two way transmissions.
® Your saved messages are stored in folders on the server.

e You can manipulate your mail off-line, and when you next have a network
connection to the server, your changes are uploaded and applied.

This allows you to:

® Delete mail messages

® Save messages to a folder

e Move messages between folders
SCO OpenServer Release 5 comes with a POP version 3 (POP3) mail server and an IMAP
version 4 (IMAP4) mail server. These daemons are started by defaultibgtth@DMN)

daemon. As previously discussed, to take advantage of a POP3 or IMAP4 server, you need a
POP3 or IMAPA4 client.
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12.2 Configuring sendmail

Configuring asendmailbased mail system can involve one or more of these functional

components:

Mail router Basic mail router functionality is controlled by the file
{/usr/lib/sendmail.cfThis file stores information about the
server and mailers

Aliases Aliases used lsendmailto process mail are maintained in
files located infusr/lib/mail/aliases.

Name resolution Special DNS records are used to route mail destined for
remote systems on a TCP/IP network.

User options Users can customize mail options that affect only their own

incoming or outgoing mail. Examples are vacation
notification and forwarding to other users.

Each component is discussed in more detail in the next sections.

12.2.1 The default sendmail configuration

On SCO OpenServer Releases@&ndmailis preconfigured to support mail delivery on the
local system and the LAN. For many situations, no additiseiadimail configuration is
required. Mail mail is delivered as follows:

Incoming mail:

e Delivered locally if the destination user exists

® Rejected and returned to the sender if the destination user does not exist on this
system

e Forwarded to the remote system if destined for another system (indicated by
@hostname.domaiim the “To:” line)

e Mail to this system’'postmasters delivered taoot
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Outgoing mail:
e Delivered directly to the system in the address

e Append the fully-qualified domain name to the sender’s user name

Exercise: Default sendmail configuration

Use the default mail configuration to send and receive e-mail:

Step 1. Create two user accounts.
Step 2. Log in on multiscreens as each user.
Step 3. Usenail(C) orscomailXC) to send a message between thg

two users. Verify that it is delivered.

Note the domain name in the “From:” line.

Step 4. Send mail to a non-existent user on your local system. CHeck
your mailbox. What happens to this message?

Step 5. Send mail to an existing account on a remote classroom gystem.
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12.2.2 Modifying the sendmail configuration

Change the defausiendmail configuration:

® To use a central mail server and you need to forward all mail to that server

e To configure this server as a central mail server

e To use other mail channels

All configuration options fosendmail are set in theendmail.(fSFF) file.

If you need to change the defasdindmailconfiguration, there are three ways to modify the
sendmail.cfile. These methods are not compatible—you must decide which tool to use

based on the options you need to modify:

e Internet Manager—A graphical interface for configuring a limited set of options

including:

Host hiding The domain name that appears in the “From:” line of the
message; known d®st hiding

Forward local Forwards mail with no @ in the “To:” line to a central system for

processing

Forward non-local  Forwards mail with @ in the “To:” line to a central system for

processing
Postmaster Who receives messages reporting mail problems
Hostmaster Who receives messages that report DNS problems
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The advantage of using th&ernet Manager is simplicity. The disadvantage is that it
configures only a limited set of options.

mkdev ci—A character interface used to configure:

UUCP Enables a UUCP channel

NIS maps Provides for using NIS maps to define mail aliases

X.400 Forwards messages with X.400-format addresses to an X.400
gateway

Manual—Editing the/usr/lib/sendmail.cfile gives you complete control over all
sendmailfunctionality. The disadvantage is that it is complex, laborious, and prone to
error.

WARNING: If you modify/usr/lib/sendmail.¢fyour changes are overwritten if you
later usankdev cf.
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AV 12-3
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12.2.2.1 Using the Internet Manager to configure sendmail

When thelnternet Manager is used to configureendmail changes are made to
usr/lib/sendmail.cf

If you use thdnternet Manager to configuresendmail DO NOT usemkdev cf later. If
you do, the changes made by theernet Manager are lost. However, you can edit
lusr/lib/sendmail.cfater to manually make changes. See Section 12.2.2.3, “Manually
configuring sendmail,” on page 12-17.

To configure thesendmailforwarding and host hiding options:

Step 1.
Step 2.

Step 3.

Step 4.

Step 5.

Start thénternet Manager.

Enter account naradmin and theroot password.

If virtual domains are configured, select “SYSTEM-WIDE” as the interface

to configure.

Click on th#Mail icon.

Fill in the form shown in AV 12-3 using these guidelines:

Host hiding

Forward local

Forward non-local

Postmaster

Hostmaster

To change the domain name that appears in the
“From:” line of the message, click on the button
showing the fully-qualified domain name. The other
choice is the domain name onBelecting the domain
name hides the host name.

To forward all local mail (messages with no @ in the
“To:” line) to a central system, toggle the field and
enter the host name of the system to which all local
mail is forwarded.

To forward all non-local mail (messages with an @ in
the “To:” line) to a central system, toggle the field and
enter the host name of the system to which all local
mail is forwarded.

Change the user name if an account other than root
receives messages reporting mail problems

Enter a user name for reporting DNS problems if this
system is a primary name server.
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Exercise: Configuring host hiding

Use thelnternet Manager to hide your host name.

Send mail between two user accounts and note the domain name in the
“From:” line.

12.2.2.2 Using mkdev cf to configure sendmail

The commanankdev cfis a menu system that:

e Changes a set of configuration parameters, such as UUCP and X.400 connection
information, and NIS support

e Generates a nesendmail.cfile
e Restarts theendmaildaemon

The newsendmail.cfile is created by combining the changes entered through menu
selections—stored ifusr/lib/sendmail.d/sendmail.anrswith the defaults contained in the
file /usr/lib/sendmail.d/sendmail.sifhe prograngencfuses these changes to generate a
newsendmail.cfile

The originalsendmail.cfile is overwritten whemkdev cf callsgencfto generate the new
sendmail.cfile. As discussed in the previous section,ltiternet Manager modifies the
sendmail.cfile directly. This is why any changes previously made byriternet

Manager are lost whemkdev cfis used.

For more information about usimgkdev cfto configuresendmail, seescohelp= Malil
and Messaging Guide> Chapter 5: sendmail administration= Standard sendmail
configuration = Running mkdev cf.
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12.2.2.3 Manually configuring sendmail

You might need to changendmail configuration parameters that are not accessible using
mkdev cf or thelnternet Manager. These are examples of features that can be enabled by
manually editing theendmail.cfile:

e Managing unsolicited email (spam)

e Changing the interval for using ‘expensive’ connections to deliver mail

e Altering message timeouts so undeliverable mail is returned more quickly

e Setting the delivery mode to specify how quickly mail is delivered

You might also want to replicate a giveendmail configuration to multiple machines by
copying thesendmail.cfile from one system to another. At a minimum, the host name

needs to be changed for each replicated system.

If you manually make changes/igsr/lib/sendmail.cfyou can later use theternet
Manager, since it also directly modifigsisr/lib/sendmail.cf

WARNING: You cannot usenkdev cf afterediting/usr/lib/sendmail.cflt overwrites the
existingsendmail.cfile and any changes made directly to the file are lost.

Manually configuringsendmailrequires a thorough knowledge of both SMTP and
sendmail For more information regarding the structure and modification cfehdmail.cf
file, read:

Costales, Bryan with Eric AllmasendmailSecond Edition, Sebastapol, CA: O'Reilly &
Associates, 1997, ISBN 1-56592-222-0

The Web sitehttp://www.sendmail.orgs another good reference.
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AV 12-4

/ | Example aliases File | \

matt:matthew
peter:peter@admin.somedom.com
info:kathy, janice, vicki
diary:/var/adm/log/diaryfile
staff::include:/etc/mail/staff
printer:"| Ip -d laser1"
ken:hostl!host2!ken

NADM1204 © The Santa Cruz Operation, Inc.
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12.2.3 Configuring mail aliases

Aliases are used to:

e Allow mail to be sent to one user under a variety of different user names, or one address
to be redirected to another

e Create mailing lists
e Append mail to files, possibly for archival purposes
e Filter mail through programs or shell scripts

By default, aliases are configured in thsr/lib/mail/aliasedile. This aliase¢SFF) file can
be modified using a text editor to create entries in this format:

aliasname: address [, address |

whereaddresss:

® A local user name

e A standard Internet e-mail address, eger@foo.com

e The pathname of a file, to which messages are appended

e Afile listing e-mail addresses, one per line, to be included in this mail alias. For
example, the address for an alias nastaff  can be:

:include:/etc/mail/staff

e A command to which messages are piped. For example, the address for an alias named
printer  can be:

"| Ip -d laserl”
o A UUCP e-mail address. For examplestl!host2!user
An examplealiasesfile is shown in AV 12-4.

After editing the/usr/lib/mail/aliasedile, you must run theewaliase§ADMN) command
to rebuild thesendmail alias databaséysr/lib/mail/aliases.dbEnter:

newaliases
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Exercise: Creating mail aliases

Step 1. Edifusr/lib/mail/aliasesand add a new alias for two or more Jpof
your local users.

Step 2. Add an alias for users on another classroom system.
Step 3. Rumewaliase¢ADMN) to update/usr/lib/mail/aliases.db
Step 4. Send mail to the aliases and verify that it is received.

The mail system can be configured to use a variety of alias files, each using a different
database format. For example, Nih&pscan be used as alias files. For more information
about using NIS maps and other alias files,seahelp=> Mail and Messaging Guide=
Chapter 5: sendmail administration = Administering sendmail = Maintaining the

alias database.

12.2.4 User-configurable mail options

There are several featuresseindmail that users can take advantage of without the
intervention of the system administrator. These include:

e Forwarding mail to another user account usingfibrevard file

e Automatic responses to incoming mail during absenaasafion(C) mail)

12.2.5 .forward files

When users move from one location to another, often they continue to receive mail at their
old address. To have the mail forwarded to a new address or user namirpurdfile in

the user’s home directory, indicating where their mail should be sent.

The format of theforwardfile is a single e-mail address on one line. For example:

donna@machine2.somedom.com

When entered in théorwardfile in userdonnas home directory omachinelall mail for
donnaonmachinelwill to go todonna onmachine2.somedom.com
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You should be careful not to configure two machines to redirect mail to each other, as this
creates an endless mail loop.

12.2.5.1 Extended absence notification

Even when you are unable to read e-mail during extended absences, people will likely
continue to send you e-mail. You can have the mail subsystem send a notification to people
who send you messages to let them know that you are out of the office.

This can be configured using thacation(C) program from the command line. Two files in
the users home directory control the behavior of vacation notificatiacation.msgnd
.vacation.db Thevacation command is usually used in conjunction witticaward file.
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AV 12-5

/ | Example .vacation.msg File |

From: camille@thatch.somedom.com
Subject: Out of the office

This message is an automated reply to your recent email.

I am on vacation until 17 Nov, and I will not be checking

my email during this time. If you have a matter which needs
prompt attention, please contact andrewlotherdom.com.
Otherwise, you may expect to hear back from me when I return.

Thank you,

Camille St. Jeanne

k NADM1205 © The Santa Cruz Operation, Inc. /
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To set up extended absence natification:

Step 1. Create theacation.msdile in your home directory. It must include the
“From:” line and can include other mail header lines, as shown in AV 12-5.

Step 2. Initialize thevacation.dlfile with the command line:
vacation -i
Step 3. Create dorwardfile, substituting your user name as appropriate:

\camille, “|vacation camille”

Note the backslash (\) before the user name. This prevents mail from
infinitely looping through theforward file.

Step 4. Set permissions to allow everyone to readiard
chmod a+r .forward

Step 5. Set permissions to allow everyone to execute your home directory. For
example:

chmod a+x /usr/camille

Exercise: Using vacation(C) mail

Set upvacation(C) mail for a user account on your system using the step
above.

o7

Test the configuration by sending mail from another user account.
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AV 12-6

/ | Example MX Records | \

@ IN MX 0 mailsrv.somedom.com. ; Try primary mail server first
; the use of @ handles cases where
; mail 1s addressed to the domain
; e.g9., user@somedom.com.

@ IN MX 10 backup.somedom.com. ; Have the backup take the mail if
; mailsur is down for some reason.

@ IN MX 20 friend.otherdom.com. ; If our net is off the Internet,
; our friends at otherdom have a
; host that will gueue and forward
; our mail after we are up.

atlantis IN MX 0 pop.somedom.com. ; Use this mail server for mail
; addressed to atlantis. This is
; a POP server and atlantis is a
; machine that floats around a lot.

k NADM1206 © The Santa Cruz Operation, Inc. /
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12.3 Configuring DNS for use with mail

If your network is attached to the Internet, you might need to add records to your DNS
server to support your e-mail system. DNS uses a special recordiypegords, for
identifying mail exchangers on the Internet.

When a message is to be sent over a TCP/IP network, the MTA queries the DNS system to
determine if there is alXrecord for the destination name.

If no MXrecord is found for that name, most MTAs will try delivering the message to a host
with the same name. However, some MTAs do not do this. Therefore, if you do not specify
anMXrecord for your host, some servers might be unable to reach you.

Typically, in anMXrecord, you list your mail gateway and one or two machines outside of
your organization that are willing to queue mail for you if your Internet connection goes
down.

MXrecords have the format:

Name IN MX  Priority Host
where:
Name The machine to which the mail is destined. This can also be the name of your

domain. If that is your intent, you can also use@symbol, which in DNS
meanghe current domain

Priority The relative priority that is assigned to this mail exchanger. The highest
priority is O and the lowest is 32767. The size of this number does not matter,
only its relation to the othéviXservers.

Your mail server should be set with the highest priority (usually 0) so all mail
messages are eventually sent to it.

Host The name of the host that should receive the mail. In the case of mail
exchangers outside of your domain, they will just queue your mail for you
until your mail exchanger becomes available again.
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AV 12-7

/ | Example MX Records | \

@ IN MX 0 mailsrv.somedom.com. ; Try primary mail server first
; the use of @ handles cases where
; mail 1s addressed to the domain
; e.g9., user@somedom.com.

@ IN MX 10 backup.somedom.com. ; Have the backup take the mail if
; mailsur is down for some reason.

@ IN MX 20 friend.otherdom.com. ; If our net is off the Internet,
; our friends at otherdom have a
; host that will gueue and forward
; our mail after we are up.

atlantis IN MX 0 pop.somedom.com. ; Use this mail server for mail
; addressed to atlantis. This is
; a POP server and atlantis is a
; machine that floats around a lot.

k NADM1207 © The Santa Cruz Operation, Inc. /
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Another use foMXrecords is to reroute mail for a hostname to another host. The first
hostname does not even have to be the name of a valid host on your network and often is
simply the domain name.

To see why this is useful, consider the following situation:

e All e-mail addresses in your company are to appear in thedsem@somedom.com

e somedom.cons not a valid hostname for a machine as it is the domain name.

e Users in the company may be using a variety of different machines.

To implement this scenario you can:

e CreateViXrecords for the nam@mmedom.conThis is shown in AV 12-7. ThielX
records are usually included in thamed.hostéle.

e Set up host hiding on the mail server. This causes the mail sent out to have the proper
reply address; for examptalph@somedom.com

e Configure forwarding on all the client machines to use this mail server and to send all
outgoing messages with the proper reply address.

e Create aliases to tell the MTA where to send incoming mail.

See Lesson 8: “Domain Name System (DNS) Configuration” for general information on
DNS configuration.
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12.4 Enabling and Disabling Client-Server Mail (POP and IMAP)

POP and IMAP mail were introduced in Section 12.1.4, “POP and IMAP servers,” on page
12-8. The POP3 servégtc/popperand the IMAP4 servedetc/imapdare already configured

to be run bynetd(ADM) wheninetd detects POP3 or IMAP4 requests.

Using these services requires no configuration on the server.

To disable these servers, deiic/inetd.confind comment out the lines containing
/etc/imapdand/etc/popper

#pop3 stream tcp nowait root /etc/popper

#imap4  stream tcp nowait root /etc/imapd

Next, signal thenetd process to re-read this file. Enter:

kill -1 ‘cat /etc/inetd.pid’

Most POP3 and IMAPA4 clients need to know a minimum of information about the server:
e The name of the host running the POP3 or IMAP4 server.

e The username of the account to which the mail is delivered.

e The password of the account for which the client is to retrieve mail.

When using POP and IMAP, it is possible to configure e-mail accounts on your system for
users that are not allowed terminal login privileges. To do this, configure their accounts to

use/bin/falseas their login shell.

Even though they cannot login to the system, they can still access their e-mail through
remote clients using either POP or IMAP.
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12.5 MMDF

The MMDF MTA has several benefits that are not provideddndmait

e Easier configuration—a more complete set of configuration tools and human readable
configuration files

e Additional user-configuration features
e A larger set of supported delivery agents

As with sendmail MMDF is preconfigured to support local and SMTP mail delivery as
follows:

Incoming Delivered locally if the destination user exists

Rejected and returned to the sender if the destination user does not exist on
this system

Forwarded to the remote system if destined for another system (indicated by
@hostname.domaim the “To:” line)

Mail to this system’postmasters delivered taoot

Outgoing Delivered directly to the system in the address (this might be the local
system)

Append the fully-qualified domain name to the user name in the “From:” line
For many situations, no additional MMDF configuration is required. The next sections

provide a brief overview of MMDF configuration. For detailed information ssedelp=
Mail and Messaging Guide= Chapter 4. Managing mail with MMDF.

12.5.1 MMDF configuration

MMDF is configured using eithenkdev mmdf or theMail Configuration Manager.
Unlike sendmail these tools are compatible and either can be used to perform MMDF
configuration.

In addition to configuring delivery channels, forwarding, and host hidindvitie
Configuration Manager can also be used to create aliases, specify mailbox locations, and
configure its host table when DNS is not used for name resolution.
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Although theMail Configuration Manager provides access to many MMDF configuration
options, it does not include all features and some manual configuration might be necessary.

MMDF uses several mail configuration files:

mmdftailol(F) Site-dependent configuration information; this is the main
configuration file, which references other supporting files

*.dom Tables used to transform mail addresses into standard format;
seetablegF)

*.chn Tables used to associate a machine name with a delivery
program

alias.* Tables containing alias configuration information

The user accountpnmdf, is created when MMDF is installed. It is used to manually
configure these files, which are located in tmadf home directorylusr/mmdf

The basic approach for manually configuring MMDF is:

Step 1. Use th#ail Configuration Manager to do as much configuration as
possible.

Step 2. Log in asamdf.

Step 3. Edit the MMDF configuration files insr/mmdfas described in the
mmdftailoF) andtablegF) manual pages.

Step 4. Rebuild the hashed database udiimgbuild (ADM).

Step 5. Restart theeliver(ADM) daemon.

12.5.2 MMDF user-configurable features

As with sendmail MMDF provides user-configurable features such as forwarding and
automatic replies during extended absences. In addition, MMDF provides a more powerful
and flexible means of processing incoming mail.

All user configuration of incoming mail is handled by thwildeliveryF) file in the user’s
home directory
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12.5.2.1 The .maildelivery file

Your inbound mail can be processed according to a complex set of selection criteria,
specified in themaildeliveryfile. Each line of this file consists of five fields, separated with
spaces. The format of each line in theaildeliveryfile is:

header pattern action result string

For example, this line causes all mail addresseakiid list@otherdom.corto be appended
to the filelist.mail in the user’s home directory:

To mail_list@otherdom.com file A $HOME/list. mail

As another example, this line takes all mail with the subject “printme” and send it to the
printerlaserl

Subject printme pipe A /usr/bin/lp -d laserl

For more information see tmeaildeliveryfF) manual page.
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12.6 Lesson Summary

This lesson described the components of a full e-mail environment and presented the
information necessary for you to configure that mail environment, including making
modifications to your DNS databases. Configuration osgremail MTA, and an
overview of MMDF configuration were presented.

Review questions

1. What are the three layers in an e-mail system?

2. Which mail delivery agents are configured by default on SCO OpenServer?

3. What do you have to do initially to enable e-mail on your SCO OpenServer system?

4. Which records should you add to the DNS database to tell the Internet which hosts act as
mail exchangers for your network?

5. What must be done to tiveetd.conffile to disable POP3 services under SCO
OpenServer Release 5?
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12.7 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

dbmbuild (ADM)
deliver(ADM)
imapd(ADMN)
mail(C)

mkdev cf(ADM)
mkdev mmdf(ADM)
newaliase§ADM)
popper
scomailXC)

sendmailADM)

Relevant files

Command to rebuild the MMDHBbmdatabases
MMDF mail delivery program

Daemon that handles IMAP mail access
Traditional UNIX command-line mail program
Command to configure theendmailMTA
Command to configures the MMDF MTA
Command to rebuild theendmail aliases file
Daemon that handles POP mail access

X Window System mail program included in CDE

Standard SCO OpenServer mail transfer program

/etc/default/mail
/etc/inetd.conf
/etc/mail/slocal

fetc/mail/multihome

$HOME/.forward

$HOME/.maildelivery

$HOME/.vacation.msg

Global mail configuration file
Internet services configuration file
Program that performs local mail delivery

Program that routes mail for virtual domains to the correct
user account

File which redirects mail to the address listed in the file
File which configure automatic handling of incoming mail

File which specifies a message to be sent using the
vacation(C) command
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$HOME/.vacation.db

fusr/lib/sendmail.cf
{usr/lib/mail/aliases

/usr/lib/uucp/uucico

fusr/mmdftailor
fusr/mmdf/table/*.chan
fusr/mmdf/table/*.dom

fusr/mmdf/table/alias.*

Database containing the list of mail addresses sent automatic
replies usingracation(C)

Configuration file forsendmai{ADM)
Default location for system mail aliases

Unix-to-Unix copy system is used to transfer mail for UUCP
channels

Master MMDF configuration file
MMDF channel files
MMDF domain files

MMDF alias files
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12.8 Answers to Review Questions

This section provides suggested answers to review questions.

1.

The three layers in a e-mail system are the mail user agent (MUA), mail transfer agent
(MTA), and mail channel / delivery agents.

SCO OpenServer provides tendmailand MMDF transport agents. Each is
configured by default to use the local and SMTP delivery agents.

Nothing needs to be done to enable e-mail. Once installed and connected to the network,
SCO OpenServer is preconfigured to send and receive e-mail.

You should ad#iXrecords to the DNS database to tell the Internet which hosts act as
mail exchangers for your network.

To disable the POP3 server, ddit/inetd.confind comment out the line with
/etc/popperThen, signal thenetd process witkkill -1
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AV A-1

/| NFS |\

® NFS Concepts

® Configuring clients and servers
® NFS security issues

® The NFS automounter
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Appendix A

NFS

Introduction

The Network File System (NE$is a tool that people use passively, often without realizing
that they are using it. If you configure NFS properly, your job as a network administrator is
easier, and your users are able to use disk space throughout your network transparently.

NFS allows you to make entire filesystems or directories on one host available to many
other hosts that treat the disk space as though it were their own. NFS accomplishes this by
allowing you to mount the remote disk resource much like you can mount a local filesystem.

The automounter allows you to leave NFS resources unmounted until they are needed,
conserving local and network resources.

Objectives

This appendix describes NFS. By the end of this appendix, you will be able to:

Describe NFS

Explain how to start and stop NFS
Configure NFS servers and clients
Describe NFS security issues
Configure the NFS automounter

Explain the functions of the map files
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AV A-2

Global Disk View |\

HOST1
LOCAL DISKS

ADMBOZ

USER VIEW

HOST2
LOCAL DISKS

——3» LOCAL MOUNT

=====3» NFS MOUNT
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A.1 NFS Concepts

The Network File System:

e Allows you to treat filesystems or directories on remote hosts as though they were local
filesystems and thus mountable, readable, and writable.

e Requires that all administration of remote filesystefsisk(ADM) and mkfs(ADM)),
for example) to be done on the system that actually has the physical disk.

e Allows mounting of NFS filesystems to your file tree hierarchy with the same command
as local filesystems.

A.1.1 NFS terms

These are terms used with NFS:
NFS server  The host that has the physical disk and shares it using NFS.
NFS client  The host that accesses the remote filesystem using NFS.

An NFS server can share its disk with many NFS clients. An NFS server sharing some of its
disk might be an NFS client for another NFS server’s disk.

AV A-2 and AV A-3 illustrate two example uses for NFS. The first example uses NFS to
provide every host the same view of the network’s disk space. The second example uses
NFS as a file server for multiple workstations.
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AV A-3

File Server View

)
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LOCAL DISK

CLIENT2
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n
LOCAL MOUNT
----- NFS MOUNT
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Remote resource The directory that the server exports. It is often written as:
host : pathname

where host is the name of the file server and pathname is the
absolute pathname on the server of the directory being
exported.

Mount point The directory where the remote resource is mounted onto the
client.

In addition to this lesson, information about NFS and how it works can be fosndhelp
= Networking Documentation Set= Networking Guide = Configuring the Network
File System (NFS)
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AV A-4

N

| Exporting Rules, Example 1 | \

I=| FILE SERVER
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----- J»> NFS MOUNT
() NO MOUNT MADE
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CLIENT VIEW

© The Santa Cruz Operation, Inc. /

AV A-5

-

N

| Exporting Rules, Example 2 | \

NADMBO05

CLIENT
LOCAL DISK

LOCAL MOUNT
NFS MOUNT

© The Santa Cruz Operation, Inc. /

A-8

SCO OpenServer™ Release 5 Network Administration



NFS Concepts

A.1.2 Rules of importing and exporting

Note that in both of the previous slides, the arrows indicating NFS mounts, point to
directories in the user’s file tree, not to filesystems. This is because servers export
directories, not filesystems.

If a server has exported a directdnsr/local for example, and there is a filesystem
mounted orlusr/local/extrg then the contents didisr/local/extraare not visible to the
clients unless:

e The server explicitly exports thasr/local/extradirectory.

e The clients explicitly mounts thiesr/local/extradirectory.

This is illustrated in AV A-4.

Clients can import any subdirectory of an exported directory, provided that the subdirectory
is not on another filesystem. This is illustrated in AV A-5.

A host cannot export a directory it has imported. For example, if a host mosnlscal
using NFS, it cannot expadsr/localto another host.

A subdirectory of an already exported directory cannot be exported, unless the subdirectory
is on a different filesystem. For example, you cannot export the root direftasyréad-
only and thétmpdirectory as read-write.
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AV A-6

/ | Filesystem Manager Export | \

[ o xpor comguration on spidert |
| Select...l

Directory to Export: I

o
Read-only Clients: None = | f:?éfﬁ%f{:?ml
Read-write Clients: All systems = | S&%{m?.,l
Export Now——— Advanced Options
* Yes Anonymous Users...|
+ Mo

QK | Cancell Help |
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A.2 Configuring Servers

NFS server configuration can be done throughHitesystem Managerin
scoadminADM) or by configuring the files by hand and executing a few simple
commands. As a rule, it is easier to sseadminto perform most system administration
functions.

Configuring NFS file servers is a matter of listing which directories you want the server to
export and to which clients they are to be exported.

A.2.1 Using scoadmin(ADM)

ThescoadminADM) Filesystem Managercan be used to export a filesystem or to modify
the parameters of exported filesystems.

To export a new filesystem froatoadmin selectrilesystems= FilesystemManager =
Export = NFS = Add Export Configuration . This menu selection yields the form shown
in AV A-6, which is filled out using these guidelines:

Directory to Share Enter the name of the directory to share.

Alternately, click onSelectto pop up a file-selection dialog
box, allowing you to navigate through the file tree and find
the directory to export.

Read-only and Read-write Clients
These two entries on the form work together to indicate
whether the filesystem is being exported read-only or read-
write (or even read-mostly).

If you setRead-only Clientsto All systems Read-write

defaults toNone This means that the directory is exported
read-only, and that any host can mount it. You can also set
Read-write to Selected systems. This means that the directory
is exported read-mostly. In other words, all hosts will be able
to read and a few select hosts will be able to read and write.

If you setRead-only Clientsto Selected SystemdRead-

write Clients defaults tdNone. This means that the directory
is exported read-only and only a selected set of hosts will be
able to mount it.

If you setRead-only Clientsto None, Read-write Clients
defaults t@All. It means any host will be able to mount it
read-write.
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AV A-7

f | Selected Systems Form Ir \
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If a directory is read-write accessible to a host, the host can
mount the directory read-write or read-only. If a directory is

read-only accessible to a host, the host can only mount the
directory read-only.

If you set either of the buttons 8elected systems/ou can
then click onSelectto pop up the form that is displayed in AV
A-7.

Export Now TheFilesystemManager runsexportfsS(NADM) now.
Otherwise, the directory is not exported until the next time
NFS is started.

Export at System Startup ThélesystemManager makes an entry in thetc/exports
file. For further information see Section A.2.2.1, “The
letc/exports file,” on page A-15.

Anonymous Users Indicate how anonymous UIDs and writes should be treated.
Anonymous UIDs are those present on the client system that
do not exist on the server system. See Section A.4, “NFS
Security Issues,” on page A-30 for further information on
UIDs and NFS.

This interface does not allow all the uniqgue combinations you can get by editing the
letc/exportdile directly, but it is sufficient for most needs.
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A.2.2 Configuring servers by hand

You can share a filesystem at any time by using#p®rtfs(INADM) command. However,
the share is only in effect until NFS is shut down.

If you would like to always have a resource shared, you must take two steps:
Step 1. Modify the list of filesystems the NFS server is willing to share with other
systems, and in what way it is willing to share them. In NFS, sharing is called

exporting This information is kept in thetc/exportdile.

Step 2. Notify thenountd(NADM) daemon that the resource is available by
executing theexportfs(INADM) command.

A-14
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A.2.2.1 The /etc/exports file

The/etc/exportdile contains a list of directories that can be exported to NFS clients. Each
exported directory can be tailored in ways that allow:

e A restricted list of hosts to access a resource
e Any host to access a resource

e Read-only by certain hosts

e Read-write by certain hosts

® Super-user privileges by certain hosts

The format and meaning of the various tags in the file can be foundexpbet(NF)
manual page. AV A-8 on page A-16 provides some exafafifexportentries.
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AV A-8
/ | Example /etc/exports File | \
/usr/man -ro, rw=pubadm
/usr/local/lib -access=host2,root=host?2
\_ )
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The entries in AV A-8 are based on the slide AV A-2 on page A-4. These entries are for
hostlexporting itsusr/manand/usr/local/lib directories. In the first entry:

e host2has read-only access to thisr/mandirectory.

e Only users on thpubadmmachine, not shown in the picture, can modify the contents.
In the second entry:

e host2has read-write access to flusr/local/lib directory.

® The root user ohost2keeps its super-user privileges while accessing files on this NFS

server. Normally, root user privileges do not cross NFS mounts. For further information
about this, see Section A.4, “NFS Security Issues,” on page A-30.

A.2.2.2 The exportfs(NADM) command

Themountd(NADM) daemon reads thietc/exportdile only when NFS is started. When
changes are made to tletc/exportdile after NFS has been started, thgortfs(NADM)
command is used to notifpountd that the export list has changed.

To export all directories listed fetc/exportsenter:

exportfs -a

To stop exporting all directories listed/gtc/exportsenter:

exportfs -u

To stop exporting a specific directory, enter:

exportfs -u /usr/local

View exported directories usirexportfs with no flags. Enter:

exportfs
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AV A-9

Client Mount Configuration Form | \

Remote Filesystem Type: NFS

Remote Host: I | Select...l

Remote Directory: | l‘

tdount Point: I

Description (optional): I

When to Mount:

Access Mode: Read-write — W Now

Can Users Mount?  No — | M At System Startup

Advanced Mount 0ptions...|

OK Cancell Help |
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A.2.3 NFS client configuration

Configuring NFS clients is a matter of listing which directories you want the client to mount
and from which server they should be mounted. As with server configuration, client
configuration can be performed either ussegadminADM) or using a text editor at the
command line.

A.2.4 Using scoadmin(ADM)

As with NFS servers, NFS clients can be configured usingitbgystemManager. Select
Filesystems> Filesystem Manager= Mount = Add Mount Configuration = Remote

Fill out the fields shown in AV A-9:
“‘Remote filesystem type”  Defaults to NFS
“Remote host” The NFS file server

“Remote directory” The directory exported by the NFS file server, or a
subdirectory thereof

“Mount point” The local directory on which you want to mount. If this
directory does not exist, it is created.

“Description” An optional string to describe the remote resource

“Access mode” Select read-only or read-write. The server must export the
filesystem read-write for you to use read-write.

“When to Mount” SpecifyNow, to issue anount(ADM) command when you
click onOK. If you specifyAt System startup, then
scoadminADM) makes these entries permanent in the
letc/default/filesyéle.

“Advanced Mount Options” Displays the advanced options form
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/ | Client Advanced Options Form | \
Mount in Background: Yes _||
Type of Mount: Hard — |
Allow Keyboard Interrupts: Yes — |
SUID and SGID File Permissions: Ignore —
Cache Attributes: Yes _||
ReadMrite Buffer Size (bytes): 8192
Timeout Period for Each Operation: | 300 Seconds
Mumber of retries before reporting error: |5
oK Cancel| Help |
k NADMB10 © The Santa Cruz Operation, Inc. /
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The fields in theAdvanced Optionspopup menu set additional options to theunt
command. The options are documented imtloeint((ADM) manual page. The fields are:

“Mount in Background” Sets thieg option

“Type of Mount” soft—recommended for filesystems whose
servers are considered unreliable, or slow

hard—Used for reliable servers and links

spongy—like soft, but will not time out during
read and write operations

“Allow Keyboard Interrupts” Sets thatr option

“SUID and SGID File Permissions” Sets (or unsets)nibguid option

“Cache Attributes” Sets theoac option

“Read/Write Buffer Size (bytes)” Sets ths@ze andwsizeoptions

“Timeout Period for Each Operation” Sets tiraeo option

“Retries before reporting error” Sets ttetrans option

“Alternate IP port number” Sets the port number thaintioeintd(ADM)

daemon on the server is listening to, if it is not
listening on the standard port
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A.2.5 Configuring clients by hand

Configuring an NFS client requires that you perform these two steps on the client:

Step 1. Tell the startup scripts which filesystems to remotely mount from which NFS
servers, and any other mount options.

e Clientmount information is kept in théetc/default/filesysile.

e® The/etc/default/filesyéile is read during the beginning of multiuser
mode for local filesystem mounts, and then again during the startup of
NFS for NFS filesystem mounts. It can also be used by a marouadt
command.

Step 2. Mount remote NFS filesystems from the command line after NFS starts up.
This is done when you want to mount additional NFS filesystems after the
NFS daemons have started.
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A.2.5.1 The /etc/default/filesys file

Make entries in théetc/default/filesyéile to indicate which filesystems on local disks:

e Should be mounted at system startup

e Are available for mounting on demand with theunt(ADM) command

Make similar entries in this file to indicate which NFS filesystems should be mounted at

system startup. Some of the fields use different syntax than those used for local disks, and
some additional fields can be specified.
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AV A-11

Example /etc/default/filesys File | \

#
#
#
b

bdev=/dev/root cdev=/dev/rroot \

bdev=/dev/u cdev=/dev/ru \

bdev=spiderl.curric.com:/usr/man \

dev=/dev/boot cdev=/dev/rboot \

default/filesys - Filesystem mount table: filesys (F)

mountdir=/stand mount=no fstyp=EAFS \
fsck=no fsckflags= rcmount=yes \
rcfsck=no mountflags=

mountdir=/ mount=no fstyp=HTFS \
fsck=no fsckflags= rcmount=no \
rcfsck=no mountflags=

mountdir=/u mount=yes fstyp=HTEFS \
fsck=dirty fsckflags= rcmount=yes \
rcfsck=dirty mountflags=

mountdir=/spider-man mount=no fstyp=NFS \
rcmount=yes \
mntopts=rw

k /
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AV A-11 shows an exampletc/default/filesyéile. The fields in this file are:

bdev This field takes the forrserver:directory where server is the name of

the NFS file server, and directory is the name of the directory on the server to
mount.

The server must be preconfigured to allow you to mount the desired
directory. NOTE: You can mount any subdirectory of an exported directory;
you do not need to mount the entire directory tree.

fsck Must be set tmo; you cannot rumisck on an NFS filesystem
rcfsck Also set tono

fstype The type of the filesystem. Set this fieldN&S

mntopts Any options to pass tmount(ADM); for example:

rw,rsize=1024,wsize=1024

Refer to theamount(NADM) manual page for additional NFS-specific options. For further
information on theetc/default/filesydile, see thdilesygF) manual page.

A.2.5.2 Manually mounting NFS filesystems

If you need to mount an NFS filesystem temporarily, you can do so:

If entries are already in thetc/default/filesyéile, enter:
mount dirname
wheredirnameis the name of the mount point as specifietkto/default/filesys

If no entry exists iretc/default/filesysuse the complete form of theount(NADM)
command. The syntax for mounting an NFS filesystem from the command line is:

mount -F NFS[, options1l ]][-0 options2 | server :/dir /mountdir

where:
options A list of options tomount(NADM).
server The name of the NFS file server.
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dir The directory exported by the NFS file server, or a subdirectory
thereof.

mountdir The directory on the NFS client where the remote directory is
attached.

For example:

mount -F NFS,rsize=1024,wsize=1024 thatch:/usr/local /usr/local

This mounts théusr/local directory fromthatchonto the/usr/local directory of the
current machine. Note that:

e The local and remote directoriedir(andmountdi) do not have to be directly in the
root (/) directory.

® You must specify full pathnames to the directories.

The list of NFS-specific options toount(NADM) includes:

soft

spongy

bg

Normally, mounts are done in hard mode. This means that the client waits
indefinitely for each NFS operation. This can cause an NFS client to hang for
the duration of an NFS server crash. This option causes mounts to be done in
soft mode, which means that both the initial mount and subsequent NFS
operations eventually fail if the server does not respond.

Makes thstat, lookup, fsstat readlink, andreaddir operations follow the
semantics of a soft mount, and the rest of the 1/0 operations to follow the
semantics of a hard mount.

Normally, mount waits until the NFS server responds, or in the case of a soft
mount, it times out. This option causes theunt command to perform its

work in the background, allowing normal work to proceed. This is an
especially good option for thHetc/default/filesyéle, but is less useful on the
command line.
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rsize and wsize
These two options set the size of the NFS 1/O operations. The default:

® [s 8192 bytes

e Can be too large for certain older networking cards which have limited
on-board cache (for example, the 3Com 3C501 and Western Digital
8003)

e |If too large, it can cause excessive retransmissions because the server
drops partial or complete NFS packets.

Mounts made to servers with such cards should adjust the 1/O size to 1024.

timeo Sets the NFS timeout in tenths of a second. This is the time used for soft I/O
operations.

retrans Sets the number of retries before giving up on an 1/O operation.

port Sets the port number.

noac Turns off caching of file attributes. This allows greater synchronization with

the NFS server, for which you will pay a drastic performance penalty.
intr Allows keyboard interrupts on hard mounts

tcp Uses the TCP protocol instead of the UDP protocol when communicating
with the NFS server

NOTE: Filesystems mounted with theount command from the command line are not
automatically remounted when the system reboots. That functionality is provided by the
letc/default/filesyéle.
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A.3 NFS Startup and Shutdown

NFS is implemented using many user-level daemons, a small amount of extra code in the
kernel, and a networking utility called Remote Procedure Calls (RPC). These are started
from the/etc/nfsscript.

A.3.1 The /etc/nfs script

NFS is started by thietc/nfsscript, which:
e Has links from the files:

e /etc/rc0.d/K79nfs

e /etc/rc2.d/S89nfs

e Is run during transitions to the indicated run states usingtéineandstop options, as
appropriate

e Can be run from the command line with the appropriate argument to start and stop NFS,
when needed

When you run this script with thetart option, it starts NFS by:
e Removing all NFS entries currently in thetc/exportdile
e Sharing all of the NFS filesystems using the command:
exportfs -a
e Starting the NFS daemons (see Section A.3.1, “The /etc/nfs script,” on page A-28)
e Mounting any NFS filesystems with the command:
numountall

e Starting the automounter (see Section A.5, “The NFS Automounter,” on page A-32)
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When you run this script with thetop option, it stops NFS by:
e Unmounting all mounted NFS filesystems
e Killing each of the NFS daemons

e Unexporting all of the NFS filesystems
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A.4 NFS Security Issues

The use of NFS opens your system up to additional security risks, all of which are
manageable, but must be allowed. The following sections discuss each of these issues and
how they are addressed.

A.4.1 Setuid and setgid bits on files on NFS servers

Files marked with theetuidandsetgidbits pose a risk to remote systems mounting the files
using NFS just as they do the local system on which they physically reside. Further, an NFS
file server can have setuidfile that, as a network administrator, you do not want to be
setuidon NFS clients.

NFS solves this problem by allowing you to specifyribsuid option to the

mount(NADM) command. Specifying this flag means that NFS will not honoséteid
permission on files accessed through NFS.

A.4.2 Root privileges

All NFS operations pass the UID and GID of the process requesting 1/0O operations from the
client to the server. However, this can be dangerous if the UID is 0, that is, the process on
the client is running a®ot. Therefore, NFS normally passes the UID -2 to the NFS server

if the UID on the client isoot.

You can force NFS to pass UID 0 to the server by specifying:
root= host [. host ...]

where host is a fully qualified host name in tae/exportdile, or the corresponding form
in theFilesystemManager.
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A.4.3 User equivalence revisited

Recall that file access is granted duringdapen(S) system call on UNIX machines. The
procedure for determining whether access is granted is:

Step 1. Compare the UID on the process with the UID on the file. If these match,
check the first set of permissions and if the requested access is not allowed,
stop.

Step 2. If the initial comparison in the previous step fails, compare the GID on the

process with the GID on the file. If these match, check the second set of
permissions and if the requested access is not allowed, stop.

Step 3. If the comparison in the previous step fails, determine if the user represented
by the UID of the process is a member of the group represented by the GID
of the file. If they are, use the second set of permissions and if the requested
access is not allowed, stop.

Step 4. If all of the above comparisons falil, use the last set of permissions and if the
requested access is not allowed, stop.

Notice that the entire process is based upon UIDs and GIDs, not user names or group hames.
What if:

e A user on an NFS client had the same UID as a different user on the NFS server?
e The GID of thesalesgroup on the server was different than that on the client?
In these cases, either more or less access than is intended is provided.

Recall from the discussion on user equivalence in Section 7.3.4, “Overview of user
equivalence,” on page 7-31 that:

e Enforcing user equivalence prevents these kinds of security problems.

o Keeping user equivalence consistent across a large number of machines on your
enterprise network can be a huge amount of work.

The Network Information System (NIS) is a solution to this complexitysSelkelp=
Networking Documentation Set= Networking Guide = Configuring the Network
Information Service (NIS).

Another good reference is Stern, H&8ES and NIS, Sebastopol, CA: O'Rellly &
Associates, 1992, ISBN: 0--937175-75-7
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A.5 The NFS Automounter

Mounting NFS filesystems uses additional resources on both NFS clients and servers, even
if I/O operations are not being performed. If your NFS clients only need access to the
server’s filesystems on an occasional basis, leaving them mounted all the time wastes
resources.

The automounter allows you to configure your NFS clients to be ready to mount and
unmount remote directories on an as-needed basis. Whenever a user on a client running the
automounter invokes a command that needs to access a remote file, the shared resource to
which that file belongs is mounted automatically. When a certain amount of time has
elapsed, without the resource being accessed, it is automatically unmounted.

A.5.1 The automount process

The automounter operates as follows:

1. The automounter is given a list of directories to monitor, using files called maps, where
NFS filesystems need to be mounted when the directory is accessed.

2. When an application attempts to access one of the monitored directories, the
automount(NADM) daemon performs the NFS mount, but mounts the remote resource
to a parallel directory under the directdiynp_mnt For example, if the directory being
monitored iSu/user] then the automount daemon mounts the remote resource to
/tmp_mnt/u/userl

3. The automounter creates a symbolic link from the monitored directory to the mount
point. Continuing with the example, a symbolic link is created fiwoserlto
/tmp_mnt/u/user.l

4. Access occurs to the location seamlessly.

5. If the remote resource goes unused for a configurable amount of time, then the
automounter unmounts it to save system resources.

Good examples for using the automounter include:

Home directories If a machine has accounts for several people, many of whom
have their home directories on different file servers, then their
home directories can be mounted on demand when they log
in.
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Distributed tools If various tools are loaded onto servers around the network,
and these tools are only used occasionally, you might want to
configure the filesystems on which these tools exist to be
automounted.

Redundant servers When a directory is replicated on multiple file servers for

redundancy, you can configure the automounter to look at
multiple servers when it attempts to mount filesystems.

For additional examples and criteria seeghtomount(NADM) manual page.

NOTE: Automounting is strictly an issue for NE&ents You do not need to do any
configuration on your NFS servers beyond that covered in Section A.2, “Configuring
Servers,” on page A-11.

To configure automounting on an NFS client:

1. Ensure that the remote NFS file server is configured to allow mounting of the desired
directory.

2. Create at least one automount map on the NFS client. Maps are covered in the next
section.

3. Start automounting by issuing thetomount command, either on the command line or
through an entry in thketc/nfsstartup script.
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AV A-12

Automount Map Hierarchy | \

/etc/auto.master

A 4

! |
I |
! . . |
/etc/auto.indirect /etc/auto.direct . built-inmaps
! |
| |
k NADMB12 © The Santa Cruz Operation, Inc. /
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A.5.2 Configuring maps

Maps tellautomount which directories are under its control. Although you can configure

all directories in a single map, your job can be much simpler if you use a hierarchy of maps.
This means that the master map points to other maps. The examples below indicate why this
is better.

There are four types of maps in a hierarchy:

e Master

e Direct

e Indirect

e Built-in

The first field in the master map indicates whether the entry refers to a direct or indirect
map.

AV A-12 shows the hierarchical relationship of the maps.
While this might seem overwhelming at first, remember that you have the option of putting

everything into one map, and in general, most administrators only use two maps, the direct
and indirect map.
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AV A-13

Example Indirect Map |

userl serverl:/u/userl
user? serverl:/v/user?2
user3 serverl:/u/user3
userd server2:/export/home/userd
k NADMB13 © The Santa Cruz Operation, Inc. /
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A.5.2.1 Indirect maps

Indirect maps are the most common kinds of maps because they use the real power of
automounting. With indirect maps, the automounter is given:

e An absolute pathname of a directory to monitor and the name of the indirect map
associated with that directory in the master map file

e A list of subdirectories that can be NFS mounted under that directory in an indirect map
file.

The format of entries in indirect maps is:

subdirectory [ mount options | location [ location o]
where:
subdirectory Is the name of the subdirectory under the directory name

specified in the master map that should be automounted. For
example, if the master listed thedirectory, this field could
be set tauserl .

mount_options Are options that you would specify to theount(NADM)
command, for example, -ro,bg

location Is the name of the remote resource, for example,
serverl:/homedirs/ul

Another advantage of the automounter is that you can use it to create an organized file tree
out of an otherwise chaotic list of source directories. For example, you can cause all of the
home directories on clients to appear undertibenedirectory, regardless of where the

home directories are on the servers.

In the example in AV A-13, the subdirectory fields list user nannesr1, user2 user3 and
userd. Suppose the direct map that points to this example map referendesntiee
directory. Therefore, there are four automount directories being contribitede/userl
/home/user2/home/user3and/home/user4This map would typically be stored in the
/etc/auto.homesile. NOTE: You can have multiple indirect maps, in which case you will
probably want to name them something descriptive, rather than something like
/etc/auto.indirect
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AV A-14
/ | Example Master Map Entries for Indirect Maps | \
/home /etc/auto.homes -rsize=1024,wsize=1024
/tools /etc/auto.tools
\_ )
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A.5.2.2 The master map

Remember, the master map tells #odomount(NADM) daemon which directories to
monitor, and name of the file that has the list of other directories associated with that entry.
The format of the master map is:

mount_point map_name [ mount_options ]
If you are setting up an indirect map, set the following:

mount_point The full path name of the directory to be monitored. Keeping
with the previous example, this would be sehtmme

map_name The file containing the indirect map. For our example, the
indirect file was calledetc/auto.homes

mount_options Options you would specifynmunt(NADM), with the
exception obg andfg. Any mount options in the indirect
map take precedence over these options.

An example master map is shown in AV A-14. This slide shows the use of two indirect
maps:auto.homesindauto.tools

You can also create entries in the master map that point to direct maps. Direct maps are used
when you want to always mount the same absolute pathname from some server. For
example, suppose you wanted to mdust/company_stuffom an NFS server. This would

be a good use of a direct map. In this case, set the following:

mount_point The two characters tell theautomount daemon that this
entry is for a direct map. In this case, the absolute pathname
of the mount point is found in the direct map file.

NOTE: You usually list one direct map entry, unless you want
to specify different mount options. This is because a single
direct map file can list all the absolute pathnames you want
automounted.
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AV A-15
/ | Example Combined Master Map Entries | \
/home /etc/auto.homes -rsize=1024,wsize=1024
/tools /etc/auto.tools
/= /etc/auto.direct
\_ )
AV A-16

/ | Example Direct Map | \

/usr/company stuff -rsize,1024,wsize=1024 compserv:/usr/company

k NADMB16 © The Santa Cruz Operation, Inc. /
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map_name The file containing the direct map, for example,
/etc/auto.direct

mount_options To any of the options you can specify fooant(NADM)
command of an NFS filesystem, with the exceptiongpénd
fg. Any mount options in the direct map take precedence over
these options.

AV A-15 shows the same example master map previously displayed, plus an entry for the
example direct map.

A.5.2.3 Direct maps

Direct maps have the same format as indirect syntax as indirect maps, that is:
dirname [ mount_options ] location [ location ... ]

There is one important distinction. In indirect maps,dineamenames a subdirectory

under a directory named in the master map. In direct ndapsimemust be an absolute
pathname to the directory you want automounted. All other fields are the same as indirect
maps described in Section A.5.2.1 on page A-37.

In the previous section, you were presented with an example usage of a direct map, that is,

mounting tsr/company_stuffom an NFS server. AV A-16 shows the entry in the direct
map that would cause the mount to happen from a NFS server named compserv.

A.5.3 Configuring the automounter

Theautomount(NADM) daemon is the beginning of all automounting activity. You can
start it from the command line. If thetc/auto.mastefile exists, automount is started
automatically by the NFS startup script.

The syntax of the automount command is:
automount [-mnTv] [ -D envar =value ][ -f master_file ]

[-M  mount_directory ]1[-t sub-options ]
[ mount point map[- mount options 1]]...
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All of the flags are described in the@tomount(NADM) manual page. For the purposes of
configuration, several are worthy of note.

-f masterfile Indicates which file contains the list of directories for whactiomount is
responsible. If you do not specify this argumanttomount assumes the
name of the master map/etc/auto.master

-tl seconds Specifies the time in seconds tlaatomount will keep an idle filesystem
mounted. The default is 300 seconds.
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A.6 Lesson Summary

This lesson discussed NFS administration including how to create NFS servers and clients,
as well as NFS performance and security issues.

Also presented was the use of the NFS automounter to mount directories on-demand using
maps. The following four types of maps were discussed:

e Master maps
e Direct maps
e Indirect maps

e Built-in maps

Review questions

1. Briefly describe what NFS does.

2. What does thé&etc/nfsscript do?

3. Which file must be modified on an NFS client to cause an NFS filesystem to be mounted
automatically whenever the system goes into multiuser mode?

4. Which file must be modified on an NFS server to cause an NFS filesystem to be
exported automatically whenever the system goes into multiuser mode?

5. Normally, NFS does not send UID 0 from client to server. With what does NFS replace
this number? How do you configure the server to stop this from happening? Why is this
default action a good idea?
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6. Why might you choose to use the automounter over the convention mount techniques?

7. Which file doesautomount(NADM) read by default?
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A.7 Lab: NFS Administration

The objective of these labs is to give you hands-on experience in configuring NFS clients
and servers, configuring and using the automounter, and observing NFS security issues.

Overview

In this lab, you will configure an NFS server and NFS client, adding various options and
observing what happens when an NFS file server crashes.

You are to configure two systems in your lab to test NFS.

Procedure

You will need two machines to perform this lab, so you will work with a partner. Decide
which of you will be the server and which the client. After you succeed in performing the
lab one way, you will do it again reversing roles. You should set up and test the server
before you set up the client.

Step 1. Select a directory on the server to export to the client. For example, export
/homeor /usr on the server. The client should mount this directoryntat

Step 2. Configure thietc/exportdile on the server.

Step 3. Verify that the directory is exported wstiowmoun{NADM).

Step 4. On the client, try and mount the directory exported by the server tonydur
directory. If this fails, determine the problem and try again until the mount
succeeds.

Step 5. After the mount works from the command line, unmount it.

Step 6. On the client, make an entry in Me/default/filesyéile, either with a text
editor or using th&ilesystemManager. Do not use any advanced options.

Step 7. Reboot the system. From multiuser mode, verify that the filesystem is
mounted. If it is not, determine the problem and try again until the mount
succeeds.

Step 8. Shut down the file server. Reboot the client with the server still down. What
happens?
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Step 9. Bring the server back up. What happens to the client?

Step 10. On the client, modify the entry/@tc/default/filesy$o make a soft mount in
the foreground. Repeat Steps 10 and 11. How do the results change?
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A.8 Lab: Configuring the automounter

The goal of this lab is to use the automounter to mount filesystems.

Overview

You have been a network administrator for several months.

Your organization is growing and you are certain that there is no way you are going to be
able to keep up with making sure all those filesystems stay mounted at the right time in the
right place.

Further, performance is starting to degrade because so many filesystems are being mounted
using NFS that the output ofdd(ADM) command fills an entire screen!

You will use the automounter to resolve your problems.

Procedure

You can work on your own in this lab. However, we will build on the work accomplished in
the previous lab. All you need to do is configure the automounter to mount:

e The filesystem you had previously mounted fr@te/default/filesys

e User’s home directories from the instructdtismedirectory where your student
accounts will now have their home directories

Step 1. Remove the entry in ydetc/default/filesy$ile that mounted your previous
lab partner’s directory to youmnt

Step 2. Create aletc/auto.mastefile with two entries in it: a direct entry fémnt
pointing to the ma@auto.mntand an indirect entry fdhomepointing to the
map auto.home.

Step 3. Create thauto.mntdirectory so that it mounts your former lab partner’s
directory onto yourmntdirectory. This mount should be read-only.

Step 4. Create theuto.homemap with at least three lines for the users in the
/etc/passwdile that havehomeas their directoryuserl, user2, anduser3
Do this using wildcards if you can.

Step 5. Restart NFS.
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Step 6. Rurdf. Note what filesystems are mounted.
Step 7. Rured to /mnt Rundf again. Note which filesystems are mounted.
Step 8. Rured to /home/userlthencd to /home/user2Rundf again. Note which

filesystems are mounted.
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A.9 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

automount(NADM) Is a daemon that automatically and transparently mounts an
NFS filesystem as needed

df(ADM) Prints the allocation portions of the generic superblock for
mounted or unmounted file systems, directories or mounted
resources

exportfs(NADM) Re-exports filesystems on NFS servers

nfsd(NADM) Performs NFS I/O on NFS servers

mount(ADM) Mounts local and remote NFS resources

mountd(NADM) Mounts remote NFS resources

numountall(NADM)

showmouni{NADM)

Relevant files

Unmounts multiple filesystems

Shows all remote mounts

/etc/auto.home

/etc/auto.master
/etc/default/filesys
letc/exports
letc/nfs

letc/xtab

/tmp_mnt

Default direct or indirect map filename. This filename is
included by default in the NIS makefile.

Is the default master map file for the NFS automounter
Contains a list of filesystems to mount on NFS clients
Contains a list of filesystems to export on NFS servers
Is the NFS startup script

Contains a list of filesystems currently exported

Is the parent directory for NFS automounter mounts
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A.10 Answers to Review Questions

This section provides suggested answers to review questions.

1. The Network File System (NFS) allows transparent access of files and directories
located on a NFS server.

2. Thel/etc/nfsscript starts and stops the NFS daemons.

3. Theletc/default/filesys$ile must be modified on NFS clients to cause an NFS filesystem
to be mounted automatically whenever the system goes into multiuser mode

4. The/etc/exportdile must be modified on an NFS server to cause an NFS filesystem to
be exported automatically whenever the system goes into multiuser mode.

5. NFS changes the UID 0 to UID -2. To stop this from happening, you can set the
root=hostlist option in/etc/exports This default action is a good idea because
root on a client cannot be trustedrast on the file server.

6. The automounter might use less resources than a full time mount for filesystems that are
accessed infrequently.

7. Theautomount(NADM) daemon, reads the master map fdec/auto.master
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AV B-1
/| Network Boot and Remote Configuration |\
® Reverse Address Resolution Protocol (RARP)
@ Boot Protocol (BOOTP)
® DHCP and BOOTP
® TFTP and NFS
N ——
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Appendix B

Network Boot and Remote Confguration

Introduction

Lesson 11: “Windows Connectivity” introduced the use of DHCP to provide remote boot
configuration to Windows systems. However, DHCP is not the only such protocol available.
Many other devices on the network, such as printers, X-terminals, terminal servers, and
routers, can be configured from a SCO OpenServer Release 5 machine using one of several
protocols.

This appendix shows you how to configure the boot protocol (BOOTP) and reverse ARP

(RARP) daemons to boot and configure various devices remotely. It also covers the
relationship between these protocols and DHCP.

Objectives

By the end of this appendix, you will be able to:

e Describe what the RARP protocol is, what it is used for, and how to configure it

e Describe what the boot protocol (BOOTP) is, what it is used for, and how to configure it
e Describe the relationship between the DHCP and BOOTP

e Describe two alternatives for downloading a device’s kernel
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B.1 Overview of Booting from the Network

You might encounter devices that connect to your network and need to download their
kernels and/or their IP information (address, routers, DNS servers, etc.) from a server on the
network. Examples of these devices include:

® Network printers

e Terminal servers

e X terminals

e Diskless workstations

o Network Computers (NCs)

e Some Windows clients

e Computers that are being installed over the network

These devices need to do one or more of the following:

e Obtain their IP information if it is not stored in some non-volatile RAM (NVRAM) or
flash PROMS

e Find a download server, unless the name of the server is stored in NVRAM or flash
PROMS

e Initiate the download
There are three ways that devices booting from the network can get their boot information:

® The reverse address resolution protocol (RARP) allows devices to discover their IP
address based upon their Ethernet addresses.

e BOOTP allows devices to discover other things, including the IP address of name
servers, their netmask, and more.

e DHCP is an extension to BOOTP that allows additional information to be sent to the
client as well as a dynamic IP address.
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AV B-2

/ | The /etc/ethers File | I

sample ethers file

:0:a7:12:6pb:3f ncdl
:0:47:12:01:3d ncd2
:0:a7:10:1la:ac ncd3

O O O 3

k NADMC02 © The Santa Cruz Operation, Inc. /
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B.2 The RARP method, rarpd(ADMN), and the /etc/ethers file

Recall that if a device has a host’s IP address and needs its corresponding Ethernet address,
then:

e An ARP message is broadcast on the local network.

e The host with the corresponding IP address responds with its Ethernet address.
RARP:

® [s areverse-ARP protocol

e |s used by a device to find out its IP address, given its hardware address

e [s only usable on Ethernet networks

® Uses thearpd (ADMN) daemon to answer RARP requests

Usually only one machine on a local network is runmargd . Whenrarpd hears a RARP-
REQUEST being broadcast on its local network, it:

1. Looks up the Ethernet address of the requestor fetd®etherdile.
2. Sends back the corresponding IP address.

AV B-2 illustrates the format of thietc/etherdile along with a sample entry. Thetc/ethers
file contains only two fields:

e The Ethernet address of a device
e The IP address or a host name that can be resolved to an IP address, for that device
You can also find this information in tle¢hergSFF) manual page.

Therarpd (ADMN) daemon can be run once for each interface on a machine. For example,
if a machine:

e Has two interfaces called netO and netl
e The two interfaces have IP addresses 200.100.50.1 and 200.100.51.1 respectively
Therarpd daemon can be started with the following two lines:

/etc/rarpd net0 200.100.50.1
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/etc/rarpd netl 200.100.51.1

Therarpd (ADMN) daemon can also be started for all interfaces using this command line:
letc/rarpd -a

If /etc/ethersexistsrarpd is started by default during TCP startup.

RARP only provides IP addresses. Additional information is provided by either:

e BOOTP

e DHCP

Each of these are discussed in the next sections.
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B.3 The BOOTP Protocol

The BOOTP protocol allows devices booting from the network to get information other than
the IP address from a BOOTP server. To allow devices on your network to use BOOTP, you
must configure a BOOTP server on each network segment containing a BOOTP client. This
server runs the boot protocol daembootpd(ADMN).

The following sequence of events occurs for devices using BOOTP, if the device and server
are on the same subnet:

1. The device broadcasts a BOOTREQUEST packet.

2. Thebootpd daemon on each configured server looks in their database file, typically the
/etc/bootptalile, to determine whether the device with the given Ethernet address is
known.

3. If the entry for the device is founkdootpd sends the device a BOOTREPLY packet
containing all of the information in that device’s entry in tbie/bootptalfile.

The information you can put into theotptalfSFF) file includes:

IP address

Netmask

Name of file that holds the kernel for this device

Name of server that holds the kernel

IP address of domain name server

Domain name

Thebootpd daemon does not actually transfer the kernel to the client. That must be
accomplished using one of the transfer methods discussed later in this lesson.
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AV B-3

O

The /etc/bootptab File | \

# entry for a network printer
laserl:\

:ht=ethernet:\
:ha=00.00.A7.12.6B.3F:\
:1p=198.140.191.18:\
:sm=255.255.255.0:

# shared settings for X-terminals
.xterms:\

:ht=ethernet:\
:8m=255.255.255.0:\
:gw=198.140.191.1:\
bf="/tftpdir/xkernel”:

# individual X-terminal entries
xterml:\
ite=.xterms:ha=00.00.E8.B2:5F:72:1p=198.140.191.100:

xterm?:\

rte=.xterms:ha=00.00.54:9F:2A:BD:1p=198.140.191.101:

k NADMC03 © The Santa Cruz Operation, Inc.

/
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Should you have these devices on your network, your job as a network administrator is to:

e Configure thebootpd(ADMN) to run as described in Section B.3.2, “Starting the
bootpd daemon,” on page B-12.

e Configure theetc/bootptaldile to contain one entry for each device on a network that
requires this service.

NOTE: Because BOOTREQUEST packets are sent out with broadcast packets, they are
heard only on the local network. If subnets or multiple networks are in use, then you must
also configurdbootpgW(ADMN), the boot protocol gateway, to run franetd(ADMN) on

the routers.

B.3.1 The /etc/bootptab file

AV B-3 shows samplbootptabentries. Information about the parameters is available in the
bootptalfSFF) manual page.

You can configure your devices to get many of these pieces of information from other
locations. BOOTP allows you to keep all of this related information together in a database.
If your device uses BOOTP, you should put as much informatiorbottptabentries as

you can.

Exercise: Creating a bootptab entry

On paper, create an entry you would put intoltbetptabfile for an Ethernet
terminal server with the following characteristics:

e The Ethernet address is 00:00:CO:FA:27:83.
e The IP address is 200.100.50.75.

e |ts bootfile is/tftpboot/tskern3.0.2
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B.3.2 Starting the bootpd daemon

There is no BOOTP manager that can be used to configufettieootptaldile or the
bootpd(ADMN) daemon. To start thieootpd daemon at system boot, uncomment the line
provided for it in thdetc/inetd.confile so that the line looks like this:

bootps dgram udp wait root /etc/bootpd bootpd

If you are going to uskootpd and DHCP, you must rdsootpd in “slave mode” using the
S option. In this case, uncomment these linggld/inetd.conf

bootps dgram/i udp wait root /etc/dhcpd dhcpd -b bootps-alt
bootps-alt dgram udp wait root/etc/bootpdbootpd -S:

After you have made the appropriate changes téetbAnetd.confile, theDHCP Server
Manager will use heuristics to make future changes consistent with your previous changes.

For example, if you had previously uncommentediibetpd(ADMN) entry in the
/etc/inetd.confile and then used tHeHCP Server Managerto configuredhcpd(ADMN),
the DHCP Server Managerwould make the changes/&ic/inetd.conthat allowbootpd
anddhcpd to coexist.
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B.4 The DHCP Protocol

BOOTP is meant for relatively static environments where:

e Devices are not added or removed from the network routinely.

e Every device is always attached to the same subnet and uses the same IP address.
Your environment might not match this paradigm. Problems you can encounter include:

e Devices that roam your intranet and need different IP addresses depending upon where
they are attached. For example:

® Support people who take their notebooks or other network devices to a user’s area
and need network access while working in that area

e Auditors and other personnel that travel to various geographically distinct locations
in the company that need network access

e Visitors to your company that you allow to access your company network

e Training rooms with network connections available to students bringing their own
notebooks

In all of these examples, computers need to obtain a new IP address, and possibly a new
name, when they get plugged into the network.

The Dynamic Host Configuration Protocol (DHCP) is an extension to BOOTP that solves
this and other problems. DHCP was introduced in Section 11.4.2, “Configuring the DHCP
server,” on page 11-53.
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AV B-4

4 | The inetd.conf File | I

# service sock type proto nowait user program program args

#tftp dgram udp wait root /usr/sbin/in.tftpd in.tftpd
#tftp dgram udp wait nouser /usr/sbin/in.tfptd in.tftpd -s /tftpboot

k NADMC04 © The Santa Cruz Operation, Inc. /
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B.5 Downloading the Device’s Kernel

After a device that boots from the network knows its IP address (and possibly other
information if it uses BOOTP), it can download its kernel. There are two methods
commonly used to download kernels, TFTP and NFS.

B.5.1 The TFTP transfer method

One way a device can get its kernel is to transfer it using the Trivial File Transfer Protocol
(TFTP). This protocol is a variant of FTP that does not authenticate users. This presents a
significant potential security risk.

Most devices use TFTP. As a network administrator with such a device on your network,
you must:

o Modify the/etc/inetd.confile to enable théftpd (ADMN) daemon, and restart
inetd(ADMN). Which of the twatftpd entries you should choose depends upon your
security concerns. See Section B.5.3, “Security concerns,” on page B-15.

e Place the kernel on the machine runrtityd .

Additional information about TFTP can be found in ity (TC) andtftpd (ADMN) manual
pages.

B.5.2 The NFS transfer method

Some devices use the Network File System (§F8 an alternative to TFTP. NFS file
servers can list which machines they allow to mount their filesystems across the network, on
a host-by-host and filesystem-by-filesystem basis.

The actions you must take to set up an NFS file server are discussed in Appendix A: “NFS”.

B.5.3 Security concerns

You should be aware of several security concerns when using DHCP, BOOTP, RARP, and
TFTP. The following are a set of general rules you should follow when using these
protocols:

Request on local networks only Never have a gateway broadcast or rebroadcast
(with bootpgW(ADMN)) any of these packets
to networks outside your own enterprise
network, particularly, onto the Internet.
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Only accept local requests Never allow TFTP packets from outside your
enterprise network into your network.

Restrict TFTP directory access Stépd (ADMN) with the option-s  dir,
wheredir is the name of a directory that
contains only download files. This prevents
malicious people from downloading any
publicly readable, yet network-sensitive files,
such agetc/passwd.
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B.6 Lesson Summary

This lesson has described how to boot devices from the network and assign them static and
dynamic IP addresses.

Review questions

1. Whatis the name of the server daemon that answers RARP requests and what file does it
get its data from?

2. What is the name of the server daemon that answers BOOTP requests and what file does
it get its data from?

3. Name one problem present in BOOTP that is solved by DHCP.
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B.7 Relevant Commands and Files

The following commands and files were presented in this lesson.

Relevant commands

bootpd(ADMN) The boot protocol server daemon
bootpgW(ADMN) The boot protocol gateway server daemon
dhcpd(ADMN) The dynamic host control protocol daemon
inetd(ADMN) The Internet super daemon

rarpd (ADMN) The reverse ARP server daemon

tftpd (ADMN) The trivial file transfer protocol server daemon

Relevant files

letclethers Contains translations from Ethernet to IP addresses

/etc/bootptab Contains BOOTP configuration information

/etc/inetd.conf Is the configuration fometd(ADMN)

[tfitpboot Is_ thfe directory typically used to hold secure files available
via tftp
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2.8 Answers to Review Questions

This section provides suggested answers to review questions.

1. Therarpd (ADMN) daemon answers RARP requests and gets its information from the
/etcl/etherdile. See Section B.2, “The RARP method, rarpd(ADMN), and the /etc/ethers
file,” on page B-7.

2. Thebootpd(ADMN) daemon answers BOOTP requests and gets its information from
the/etc/bootptalfile. See Section B.3, “The BOOTP Protocol,” on page B-9 and
Section B.3.1, “The /etc/bootptab file,” on page B-11 respectively.

3. DHCP solves the need to dynamically allocate IP addresses to a network device. See
Section B.3, “The BOOTP Protocol,” on page B-9.
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