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Introduction

Lesson 1

Network Commands

Introduction

Every implementation of TCP/IP includes two commantelset(TC) andftp (TC). These
commands allow you to connect to a remote system and transfer files. Three additional
commandstlogin (TC), rcp(TC), andremd(TC) are included with most UNfX
implementations of TCP/IP. They are used to execute commands on remote systems.

This job aid is designed to provide you with information needed ttelrsst, ftp, rlogin,
rcp, andrcmd effectively.

It also describes how to set up trusted access for use wititctinemands-the network
commands that begin with ar{frcmd, rlogin, andrcp). Trusted access must be configured
before you can use tlep andrcmd commands; it can be useful for tth@gin command as
well.

Objectives

This job aid covers basic networking commands. By the end of this lesson, you will be able
to:

e Use thetelnet andftp commands
e Set up user trusted access

e Use ther-commands
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TCP/IP-standard Commands

1.1 TCP/IP-standard Commands

All TCP/IP implementations include these two commands:
telnet Allows users to log into a remote system

ftp Allows users to transfer files to and from a remote system

1.1.1 telnet(TC)

Although every TCP/IP implementation hatebiet command, typically only multiuser
systems, like SCO OpenServer, accept incortetriget connections. For example, you can
telnet from a DOS system, but most implementations of TCP/IP for DOS do not allow you
to telnet into the system. SCO OpenServer Release 5 is configured to enept
connections by default.

Thetelnet command in SCO OpenServer Release 5 does not padommal emulation
After, you establish a connection with a remote hestet passes the characters you type
on your keyboard to the remote host without modification. Similarly, it displays any
characters it receives from the remote host on your screen.

For example, if you log into an SCO OpenServer system using an ANSI termirnelrestd

to another remote UNIX system, you must tell the remote UNIX system that you are using
an ANSI terminal. Similarly, if using a Wyse-60 terminal, you have to tell the remote UNIX
system you are using a Wyse-60 terminal.
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TCP/IP-standard Commands

1.1.1.1 Invoking telnet(TC) with arguments

The syntax for théelnet command is:

telnet[-8][-E][-L][-a][-c][-d]
[-e escape char ][-l user |
[-n tracefile 10-r]1 host [- port | port ]]

In practice, you will rarely use all of these options. Generally you can inetiet by
entering one of these command lines:

telnet hostname
telnet IP address

where:
hostname The resolvable name of a remote system
IP address The IP address (in dotted-decimal notation) of a remote

system

If the remote host can be accessed, you will see the login prompt for that system. Common
reasons for failure at this point include:

Unknown host You mistyped the name of the host, or your system cannot
resolve hostname into an IP address

No route to host You mistyped the IP address, or your system does not know
the route to the specified hostname or IP address
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TCP/IP-standard Commands

1.1.1.2 Invoking telnet(TC) without arguments

You can also invoke&elnet without arguments. Enter:

telnet

Without arguments, thielnet command displays this prompt:
telnet>

To connect to a remote host, enter either:

telnet> open hostname
telnet> open IP address

1.1.1.3 telnet(TC) commands

Access theelnet prompt (elnet> ) by entering théelnet escape character. By default,
this character &= ].

In addition to the@pencommand described above, there are d#leet commands you can
configure to suit your environment. For example, if you need to change the software flow-
control characters, you can use fle¢start andsetstop commands.

For a complete list aelnet commands, see thelnet(TC) manual page or enter a question
mark (?) at thetelnet prompt:

telnet> ?

1.1.1.4 Exiting a telnet(TC) session

To leave aelnet session:

e Exit the login session with the remote system. This will automatically ¢abmnst to
clean up and exit.

® Type the escape character (by defdtilf] ]). Then enter thquit command at thielnet
prompt:

telnet> quit
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TCP/IP-standard Commands

1.1.2 ftp(TC)

Theftp(TC) command allows you to transfer files to and from a remote host using the File
Transfer Protocol (FTP). Many sites on the Internet have repositories of programs and data
that you can retrieve usiramonymous FT.RViany web browsers (such as, Netscape
Navigator™ and NCSA Mosaic™) can perform anonymous FTP transfers for you.

As with telnet, every TCP/IP system includes tiye command to transfer files between

remote systems. However, not all systems accept incdtpirapnnections. SCO
OpenServer Release 5 can be configured to allow incoming FTP connections.

1.1.2.1 Invoking ftp(TC)

The syntax for thép command is:
ftp [-dgitvn] [ host |
As with telnet(TC), you can invoké&p in one of three ways:

ftp  hostname
ftp /P address

where:
hostname  The resolvable name of a remote system
IP address The IP address (in dotted-decimal notation) of a remote system

In the first two cases, you are asked for a valid username and password on the remote host,
provided that you do not encounter any errors (see Section 1.1.1.1 on page 1-7).

When invoked without command-line arguments,ftheprompt ftp> ) displays:

ftp
ftp>
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TCP/IP-standard Commands

1.1.2.2 Anonymous ftp

Some network systems are configured to allow anonymous FTP access. This means that
instead of supplying a real username and password, you can supply treaaychousor

ftp as the username, and your e-mail address (for exangale, @somedom.coras the
password. In this case, your FTP session can access a designated part of the FTP directory
tree.

1.1.2.3 ftp(TC) commands

There are numerous commands supporteftiby-or a complete list, see tfip (TC)
manual page, or enter a question ma&kat theftp prompt:

ftp> 2
The most commonly-usdth commands include:
get Transfers a file from the remote host to the local host. It has two forms:

get remote-file-name local-file-name
get remote-file-name

If local-file-nameis omitted, thememote-file-namés the name of both files.
put Transfers a file from the local host to the remote host. It has two forms:

put local-file-name remote-file-name
put local-file-name

If remote-file-namés omitted, thehocal-file-nameis the name of both files.

You must have write permission for the directory in which you are trying to
put the file. Some anonymous FTP sites have a directory dagiexhdsor
Incomingthat allows anonymous users to place files on the FTP site.
However, as a security precaution, this directory is often not readable by
anyone, so that nobody can see what others have put there.
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TCP/IP-standard Commands

mget

mput

cd

lcd

hash

prompt

mkdir

ascii

binary

Allows you to get multiple files using shell-format wildcards characters.
Each file created on the local system has the same name as the one retreived.

Allows you to put multiple files using shell-format wildcards characters.
Each file created on the remote system has the same name as the one sent.

Changes the working directory on the remote host

Changes the working directory on the local host. Note: you cannot change
your local host directory with thecommand.

Causes pound signs (#) to display with every 1K bytes that are transferred
between hosts. This is useful when transferring large files or when
transferring across slow connections because you can see that the transfer
that is in progress.

By default, mgetandmput prompt you before each file is transferred. Enter
theprompt command to turn off prompting.

Creates a new directory on the remote host, provided that you have
permission

Allows you to execute commands on the local host through a shell escape.
Note: you cannot change directory by entering:

lcd newdir

This is because thecommand starts up a new shell. In this example, a new
shell is started, its current directory is changedetodir, and then that shell

exits. The current directory of the FTP session never changed. To change the
directory on the local host, use tleed command.

Translates files as they are transferred from one host to the other. See the
ftp (TC) manual page for the list of conversions performed.

Specifies that no data conversion is done.
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TCP/IP-standard Commands

1.1.2.4 Variations on the get and put commands

Most modern FTP servers provide additional functionality to make transferring files across
the Internet more efficient.

Two commonly-used features are:

Automatic file compression

Archiving the contents of a directory into a single file

You can also combine these two features. This is done by specifying certain file name
extensions when using tiget andput commands.

To compress a file, add the suffixZ’ to the file name. To createtar (C) archive, add the
suffix “.tar” to the directory name. Tell the FTP server to do both using the sufftaf’ to
the directory name. For example:

To get a compressed version of a file cattedile, enter:
ftp> get myfile.Z

Themyfilefile is automatically uncompressed on your machine. This also works for the
put command.

To get the contents of a directory callegldir, enter:
ftp> get mydir.tar

Themydirdirectory is archived into t@ar file and transferred to your host, where it is
automatically converted back to individual files.

To get all files in a directory calledydir2and compress them before transferring, enter:
ftp> get mydir2.tar.Z

This mydir2 directory is placed into tar file and transferred to your host, where it is
automatically uncompressed and written as individual files.

Not all FTP servers provide this functionality, however, SCO OpenServer Release 5 can be
configured to support these features.
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The r-commands and Trusted Access

1.2 The r-commands and Trusted Access

In earlier implementations of TCP/IP, tteénet andftp commands required you to enter
your username and password for the remote host every time you used one of the commands.

To simplify access to remote systems, two commands with similar functionality were
createdrlogin (TC) andrcp(TC). These commands are used in conjunction tnsted
accessOn remote hosts for which trusted access is configured, you do not need to specify
your password to log in or to copy files.

In addition, theecmd(TC) command allows you to execute a command on a remote system
and have the results displayed on your terminal. Trusted access is also required to use the
rcmd command.

Because these network commands all begin with the tettieey are referred to as the
commands.

1.2.1 The rlogin(TC) command

Therlogin command serves the same functiote&rset, however you can only uskegin to
log in to systems running UNIX operating systems. SCO OpenServer Release 5 is
configured to acceptsogin connections by default.

Therlogin command included in SCO OpenServer Release 5 does not perform any terminal
emulation. After you establish connection with a remote hostldgim command passes

the characters you enter on your keyboard to the remote host without modification.
Similarly, rlogin displays any characters it receives from the remote host on your screen.

For example, if you log into your SCO OpenServer Release 5 system using an ANSI
terminal, andlogin to another remote UNIX system, you must tell the remote system that
you are using an ANSI terminal. Similarly, if you are using a Wyse-60 terminal, you also
have to tell the remote system you are using a Wyse-60 terminal.
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The r-commands and Trusted Access

1.2.1.1 Invoking rlogin(TC)

The syntax for thelogin command is:
rlogin [-L] [-7] [-8] [-e c] [ username | hostname

In practice, all of these options are rarely used. To invioign, enter either of the
following:

rlogin hostname
rlogin hostname -l username

where:
hostname  The resolvable name of a remote system

username  The login name to use on the remote host, if different from your current login
name

If the remote host is accessible, but trusted access is not configured, you will see the
password prompt for that system. To complete the login process, enter the password of your
user name (or the one you specified with-thaption).

Common reasons for failure at this point include:

Unknown host You mistyped the name of the name of the host or your system
cannot resolve hostname into an IP address

No route to host Your system does not know the route to reach the specified
hostname
Login incorrect You did not give the proper password for the username or the

username does not exist on the remote host

If trusted access is configured, or if the username you specified does not have a password,
you are logged in without having to specify a password. The same is true for the other
commands. Note: Your account should always have a password if your machine is on a
network to prevent others from accessing your account.
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The r-commands and Trusted Access

1.2.1.2 Exiting a rlogin(TC) session

To leave amlogin session:
e Exit the UNIX login session. This automatically caudegin to clean up and exit.

e Enter a two-character escape character sequencgtilde-dot). This causedogin to
clean up and exit.
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The r-commands and Trusted Access

1.2.2 Configuring Trusted Access

Trusted access allows you to use the enterprise network in a more convenient and secure
manner.

If trusted access is not configured for thagin (TC) command, it prompts your users for a
password. This password is transmitted across the network—perhaps even the Internet.
Packets containing these passwords are relatively easy to intercept and identify. If trusted
access is set up, no password is necessariotpn.

If trusted access is not set up, thend(TC) andrcp(TC) commands do not work.

Individuals can configure trusted access at the user level. The network administrator can
configure trusted access at the host level.
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The r-commands and Trusted Access

1.2.2.1 Configuring trusted host access

Trusted host access indicates that one host trusts the users on another host. When
configured, these commands can be used without specifying a password:

e rlogin

® rcp

e rcmd

You must beoot to configure trusted access at the host level. This configuration consists of

creating or editing théetc/hosts.equifile. Each entry idetc/hosts.equispecifies the

trusted remote system. illustrates the format of entries in an exéetgiteosts.equifile.

If the entries in exist on a machine caltfu, they have this meaning:

barbados All non-root users orbarbadoswith the same user name as
those on this machinedrfu) are trusted. In other wordane
on barbadoscanrlogin, rcp, andrcmd to corfuasjane

without specifying Jane’s password aorfu.

tortola bob Allows bob ontortolato log in as usebob on this machine
(corfu).

WARNING: This entry allowsob ontortola to log in as any
user orncorfu, exceptoot. This can be dangerous!

Theroot account can never be equivalenced by an entry ietb#osts.equitfile. Refer to
hosts.equi{fSFF) for further information.

Note: If your network is connected to the Internet, you should always use fully-qualified
host names in this file for security reasons.
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The r-commands and Trusted Access

1.2.2.2 Configuring trusted user access

Trusted user access allows users on one system to indicate which users from another system
they trust to use their account, and enter these commands without providing a password:

e rlogin
e rcmd
® rcp

Unlike trusted host access, trusted user access can be created for users on different machines
with different login names.

You can configure trusted user access for your users, or they can do it for themselves. The
configuration consists of:

1. Creating or modifying a file calledchosts(note the leading dot) in a user’'s home
directory.

2. Setting the ownership so that the file is owned by erthadror the owner of the home
directory.

3. Setting the permissions so that the file is writable only by the owner.
If steps 2 and 3 are not performed, the file is ignored.

The format of entries in thehostsfile is the same as those in tle¢c/hosts.equifile.
However, the semantics are somewhat different. If the entries shown in are put in the home
directory of the usgane on the machineorfu, they have the following meaning:

barbados Userjane onbarbadosis trusted by the usg@ne on this
machine ¢orfu). In other wordsjane onbarbadoscan
rlogin, rcp, andrcmd to corfu asjane without specifying
Jane’s password on machicarfu.

tortola bob Userbob ontortola is trusted by the usgne on this
machine ¢orfu). In other wordsbob ontortola canrlogin,
rcp, andrcmd to this machineqorfu) asjane, using the
appropriate arguments to those commands, without specifying
Jane’s password.
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The r-commands and Trusted Access

1.2.3 The trusted access sequence

Whenever alogin, rcmd, orrcp command is executed, the systems involved goes through
a set procedure to determine whether trusted access is configured.

1.2.3.1 Trusted access on the local host

These steps describe the trusted access sequence that takes place on the local host:

1.

2.

Anr-command is issued by a user.
The local host attempts to resolve the remote host name to obtain its IP address.

If the remote host name cannot be resolved into an IP address, this error message
displays:

host_name : Host name lookup failure

If an address for the remote host can be resolved;dbemand connects through the
TCP/IP transport to the remote host.
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The r-commands and Trusted Access

1.2.3.2 Trusted access on the remote host

These steps describe the trusted access sequence that takes place on the remote host:

1.

2.

7.

The user’s account name is looked up in the password database.

If the user’s account name is not found in the password databasenthandrcp
commands fail, and thdogin command prompts for a password (that is howdgm
program functions), and then fails.

The user’s account is checked to see if it has a (encrypted) password.

If the user’'s account does not have a password;¢benmand executes. Note: This is
very dangerous. You should never allow user accounts without passwords on your
systems, especially if your network is attached to the Internet.

The user’'s account name is checked to see if the usetis

If the user’s account name is mobt, then/etc/hosts.equiis checked for the local
host's name.

If /etc/hosts.equicontains the name of the local host, thkesommand executes.

If the account name rsot, or if the/etc/hosts.equieheck fails, then thehostsfile in

the remote user’'s home directory is checked. If it contains the local host’s name, and
possibly the local user’'s name (depending upon how-tmmmand was invoked) the
r-command executes.

If the.rhostsfile contains the desired entry, then theommand executes.

Failure at this point means that tleend andrcp commands will fail. If the-command
invoked waglogin, it prompts for the remote user’s password, and only succeeds if the
correct password is given.
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The r-commands and Trusted Access

1.2.4 The rcp(TC) command

Thercp(TC) command transfers files from one system to another and is sinfllp(T€).
Some differences include:

e Thercp command allows you to copy files between any two hosts on the network to
which you have access, not just the local host and a single remote host.

e Thercp command requires trusted access, unless the target accounts on the remote hosts
do not have a password set. Top command does not ask for a password.

e Because of the overhead in authenticating egeitommand, it is faster to uép if
you are copying a large number of files.

1.2.4.1 Invoking rcp(TC)

The syntax for thecp command is:

rep [-p] filel file2
rep [-p] [-] filel ... directory

where filenamedfi(el, file2, anddirectory) have one of three forms:
pathname Refers to a local file on the local host

host : pathname hostis the name of the host where the file resigathname
is the path to the file on that host.

If pathnamas not an absolute path, then it is relative to the
hostuserss home directory.

user @pathname : host  hostindicates where the file residggthnamas the path to
the file on that host.

If pathnamas not an absolute path, then it is relative to the
hostuserss home directory. Also, the transfer’'s permissions
and trusted access is basedusar rather than the account
name with which you logged into the local host.
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For example, given the following:

There are three hosttlantis barbados andcorfu.

You are logged into the hoatlantisas the usdoubba.

All hosts have accounts for the usbubba, forrest, anddan.

In each user’'s home directory there is a directory calieifland a file calledreasure.

Trusted access is configured as needed.

The following describes how to copy files on these systems:

To copy thereasurefile from your host to your account on the hibatbados enter:
rcp treasure barbados:treasure

To copy thereasurefile from your account on the hdsarbadosto your current
directory on your local host, enter:

rcp barbados:treasure treasure

To copy thereasurefile from your account on the hdsarbadosto your account on the
hostcorfu, enter:

rcp barbados:treasure corfu:treasure

To copy thereasurefile from your account on the hdsarbadosto dan’s account on
the hostcorfu, enter:

rcp barbados:treasure dan@corfu:treasure

To copy thereasurefile from forrest’s account on the hobarbadosto dan’s account
on the hostorfu, enter:

rcp forrest@barbados:treasure dan@corfu:treasure

To copy thestuffdirectory fromforrest’s account on the hobairbadosto dan’s account
on the hostorfu, enter:

rcp -r forrest@barbados:stuff dan@corfu:stuff
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Note: The directories and files on the target machines do not have to exist. They will be
created as necessary.

Common reasons for failure of thep command include:

Unknown host You mistyped the name of the name of the host, or your
system cannot resolve host name into an IP address

No route to host Your system does not know the route to the specified host
name
Permission denied You do not have trusted access configured between your host

and one or more of the remote hosts

If the user name you specified does not have a password, trusted access is not required. The
same is true for the othercommands.

Note: Your account should always have a password if the machine you are using is on a
network.
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1.2.4.2 rcp(TC) command-line flags

Two commonly-usedcp flags are:

-p Maintains modification times and permissions (that is, the mode) of the
source files. This is useful when relocating directories from one system to
another.

-r Copies the entire contents of a directory from one host to another

1.2.5 The rcmd(TC) command

Using theremd(TC) command is equivalent to usiriggin (TC) to access a remote system

to run only one command. However, there is one significant difference. When you use the
rlogin command, the remote system sets up a device called a pseudo-tty on which all of
your commands run. Pseudo-ttys allow commands sueii@ys more(C), andpg(C) to

control your terminal remotely. Without a pseudo-tty, these commands will not work
properly across the network.

Thercmd command does not create a pseudo-tty on the remote system. Thigecnghns
cannot run any command that needs to control your terminal.
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1.2.5.1 Invoking rcmd(TC)

The syntax for theemd command is:

rcmd host [-l user | [-n] [ command

where:

host The remote host on which you waammando run

user The account on the host to use instead of the account name you used to login

to your local host

For example:
e There are two hostatlantisandcorfu
® You are logged into the hoatlantisas the usdoubba
e Both hosts have accounts for the udrisba, forrest, anddan
e Trusted access has been configured as needed
The following describes how to execute commands on these systems:
e To run thels(C) command on the hosbrfu, enter:

rcmd corfu Is
e To run thels command on the hosorfu as the usedan, enter:

rcmnd corfu -ldan Is
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Common reasons for failure of thep command include:

Unknown host You mistyped the name of the name of the host, or your
system cannot resolve host into an IP address

No route to host Your system does not know the route to the specified host

Permission denied You do not have trusted access configured between your host
and one or more of the remote hosts

If the user name you specified does not have a password, trusted access is not required. The
same is true for the othercommands.

Note: Your account should always have a password if the machine you are using is on a
network.
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1.2.5.2 1/0 redirection with rcmd(TC)

When anrcmd(TC) command is successfully executed on your local host, it passes its
standard input (by default your keyboard) to the standard input of the command running on
the remote host. Similarly, the standard output and standard error of the command running
on the remote host is connected to the standard output and standard errocrafithe

running on your local host. This makes it appear as though the standard input, standard
output, and standard error for the remote command are directly attached to your keyboard
and screen. What happens when you want to perform 1/O redirection?

I/O redirection can happen:
e On the local host
e On the remote host

By default, all I/O redirection happens on the local host. For example, the following
command runs this(C) command on the hosbrfu:

rcmd corfu Is > myfile

However, before theemd command starts, the shell parses the command line and performs
the indicated redirection (the standard outputofd goes tamyfile). Because the standard
output of thds command on the hosbrfuis connected to the standard output ofrtimed
command on your local host—and that is redirectenytile—the effect is that the standard
output of thds command goes tmyfile on your local host.

To direct the standard output of the remote command to a file on the remote host, you must
guote the redirection symbol using single quotes, double quotes, or the backslash. Quoting
the redirection symbol prevents the local shell from interpreting the redirection symbol,
leaving it for the remote shell to interpret. For example, either of the following commands
run thels command on the hosorfu and place the standard outpumsfile on corfu:

rcmd corfu Is \> myfile
rcmd corfu Is ">" myfile
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Using this I/O redirection technique, you can perform a crude remote backup by entering the
following:

find / -depth -print | cpio -pduvm | remd corfu dd ">" /dev/rctO

This command runs thend (C) andcpio(C) commands on the local host. The standard
output of thecpio command is an archive. This archive output is treated as the standard
input to thercmd command. This is sent over to the hamfuwhere it is read by thad(C)
command and written toorfu's tape drive fdev/rctQ.
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1.3 Summary

This job aid presented the syntax for usingtéheet(TC), ftp (TC), rlogin (TC), rcp(TC),
andrcmd(TC) commands. It also covered how to configure trusted access for use with the
r-commands.

In addition to the syntax for each command, this job aid discussed how to use each
command including: file transfer and copy Wity andrcp; remote login witlrlogin and
telnet; and remote command execution witimd.

It also provided functional examples using each command in a real-world environment. For
example; using compression aad options withftp ; performing I/O redirection withcmd
on both local and remote hosts; and copying files between remote machines.
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1.4 Relevant Commands and Files

The following commands and files were presented in this job aid.

Relevant commands

cpio(C)
dd(C)

find (C)
ftp (TC)

rcmd(TC)

rcp(TC)
rlogin (TC)

telnet(TC)

Relevant files

Copies files (copy in/copy out)

Copies files (disk-to-disk)

Locates files in the file tree

Transfer files from one TCP/IP host to another.

Executes commands on remote UNIX hosts and displays
output on the local host.

Used to copy files between UNIX hosts
Used to login to a remote UNIX host

Used to login to a remote host running TCP/IP

.-rhosts

/etc/hosts.equiv

Used to set up user-level trusted access

Used to set up host-level trusted access
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