AnyConnect CWS Root Certificate Replacement

This document contains instructions on how to deploy a new CWS root certificate into the Cisco
AnyConnect Web Security Module.

For verification purposes, the hashes of the updated WebSecurityCert.cfg file are as follows:
e MDS5: 2614153a5a2617eaf2ad3e0544ce3621
e SHA256: d4987131279f2787f53588fcfc294f805bea01b3202d5b6d805dc7c608d8afch

Deploy the Certificate on Windows

Extract the WebSecurityCert.cfg file from the .zip file and copy it to
the %9PROGRAMDATA %\Cisco\Cisco AnyConnect Secure Mobility Clien\Web Security directory and

reboot.
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Note  You must have administrator privileges to replace the file.

Deploy the Certificate on Mac

Extract the WebSecurityCert.cfg file from the .zip file and copy it to the /opt/anyconnect/websecurity
directory and reboot.
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Note  You must have root privileges to replace the file.
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