CHAPTER 3

Scenario: IPsec Remote-Access VPN
Configuration

This chapter describes how to use the security appliance to accept remote-access
IPsec VPN connections. A remote-access VPN enables you to create secure
connections, or tunnels, across the Internet, thus providing secure access to
off-site users.

If you are implementing an Easy VPN solution, this chapter describes how to
configure the Easy VPN server (sometimes called a headend device).

This chapter includes the following sections:
e Example IPsec Remote-Access VPN Network Topology, page 3-1
e Implementing the IPsec Remote-Access VPN Scenario, page 3-2
e What to Do Next, page 3-18

Example IPsec Remote-Access VPN Network
Topology

Figure 3-1 shows an security appliance configured to accept requests from and
establish IPsec connections with VPN clients, such as a Cisco Easy VPN
hardware client, over the Internet.
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Figure 3-1 Network Layout for Remote Access VPN Scenario
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Implementing the IPsec Remote-Access VPN
Scenario

This section describes how to configure the security appliance to accept [Psec
VPN connections from remote clients and devices. If you are implementing an
Easy VPN solution, this section describes how to configure an Easy VPN server
(also known as a headend device).

Values for example configuration settings are taken from the remote-access
scenario illustrated in Figure 3-1.

This section includes the following topics:
¢ Information to Have Available, page 3-3
e Starting ASDM, page 3-3
¢ Configuring the PIX 515E for an IPsec Remote-Access VPN, page 3-5
e Selecting VPN Client Types, page 3-6
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Specifying the VPN Tunnel Group Name and Authentication Method,
page 3-7

Specifying a User Authentication Method, page 3-8

(Optional) Configuring User Accounts, page 3-10

Configuring Address Pools, page 3-11

Configuring Client Attributes, page 3-12

Configuring the IKE Policy, page 3-13

Configuring IPsec Encryption and Authentication Parameters, page 3-15
Specifying Address Translation Exception and Split Tunneling, page 3-16
Verifying the Remote-Access VPN Configuration, page 3-17

Information to Have Available

Before you begin configuring the security appliance to accept remote access [Psec
VPN connections, make sure that you have the following information available:

Starting ASDM

Range of IP addresses to be used in an IP pool. These addresses are assigned
to remote VPN clients as they are successfully connected.

List of users to be used in creating a local authentication database, unless you
are using a AAA server for authentication.

Networking information to be used by remote clients when connecting to the
VPN, including:

— IP addresses for the primary and secondary DNS servers
— IP addresses for the primary and secondary WINS servers
— Default domain name

— List of IP addresses for local hosts, groups, and networks that should be
made accessible to authenticated remote clients

To run ASDM in a web browser, enter the factory default IP address in the address
field: https://192.168.1.1/admin/.

[ 78-17645-01
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N

Note = Remember to add the “s” in “https” or the connection fails. HTTPS
(HTTP over SSL) provides a secure connection between your browser and
the security appliance.

The Main ASDM window appears.

B Cisco ASDM 5.2

File Options Tools  Wizards Help Search, Find ~
a = Y N = &

@ % B 10 O @ o @ ?

Home Configuration Monitoring Back Forward Packet Tracer Refresh Save Help

Device Information Interface Status

General | License Irterface P AddrezzMask Lire Link. Kbps

. 5 dmz 1030301724 @ down  @down 0

SN il ARElancel insicte 1040.40.1724 @ cown @ down 0
A58 Version 7.2(0)72 Device Uptime:  1d 1h 48m 24s management 1722962 2224 o uw O w 5
ASDM Version:  5.2(0)30 Berlen T ASAPIX outside 0916520022524 @ down @ down O
Firewall Mode: Routed Contest Mode: Single
Total Flash: 64MB Total Metnory: 512 MB Select an interface to view input and output Kbps

WYPH Status Traffic Status

IKE Tunhgls: o WighPH Tunnels: 0 SYC Tunnels: 0 Connections Per Second Usage

System Resources Status
cRU CPU Usage (percent)

upp. 0 TCR: 0 M Total. 0
‘outside’ Interface Traffic Usage (Kbps)
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Configuring the PIX 515E for an IPsec Remote-Access VPN

To begin the process for configuring a remote-access VPN, perform the following
steps:

Step 1 In the main ASDM window, choose VPN Wizard from the Wizards drop-down
menu. The VPN Wizard Step 1 screen appears.

8 VPN Wizand @
¥ VPN Wizard VPH Tunnel Type (Step 1 of ...)

Uz thiz wizard to configure new ste-to-site YPN tunnels or new remote access VPN
tunnels. & tunnel between two devices is called a site-to-site tunnel and iz bidirectional. &

tunnel establizhed by calls from remote users such as telecommuters iz called remote access
tunnel.

This wizard crestes basic tunnel configurstions that you can edit lster using the 450M,

PR Tunnel Type:
Site-to-Site VPN

Local ‘ﬁ Remole

() Siteta-Ste

Local ‘EP Remale

®!

WP Tunmel Interface:

Enable inbound IPSec sessions to bypass interface access listz. Group policy and per-user
authorization access lists still apply to the traffic,

Step2 In Step 1 of the VPN Wizard, perform the following steps:
a. Click the Remote Access VPN radio button.

153910

b. From the drop-down list, choose Outside as the enabled interface for the
incoming VPN tunnels.

¢. Click Next to continue.
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Selecting VPN Client Types

In Step 2 of the VPN Wizard, perform the following steps:

Step1  Specify the type of VPN client that will enable remote users to connect to this
security appliance. For this scenario, click the Cisco VPN Client radio button.

You can also use any other Cisco Easy VPN remote product.

B VPN Wizard X
F VPN Wizard Remote Access Client (Step 2 of ..}

Remote access users of various types can open VPN tunnels to this A54,. Select the type of
WP client for this tunnel.

WPM Client Type:

ot other Easy %PN Remote product

(O Microsaft Windows client using L2TP aver IPSec

Pap CHAP MS-CHAP- MS-CHAP-\2 [ |EAP-PROKY

Cliert will 2end tunnel group name as uzername@iunnelgroup

153911

Step2  Click Next to continue.
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Specifying the VPN Tunnel Group Name and Authentication
Method

In Step 3 of the VPN Wizard, perform the following steps:

Step1  Specify the type of authentication that you want to use by performing one of the
following steps:

¢ To use a static preshared key for authentication, click the Pre-Shared Key
radio button and enter a preshared key (for example, “Cisco”). This key is
used for IPsec negotiations between the security appliances.

e To use digital certificates for authentication, click the Certificate radio
button, choose the Certificate Signing Algorithm from the drop-down list,
and then choose a preconfigured trustpoint name from the drop-down list.

If you want to use digital certificates for authentication but have not yet
configured a trustpoint name, you can continue with the Wizard by using one
of the other two options. You can revise the authentication configuration later
using the standard ASDM screens.

e Click the Challenge/Response Authentication (CRACK) radio button to
use that method of authentication.
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#5 ¥PN Wizard x|
VPN Wizard YPN Client Authentication Method and Tunnel Group Mame ({Step 3 of ...}
The 454 allows you to group remote access tunnel users based on common connection parameters
and client attributes configured in the subsequent screens. Configure authentication method and
tunnel group For this remate connection. Use the same tunnel group name For the device and the
remate client,
~Authentication Method
i+ Pre-shared key
Pre-shared Key:  |test
" Certificate
Certificabe Signing Algorithm:  rsa-sig
Certificate Mame: I ;I
" Challenge/response authentication {CRACK)
~Tunnel Group
Tunnel Group MName: ICisco
™
= Back | Mexk = | Einish | Cancel | Help | @
u

Step2  Enter a Tunnel Group Name (such as “Cisco”) for the set of users that use

common connection parameters and client attributes to connect to this security
appliance.

Step3  Click Next to continue.

Specifying a User Authentication Method

Users can be authenticated either by a local authentication database or by using

external authentication, authorization, and accounting (AAA) servers (RADIUS,
TACACS+, SDI, NT, Kerberos, and LDAP).
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In Step 4 of the VPN Wizard, perform the following steps:

Step1  If you want to authenticate users by creating a user database on the security
appliance, click the Authenticate Using the Local User Database radio button.

Step2  If you want to authenticate users with an external AAA server group:
a. Click the Authenticate Using an AAA Server Group radio button.

b. Choose a preconfigured server group from the drop-down list, or click New
to add a new server group.

¥PN Wizard x|
VPN Wizard Client Authentication {Step 4 of ...}

To authenticate remate users using local device user dakabase, select the first option below.
‘ou can create user accounts in the next step.

To use external AAA servers instead, select the second option, You can select an existing Afs
Server group or create a new one using the New button below,

To manage all other AAA settings, go to Configuration = Device Managernent > Users A48 in
the main ASDM window,

f* Authenticate using the local user database:

= Authenticate using an &&& server group

AAA Server Group Marme: ;I ew. .

153913

< Back | ek = | Firisk | Cancel | Help |

Step3  Click Next to continue.
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(Optional) Configuring User Accounts

If you have chosen to authenticate users with the local user database, you can
create new user accounts here. You can also add users later using the ASDM
configuration interface.

In Step 5 of the VPN Wizard, perform the following steps:

Step 1 To add a new user, enter a username and password, and then click Add.
VPN Wizard X
F VPN izald User Accounts (Step 5 of 11)

Enter & neww usernamelpassword into the user authertication database. To edit existing
entries in the database or to remove them from the database, go to Configurstion = Properties
= Device Administration = User Accounts inthe main 2500 window:.

~User to Be Added -

Username:
johit_doe
‘ ‘ A ==

Pazzword (optional):

Delete

Canfirm Password (optional):

153914

Step2  When you have finished adding new users, click Next to continue.
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Configuring Address Pools

For remote clients to gain access to your network, you must configure a pool of
IP addresses that can be assigned to remote VPN clients as they are successfully
connected. In this scenario, the pool is configured to use the range of IP addresses
209.165.201.1-209.166.201.20.

In Step 6 of the VPN Wizard, perform the following steps:

Step1  Enter a pool name or choose a preconfigured pool from the drop-down list.

Alternatively, click New to create a new address pool.

The Add IP Pool dialog box appears.

B2 Add IP Pool

MName: RetnoteClientPool

Starting IP Address: 2081652011

Enling P Acllress: 209.165.201 20|

Subnet hask: Al
w

Ok I [ Cancel I [ Help o

o
gl

Step2  In the Add IP Pool dialog box:
a. Enter the Starting IP address and Ending IP address of the range.
b. (Optional) Enter the Netmask for the range of IP addresses.
c. Click OK to return to Step 6 of the VPN Wizard.
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8 VPN Wizand @
¥ VPN Wizard Address Pool (Step 6 of 11)

Erter a pool of local addresses to be used for assighing dynaric P addresses to remote WPN
clients.

Tunnel Graup Mame : Cizco
Pool Mame: FemateClientPool A | [ Mew
Pool Settings -

Range Start Address: 209165201 1

Rahge End Address: 209.165.201.20

Subnet Mask:

153815

Step3  Click Next to continue.

Configuring Client Attributes

To access your network, each remote access client needs basic network
configuration information, such as which DNS and WINS servers to use and the
default domain name. Rather than configuring each remote client individually,
you can provide the client information to ASDM. The security appliance pushes
this information to the remote client or Easy VPN hardware client when a
connection is established.

Ensure that you specify the correct values, or remote clients will not be able to use
DNS names for resolution or use Windows networking.
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In Step 7 of the VPN Wizard, perform the following steps:

Step1  Enter the network configuration information to be pushed to remote clients.

8% VPN Wizand @
¥ VPN Wizard Attributes Pushed to Client (Optional) (Step 7 of 11)

Attributes you configure belovw are pushed to the WYPN clisnt when the cliert connects to the
ASA|f you do not want an attribute pushed to the client, leave the corresponding field blank.

Tunnel Groug: Cizco

Primary DNS Server: 209.165.205.129

Secandary DNS Server: 2[]9.1 B5.202139

Primary WINS Server: 208165202118

Secondary WINS Server: 209.165.202.1658

Default Domain Matme: cisco.com

153917

Step2  Click Next to continue.

Configuring the IKE Policy

IKE is a negotiation protocol that includes an encryption method to protect data
and ensure privacy; it is also an authentication method to ensure the identity of the
peers. In most cases, the ASDM default values are sufficient to establish secure

VPN tunnels.
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Step 1

8% VPN Wizard
” VPN Wizard

To specify the IKE policy in Step 8 of the VPN Wizard, perform the following
steps:

Click the Encryption (DES/3DES/AES), authentication algorithms (MD5/SHA),
and the Diffie-Hellman group (1/2/5/7) used by the security appliance during an
IKE security association.

IKE Policy (Step § of 11)

Select the encryption algorithm, authertication algorithm, and Diffie-Hellman group for the
devices to use to negotiste an Internet Key Exchange (IKE) security associstion betvwesn
them. Configurations on both sides of the connection must match exactly.

I

Etcryption: 3DE=

<

A thertication: SHA

I
<]

DH Group:

153918

i

Step 2

Click Next to continue.
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Configuring IPsec Encryption and Authentication Parameters

In Step 9 of the VPN Wizard, perform the following steps:

Step1  Click the Encryption algorithm (DES/3DES/AES) and authentication algorithm
(MD5/SHA).

B YPN Wizard =

VPN Wizard IPsec Encry nd Authentication (Step 9 of 11}

Select the encryption and authentication algorithms For this IPsec YPM tunnel. Configurations
on bath sides of the connection must match exactly.

Encryption:

Authentication: SHa -

153919

< Back | ek = | Firiishy | Cancel | Help |

Step2  Click Next to continue.
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Specifying Address Translation Exception and Split Tunneling

B YPN Wizard
VPN Wizard

Step 1

Split tunneling lets a remote-access IPsec client conditionally direct packets over
an IPsec tunnel in encrypted form or to a network interface in clear text form.

The security appliance uses Network Address Translation (NAT) to prevent
internal IP addresses from being exposed externally. You can make exceptions to
this network protection by identifying local hosts and networks that should be
made accessible to authenticated remote users. (In this scenario, the entire inside
network 10.10.10.0 is exposed to all remote clients.)

In Step 10 of the VPN Wizard, perform the following steps:

Specify hosts, groups, and networks that should be in the list of internal resources
made accessible to authenticated remote users.

To add or remove hosts, groups, and networks dynamically from the Selected
Hosts/Networks pane, click Add or Delete, respectively.

Address Translation Exemption and Split Tunneling {Optional) (Step 10 of 11}

Metwork Address Translation (NAT) is used to hide the internal network from outside users, You can
make exceptions ko MAT to expose the entire or part of the internal network to authenticated remate
users protected by YPR,

To expose the entire network behind the most secure interface to remoke WPN users withouk MAT,
leave the selection list blank.

Selected HostsMetworks:

~Host/Mebwork 10,10.10.0

Interface: Iinside

-1

Address: [10.10.10.0

v Enable split tunneling to let remate users have simultaneaus encrypted access to the resources |
defined above, and unencrypted access ko the internet,

153920

< Back | ek = | Firiishy | Cancel | Help |
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Note

Step2  Click Next to continue.

Implementing the IPsec Remote-Access VPN Scenario Il

Enable split tunneling by checking the Enable Split Tunneling check box
at the bottom of the screen. Split tunneling allows traffic outside the
configured networks to be sent out directly to the Internet instead of over
the encrypted VPN tunnel.

Verifying the Remote-Access VPN Configuration

¥PN Wizard
VPN Wizard

In Step 11 of the VPN Wizard, review the configuration attributes for the VPN
tunnel you just created. The displayed configuration should be similar to the

following:

Wi
c
2
2
o

Wou have created a Remote Access WP tunnel with the Following attribukes:

WPM Tunnel Interface: outside

IPsec authentication uses pre-shared key: test

Tunnel Group Name: Cisca

Default Group Palicy: Cisco

User authentication using local user database

Mew users created in the local database: jobn_doe jane_smith

Piool of IP addresses for YPM clients: IPsecClientPool
(209.165.201.1 - 209.165.201.20)

Primary DMS: 209, 165,205,129

Secondary DMS: 209,165,202, 139

Primary WINS: 209,165,205,118

Secondary WINS: 209,165,205, 1658

Defaulk Domain Mame: cisco.com

IKE Policy Encryption | Suthentication | DHGroup: SDES | SHA | Group 2

IPsec ESP Encryption | ESP Authentication: SDES § SHA

Internal netwark elements exposed to remaote YPM users without MAT:
10.10.10.0

Split tunneling: enabled

ext = | Finish I Cancel | Help |

15392
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If you are satisfied with the configuration, click Finish to apply the changes to the
security appliance.

If you want the configuration changes to be saved to the startup configuration so
that they are applied the next time the device starts, from the File menu, click
Save. Alternatively, ASDM prompts you to save the configuration changes
permanently when you exit ASDM.

If you do not save the configuration changes, the old configuration takes effect the
next time the device starts.

What to Do Next

If you are deploying the security appliance solely in a remote-access VPN
environment, you have completed the initial configuration. In addition, you may
want to consider performing some of the following steps:

To Do This ... See ...

Refine configuration and configure
optional and advanced features

Cisco Security Appliance Command
Line Configuration Guide

Learn about daily operations

Cisco Security Appliance Command
Reference

Cisco Security Appliance Logging
Configuration and System Log
Messages

You can configure the security appliance for more than one application. The
following sections provide configuration procedures for other common

applications of the security appliance.

J_ PIX515E Security Appliance Getting Started Guide
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Whatto Do Next W

To Do This ... See ...

Configure the security appliance to Chapter 2, “Scenario: DMZ

protect a Web server in a DMZ Configuration”

Configure a site-to-site VPN Chapter 4, “Scenario: Site-to-Site
VPN Configuration”
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