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Software Components

1

Product Overview——_______.._.___.______
The HP 9000 ARPA Services product enables your HP 9000 computer to transfer
files, log into remote hosts, execute commands remotely,and sendmail to and
receivemail from remote hosts on the network.

A link product, such as LAN/9000 or X25/9000,must be installed for ARPA to
function.The link product provides the hardware and softwareneeded for
communicationby an HP 9000 computer over an IEEE 802.3, Ethernet Local
Area Network,or X25 packet switch network. NS andNFS Services also require
link software, and can run concurrentlyon the same nodewith ARPA Services.

Note The information in this manual applies to all HP 9000 computer
systems unless specifically noted otherwise.

Software Components
The HP 9000 ARPA Services product combinesservices developedby the
University of California at Berkeley(UCB), CornellUniversity, Carnegie-Mellon
University (CMU), andHewlett-Packard.The product includes subsets known as
ARPA Services, Berkeley Services, and DTC DeviceFileAccess (DDFA).

ARPA Services include the set of services developed by UCB for the Advanced
Research ProjectsAgency (ARPA), or those services which implementstandard
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Software Components

intemet protocols.ARPA services are used to communicatewith HP-UX, UNIX,
and non-UNIX systems.

Berkeley Services include the set of services developedby UCB to implement
UCB protocols. These services, sometimes referred to as the “Berkeley ‘r’
commands,” are used to communicatewith HP-UX orUNIX systems. Tables 1-1
and 1-2 list the services provided in the HP 9000 ARPA Services product.

Table 1-1. ARPA Services

File Transfer Protocol ftp UCB
Telnet

, tel net UCB
Simple Mail Transfer Protocol sendmai l UCB
(IntemetworkMail Routing)
DomainName System named UCB
(Berkeley Internet NameDomain server)
Finger/NameProtocol f i ngerd UCB
Trivial File Transfer tftp UCB
Bootstrap Protocol bootpd CMU
Dynamic routing gated Cornell
DTCDeviceFileAccess DDFA HP

Table 1-2. Berkeley "1'" Commands

Remote copy rcp
Remote login rl 091' n
Remote shell remsh
Remote uptime rupti me
Remote who rwho

1-2 ProductOverview
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The following is an overview of the ARPA and BerkeleyServices. For more
informationabout these services, refer to the UsingARPA Servicesmanual.

ftp enables you to performfile managementoperations on remote nodes
and copy files among nodes on the network that support ARPA Services.

telnet allows you to log onto a remote host that supports ARPA Services.

When installed, sendmail works with your network’s mailers to perform
intemetwork mail routing among UNIX and non-UNIX hosts on the
network.

named implements the Domain Name System. This service (called the
Berkeley Internet NameDomain (BIND) Name Service) provides a
distributed host name lookup and facilitates intemetwork mail.

f 1' ngerd allows remote users to look up user informationabout your
system over the network.

bootpd allows some diskless systems, such as the HP 700/X terminal, to
load network and configuration parameters from a server on the network.

tftp is used to allow some diskless systems, such as the HP 700/X
terminal, to transfer files containing bootstrap code, fonts, or other '

configuration information.

gated dynamically determines routingover intemets from one node to
another.

rexec is a library routine used to execute commandson a remote UNIX
host on the network.

rep allows you to transfer files between UNIX hosts on the network.

rl 091'n allows you to log onto a remote UNIX host.

remsh allows you to executecommands on a remote UNIX host. remsh is
the same command as rsh in 4.3 BSD.
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Military Standards and Request for Comment Documents

I ocdebug - Outbound ConnectionDaemondebugmode. ocdebug is a
special build of ocd which containsdebug code. ocdbug has to be run
from the shell with all the arguments that would normally come from the
dp file entered on the command line: apart from -d, the arguments are the
same as the ocd arguments. The -d option specifies the level of
debugging messages.

MilitaryStandards and Request for Comment Documents
To obtain information about available MIL-STD specifications, contact:

Department of the Navy
Naval Publicationsand Forms Center
5801 Tabor Avenue
Philadelphia,PA 19120-5099

To obtain information about available RFCs, contact:

Network InformationCenter
SRI International
333 RavenswoodAvenue
Menlo Park, CA 94025
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Installation Steps

2

Installing ARPA Services

This chapter describes how to install the HP 9000ARPA Services product on your
system.

Note Ifyou have already installed ARPA Services: When you update
your system to a new revision of the ARPA Services software,
refer to the installationinstructions in the “Read Me First”
document.

Installation Steps
To install theARPA Services product, perform these steps in order:

1. Update your networkmap.

2. Install the ARPA Services software.

3. Configure themappingofhost names to addresses.

4. Configure the ARPA Services software.

5. Reboot your system.

6. Check the ARPA Services installation.
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2. Installing the ARPA Services Software

Each step is described in detail in this chapter.

1. Updating Your Network Map

Before you install the ARPA Services product, it is important to take the time to
update your networkmap to indicate that ARPA Services is installed on your
node. A networkmap provides you with information about the configurationof
the computerson the network. As node manager, it is your responsibility to keep
the networkmap up to date whenyou add or delete computersor make cable
changes.

Refer to your link installation manual for information about creating and
maintaining a networkmap.

Note If you are using HP’s OpenViewNetworkNode Manager to
maintain a map ofyour network:After you configureARPA
services on your node and generate network traffic, your node will
be discovered automatically and added to the map.

2. Installing the ARPA'Services Software
Before you begin to install the software, make sure you have the correct operating
system on your computer. The HP-UXoperating system, the required link software,
and the ARPA Services softwaremust all be the same version.You can checkyour
HP-UX operating system version with the uname -r command.
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2. Installing theARPA Services Software

To install the ARPA Services software, use the HP-UX update program.This
program installs the ARPA Services file set. Because installing ARPA Services
requires no kernel changes, the update programdoes not generate a new kernel
whenyou install.

The update program is fullydocumented in theHP-UX SystemAdministration
TasksManual.You should read this manualbefore using the update program to
install the ARPA Services software.

Files Created During Software Installation

The following daemons and servers are createdwhen the ARPA Services software
is installed:

mhod The daemon processthat maintains the database used by the
who and ruptime services

sendmail The Simple Mail Transfer Protocol (SMTP)daemon

ftpd The File Transfer Protocol (FTP) server

remshd The remote shell server

rexecd The remote executionserver

rl ogi nd The remote login server

tel netd’ The Telnet Protocol server

tftpd The Trivial FileTransfer Protocolserver

fi ngerd The Finger Protocol server

named The BIND name server daemon
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2. Installing the ARPA Services Software

gated

bootpd

ocd

The dynamic routing daemon process

The Bootstrap Protocol (BOOTP) daemon

Outbound connectiondaemon (for DDFA). ocdebug is the
outbound connectiondaemon in debug mode for DDFA.

An additional daemon, inetd, is used by the ARPA Services. This daemon is
providedby the link product and is started by /etc/netl i nkrc.

The ARPA Services initialization script (/etc/netbsdsrc) starts rwhod, gated,
named, and the sendmail daemons (if they are executable).Other ARPA Service
servers are started on demandby inetd. letc/netbsdsrc is invoked from the link
initialization script letc/netl i nkrc.You do not need to change letc/netbsdsrc
unless you want to enable mhod or gated.

Note All of the files and directoriesneeded to use the BIND name
service, gated, and sendmail are provided when the ARPA
Services software is installed. Because the BIND name service
and gated are both optional, configuration information is not
documented in this chapter.

, Ifyouwant to configure the BIND name server, read Chapter 4,
“Configuring and Maintaining the BINDName Server,” after you
complete the steps described in this chapter. To configure gated,
read Chapter 5,‘“Configuring gated,” after you complete the steps
described in this chapter.

Because it may not be appropriate to use sendmail on all systems,
sendmail installation and configurationinformation is not
documented in this chapter. Ifyou want to install and configure
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3. ConfigureHost Name to AddressMapping

sendmai 1, read Chapter 6, “IntemetworkMail Routing,” after
you complete the steps described in this chapter.

All of the daemons and serversprovidedwith the ARPA Services product are
described in detail in “Daemonsand Servers” in Chapter 3, “Administering ARPA
Services."

3. Configure Host Name to Address Mapping

Host name to address mappingrefers to the way in which your system determines
a network address when it is given the name of a host.

Avoid assigning duplicate IP addresses whenever a PC or
workstation is moved or assigned a new owner. Keep a written
recordof the ownerof each device’s IP address. If a duplicate IP
address were assigned, messages would show up at a timed
interval whenever either one of the nodes that has one of the
duplicate addresses attempts to connect to another node orwhen
another node attempts to connect to one of the nodes that has a
duplicate address. If there is nowritten record ofwho has the
duplicate address, it can be difficult to notify the owners of the
duplicateaddresses to correct the problem (especially if the IP
address is on a PC).

ChooseMapping Method

HP-UX provides three ways of mapping host names to addresses:

IBIND
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3. Configure Host Name to AddressMapping

I NIS (NetworkInformationService)

I /etc/h05t5

Ifyou configure the BIND name server, the name server is used to resolve all host
names and intemet addresses. If the name server is not configured and you have
configured the NIS (Network InformationService), N18 is used for this purpose.If N18 is not configured, /etc/hosts is used.

Configure Mapping

To configureyour host name to address mapping, refer to the appropriate
documentation:

I For BIND,see Chapter 4 in this manual.

I For NIS, refer to Installing andAdministering NFS.

I For /etc/hosts, refer to the next section in this chapter, “4. Configure
the ARPA Services Software”.

VerityMapping

To verify howyour system is mapping host names to addresses, use the nsl ookup
utility, which is included in the ARPA services.

In the following examples, nsl ookup is used to determine the address of a host
named hpcndr.

When the system is using BIND, an nsl ookup looks like the following:
5 nslookup 1pcodr
Name Server: lpcodav.cod.lp.com
Address: 15.19.8.60

Name: lpcodr.cod.lp.com
Address: 15.19.8.119

2-6 Installing ARPA Services



4. Configure the ARPA Services Software

When the system is using NIS, an nsl ookup looks like the following:

3 nslookup lpcodr
Default YP Server: lpcodbm
Address: 15.19.8.65
Aliases: lpcodbm—cod

Name: lpcodr
Address: 15.19.8.119
Aliases: lpcodr-cod. lpcodr.cod.lp.com

When the system is using /etc/hosts rather than BIND or NIS, an nsl ookup
looks like the following:

3 nslookup lpcodr
Using lets/hosts on: lpcodav.cod.lp.com

Name: lpcodr
Address: 15.19.8.119
Aliases: lpcodr-cod, lpcodr.cod.lp.com

4. Configure the ARPA Services Software
Most of the configurationfiles used byARPA Services are provided when link
software is installed, or are created during link configuration. With the exception
of /etc/hosts, no further editingof the files is necessary.

The following are configurationfiles used byARPA Services:

[etc/servi ces A configurationfile that associates each service name and
aliases with the port number and protocol that each service
uses.

/etc/protocol 5 A configuration file that contains the protocol namesof all
the protocolsknown by the local host.
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4. Configurethe ARPA Services Software

/etc/netbsdsrc

/etc/inetd.conf

A configurationfile that starts the gated, named, rwhod, and
sendmail daemons. .

The configurationfile used by the ARPA Services/9000
daemon inetd.

/usr/adm/1' netd . secAsecurity file that can be used by the ARPA Services/9000
daemon inetd.

/etc/ hosts A configurationfile that contains the internet addresses,host
names and aliases of remote hosts on the network.

/etc/networks A configurationfile that contains the network addresses and
names of networks known by the local host.

/etc/ddfa/dp A text file that contains informationfor DDFA to set up and
manage a connection to a specified DTC port.

/etc/ddfa/ pc 1’ A configurationfile used byDDFA to configureDTC port
parameters.

Note Configurationfiles for the BIND name service are explained in
. Chapter 4, “Configuring and Maintainingthe BINDName
Server.” Configurationfiles for gated are explained in Chapter 5,
“Configuring gated.” Configurationfiles for sendmail are
explained in Chapter 6, “Intemetwork Mail Routing.”

Configuration Tasks

The following taskmust be performedto configure theARPA Services software:

I Edit the /etc/hostsconfigurationfile. The /etc/hosts file associates
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4. Configure the ARPA Services Software

database.

. Ifyoumust go through a gateway to reach the remote system that you are
adding connectivity informationabout, SAM will prompt you for the
gateway’s hostname and IP address. With this information,SAMwill
automaticallyconfigurethe necessary routing (by executing an
letc/route add host command and adding it to letc/netl i nkrc).

I Ifyou use only one gateway to reach all systems on other parts of the
network, use the Modify DefaultGateway action (under the Internet
Connectivity screen of the Remote Connectivity area) to avoid'having to
enter the same gateway informationevery time SAM prompts you for it.

The following steps tell how to use SAM to automatically add entries to
/etc/hosts:

1. At the HP-UX prompt, type: sam

andwait for SAM’s main menu to appear.

2. Select the Networki ng/Communi cati ons menu item.

3. Select the Remote System Connectivitymenu item.

4. Select the Internet Connectivitymenu item.
5. Select‘theAdd action.

Note The Remove action lets you delete /etc/hosts file entries. Ifyou
have to reach the remote system through a gateway, this action
also removes the associated /etc/route add host commandfrom
the letc/net'l i nkrc file.

6. Fill in the form according to its instructions. View the help screens for
information about filling in the form. ‘

2-12 installing ARPA Services



4. Configure the ARPA Services Software

7. Select apply to enter additional names of systems to be configured (use
apply as a shortcut to remain in the add screen). Then, press OKwhen you
are done with the screen.

8. Repeat steps 4 through 7 to add connectivity to more remote systems.

9. Exit the Internet Connectivity screen by selecting Exi 1'. from the List
menu. From the Remote System Connectivity screen, select Exi t SAMto
exit from SAM.

Verification

To view the list of remote systems you may communicatewith, type the following
command at the HP-UX prompt:

more late/hosts

To verify that /etc/hostsis being used to do host name to address mapping,use
nsl ookup as described1n the previous section, “3. Configure Host Name to
AddressMapping.”

To view the destinations reached through gateways and the gateways used to
reach those destinations, type the following commandat theHP-UX prompt:

netstat -r

The listing from this command may appear slowly, as it attempts to find the names
associated with the network addresses used to perform routing.

To verify that you can communicate with a remote system via ARPA Services, see
the “Checking the ARPA Services Installation”section at the end of this chapter.

Installing ARPA Services 2-13





4. Configurethe ARPA Services Software

alias(es) ”The common name or names for the node. An alias is a
substitute for oflicial_host_name. Alias names are optional
and are not supported by all the commands that use
letc/host5.

Mapping Verification

To verify that /etc/hosts is beingused to map host names to addresses,use
nsl ookup as described in the previous section, “3. ConfigureHost Name to
AddressMapping.”

Example

The /etc/hosts entry for a nodewith the address 19245365, the official host
name hpdxsg, and the alias namebullfrog looks like the following:

192.45.36.55 hpdxsg bullfrog

Format for [etc/hosts
- Lines cannot start with awhite space (tabs or blanks).

u The fields can have any number ofblanks or tab characters separating
them.

I Commentsare allowed and are designatedby a “#” in front of the
comment text. '

u Trailing blanks and tab characters are allowed.

I Blank lines are allowed.

Permissions

The /etc/hosts file shouldbe owned by user root, group other and have 0444
(r—r—-r-—) permission.
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Example

The /etc/inetd . conf entry for a service with the following:
The service name ftp.
The socket type stream.

The protocol top.

The wait/nowait value nowait.
The user permissions of root.

The server path name /etc/ ftpd.
The server programarguments ftpd - 1.

looks like:

ftp stream tcp nowait root letc/ftpd ftpd -1

Format for /etc/inetd.cont

Follow these guidelines when formatting /etc/i netd . conf:
Each fieldmust be separated by one or more spaces or tab characters.

Entries can be continued to the next line if the first line terminateswith a
backslash (\) followed by a newline.
Comments are allowed .and are designatedby a pound sign (it) in front of
the comment text.

- Trailingblanks and tab charactersare allowed.

- Blanks are allowed.
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also installed the NFS Services product, an entrymay contain a valid
network group name.

. Host names can contain any characters exceptblanks, tabs, comment
characters (#), or newline.

I Ifyou have also installed the NFS Services product, networkgroup names
must be precededby the characters +@ or -@. See the explanationbelow.

I Ifyour system is a memberofa diskless cluster, you may use °/a to
represent all hosts in the cluster (the root server and the cluster nodes).

An entry in /etc/hosts .equi v takes the following form:
host_name

host_namecorresponds to a valid official host name as returned by
gethostbyaddr. For an explanation of how official host names are determined,
refer to gethostent in section 3N of the HP-UXReference.

Ifyou have also installed the NFS Services product, an entry in /etc/hosts . equiv
can also take the following form:

. . .+@graup

. . .-@group

...+
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Select the Networking/Communicati ons menu item.
u

.N

Select the Security menu item.

.5 Select the Remote Logi n menu item.

5. Select the Add action.

6. Fill in the form according to its instructions. View the help screens for
informationabout filling in the form.

Note Ifyou are the super-user, the Requi red choicedeletes all
SHOME/. rhosts file entries for the remote system you specify.
Use this choice to removeunwantedentries.

7. Select apply to enter additional names of systems to be configured (use
apply as a shortcut to remain in the add screen). Then, press OK when you
are donewith the screen.

8. Exit the Remote Login screen by selecting exit from the List menu. From
the Security screen, select Exit SAM to exit from SAM.

Verification

To view the list of remote systems whose users are allowed to bypass password
security on your local host, type the following command (as super-user) at the
HP-UX prompt:

more SHOME/ . rhosts

You may also perform steps 1-7of the previous procedure, and enter the
hostname of a remote systemwhose list ofusers you want to see.

Manually Creating $HOME/.rhosts

Follow these guidelines when creating $HOME/ . rhosts:
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Each SHOME/ . rhosts file shouldbe ownedby the user, with 0600 (-rw )
permission. The user’s home directory shouldbe protected so that no one else can
read it. Even if users do not want to use an. rhosts file, it is important to
write-protect their home directoriesso no one can create an .rhosts file'in
someone else’s directory and then have unauthorized permissions to use that
account.

Caution This file creates a significant security risk.To disable its use on your host,
refer to "DisablingUse of $HOME/.rhosts" later in this chapter.

For more informationon SHOME/ . rhosts, refer to the hosts . equiv entry in
section4 in theHP—UXReference.

Creating $HOME/.netrc

$HOME/. netrc files can be created and configuredby any user. This file is used to
specify login names and passwords to remote hosts so that rexec and ftp can
executewithout prompting the user for a password.

Format for SHOME/metrc

I Each entry contains a valid host name, a remote login name and an
optional password. (These are each preceded by a keyword). Ifyou do not
specify a password, the service prompts for one. If there is no password
for the user name, press when the prompt appears.

. The fields are separated by tabs, commas, or blanks.

I Each host name is followed by only one logical name and password.

An entry looks like:

machine h0st_name login remote_login_name password password
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Example

The $HOME/ .netrc entry for the remote account:

I On the host hpdxsg.

I With the login name carolyn.

I With the password driveway.

looks like:

machine hpdxsg login carolyn password driveway

For information about other items that may be included in the $HOME/ . net rc file,
refer to theHP—UXReference.

Permissions

Each SHOME/ .netrc file shouldbe ownedby the user, with 0600 (-rw )
permission. The user’s home directory shouldbe protected so that no one else can
read it orwrite to it.

Note Using $HOME/. netrc creates a serious security risk. Passwords in
this file are unencrypted.

For more information,refer to the netrc entry in the fourth section of the HP-UX
Reference.
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5. Rebooting Your System
After you have completed Steps 1 through 4 (as shown in the“InstallationSteps”
section), you are ready to reboot your system with the ARPA Services product
configured and initialized. Once rebooted, the ARPA Services productwill be
running.

To reboot your system, use the following shell script:

[etc/shutdown -r

6. Checking the ARPA Services Installation
Once yourARPA Services software is installed, configured, and initialized, ensure
that the software is operating correctlyby performingthe following tasks:

. Ensure that theARPA Services are actually installed. To do this, invoke
the ftp program by typing ftp on the command line. For more
information, refer to the ftp entry in section 1 of the HP-UXReference.

I Ensure that i netd correctlystarts the servers on your local host by using
ftp to the local host.

For example, ifyou just installed ARPA Services on the host neptune, do the
following:

3 ftp neptune
Connected to neptune.

Ifyou successfully connect to the local host from the local host, inetd is correctly
starting the ftp server. If this fails, ensure that inetd is running.To do this, issue
the command:

/bin/ps ~ef I fgrep inetd
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Ifyou do not see an entry for 1' netd, start it by typing /etc/1' netd on the
command line. Remember,youmust be super-user to start /etc/i netd. Then try
ftp again.

If ftp fails again, refer to the troubleshootingsectionof either the LAN or X25
installation manual.
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3

Administering ARPA Services

This chapter provides informationfor administering the ARPA Services product
on your system. The information is presented in two sections:

I Daemonsand Servers.

I System Log Files.

“Daemons and Servers" provides a quick reference list of the daemons and servers
that are provided with the ARPA Services product. "System Log Files" describes
how to configureand maintain log files for ARPA Services.

Daemons and Servers
This section describes the daemons and servers used byARPA Services.

Daemons

The following daemonsare used by the ARPA Services product:

rwhod The daemon process that maintains the database used by the
who and ruptime services. (who and ruptime are not
supported on X25 networks or networksusing the PPL
(SLIP) product.)

sendmai l The Simple Mail TransferProtocol (SMTP) daemon.
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rwhod checks the state ofyour host and constructsstatusmessages, which it
broadcasts on the network. These status messages are generated by rwhod every180 seconds. The daemon listens on the network for status messages broadcast by
rwhod daemons on remote hosts. When these messages are received, rwhod
records them in a database offiles in /usr/spool / rwho. The files are named
whod . hostname, where hostname is the name of the remote host from which the
status information came.

Because UDP broadcastsdo not go through gateways, who and rupti me do not
report status for hosts that can only be reached through a gateway.

Status information collectedby mhod for the local host and from each remote
host includes the following:

I System load average.

a Host name as returned by gethostbyname.

- Users logged-in.

. Time of last activity for logged-in users.

For more information on rwhod, see the who entry in theHP-UXReference.
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inetd Daemon

The inetd daemon is a master server for all the ARPA/BerkeleyServices TCP
connections. It invokes the network serversupon demand, and therefore reduces
the system load on your host and provides a moremaintainablenetwork
configuration.When a connection to a particularservice is requested, inetd
creates a connection and invokes the server for that service.

The i netd daemon is started (with no options) by the link initializationscript
/etc/netl i nkrc when the system is started. After inetd is started, it reads two
configurationfiles: /etc/i netd . conf to determinewhat services to support, and
/usr/adm/ 1' netd . sec to determinewhich security checks to perform. (The
/usr/adm/1' netd . sec file is optional).

Ifyou want to write your own service and want to tie it in to i netd, refer to the
Berkeley IPCProgrammer’s Guide.

For more informationon inetd, see the inetd entry in section 1M of the HP-UX
Reference.

Note inetd is also used by the NFS Services product. Refer to Using
andAdministering NFS Services ifyou are using NFS Services.
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Servers
The following servers are used by the ARPA Services product:

remshd The remote shell server.

rl ogi nd The remote login server.

rexecd The remote executionserver.

fi ngerd The Finger Protocol server.

tel netd The Telnet Protocol server.

ftpd The File Transfer Protocol (FTP) server.

tftpd The Trivial File TransferProtocol (TFI'P) server.

bootpd The Bootstrap Protocol (BOOTP) server.

For more informationon tftpd and bootpd, see chapter 7, "Configuring TFI'P
and BOOTP Sewers.”

Administering ARPA Services 3-5







Daemons and Servers

Now any $HOME/. rhosts files are ignored, and only letc/hosts .equi v is used to
determine equivalenceof remote hosts and users.

Remote Execution Server

The remote execution server, called rexecd, is the server for the rexec library
routine. It provides remote execution facilities with access based on user name and
password.

rexecd is called by inetd when a connection request is made for the port assigned
to this library routine.

To use rexecd, the following entry must be in /etc/ 1' netd . conf:

exec stream tcp nowait root /etc/rexecd rexecd

A user name can be specified instead of root, since rexecd does not require
super-user privileges. However, make sure that the permissions of the user names
are adequate for anythingyou wouldwant rexec to access on the remote host.

This entry is already configured in the default /etc/ 1' netd . conf file shippedwith
the link product.

For more informationon rexecd, see the rexecd entry in section 1M of the
HP-UXReference. '
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For more informationon tel netd see the tel netd entry in section 1M of the
HP—UXReference. Included in this entry is a complete list of error messages.

Internet File Transfer Protocol Server

The intemet file transfer protocol server, called ftpd, is the server for ftp. It
provides a file transfer facility with access based on user names and passwords.

ftpd is called by inetd when a connection request is made for the port assigned to
this service. ’

'

To use ftpd, the following entrymust be in letc/i netd . conf:

ftp stream tcp nowait root /etc/ftpd ftpd

This entry is already configured in the default /etc/i netd . conf file shippedwith
the link product.

Note ftpd uses the $HOME/ . netrcfile if it exists. Remember that this
file creates a serious security risk.

Altering the ftpd Timeout

ftpd times out an inactive session after timeout seconds. The default timeout
value is 900 seconds.

To alter the ftpd timeout, add:

-t timeout

where timeout is an integer that indicates seconds after ftpd in the following line
in the letc/inetd.conf file:
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ftp stream tcp nowait root late/ftpd ftpd

For example:

ftp stream tcp nowait root /etc/ftpd ftpd -t75

sets the ftpd timeout to 75 seconds.

For more informationon ftpd see the ftpd entry in section 1M of the HP-UX
Reference. Included in this entry is a complete list of error messages.

Enabling ftpd Logging

You can configurethe ftp server ftpd to log messages about logins, login failures,
and anonymous ftp activity. To enable this logging, add the —1 option to ftpd1n
/etc/1netd conf. For example:

ftp stream tcp nowait root /etc/ftpd ftpd -l

For more informationon ftpd, see the ftpd entry in section 1M of the HP—UX
Reference. Included in this entry is a complete list of error messages.

Anonymous ftp Account

If an anonymous ftp account is required on some hosts, you will need to set up
the directorieson these hosts to make this possible. An anonymous ftp account
has the directory structure shown in Figure 3-1:

The system administratorcan permit public access or anonymous ftp. If this has
been set up, users can access the anonymous ftp accountwith the user name
anonymous or ftp, and any non—nullpassword (by convention, the client host’s
name). ftpd does a chroot (see chroot in the HP—UXReference) to the home
directory of the user ftp, thus limiting anonymous ftp users’ access to the system.
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Select the Anonymous FTPmenu item.

Select the Enable action.

Fill in the form according to the characteristicsyouwant the public
account to have. View the help screens for informationabout filling in
the form.

Select OK to enter the changeor Cancel to cancel when you are donewith
the screen.

Repeat steps 5 through 7 to allow other remote systems’ access to a public
ftp account on the local system.

Exit the Services Enable/Disablescreen, by selecting Exit SAM to exit
from SAM.

Verification

To view the public ftp account’s directorystructure, type at the HP-UX prompt:

ll -R /users/ftp

You should see subdirectories called bin, etc, and either or both of pub and di st...
To verify that a public login has been created for ftp access to your local host,
type the following command at the HP-UX prompt:

grep "ftp' /etc/passwd.

This command should retrieve and display an entry for the ftp public login.

Undoing

The following steps tell how to removepart or all of the public ftp account:

At the HP-UX prompt, type:

8am

and wait for SAM’smain menu to appear.
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2. Restart sysl ogday sending it a SIGHUP (kill -1). For example:
kill -1 'cat/etc/syslogd.pid'

Enabling the Log File for inetd Connection Logging
inetd can log connection requests to configuredservers. It logs successful
connections at the information level and unsuccessful connection attempts at thenotice level.

To enable inetd to log connections,add the -l option to the inetd command in
letc/netl 1' nkrc. Then,when inetd is running, you can enable or disable
connection logging with the following command:

/etc/inetd ~l

Reconfiguring the Log File for inetd
If i netd is already active and you change the networkconfigurationby changing
inetd . conf, execute 1' netd -c. This option has the same effect as sending a
SIGHUP signal (ki ll —l) to the inetd process. If the inetd daemon is not already
running, an error message is returned to standardoutput.

To kill inetd, type the following command:
inetd —k

This option is the same as sending a SIGTERM signal (ki l l -15) to the inetd
process. '
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Note You should not use kill -9 for killing inetd. Using ki 11 -9
produces the inetd error message “Unable to close semaphore,”
(see the ‘i netd entry of the HP-UXReference) and may cause
problemswhenyou restart inetd without rebooting.

Ifyou do kill inetd with SIGKILL (kill -9), execute an inetd —k

command. This command resolves the semaphore problem and
eliminates the need to reboot.
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Configuring and Maintaining theBlND
Name Server

The Berkeley Internet NameDomain (BIND)Name Server provides a distributed
networkinformationlookup service. It allows you to retrieve hostnames and
intemet addresses for any node on the network. It also provides mail routing
capability via a list of hosts that will acceptmail for another host. .

This chapter includes the following sections:

I Key Terms.

I Overview of the BINDName Service.

I Setting Up theBINDName Service.

I Creatingand Registeringa NewDomain.

I NameServerData Files.

I Configuring Name Servers.

I Startingthe Primary Server.

I Maintaining Network and DomainData Files.

I Delegatinga Subdomain.

I Configuring a Root Server.

I Using Other Options.

I Troubleshootingthe BINDName Server.
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You cannot use SAMto configure a BIND name server.

Note Ifyou configure the BIND name server (either by itselfor ifyou
also configure the NFS Network InformationService (NIS), the
name server is used to resolve all hostnames and internet
addresses. If the nameserver is not configured and you have
configuredN18, N18 is used for this purpose. Ifyou have not
configuredN18 or the BIND name server, /etc/hosts is used.
Figure 4-1 illustrates this algorithm. ' '

is BIND
configured? Use BIND

Use NlS

letc/hosts

Figure 4-1. ResolutionAlgorithm

42 Configuring and Maintaining the BIND Name Server



Key Terms

KeyTerms

Key Terms

authority For a BIND name server, “authority” means that the server
has the most complete and accurate information for a
domain.

BIND Acronym for BerkeleyInternet Name Domain.BIND is the
Berkeley implementationof the DomainName System
(DNS).

bind 1) The process by which a client locates a specific server and
directs all requests for data to that serverbind.

2) The process of establishing the address of a socket so
other sockets may connect to it or send data to it.

BIND resolver Builds queries (for hostnames, internet addresses, or other
information)and exchanges themwith a name server.
Resolver routines are in l i bc . a and are compiled into every
programthat uses gethostbynameor gethostbyaddr.

canonical The official hostname, as opposed to an alias.
name
Domain The DomainName System (DNS) has three components: a
Name restructured name space and the data associated with the
System (DNS) names, name servers, and resolvers. The DNS is fully

described in RFC 1034 and RFC 1035. Compressedcopies
of these RFCs are located in /usr/doc.
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Key Terms

Requests for These documentsare the “working notes” of the Internet
Comment research and developmentcommunity. Theydescribe
(RFCs) computer communication-relatedtopics, and may contain

anything from meeting reports to standard specifications.
secondary A name server authoritative for one ormore domains. It
name receives its data for a domainover the network from
server another master server. At boot time, the secondary server

either reads zone data from its disk (if it has backed up the
data), or requests the data for the given zone from a master
server.

subdomain A domainwholly containedwithin a larger domain. For
example, div .inc.com is a subdomain of inc . com.

zone ,
A zone is any subsetof the hierarchical name tree which is
administeredunder a single authority. Each zone is at least
one level deep in the hierarchical tree and may span several
levels. The top of the zone is the domain. The bottom of the
zone is the bottom of the tree or where a subdomain is
delegated.A zone defines limits of authority and defines the
data transferred to a secondaryname server during a zone
transfer.

Overviewof the BIND Name Service
This section presents an overview of the components,benefits, and functionality
of the BIND name service. The BIND name service is an implementation of the
DomainName System (DNS). The DNS consists of three parts: the name space
itself, which is abstract and conceptual; and the name server and the resolver,
which are the softwarecomponents that allow you to use the DNS.
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Refer to RFC 1034 and RFC 1035 for a complete explanationof the DNS
database format and domain namestructure. These RFCs are in /usr/doc.

Name Servers

BIND name servers provide users of the DNSwith access to the host information
in the domaindatabase.Primary and secondaryname servers are authoritative for
a particular subset of the data. However, they can resolve names outside that
subset. To resolve outsidenames, they need only the internet address of the root
name server. The root server can then provide the names and IP addressesof
name servers authoritative for other subsets.

Name servers are daemon processes that answer queries from BIND resolvers and
other name servers. They perform three primary functions:

1. Mappinghostnames to internet addresses.
2. Mappinginternet addresses to hostnames.
3. Facilitating internetmail routing.

Resolvers

BIND resolvers are the programmaticinterface to the name server. They consist
of a set of library routines that query name servers for data. If a name server is not
running locally, resolvers read the intemet addresses of the name servers for their
domain from a configurationfile, letc/resol v . conf. Resolvers perform general
lookups.

BIND Name Server versus Network Information Service
The BIND name server and the NFS Network InformationService (NIS) provide
similar services. Table 4-1 compareswhat each has to offer.
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Setting Up the BIND Name Service
The following is an overview of the tasks youmust perform to configure the BIND
name service on your network. Each step is described in the pages following this
list.

I Create and Register a New Domain (for first-timesetup only).

. Create Domain Data Files.

I Configure the Name Servers.

. Set the Local Domain.

I Start the Name Servers.

. MaintainNetwork and DomainData Files.

Optional steps include: delegating a subdomain, configuring a root server, and
using other options.

Note After configuring the BINDname service on your network, the
following failures may occur: (1) rep and remsh may fail with
“permission denie ” messages. (2) rl 091' n may prompt you for a
password. These problems are the result of switching to domain

'

names. To correct these problems, youwill need to update other
network files. Instructionsare given in the section titled
“UpdatingNetwork-RelatedFiles.” After you configure the
BIND name service, sendmail will use the name server’s MX
(mail exchanger) records for mail routing. Refer to the
“InternetworkMail Routing”chapter for details on sendmai l .
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Creating and Registering a New Domain
This section is intended only for users planningto set up a new domain. Ifyou are
interested in adding servers to an existing domain, skip to the section titled “Name
Server Data Files.”

To set up a new domain:

Ifyour organizationalready has a domain on a public network, the person
in chargeof the domain should be able to set up a subdomain for you.
Ifyour organizationdoes not have a pre-existing domain and youwant to
set up a new domain on a public network, the site administratorshould
request a domain registrationform from the organization in charge of
that network.Public network contacts are listed in Appendix A. Note that
if your organizationbelongs to several networks, it should registerwith
only one.

Ifyour organizationhas a private network,you may set up domains
without registering them.However, we suggest that you followARPA
naming conventionsin case you later decide to join a public network.

ARPA namingconventions:

Use only letters (A-Z), digits (0-9), and hyphens.

Make individual labels 63 charactersor less, and complete names 255
characters or less. (A label is a component of a complete name, such as
at‘thur or cs.) For ease of administration, we recommend avoiding
individual labels longer than 12 characters.

If a host connects to more than one network, it should have the same
name on each.

No distinction is made between upper and lower case letters.

Do not use blanks.
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I Ifyouwant the benefits of a name server but do not want to maintain
authoritativedata, you maywant to set up a cachingonly server.

. PCs, workstations that do not want to maintaina server, and other small
networked systems should use a remote server. In addition, cluster nodes
should use the cluster server as their remote server.

Information on configuring each of these server types appears in the section titled
“ConfiguringName Servers.”

Considerations for Selecting Name Servers

Follow these guidelines when selecting a name server:

I Choose systems that are as independent as possible for redundancy.
These may include different powersourcesor cables.

I Choose systems that have the best Internet connectivity, such as their
gateway connections.

I You must have at least two master servers per domain: a primary master
and one or more secondary masters for redundancy. One servermay be
master for multiple domains: primary for some, secondaryfor others.

I Note that name servers for a particular zone need not physically reside
within that domain. In general, zones are more accessible to the rest of
the Internet if their name servers arewidely distributed insteadof on the
premises of the organizationthat manages the zone.
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Configuring Name Servers

1. domain followed by the default domainname. The domain entry is needed
onlywhen the hostname(hostname)of the local system is not a domain
name.

2. nameserver followed by the Internet address (in dot notation) of a name
server that the resolver shouldquery. Up to three name servers may be
listed here.

3. search followed by up to six domains separated by spaces or tabs. The
first domain in the search listmust be the local domain. The domain and
search keywords are mutually exclusive.

The following is an example of letc/resol v . conf:
domain Berkeley.Edu
nameserver 132.22.0.4
nameserver 132.22.0.12

Refer to the resolverentry in the HP—UXReference for more detail.

Note When the nameserver is unavailable, NIS or /etc/ hosts is used
for hostnameand address resolution.However,certain remote
server configurations may not detect that the remote name server
host(s) is unavailable and thuswill not useN18 or /etc/hosts for
lookups. The following configurationsmay exhibit this behavior:

(1) The remote server host is down.
(2) More than one remote server is listed in letc/resol v . conf
and all

the remote server hosts are unreachable.
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Starting gated

E. Major gateway

Set up /etc/gated.conf as follows:

rip yes {

interface 121.0.0.15 131.5.0.2 132.6.0.1 passive;
}: -

F. General Notes

B, D, and E pass routing informationamong themselves and update their routes
accordingly. C listens to the RIP conversationamong B, D, and E, and updates its
routes accordingly. If gateways D and E can both provide a path to a network but
the path through gateway D is shorter, nodes B, C, and Bwill use gateway Dwhen
routing packets to that network. If D goes down, E becomes the new gateway to
that network for nodes B, C, and E.

Starting gated
To start gated:

gated [~c] [-n] [-t [AickrthuRHCpB]] {-f conflile ] [tracefile]

Table 5-2 lists the commonly used command line options for gated.
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sendmail Overview

Features
sendmai 1 has or can be configured for the following capabilities:

System-wide mail address aliasing.

User-maintainablemailing lists.

User—controlledmail forwarding.

Automaticrouting to network gateways.

Message queueing for re-attempting failed mail deliveries.

Delivery of error message transcripts to senders from any unsuccessful
mail transfers.

An SMTP server for receiving networkmail transfers.

Access to the DomainName System (BIND).

Access to external name server programs.
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Troubleshootingsendmail

lusr/ l ib/sendnail -bt

For more informationabout address test mode, see the discussion and examples in
the “Sendmail ConfigurationFile” section.

Message Delivery
You can observe sendmai l ’s interactionwith the delivery agents to which it routes
a message by delivering themessage in verbosemode:

/usr/lib/sendmail -v address [ address ]

sendmail has interfaces to three types ofdelivery agents. In verbosemode,
sendmail reports its interactionswith them as follows:

I Mailers that use SMTP to a remote host over a TCP/IP connection
( [1 PC] mailers):

In verbosemode, sendmail reports the name of the mailer used, each
MX host (if any) to which it tries to connect, and each intemet address it
tries for each host. Once a connection succeeds, the SMTP transaction is
reported in detail.

I Mailers that run SMTP (locally) over pipes:

The nameof the mailerused and the command line passed to exec ( ) are
reported. Then the SMTP transaction is reported in detail. If the mailer
returns an abnormalerror status, that is also reported.

. Mailers that expect envelope information in the argumentvector and
expect message headers and body from standard input:

The nameof the mailerused and the command line passed to exec () are
reported. If the mailer returns an abnormal error status, that is also
reported.
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Contacting the sendmail Daemon
It is possible to talk to the sendmail daemon and other SMTPservers directly with
the command:

telnet host 25

This can be used to determinewhether an SMTP server is running on host. If not,
your connection attempt will return, “Connection refused.”

The SMTP VRFY command can be used to determinewhether the server can
route to a particular address. For example:

telnet furschlugginer 25
220 furschlugginer.bftxp.edu SMTP server ready
vrfy aen
250 Alfred E. Newman <aen@axolot1.bftxp.edu>
vrfy blemphemorb.poot
554 blemphemorb.poot: unable to route to domain morb.poot
quit
221 furschlugginer.bftxp.edu SMTP server shutting down

Note Not all SMTP servers support the VRFY and EX PN commands.
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At log level 11, formessages routed to [1 PC] mailers, sendmail also logs the MXhost to which themessage was forwarded (if any) and the internet address towhich the connectionwas made.
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ChapterOverview

ChapterOverview
The topics covered in this chapter include:

Key terms.

HowBOOTPworks.

ConfiguringTFI'P and BOOTP servers using SAM.

Configuring theTFTP servermanually.

Configuring the BOOTP servermanually.

Adding a BOOTP client manually.

Command options for using TFTP.

TroubleshootingBOOTP and TFI'P servers.
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CommandOptions for Using TFTP

Table 7-3. mp File TransferOptions

asci 1' Sets the TFI'P file transfer type to ascii. This is the
default type.

binary Sets the TFTP file transfer type to binary.
get remote-file [ Copy remote-file to local-file. If local-file is
local-file] unspecified, tftpd uses the specified remote- e

name as the local-file name. If local-file is specified
as “-”, the remote file is copied to standard output.

put local-file [ Copy local-file to remote-file. If remote-file is
remote-file ] unspecified, tftpd assigns the local-file name to the

remote- e name.
verbose When verbose is on, tftpd displays responses from

the server host. When verbose is on and a file
transfer completes, tftpd reports information
about the efficiency of the transfer.Enter the
verbose command at the tftpd> prompt to turn
the verbose setting on or off.
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To view the information that bootpd places in the bootreply,
enable a broadcastbootreply by addingthe ba tag to the client’s
/etc/bootptabentry. Use bootpquery to emulate the client’s
bootrequestwith the command:

bootpquery client’s_hardware_address -s server_name

bootpquery prints the reply it receives from the server, which
allows you to examine the vendor informationsuppliedto the
client. Remove the ba tag from the configurationentryonce you’ve
verified the correctnessof the bootreply.

Common tftpd Problems
Some of the problems in this sectionhave more than onepossible cause listed
under them.

Problem #1: The file transfer“timed out".

1a) Possible Cause The TFTP server, tftpd, is not starting.

1a) Symptom inetd connection logging is enabled (with the inetd -1 command)but
did not show any connection to the TFTP server.

In) Hints I Ensure /etc/ inetd.conf is configured correctlyas documented
earlier in this chapter.

I Ensure you have reconfigured inetd with the command inetd -c.

I As documented in "Configuring the BOOTP Server Manually,"
verify the server is working by using tftp to transfer a small file. It
might be helpful to try the transfer from another node on your
networkrather than from the server node itself.

I If the server still fails to start when the client attempts the file
transfer, thenyou probably have a connectivity problem.For
information about troubleshooting connectivity, refer to the link
product manual (e.g.,HP 9000LANLink installation) or the
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Error Logging

This section explains the error messages that bootpd logs via sysl ogd. The three
levels of error logging documented in this section include:

I Information log level.

I Notice log level.

. Error log level.

The bootpd debug level must be set for some of these messages to be logged. Set
the debug level using the -d option to bootpd.

Information Log Level

The following messages are logged at the sysl ogd information log level.

Message exiting after time minutes of inactivity

Cause If bootpd hasn’t received a bootrcquestwithin time minutes (the timeout
setwith the -t option), it issues this message and exits.

M68836 reading configurationfile
reading new canfigurationfle

Cause bootpd is readingor rereading configurationinformation from the
indicatedconfigurationfle.

Message read number entries from configuration _file

Cause Shows that bootpd successfully read number configurationentries,
including table continuationentries, from the indicated
configuration _file.
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Massage request from hardware address hardware_address

Cause bootpd receiveda bootrequest from a client with the indicated
hardware_address. This message is logged at debug level 1.

Message request from IP addr ip_address

Cause bootpd received a bootrequest from a client with theindicated
ip_address. This message is logged at debug level 1.

Message found ip_address hostname

Cause bootpd located informationfor the specified client in its configuration
database.This message is logged at debug level 1.

Message broadcasting reply on ip__address

Cause Shows the broadcast address that bootpd uses to replyto a client whose
configurationentryhas the ba flag. This message is logged at debug
level 2.

Message vendor magic field is magic_cookie
sending CMU-style reply
sending RFClO48-style reply

Cause Shows which vendormagic cookie was sent in the client’s bootrequest
and the correspondingvendormagic cookie used in the bootreply.These
messages are logged at debug level 2.

Message bootptab mt ime is time

Cause bootpd uses the indicatedmodification time to determine if the
configurationfile has beenmodified and should be reread. This message
is logged at debug level 3.
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Message bad subnet mask for host hostname

Cause The value for the subnetmask tag sm was incorrectlyformatted in the
configurationfile entry for hostname.

Message bad time offset for host hostname

Cause The value for the to= tagwas not a valid number.

Message bad vendor magic cookie for host hostname

Cause The vendormagic cookie was incorrectlyformatted.

Message bad reply broadcast address for host hostname

Cause The address given for the ba tagwas invalid or incorrectly formatted.

Message can 't f ind tc=label

Cause bootpd could not find-a table continuationconfigurationentrywith the
host field label.
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ChapterOverview

Troubleshooting ARPA Services———_.__—____
Troubleshooting data communicationsproblems may require you to investigate
many hardware and software components. Some problems can be quickly
identified and resolved. These include invalid software installation, version
incompatibilities, insufficient HP-UX resources,corrupt configuration shell
scripts, and programming or commanderrors. Other problems require more
investigation.

Once identified, most problems can be resolved by the programmer,user, or node
manager, using the suggestions in this chapter or the error messages documentedin the link installation manuals. However, there may be problems that you should
report to yourHewlett-Packardsupport contact.This chapter includes guidelines
for submitting an HP Service Request (SR).

ChapterOverview
The strategy and tools to use while investigating the software and hardware
componentsare provided in this chapter.

This chapter contains the following sections:

I Characterizingthe Problem.

I Diagnostic Tools Summary.

I Diagnosing Repeater and GatewayProblems.
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Diagnosing Repeater and Gateway Problems

Diagnosing Repeater and Gateway Problems
Ifyou are using a repeater and hosts on either side of the repeater are having
difficulty communicating with each other, a repeater subsystem failuremay have
occurred. In the illustrationbelow, all of the systems on side A are able to
communicate with one another. All the systems on side B are able to communicate
with each other. Ifcommunicationis cut from side A to side B, the repeater
subsystem is suspect for causing the fault, since it is the medium by which side A
and side B communicate.

Repeater Repeater
MAU MAU

LAN A 8 LAN\ l l l—_fll___l ;____]
Computer Computer Computer Computer

Repeater
UnitRepeater Repeater

céi'A ' AU!
a e ,.

Side A “we B
Side B

Figure 8-1. TroubleshootingNetworks that Use Repeateb
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The same concept holds for communication through a gateway. Ifyou suspect a
gateway problem, try the following procedures:

. To determine ifyou are set up to communicatewith the desired node,
execute:

netstat —r

I To obtain routing statistics, execute:

netstat -rs

The statistics could indicate a bad route, suggesting a problemwith a gateway
node. If so:

- Checkwith the nodemanager of the gateway node to ascertain proper
operation of the gateway.

I You can detect problems with the X25 line by the number of errors
shown whenyou execute:

x255tat —f —d /devicefile

For more informationon troubleshootinggateways, refer to the appropriate link
manual. For informationon repeaters, refer to the HP—PB IANInterface
Controller (LANIC) InstallationManual.
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Flowchart Format

The flowcharts in this chapter each have a correspondingset of labeled
explanations. You can follow the flowcharts alone or follow the flowcharts and
read the explanationsformore detail. The explanationsare on the pages which
follow each flowchart.

Startofflowchart n; rc-cnter current flowchart

Make a decision

Performan action

(:f> Go to and enter flowchart n

Exit flowchart
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Troubleshootingthe ARPA/BerkeleyServices
When troubleshootingproblemswith the ARPA/BerkeleyServices, you need a
reference point towork from. For example, does the problem exist on the remote
system or on the local system? However, the terms “local” and “remote” are
limited in their descriptionof complex communications, such aswhen a local
system logs onto a remote system and then the remote system logs back onto the
local system. At that point,which is the local system and which is the remote
system?

A better solution is to use the terms client and server. The term client refers to a
process that is requesting a service from another process. The term server refers
to a processor host that performsoperations requested by local or remote hosts
that are runningclient processes.

HP has implemented a “super-server”known as the intemet daemon, inetd. This
program acts like a switchboard; that is, it listens for any request and activates the
appropriate server based on the request.

A typical network service consists of two cooperating programs. The client
programruns on the requestingsystem. The server programruns on the system
with which you want your system to communicate. The client program initiates
requests to communicate. The server programaccepts requests for
communication. For example, the network service rl 091’ n is the client program
that requests a login to a remote HP-UX or UNIX system.When the request to
login is receivedon the remote host by 1‘ netd, inetd invokes the server program
for rl 091'n called rl 091' nd to handle the service request.

ErrorMessages
The error messages generated by a service as seen on the client can be generated
by the client or the server. Error messages from the client occur before a
connection is completelyestablished. Error messages from the server occur once a
connection is completelyestablished.
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Wheneveryou receive an error message, follow the corrective action supplied in
the sectionof the HP-UXReference for that service. The error message is
preceded by the name of the service. Table 8—2 shows the appropriate section of
the HP-UXReference to refer to for a description of the error messages:

Table 8-2. ReferencePages for ErrorMessages

telnet telnet telnetd
ftp ftp ftpd
rlogin rlogin rlogind
remsh remsh remshd
rcp rep remshd

ruptime ruptime rwhod
rwho rwho rwhod
ddfa user application ocd

If the server or the client is not an HP 9000 computer, refer to the appropriate
user’s manual or system administrationmanual for that system. There is not a
standard naming conventionfor servers or processes that activate the servers;
however, you should be able to fmd the information in the system’s
documentation. '

Services .Checklist
1. Did you answer the questions in the troubleshootingchecklist at the

beginning of this chapter?

2. Run the service to your own node. To do this, your node name and
intemet address must be in the letc/hosts file. If the server is successful,
then the client and the server halves of the service operate correctly. This
provides a startingpoint to determinewhere problems are occurring.
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Assumplions

1B 1

List current
servers

1C Server
exist fer
service

1D1

Check for
lnternet daemon

103 104
Start *Qinternet daemon

lD 102 Grep
——> message only

response

Files
correcl

yes yes

1E 1F

Reconfigure
internel daemonCorreci files

Figure $2. Flowchart 1. Checking for a Server
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2C2.

2C3.

2C4.

2C5.

2C6.

2D.

2E.

2F.

ZG.

2H.

Using ftp? Are you attemptingto use ftp? If you are, go to 2C3;
otherwise, go to 2F.

Access to ftp? If the user you are logging in as is listed in the
/etc/ ftpusers file on the server system, you may not use ftp to that
system. If you do not have access to ftp, go to 26.

$HOME/.netrcfile incorrect or non-existent? If this file is incorrect or
non-existent, it isnot used for the connection attempt. In particular, if
the file exists, check its mode bits, owner ID, and syntax.See the netrc
referencepage in section 4 of theHP—UXReference for more
information. If it is correct,go to 2H.

Fix SHOME/metrc. If the file is incorrect,malte correct ions t and go to
2C6.

Once thecorrectionsare made, repeat this flowchart beginning with 2A.

See node manager. If your system was deniedaccess to the server system
by the lusr/adm/inetd . sec file but you wish to use the server, contact the
nodemanagerof the server system and request access.

Go to Flowchart3. If you are using the Berkeley Services, go to
Flowchart 3 to begin troubleshooting the security for those services.

Telnet shouldwork. Ifyou have reached this point in the flowchart, the
telnet server exists and you have access to the system. If you are using
correct syntax, if the login password you are using exists on the server
system, and if none of the errormessages have solved the problem,
report the problemto your Hewlett-Packardsupport contact.

See nodemanager.You are not allowed to use ftp to access the server
system. Check with the node managerof the server system and request
that the appropriate user name be removed from the /etc/ftupusers file.

Ftp shouldwork. If you have reached this point in the flowchart, the ftp
server exists and you have access to the system. Ifyou are usingcorrect
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syntax and none of the errormessages have solved the problem,report
the problemto your Hewlett-Packardsupport contact.

2A

Determine number
of exnstmg
connections

Telnet
should work

2C5 2C6
Fix

~.HOME/.netrc

HOMELnetrc
incorrect or
n-existen

Ftp
should work

Figure 8-3. Flowchart 2. Security for ARPA Services
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3E1. Passwordprompt. You will receive a password prompt. Enter the
password for your remote user name.

3F. Permissiondenied. You do not have permission to access the user’s
account. Ask the user to add your local host and user name(s) to his or
her .rhosts file.

3A User .

" on server superuser
host as

yourself

Cannot access
_
Entry

.In server 3

file
?

$H_OME/.rhosrs
exrsts and has

3E 3E1

Password
rom ctUsing rlogin

?

10F

Permission
denied

Figure 8-4. Flowchart 3. Security: Berkeley Services
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Reporting Problemsto Your Hewlett-Packard Support Contact

This allowsyour support contact to determine if the problem is already
known, and if the correct software is installed at your site.

Record all error messages and numbers that appear at the user terminal
and the system console.

Save all network log files.

Prepare the formattedoutput and a copy of the log file for your
Hewlett~Packard support contact to further analyze.

Prepare a listing of the HP-UX I/O configurationyou are using for your
Hewlett-Packardsupport contact to further analyze.

Try to determine the general areawithin the software where you think
the problem exists. Refer to the appropriate reference manual and follow
the guidelines on gatheringinformation for problems. For ARPA
Services, refer to UsingARPA Services for informationabout the services.

Documentyour interim or “workaroun ” solution.The causeof the
problemcan sometimes be found by comparingthe circumstances in
which it occurs with the circumstances in which it does not occur.

Create copies of anyARPA Services or other trace files that were active
when the problemoccurred for your Hewlett-Packardsupport contact to
further analyze.

In the event of a system failure, a full memory dumpmust be taken. Use
the HP-UX utility letc/savecore to save a core dump. See the HP—UX

SystemAdministration TasksManual for details. Send the output to your
Hewlett~Packard support contact.
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Note Files from ni c . ddn .mi 1 can be obtained by either of two methods:
1) Use anonymous ftp to get the specifiedfile.

2) Use electronicmail. Send electronic mail to serviceen ic .ddn .mi 1, usingthe “subject” line of themessage header to specify the file you want. For
example:

To: SERVICEQNIC . DDN .MlL
Subject: NETINFO:DOMAIN-INFO. TXT.

Choosing a BIND Domain

The parent network to which you belongwill defineyour choices for a domain.
Typical choices may include:

. A second-level domainunder the top-level generic domains com, edu ,mil , net, or org.
I A second-level domain.under an existing top-levelcountry domain, such as

us, u'k (Great Britain), au (Australia),or ca (Canada).

I A third-level (or lower) domain under an existing domain.

Other useful informationfor domain choice includes:

1. A list of existing top- and second-level domains; get a copy of the file
NETINFO:DOMAIN-INFO..TXT from ni c . ddn .mi 1 .

2. Informationon who is in charge of a particulardomain; send an electronic
mail message to servi ce@ni c . ddn .mi 1. In the “subject”field, type the
following:

whois danain dmin_name
Youwill receive the requested informationvia electronicmail. Oryou can
get a copy of the file NETINFO:DOMAIN-CONTACTS. TXT from m' c .ddn .mil .
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Domain Data Files

(address) resource record for every host in the zone, plus all other data about
hosts in the zone (except for PTR records, describedunder db . [net].)

In data files, @ refers to the current origin. The current origin is also appended to
names that do not endwith a dot. For example, indigo has div . 1' nc . com
appended to it.

; db.div

localhost
indigo .

incindigo
cheetah

rabbit-

rabbit

/etc/named.data/db.01e1]

pm

IN

IN

IN

IN

IN

IN

IN

IN

IN

IN

IN

IN

IN

IN

SOA rabbit.div.inc.com. root.moon.div.inc.com. (

1 ; Serial
10800 ; Refresh every 3 hours
3600 ; Retry every hour
604800 ; Expire after a week
86400 ) ; Minimum ttl of 1 day
rabbit.div.inc.com.
indigo.div.inc.com.
127.0.0.1
15.19.8.197
15.19.13.197
HP9000/840 HPUX

indigo
15.19.8.64
HP9000/850 HPUX

15.19.8.64 UDP syslog domain route
15.19.8.64 TCP ( telnet smtp ftp

shell domain )

5 rabbit.div.inc.com.
10 indigo.div.inc.com.
15.19.8.119

Only primary servers have db . [net] files, one for each network they are serving.
[net] is the network number specified in the command line when using
hosts__to_n amed. This file should contain a PTR (pointer) record for every host in
the zone. PTR records are needed because the DNS resolves the addressof a
name by tracingdown the domain tree and contactinga server for each label of
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Experimental Resource Records
V

Option Lines

This section describesoption lines which can be used in domaindata files.

$INCLUDE

An SINCLUDEline allows you to separate different types of data in the same
zone by putting them in multiplefiles. For instance, host data andmail exchanger
data can be put in separate files. SINCLUDEstarts in celumn- 1, followed by a file
name. For example:

SINCLUDE lusr/named/data/maiiexchangers

$ORIGIN

An SORIGIN line allows you to change the origin in a data file. It is useful for
puttingmore than one domain in a data file. $ORIGIN starts in column 1,
followed by a domain origin. For example:

SORIGIN div.inc.com

Experimental Resource Records
This section describes the experimental resource records available.

GID - Group ID

:[name] [ttl] [class] 610 Integer

userl IN GID 25

GID is the integer representing the group ID of the user.

MB - MailboxDomain Name
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In the exampleabove, any errors during a mailing to “Bind-request”will go to
jjw. ucb .edu.

MR - Mail RenameDomain Name

:[name] [tt‘l] [class] MR corresponding MB

postmaster IN MR john

Mail Rename, MR, lists aliases for a user. The name field lists the alias for the
name in the fourth field, which shouldhave a correspondingMB record.

UID - User ID

:[name] [tt‘l] [class] UID User ID

Userl IN um 35

User ID, U11);'is an integer used to identify a particular user.

UINFO - User Information

:[name] [tt'l] [class] UINFO User Info.

Userl IN UINFO adninistrator

User information,UINFO, provides informationabout a particular user.

8-8 Standard Data Files and Experimental Resource Records





Remote name server, 4-16 - 4-17
Remote name server, settingup, 4—30

Resolver, 4-8, 411, 4-30
Resource records, 4-19, 3-6
Root name server, 4-11, 3-2
Root name server, configuring, 4-37
Secondaryname server, 4-16 - 4-17
Secondaryname server, boot file, 4-29
Secondaryname server, configuring, 4—27

Send signals to, 4’54
Starting, 4-32 - 4-33
Statictim 4.55v—wuw,
Subdomains, delegating, 4—36

Troubleshooting, 4—40

Troubleshooting, nslookup, 4-41
Troubleshooting, syslogd, 4—41

Verify configuration, 4-33
BIND NameService
Advantagesof using, 4-10
Configurationoverview, 414
Key terms, 4-3 - 4-5
Public networkcontacts, A-l -A-2

BOOTP (BootstrapProtocol)
See BOOTP server

BOOTPserver
Adding a client, examples, 7-15
Address determination, 7-4
ARP (AddressResolutionProtocol),

cache entry, 74
Boot file, collecting client information,

7-12
Boot file, format, 7-12

_

bootpd, BOOTP server implementation,
74
bootpd, common problems, 7-25
bootpquery command, 7-11
Bootreplypacket, processof, 7-4
Bootrequest packet, processof, 74
Client parameters, in boot file, 7-13
Client, adding in SAM, 7-6
Client, collecting information about, 7-12

Index-2

Client, examples for adding, 7-15
Client, manually adding, 7-12
Configuring bootpd manually, overview,

7-10
Configuring bootpd manually, procedure

for, 7-10 .

,

Configuring bootpd, with SAM, 7-5-
Error logging, error log level, 7-37
Error logging, informationlog level, 7-34
Error logging, notice log level, 7-36
Error logging, overview, 7-34

.. 1. CL, '1 1aleteboctptauuse, I-u
Hardware type, client information, 7-12
Host name, client information, 7-12
HowBOOTPworks, 7-4
Introduction, chapter overview, 7-1
IP address, client information, 7-12
Key terms, 7-3
Link level address, client information, 7-12
Nonsupportedproducts, 7-1
Options,for bootpd configuration, 7-14
SAM configuration,overview, 7-5
SAM configuration,procedure for, 7-5
Subnetmask, client information, 7-12
Tags, boolean, 7-13
Tags, boot file format, 7—13

Tags, descriptionof, 7-14
Troubleshooting, common bootpd

problems, 7-25

Troubleshooting,helpful hints, 7-24
Troubleshooting,overview, 7-24
Verifying manualbootpd configuration,

7-11
BootstrapProtocol (BOOTP)
See BOOTPserver

C

Caching Only Name Server
See BIND NameServer







Kill server, 3-18
Log connections, 3-18
Reconfigure log file, 3-18

Installing ARPA Services, 2-1
Check installation, 2-36
Configurehostnameto addressmapping,

2—5

Configuresoftware, 2-7
Files created during installation, 2-3
Install the software, 2-2
Reboot after installation, 2-36
Update networkmap, 2-2
Update program, 2-3

Internet File Transfer ProtocolServer
See Ftpd server

Internetworkmail routing
See Sendmail

IP address determination,withBOOTP,
74

L

Landiagdiagnostic, 8-3
Level, 3-17
Link level errors, 8-3
Linkloop diagnostic, 8-3
Loggingmessages,8~3
Lookup service, 4-1

M

metricoption, gated, 5-8
Metrics, Gated, 5-3
Mflags, 6-60
MIL-STD specifications, 1-7

N

Name Server
See BIND NameServer

N_etstat command, 8-3
Network InformationControlCenter
See NIC

Network InformationService (NIS), 4-8
BIND NameServer, 4-2

NFS Services configuration, 2-16, 2—28,
2-32
NIC (Network InformationControl
Center), 2-10
NIS
See Network InformationService, 4-8

Nslookup utility, 2-6, 4-41
Verify name server, 4-33

p

Ping diagnostic, 8-3
Primary Name Server
See BIND Name Server

Problems
Characterize, 8—2

Identify causes, 8-3
Network-wide problems, 8-3
Report to support contact, 8-20 - 8-21
Resolve, 8-1
See also: Troubleshooting

Pseudo terminalfiles, 3-7, 3-9

B

Rebooting, 2-36
RemoteNameServer
See BIND Name Server
See also: BIND Name Server, Resolver

Remote systems
View list of, 2-13

Remshdserver, 3-6
Resolver
See BINDName Server

Resource records, 449
See also: BIND Name Service
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Standard format, 4-19
Rexecd server, 3—8

RFCs (Requests for Comment), 1-7
RIP (Routing InformationProtocol), 5-3
Holddownmode, 5-3
Infinitymetric, 5-3

Rlb diagnostic, 8-3
Rlogind server, 3-7
Root NameServer
See BINDName Server

Routing Information Protocol
See RIP

Routingprotocols
EGP, 5—3

Gated, 5-3
HELLO, 5-3
Metrics, 5-3

RPC Services, 2-16
Rwhoddaemon, 3-2

8

SAM, 3-12, 6-14, 6-27
letc/hosts,BIND database, 2-11
letc/hosts,configure , 2-10
letc/hosts, edit, 2-11
letc/hosts,gateways and routing, 2-11
letc/hosts,NFS YP database, 2-11
Anonymous-ftp account, create, 3-12
ARPA security, 2-20
hosts.equiv, edit, 2-27
inetd.sec,edit, 2-20
netlinkrc,edit, 2-11
Networkmail, 6-14, 6-27
Open ARPA access, 2-27, 2-31, 3-12
.rhosts, edit, 2-31
Sendmail installation, 6—14

Sendmail restart, 6-27
Tips for using, 2-11

SAM (System AdministrationManager)
Overview for configuring TFI‘P and
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BOOTP serverS, 7-5
Procedure for configuring bootpd and

tftpd, 7-5
Secondary Name Server
See BIND Name Server

Security
Ftp, letc/ftpusersfile, 2-9, 2-24
Gated, 5-8
Inetd, /usr/adm/inetd.secfile, 2-8 - 2-9,

2-19 - 2-20
TFTP server, enforcing strict security, 7-8

Seiector, 3-16
Level, 3-17

Sendmail, 6-1
Default processingofheader lines, 6—61

Special processing of standard header
lines, 6—62

:include: specifications, 6-41
Address resolutionand aliasing, 6-98
Address rewriting, 6-80
Alias Database, 6-38, 6—43

Aliases, 6-19
Aliasing, 6-38
Aliasing loops, 6-43
Aliasing to command lines, 640
Aliasing to filename, 6-40
Class definitionfrom progam output, 6-54
Cluster, on a, 6-27
Collecting message from argumentvector,

6-8
Collecting message from stdin, 6-8
Collecting message from the queue, 6-10
Conditionals, 6-56
Configuration consistencies, 6-97
Configuration file syntax, 6-51
Contacting the daemon, 6-100
Daemon, 6—24

Default routing, 6-16
Definingclasses, 6—52

Defining headers, 6-60
Defining macros, 6—55





Syslogd, 3-16, 4-41
Maintaining files, 3-17

SystemAdministrationManager
See SAM

System logfiles, 3-16 - 3-19
Syslogd, 3-16

T

Telnetd server, 3—9

TFI‘P (Trivial File TransferProtocol)
See TF'I'T' server

TFI'P server
Configuring tftpdmanually, overview, 7-7
Configuring tftpdmanually, procedure for,

7-7
Configuringtftpd,with SAM, 7-5
File transfer options, 7-22
File transfer, processof, 74
Introduction,chapter overview, 7—1

Key terms, 7-3
Nonsupportedproducts, 7-1
Options,for tftp file transfers, 7-22
SAM configuration, overview, 7-5
SAM configuration, procedure for, 7-5
Security, strictly enforcing, 7-8
tftp command,options, 7-22
tftpd, commonproblems, 7-31
tftpd,TFI'P server implementation, 74
Troubleshooting,common tftpd problems,

7-31
Troubleshooting, helpful hints, 71-24

Troubleshooting, overview, 7-24
Verifying manual tftpd configuration, 7-9

Tracing
Network, 8-3

Trivial File TransferProtocol ('I'FI'P)
See TFTP server

Troubleshooting,8-1
ARPA Services 8-1, 8—8

BIND NameServer, 4-40
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Data communications, 8-1
' Gated, 5-20 - 5-24

Network interfaceconfiguration, 8-1
Networks using repeaters or gateways, 8-5

- 8-6
See also: Problems
Sendmail, 6-97

U

Update program, 2-3
iusr/adm/inet “‘7file, 2-19
Edit, 2-19, 2-21
Format, 2-22
Permissions, 2-24

lusr/lib/aliases, 6-14, 6-19-6-20, 6-38,
6-44
lusr/lib/aliases.pag, 6-44
lust/lib/sendmail, 6-14
lusr/lib/sendmail.cf, 6-9, 6-14, 6-16, 6—26

lust/lib/sendmaiLfc, 6-26
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