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This book explains how to install and administer RSA ACE/Agent 5.6 for Windows.
RSA ACE/Agent 5.6 for Windowsworks with the RSA ACE/Server to enhance native
Windows security by integrating the strong, two-factor authentication of time-based
RSA SecurlD tokens.

Audience

Thisbook isintended for network and security administrators, systems integrators,
and information technology managers. It isintended only for advanced security
administrators and other trusted personnel. Do not make this guide available to
general users.

Documentation

For documentation and product support information, as well as last-minute technical
information that could not be included in the documentation, see the

RSA ACE/Agent 5.6 for Windows Readme. Thisfileis named readme.html and is
located in the\AcecInt\nt_i386 directory of the RSA ACE/Agent 5.6 for Windows zip
file.

Getting Support and Service

RSA SecurCare Online https://knowledge.r sasecurity.com

Customer Support Information WW\W.I sasecur ity.com/support

Preface


https://knowledge.rsasecurity.com
www.rsasecurity.com/support
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Requirements and Preparations

Overview

RSA ACE/Agent 5.6 for Windows works with the RSA ACE/Server to enhance native
Windows security with the strong, two-factor authentication of time-based
RSA SecurlD tokens. Specifically, RSA ACE/Agent 5.6 for Windows protects

e Local login to desktops on the network.

Thisfeature set iscalled Local Access Authentication. For more information, see
Chapter 3, “ Configuring L ocal Access Authentication.”

¢ Remote post-dial terminal based or avirtual private network (VPN) connections
to Microsoft's Routing and Remote Access Service (RRAS) server.

Thisfeature is part of the Remote A ccess Authentication component. For more
information, see Chapter 4, “Configuring Remote Access A uthentication.”

* Remote wireless connections to a Microsoft Wireless LAN.

RSA ACE/Agent protects remote connections that use Protected EAP (PEAP).
Thisfeatureis part of the Remote Access Authentication component. For more
information, see Chapter 4, “Configuring Remote A ccess A uthentication.”

RSA Security does not support wireless LAN access authentication using EAP.

RSA ACE/Agent 5.6 for Windows enables local and remote authentication servicesto
send login requests and credentials to an RSA ACE/Server. When a user attempts to
establish aremote connection, the RSA ACE/Agent challenges the user for

RSA SecurlD credentials and sends the credentials to the RSA ACE/Server.
Authorized RSA SecurlD users establish the connection easily, but unauthorized users
are denied.

You can choose to challenge all users, or only specific groups of users.

RSA ACE/Agent can use Windows groups (for example, Domain Users or Dial-in
Users), or groups that you create yourself using the Windows Computer Management
interface. For more information, see Chapter 3, “ Configuring Local Access
Authentication” and Chapter 4, “ Configuring Remote Access Authentication.”

Note: RSA ACE/Agent 5.6 for Windows does not install or support Web Access
authentication for Internet Information Server (11S), or Network Access authentication
to Windows domain controllers or Windows 2000 Active Directory servers.

1: Requirements and Preparations 9
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Local Access Authentication Platforms and Requirements

For this solution, you install the Local Access Authentication Client component on
each individual desktop. These platforms are supported:

e Windows Server 2003 (Enterprise and Standard)
¢ Windows 2000 Professional

¢ Windows 2000 Server

¢ Windows XP Professional

Important: See the RSA ACE/Agent 5.6 for Windows Readme to find out which
service packs are required.

Your system must meet the following requirements for successful installation.
However, depending on the volume of usage, increased resources may improve
performance.

+ 128 MB of RAM
* 5MB of free disk space
* TCP/IP networking

Remote Access Authentication Platforms and Requirements

You can configure these Remote access authentication solutions:

¢ Routing and Remote Access Service (RRAS) server without EAP using a
post-dial terminal based connection

¢ Routing and Remote Access Service (RRAS) server with RSA Security EAP
using either a post-dial terminal based connection or aVPN connection.

¢ Internet Authentication Service (IAS) server with RSA Security EAP using either
a post-dial termina based connection or aVPN connection.

10 1: Requirements and Preparations
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RRAS Without EAP Using a Post-Dial Terminal Based Connection
The following figure shows the setup for RRAS without EAP in a post-dial terminal

based environment.

350551 230
User's PC

Dial-up
connection
= UDP = -
F Connection &2 =
RRAS Server With RSA ACE/Server

RSA ACE/Agent
Remote Access
Authentication Server
Component

These platforms are supported:

Servers Clients

» Windows Server 2003 (Enterprise and Does not apply for this solution
Standard)

*  Windows 2000 Server

Important: See the RSA ACE/Agent 5.6 for Windows Readme to find out which
service packs are required.

Your system must meet the following requirements for successful installation.
However, depending on the volume of usage, increased resources may improve
performance.

+ 128 MB of RAM.
 5MB of free disk space.
e TCP/IP networking.

» Dial-in access enabled.

* The RRAS server should be physically inaccessible to unauthorized persons.
Otherwise, someone could unload the RSA ACE/Agent .dll files and eliminate
RSA Securl D authentication.

1: Requirements and Preparations 11
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¢ Thedevicethat handlesincoming RRAS connections (for example, your modem)
must be connected to a port that the RRAS server recognizes as atrue COM port
(for example, COM1). Connecting the device through avirtual COM port or VPN
port is not supported. In addition, the device must be able to accept input from a
post-dial terminal (TTY) window. Thisis needed so users (or a Software Token
automated logon script) can respond to the Username and PASSCODE
authentication prompts.

RRAS With RSA Security EAP

You can use RRAS with RSA Security EAP in post-dial terminal based or VPN
environments.

The following figure shows the setup for RRAS with RSA Security EAPina
post-dial terminal based environment.

=

User's PC With

RSA Security EAP Dial-up
Client Component Connection
uDP =I"F
—==1 Connection ==
oo = =
RRAS Server With
RSA ACE/Agent RSA ACE/Server

Remote Access
Authentication Server
Component
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The following figure shows the setup for RRAS with EAPin aVPN environment:

User's PC With
RSA Security EAP

Client Component VPN

Connection

=T UDP =
— et Connection =
%ng -

H |

RRAS Server With
RSA ACE/Agent
Remote Access

Authentication Server
Component

RSA ACE/Server

These platforms are supported:

Servers Clients

» Windows Server 2003 (Enterprise and * Windows Server 2003

Standard) + Windows 2000 Professional
*  Windows 2000 Server « Windows 2000 Server

* Windows XP Professional

Important: See the RSA ACE/Agent 5.6 for Windows Readme to find out which
service packs are required.

Your system must meet the following requirements for successful installation.
However, depending on the volume of usage, increased resources may improve
performance.

+ 128 MB of RAM.

* 5MB of free disk space.
e TCP/IP networking.

» Dial-in access enabled.

* The RRAS server should be physically inaccessible to unauthorized persons.
Otherwise, someone could unload the RSA ACE/Agent .dll files and eliminate
RSA Securl D authentication.

1: Requirements and Preparations 13
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¢ Thedevicethat handlesincoming RRAS connections (for example, your modem)
must be connected to a port that the RRAS server recognizes as atrue COM port
(for example, COM1). Connecting the device through avirtual COM port or VPN
port is not supported. In addition, the device must be able to accept input from a
post-dial terminal (TTY) window. Thisis needed so users (or a Software Token
automated logon script) can respond to the Username and PASSCODE
authentication prompts.

IAS With RSA Security EAP

You can use IAS with RSA Security EAP in either a post-dial terminal based or VPN

environment.

The following figure shows the setup for IASwith EAPin a post-dial terminal based

environment:

User's PC With
RSA Security EAP Dial-up
Client Component Connection

UDP
Connection

RRAS EAP-RADIUS
Client Computer

|AS-RAD|US Server RSA ACE/Server
With RSA ACE/Agent
Remote Access
Authentication Server
Component
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The following figure shows the setup for IAS with EAP in aVPN environment:

User's PC With VPN
RSA Security EAP Connection
Client Component

g UDP —
=r = Connection _“"’
IAS-RADIUS Server
RR&;‘E@E?&?&’S With RSA ACE/Agent RSA ACE/Server
Remote Access
Authentication Server
Component

These platforms are supported:

Servers Clients

» Windows Server 2003 (Enterprise and * Windows Server 2003

Standard) + Windows 2000 Professional
*  Windows 2000 Server « Windows 2000 Server

* Windows XP Professional

Important: See the RSA ACE/Agent 5.6 for Windows Readme to find out which
service packs are required.

Your system must meet the following requirements for successful installation.
However, depending on the volume of usage, increased resources may improve

performance.

+ 128 MB of RAM.

* 5MB of free disk space.
e TCP/IP networking.

» Dial-in access enabled.

* The RRAS server should be physically inaccessible to unauthorized persons.
Otherwise, someone could unload the RSA ACE/Agent .dll files and eliminate

RSA Securl D authentication.

1: Requirements and Preparations 15
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¢ Thedevicethat handlesincoming RRAS connections (for example, your modem)
must be connected to a port that the RRAS server recognizes as atrue COM port
(for example, COM1). Connecting the device through avirtual COM port or VPN
port is not supported. In addition, the device must be able to accept input from a
post-dial terminal (TTY) window. Thisis needed so users (or a Software Token
automated logon script) can respond to the Username and PASSCODE

authentication prompts.

Wireless LAN Access Authentication Platforms and Requirements

The following figure shows the setup for awireless environment:

User's PC
With RSA
Security EAP )
Client Wireless (892.1X)
Component Connection
UDP =
== .
Connection [[5=| =
=F
Access Point ‘ )
IAS-RADIUS
Server With RSA RSA ACE/Server
ACE/Agent Remote
Access
Authentication Server
Component
These platforms are supported:
Servers Clients

» Windows Server 2003 (Enterprise and » Windows XP Professional
Standard)

Important: See the RSA ACE/Agent 5.6 for Windows Readme to find out which
service packs are required.

16 1: Requirements and Preparations
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Your system must meet the following requirements for successful installation.
However, depending on the volume of usage, increased resources may improve
performance.

e« 128 MB of RAM

* 5MB of free disk space

e TCP/IP networking

e Computers that act as clients must have wireless LAN cards that support 802.1X
PEAP, and computers that act as servers must have connections to access points
that support 802.1X PEAP.

RSA ACE/Server Platforms and Requirements

RSA ACE/Agent 5.6 works with currently supported versions of RSA ACE/Server.

Before you enable RSA Securl D authentication, you must understand the

RSA ACE/Server system and its features. Some of these features include New PIN
mode, client activation, and group memberships. For information about these or any
RSA ACE/Server administration tasks, see the RSA ACE/Server documentation, or
contact your RSA ACE/Server administrator.

Preparations

This section describes tasks you must perform before you can use RSA ACE/Agent 5.6
for Windows.

Set Up the RSA ACE/Server

Before you use RSA ACE/Agent, you or your RSA ACE/Server administrator must
complete these tasks:
« If you have not already done so, install the RSA ACE/Server.
For instructions, see your RSA ACE/Server documentation.
»  Copy the configuration sdconf.rec file from the RSA ACE/Server to the

%SYSTEMROOT%\system32 directory on the computer on which you plan to
install RSA ACE/Agent.

e Verify that the RSA ACE/Server isavailable.

* Register the RSA ACE/Agent Host as an Agent of the RSA ACE/Server. See
“ Automated Reqistration of Agent Hosts in the RSA ACE/Server Database” on

page 79.

Note: You can provide an | P address override for the Agent if you install it on
amulti-homed server. See “ Setting an |P Address Override” on page 51.

1: Requirements and Preparations 17
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¢ Register RSA SecurlD usersin the RSA ACE/Server database and distribute
RSA SecurlD tokensto those users.

» Determine whether the usernamesin the RSA ACE/Server database records have
the users’ Windows domain names attached (for example, DOM AlN\user name).

Create Groups of Users to Challenge With RSA SecurID

You determine the degree to which Windows resources are protected by specifying
which users are challenged by RSA SecurlD. You can configure RSA ACE/Agent to
challenge:

e Allusers
e A group of users
e All users except acertain group of users

The RSA ACE/Agent uses Windows groups to control access to computers. These
groups can be default Windows groups (for example, Domain Users or Dial-in Users),
or groups that you create yourself using the Windows Computer M anagement
interface.

If you want to use groups other than the Windows default groups, you need to create
them before you configure RSA ACE/Agent. For instructions on creating groups, see
your Windows documentation. For instructions on how to specify which users are
challenged, see Chapter 3, “ Configuring L ocal Access Authentication” and Chapter 4,
“Configuring Remote Access Authentication.”

Note: RSA Security EAP challengesall users. If you are using RSA Security EAPand
want to exempt groups of users from the challenge, you must create the groupsin
Microsoft Active Directory, and create a remote access policy that uses aversion of
EAP other than RSA Security EAP for those groups. For information, see

Appendix D, “Using Windows Groups with RSA Security EAP”

Prepare RSA SecurlD Users

Before you use RSA ACE/Agent 5.6 for Windows, prepare your RSA SecurlD users
in these ways:

* Register users who will be challenged for passcodes as RSA SecurlD usersin the
RSA ACE/Server database, and activate their tokens. For instructions, see the
RSA ACE/Server documentation.

Important: The Windows usernamesfor RSA Securl D users must be registered
in the RSA ACE/Server database. These usernames cannot contain spaces
and must not exceed forty characters. Run the Computer M anagement
application in the Administrative Tools to register the usernames to the
Windows system.

18
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* Giveassigned and enabled tokens to users who will be challenged for passcodes.

» Tell userswho will be challenged remotely how to configure their remote
computers, and how to authenticate. These sections contain information you may
want to copy and distribute to users:

“Configuring the Desktops’ on page 44
— “Authenticating from Remote Computers’ on page 46

1: Requirements and Preparations 19
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Installing RSA ACE/Agent 5.6 for Windows

This chapter describes how to install and start RSA ACE/Agent 5.6 for Windows, and
verify your authentication environment.

Warning: Ingtaling RSA ACE/Agent 5.6 for Windows removes both the Network and
Web access authentication components from previous versions. If you are currently
running either RSA ACE/Agent 5.0, or RSA ACE/Agent 4.x with Network and Web
authentication components, and you want to continue using these features, do not ingtall
RSA ACE/Agent 5.6 for Windows.

Step 1: Install RSA ACE/Agent 5.6 for Windows

There are two types of installations:

e A direct installation which prompts installers for setting information.

If you want to install RSA ACE/Agent directly, see the following section,
“Ingtalling RSA ACE/Agent 5.6 for Windows Directly.”

* A silent mode installation which an administrator creates, then distributes to other
people (for example, IT personnel or end users) to install. The administrator
preconfigures the installation settings so installers are not prompted for the
information during the installation.

If youwant to create asilent installation, see “ Creating a Silent M ode Installation”
on page 24.

For Local access authentication, you install the Local Access Authentication Client
component on each desktop you want to protect with RSA SecurlD. Every desktop
connectsdirectly to the RSA ACE/Server, and every desktop hasthe RSA ACE/Agent
control panel.

For Remote access authentication, you install the Remote Access A uthentication
(Server) component on your server (for example, the IAS server). If you are using
EAP or PEAP, you install the RSA Security EAP client component on each desktop.
The desktops do not connect directly to the RSA ACE/Server, and they do not require
the RSA ACE/Agent control panel. Although the system allows you to install the
control panel on Remote access authentication client computers, RSA Security
recommends that you do not install the control panel unless you are instructed to do so
by an RSA Security support representative.

To install the Agent, you must be an administrator on the host computer.

2: Installing RSA ACE/Agent 5.6 for Windows 21
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Installing RSA ACE/Agent 5.6 for Windows Directly
This table summarizes what you need to install for each solution and whereto instal it.

Authentication Method

What to Install

Where to Install

Local access authentication ~ Local Access Authentication Each desktop
(Client) component
RRAS without EAPin a Remote Access RRAS server
post-dial terminal based Authentication (Server)
environment component
RRASwith EAPina Remote Access RRAS server
post-dial terminal based or Authentication (Server)
VPN environment component
RSA Security EAP Client Each desktop
component
IASwith EAPina post-dial Remote Access IAS server
terminal based or VPN Authentication (Server)
environment component
RSA Security EAP Client Each desktop
component
Wireless PEAP Remote Access IAS server
Authentication (Server)
component
RSA Security EAP Client Each desktop

component

RSA ACE/Agent 5.6 for Windows is available as a .zip file that you can download
from the RSA Security web site. The following procedure assumes that you have
successfully downloaded the .zip file, and that you have put it in a directory on your
network that is accessible to all machines on which you will install the

RSA ACE/Agent 5.6 for Windows.

To install RSA ACE/Agent 5.6 for Windows:

1. Logintoyour system as an administrator.

2. If you are running the Windows RRAS service, stop the service.

3. Inthe Acecint\nt_i386\ directory, double-click Agent.exe.
The RSA ACE/Agent 5.6 for Windows Setup screen opens, and the installation

wizard starts.

4. Follow theinstructions on your screen to advance through the Welcome dialog
and accept the Software License Agreement.

22
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5. At the Select Components screen, select the components you want to install.

Component

Purpose

L ocal Access
Authentication
(Client)

Enables RSA SecurlD protection for local logins to this computer.

When you select this component, the Common Shared Files
component is automatically selected.

SecurlD
Challenge Before
L ogon

Prompts a user performing alocal authentication with an
RSA SecurlD challenge before the user is prompted for Windows
login information.

Important: When you select this component, the Agent
automatically challenges all users, including administrators.
Additionally, when you select this component, you cannot use
reserve passwords. If you select this component, and thereis a
problem that interrupts communication with the RSA ACE/Server,
all userswill be locked out of their desktops.

Remote Access Installs the Remote Access Authentication (Server) component.
Authentication  \when you select this component, the Common Shared Files
(Server) component is autometically selected.

RSA Security Installs the RSA EAP Client component.

EAP Client

To enable EAP, you must install this component on al remote
access client machines.

Common Shared
Files

Installs the shared program files (for example, .dll files) that are
used by all the RSA ACE/Agent components.

When you select the Local Access Authentication (Client)
component, or the Remate Access Authentication (Server)
component, this component is automatically selected.

Administration
Guideand
Documentation

(Optional) Copies the RSA ACE/Agent 5.6 for Windows
Installation and Administration Guide to the
% SYSTEMROOT% \system32\Aceclnt directory.

Check the RSA ACE/Agent 5.6 for Windows Readme for up-to-date
information about the documentation set. The RSA ACE/Agent 5.6
for Windows Readme file is named readme.html and islocated in
the \AcecInt\nt_i386 directory.

Control Panel
Applet

Installs the RSA ACE/Agent control panel.

When you select the Local Access Authentication (Client)
component, or the Remote Access Authentication (Server)
component, this component is automatically selected.

Do not select this component if you areinstalling the RSA Security
EAP Client component unless you are instructed to do so by
RSA Security Customer Support.
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6. Click Next, and follow the instructions on the screen to complete the installation.

If you choose not to register the software immediately after installing it, you can
register later by clicking Start > Programs > RSA ACE/Agent > Register.

7. Reboot the computer.

Creating a Silent Mode Installation

A silent mode installation requires no interaction from the installer. An administrator
uses a set of scriptsto create installation files, then distributes the installation files to
others (such as I T personnel or end users) to install. The administrator pre-configures
the ingtallation settings so installers are not prompted for the information during the
installation. In large organizations, this installation method is faster, less confusing,
and resultsin fewer errors.

The file server.iss contains comments to help you create silent mode installation
scripts. The server.issfileislocated in the \Aceclnt\nt_i386 directory in the
RSA ACE/Agent 5.6 for Windows .zip file.

Note: Thoroughly read the commentsin the ser ver.issfile before you attempt to useit.

If you are upgrading from a previous version, the installation program automatically
selects the components to match those in the previous installation. If you want to
remove components, you must uninstall the previous installation.

You must decide how to distribute the silent mode installation files (for example, as a
batch file, login script, mail message, or other), and tell users how to run the silent
mode installation. You also may want to tell IT personnel or end users how to
configure their own client computers. These sections contain information you may
want to copy and distribute:

e “Configuring the Desktops’ on page 44

e “Authenticating from Remote Computers’ on page 46

To create a silent mode installation:
In this procedure, the silent installation directory isreferred to as Install_Dir.

1. Copy the agent.exe, and server.issfiles from the \AcecInt\nt_i386 directory of
the RSA ACE/Agent 5.6 for Windows .zip fileto your I nstall_Dir directory.

2. Locate the sdconf.rec file, and copy it to anetwork location that is accessible to
your users.

3. Browseto the Install_Dir directory.

4. Modify the server.issfile so that the sdconf parameter in this file matches your
environment. On the SDConf= line, enter the Uniform Naming Convention
(UNC) location (\\server\sharename) of your sdconf.rec file after the equal sign.

5. Locate the SHComponentDialog2-0 section in the server.iss file and enable
appropriate installation components.
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6. Usethiscommand in your installation method (batch file, login script, mail
message, or other):

agent.exe -s -a -s -SMS -fl1 Install Dir\script.iss
[-f2\\server\sharename\results.log]

For information about the command options, see your InstallShield
documentation.

7. Tell your users how to run the silent mode installation from their computers.

Step 2: Start the RSA ACE/Agent Control Panel

You configure Local and Remote access authentication and advanced settings through
the RSA ACE/Agent control panel.

Regardless of which features you installed, the control panel hasaMain tab and an
Advanced tab. The Installed RSA Agents section on the Main tab lists al

RSA Security Agentsinstalled on the Agent Host. You can install more than one
Agent on the same computer.

If you installed the Local Access Authentication (Client) and Remote Access
Authentication (Server) components, the control panel has corresponding L ocal and
Remotetabs. If you expect either the Local access authentication or Remote access
authentication features to be available, but the corresponding tab is missing, verify
which features you installed and enabled.

To use the RSA ACE/Agent control panel:

1. Logintothe computer asan administrator.

2. Click Start > Settings > Control Panel.

3. Double-click the RSA ACE/Agent icon.
The RSA ACE/Agent control panel opens.

4. Click the labeled tabs to view the properties sheet for each available feature set.

Step 3: Verify Your Environment

Verifying your environment includes verifying the status of the RSA ACE/Server, and
testing authentication.

Verifying the Status of the RSA ACE/Server

Thefollowing procedure enables you to view information about the RSA ACE/Server
that verifies whether the Agent Host has been properly registered in the

RSA ACE/Server database, and whether a network connection between the

RSA ACE/Server and the Agent Host can be established.
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To view RSA ACE/Server authentication and status information:

1. Inthe RSA ACE/Agent control panel, click the Main tab, then click Test
Authentication with RSA ACE/Server.

The RSA SecurlD Authentication Information dialog box opens and shows the
following information:

e Configuration Version. The version of the sdconf.rec filethat isin use. When
thisfileis created by aversion 5.0 Server or later, this number is 12 or higher.

« DESEnabled. Whether your configuration environment supports legacy
protocols. If it does, the valueis YES.

e Client Retries. The number of times the Agent sends authentication data to
the RSA ACE/Server before atime-out occurs.

» Client Timeout. The amount of time (in seconds) that the Agent waits before
resending authentication data to the Server.

¢ Server Release. The version number of the RSA ACE/Server.
The Server Release field may be blank. The version number of the
RSA/ACE Server becomes available only after you use the RSA ACE/Agent
to authenticate to the RSA ACE/Server. If you are using an RSA ACE/Server

that isversion 5.0 or earlier, the Server Release field does not display the
version number.

e Communication. The version of the protocol used for communication
between the Server and the Agent.

If you have questions about the information that is displayed, consult your
RSA ACE/Server administrator.

2. Click RSA ACE/Server Status.
The Server Satus window opens.

* The Select Server section lists each RSA ACE/Server that is known to the
Agent. When you select a Server from thislist, if an alias |P address has been
assigned to the Server, it appearsin the Server Alias Addresses panel.

e The Server Information section shows the type of the RSA ACE/Server
(Master, Slave, or Primary) you selected from the list. The Server Active
Addressisthe |P address that the Agent uses to communicate with the
RSA ACE/Server. This address could be the actual |P address of the
RSA ACE/Server you have selected, or it could also be an alias IP address
assigned to the RSA ACE/Server. The address “00.000.00.00" indicates that
the Agent has not yet received communication from the RSA ACE/Server.

» The Server Usage section indicates any of the following conditions.

— Availablefor Authentications. The selected RSA ACE/Server is used
for authentications.

— Unused. The selected RSA ACE/Server is not used for authentications.

— For Failover only. The selected RSA ACE/Server has been reserved for
failover use only.

— Default Server duringinitial requests. The selected RSA ACE/Server is
used, since no other server is available.
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Testing Authentication

Authentication instructions for each of your token types are provided in the

aceser vdoc directory on the RSA ACE/Server CD. The instructions are available in
both Microsoft Word and PDF format (ace_authentication.doc and
ace_authentication.pdf). If you are using RSA SecurlD Software Token 2.0, read the
RSA SecurlD Software Token 2.0 User's Guide. If the token you are testing hasa PIN,
you must know the PIN to continue testing.

RSA Security recommends that you test authentication only when the challenge
option is set to OFF. If you installed RSA ACE/Agent 5.6 as an upgrade, the 5.6
installation retains the challenge option setting from the previous installation.

Note: Thistest verifies only the ability to connect to the RSA ACE/Server, and does
not verify the validity of the test credentials. Therefore, the owner of the test token
does not have to be assigned to an RSA SecurlD local group.

To test authentication on a token that has a PIN:

1. Inthe RSA ACE/Agent control panel, click the Main tab, then click Test
Authentication with RSA ACE/Server.
The RSA SecurlD Authentication Information dialog box opens.

2. Click RSA ACE/Server Test Directly.
The RSA SecurlD Authentication dialog box opens.

3. Onthe Choose Token list, select Secur|D Card.

In the Enter Username field, enter the username of the registered RSA SecurlD
user assigned to the token.

5. Inthe Enter PASSCODE field, enter the passcode (the PIN followed by the
tokencode generated by the RSA SecurlD token).
6. Click OK.

If the system is correctly implemented and configured, it displays a message that
the user was authenticated successfully.

If you see other messages, see the RSA ACE/Server documentation for more
information.
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To test authentication on a token that does not have a PIN:

1. Inthe RSA ACE/Agent control panel, click the Main tab, then click Test
Authentication with RSA ACE/Server.

The RSA SecurlD Authentication Information dialog box opens.
If you have gquestions about any of the information, ask your RSA ACE/Server
administrator.
2. Click RSA ACE/Server Test Directly.
The RSA SecurlD Authentication dialog box opens.

3. Onthe Choose Token list, select Secur|D Card.

In the Enter Username field, enter the username of the registered RSA SecurlD
user assigned to the token.

5. Inthe Enter PASSCODE diaog box, enter the tokencode generated by your
RSA SecurlD token, then click OK.

If the system is correctly implemented and configured, it displays a message that
the user must create or be assighed a new PIN.

If you see other messages, see the RSA ACE/Server documentation for more
information.

6. Inthe New PIN dialog box, select the option to create your own PIN, enter and
confirm your new PIN in the provided fields, and click OK.
The RSA SecurlD Authentication dialog box opens.

7. Inthe Enter Username field, enter the username of the registered RSA SecurlD
user assigned to the RSA SecurlD token you are using.

8. Inthe Enter PASSCODE field, enter the passcode (the PIN followed by the
tokencode generated by your RSA SecurlD token).

9. Click OK.

Next Steps

Configure the features you installed. For:

» Local access authentication, see Chapter 3, “ Configuring Local Access
Authentication.”

* Remote access authentication, see Chapter 4, “ Configuring Remote Access
Authentication.”
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Configuring Local Access Authentication

The Local Access Authentication component authenticates RSA SecurlD users who
attempt to log in to desktops that are on the network. After a user enters hisor her
Windows username, the Agent prompts the user to enter avalid RSA SecurlD
passcode. Authorized RSA SecurlD users gain access easily, but unauthorized users
are denied access to the desktop.

L ocal access authentication al so supports authentications to any computer running the
Windows XP Remote Desktop service. In this environment, users can be challenged
by RSA SecurlD when accessing a remote machine running the Desktop service.

If the Local Access Authentication component is installed, the control panel has a
Local tab. The Local properties sheet controls local access security.

Step 1: Configure the RSA ACE/Agent

You can configure Local access authentication to challenge:
e All users

e Only members of an administrator-designated group

e All users except members of adesignated group

These group deployments are supported:

e Local groupsin the Security Accounts Manager of alocal computer, including all
usersin the local group, and all usersin adomain global group that is part of the
local group

« Domain local groups that are part of adomain into which a user islogged,
including all usersinthelocal group, and all usersin the domain global group that
is part of the local group

e Domain global groups that are part of adomain into which a user islogged,
including all usersin that domain group.

Domain trust groups are not supported. RSA Security recommends that you test all
group environments to ensure that they work properly with RSA SecurlD.
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To configure Local Access Authentication:
1. Inthe RSA ACE/Agent control panel, click the L ocal tab.
2. Under Challenge, select the users you want to challenge.

Users to challenge Steps
No users Select OFF on the Challengelist.
All userswho log in locally Select All userson the Challengelist.

A group of userswho loginlocally Select Usersin on the Challenge list, and then
select the local or domain group that you want to
challenge.

All userswho log in locally, except  Select All users except on the Challengelist,
usersin acertain group and then select thelocal or domain group that you
do not want to challenge.

Note: If you select All Users on the Challengelist, the Reserve Password
featureisautomatically selected. If you enable the challenge All User sfeature
without setting a reserve password and there is a problem that interrupts
communication withthe RSA ACE/Server, all users, including administrators,
are locked out of their desktops. For this reason, always set areserve
password when you enable the Challenge All User s feature. For more
information, see the following section, “ Step 2: Set a Reserve Password.”

3. If your RSA ACE/Server database recordsinclude users' Windows domain names
as part of their usernames (for example, DOM Al N\j smith instead of just jsmith),
check Send Domain Name and User Nameto RSA ACE/Server.

4. Toforceloca usersto re-authenticate every time their desktop screen savers
activate, check Enable Screen Saver Security.

This option takes effect only if screen saver password authentication is available
on the computer and if password authentication has been enabled for the user
account through the desktop Windows Control Panel.

Click OK.
Restart the computer.
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Step 2: Set a Reserve Password

The reserve password feature is supported only with Local access authentication.
Remote access users must successfully use passcode authentication if their accounts
are configured to require it.

If there is aproblem that interrupts communication with the RSA ACE/Server,
RSA Securl D users cannot access their desktops. This could present a problem if you
challenge all usersfor their passcodes.

You can avoid this problem by configuring your system in any of these ways:

e Set up one user account with administrator privilegesthat is not protected by a
passcode. RSA Security does not recommend this method because it compromises
security by creating an account with full access, but with less protection than
accounts with fewer privileges.

« If the RSA ACE/Agent isinstalled on the same machine that is functioning as a
Domain Controller, physically secure the machine and disable network logins to
the machine. If a problem occurs, the machine can be used to disable the
requirement for passcode authentication.

» Usethe Reserve Password feature. If you have enabled the reserve password
feature, and the Windows system is unable to communicate with the
RSA ACE/Server at the time of authentication, instead of displaying a message
that the Server is unreachable, the system prompts the user to enter areserve
password. A user who knows the reserve password can use it instead of passcode
authentication.

The reserve password is the same for all users. If you enable the Reserve
Password feature and reveal the password to a user, change the reserve password
as soon as the user haslogged in to the protected machine. RSA Security
recommends changing the reserve password after each use.

The reserve password is encrypted and stored in the registry, but you can set or
clear it through the RSA ACE/Agent control panel. You cannot modify the reserve
password by using the Windows system tools for manipulating user passwords.

Important: Reserve passwords are not used if you have installed the Secur1D
Challenge Before L ogon component.

To enable the reserve password:

1. Inthe RSA ACE/Agent control panel, click the L ocal tab.
2. Select achallenge option other than OFF.

3. Click Enable Reserve Password.
4

In the Password field, enter the reserve password.

The password must be between 6 and 12 characters, and must contain at least one
digit and one letter.

Note: Reserve passwords are case-sensitive.
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Reenter the password in the Confirm field, and click Apply.

To test that the Reserve Password feature is enabled, disconnect the network
connection to the RSA ACE/Agent computer, log out, and log back in. You are
prompted to enter the reserve password.

If the test fails, reboot the Agent Host and repeat the test.
To clear the reserve password:
1. Inthe RSA ACE/Agent control panel, click the L ocal tab.
2. Clear Enable Reserve Password, and click Apply.
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Configuring Remote Access Authentication

The Remote Access Authentication (Server) component authenticates RSA SecurlD
users who attempt to establish remote connections to corporate network resources.
When a user attempts to establish a remote connection, the RSA ACE/Agent prompts
the user for RSA SecurlD credentials. Authorized RSA Securl D users gain access
easily, but unauthorized users are denied access to the RRAS gateway.

If the Remote Access Authentication (Server) component is installed, the control
panel has a Remote tab. The Remote properties sheet controls the security of RRAS
accounts.

This chapter tells you how to configure these Remote access authentication solutions:

*  RRASwithout EAPin apost-dial terminal based environment. See the following
section, “Configuring RRAS Without EAPR”

*  RRASwith RSA Security EAPin apost-dial terminal based or VPN environment.
See " Configuring RRAS With RSA Security EAP” on page 36.

e |ASwith RSA Security EAPin apost-dial terminal based or VPN environment.
See " Configuring IAS With RSA Security EAP” on page 39.

*  WirelessLAN access authentication with PEAP. See “ Configuring Wireless LAN
Access Authentication With PEAP’ on page 41.

RSA Security does not support wireless LAN access authentication with EAP,

RRAS without EAP supports these challenge options:

o Allusers

e Only members of an administrator-designated group
e All users except members of adesignated group

However, RSA Security EAP challenges all users and does not support challenge
options. For information on how to use groups to determine which users are
challenged using RSA Security EAP, see Appendix D, “Using Windows Groups with
RSA Security EAP”

4: Configuring Remote Access Authentication 33



RSA ACE/Agent 5.6 for Windows Installation and Administration Guide

SECURITY"

Configuring RRAS Without EAP

This section describes how to configure RRAS without EAP in a post-dial terminal
based environment. You may want to use this method instead of EAP because this
method does not require you to install software on desktop computers.

In post-dial terminal based environments, only these group deployments are allowed:

« Local groupsin the Security Accounts Manager of alocal computer, including all
usersin the local group, and all usersin adomain global group that is part of the
local group

e Domain local groups that are part of adomain into which a user islogged,
including all usersinthelocal group, and al usersin the domain global group that
is part of the local group

e Domain global groups that are part of adomain into which a user is logged,
including all usersin that domain group.

Domain trust groups are not supported. RSA Security recommends that you test all
group environments to ensure that they work properly with RSA SecurID.

Step 1: Configure the RSA ACE/Agent

To configure the RSA ACE/Agent on the RRAS server:
1. Inthe RSA ACE/Agent control panel, click the Remote tab.

2. Check Use Post-dial terminal based Authentication.

This option sets the Remote access authentication method to post-dial terminal
based authentication. Use this method if you do not want to install
RSA ACE/Agent software on client desktops.

3. Under Challenge, select the users you want to challenge for RSA SecurlD

passcodes.

Users to challenge Steps

No users Select OFF from the Challenge list.

All users Select All usersfrom the Challenge list.

A group of users Select Usersin from the Challenge list.
Click Select to display all Windows groups and
then select the local or domain group that you
want to challenge.

All users except usersin a Select All users except on the Challenge list, and

certain group then select the local or domain group that you do

not want to challenge.
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4. If you do not want the Windows Application log to resolve usernames when users
log in, check Do Not Resolve Usernamein Event L og M essages.

For large Windows Domains, selecting this option helps decrease the time it takes
auser to log in. However, RSA ACE/Agent 5.6 for Windows records the
username as “N/A” in the User column of the Windows System log, which
preventsyou from filtering eventsin the log by user. The usernameis recorded for
each login, but you can view it only if you select an event and display full details
about the event in the Event Detail dialog box. The username appearsin the
Description section of the Event Detail dialog box.

5. Todisplay amessage if ausername is entered incorrectly during authentication,
check Enable“ Invalid Username: Prompt During Authentication.”

Note: Selecting this option automatically disables the Do Not Resolve
Usernamein Event L og M essages option.

6. If usersare allowed to enter usernames that do not include domain names (for
example, jsmith instead of DOM AIN\jsmith), and the RSA ACE/Server uses
domain names, check Send Domain With Usernameto RSA ACE/Server.

This option converts usernames to NetBIOS format before sending them to the
RSA ACE/Server.

Important: At login, users will see only the USERNAME and PASSCODE
prompts. After users enter valid passcodes, they will be authenticated to the
default domain. If the RSA ACE/Server records a username in aformat other
than NetBIOS format or fully qualified domain name format (for example,
jsmith instead of DOM AIN\jsmith or jsmith@company_name.com),
instruct that user not to use fully qualified domain names.

7. Tohidethe DOMAIN: prompt from users during aremote login, check Disable
Prompting for Domain Name and type the domain name to which remote users
belong in the Default Domain field.

8. Todisplay acustom greeting message to users when they are prompted for their
usernames and passcodes, check Enable L ogon Greeting and type your custom
greeting in the scrollable box.

9. Click Apply.

Next Steps

Configure the desktops for post-dial terminal based authentication. For instructions,
see " Configuring Post-Dial Terminal Based Authentication Without EAP” on page 44.
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Configuring RRAS With RSA Security EAP

The procedures in this section apply for both post-dial terminal based and VPN
environments.

Step 1: Set up Groups in Microsoft Active Directory

RSA Security EAP challenges all users. If you are using RSA Security EAP and want
to exempt groups of users from the challenge, you must create the groupsin Microsoft
Active Directory, and create a remote access policy that uses a version of EAP other
than RSA Security EAP for those groups. For instructions, see Appendix D, “Using
Windows Groups with RSA Security EAP”

Step 2: Configure the RSA ACE/Agent on the RRAS Server

To configure the RSA ACE/Agent on the RRAS server:

1
2.

In the RSA ACE/Agent control panel, click the Remote tab.

Check Routing and Remote Access Service will use RSA Security EAP.

This option sets the Remote access authenti cation method to RSA Security EAP.
If you enable this setting

e All users are automatically challenged for RSA SecurlD passcodes.

e TheEnable“Invalid Username Prompt” During Authentication and the
Disable Prompting for Domain Name options are automatically disabled,
and you cannot enable them.

If you do not want the Windows Application log to resolve usernames when users
log in, check Do Not Resolve Usernamein Event L og M essages.

For large Windows domains, selecting this option helps decrease the time it takes
auser to log in. However, RSA ACE/Agent 5.6 for Windows records the
username as “N/A” in the User column of the Windows system log, which
preventsyou from filtering eventsin the log by user. The usernameisrecorded for
each login, but you can view it only if you select an event and display full details
about the event in the Event Detail dialog box. The username appearsin the
Description section of the Event Detail dialog box.

If users are allowed to enter usernames that do not include domain names (for
example, jsmith instead of DOM AIN\jsmith), and the RSA ACE/Server uses
domain names, check Send Domain With Usernameto RSA ACE/Server.

This option converts usernames to NetBIOS format before sending them to the
RSA ACE/Server.

If users are allowed to enter fully qualified domain names (for example,
jsmith@company_name.com instead of DOM AIN\jsmith), and the

RSA ACE/Server uses NetBIOS format, check Convert Fully Qualified User
Names.

This option converts fully qualified domain namesto NetBIOS format before
sending them to the RSA ACE/Server.
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Important: If the RSA ACE/Server records a username in aformat other than
NetBIOS format or fully qualified domain name format (for example, jsmith
instead of DOM AIN\jsmith or jsmith@company_name.com), instruct that
user not to use fully qualified domain names.

If auser enters a username in the NetBIOS format (DOM AlIN\jsmith), the
Convert Fully Qualified User Names option has no effect.

For optimum security, RSA Security recommends that usernames recognized
by IAS match the usernames sent to the RSA ACE/Server. To ensure this,
check both the Send Domain Name and User Name to RSA ACE/Server
option and the Convert Fully Qualified User Names option.

6. Todisplay acustom greeting message to users when they are prompted for their
usernames and passcodes, check Enable L ogon Greeting and type your custom
greeting in the scrollable box.

7. Click Apply.

Step 3: Configure the RRAS Server for RSA Security EAP

This section tells how to configure RSA Security EAP on Windows 2000 Server and
Windows Server 2003.

To configure the RRAS server to use RSA Security EAP on Windows 2000
Server:

1. Click Sart > Programs> Administrative Tools > Routing and Remote Access.

The Routing and Remote Access (RRAS) dialog box opens. The console tree
appearsin the left frame.

2. Right-click the server in the console tree, and click Properties.
In the Properties dialog box, click the Security tab.

On the Authentication Provider drop-down menu, select Windows
Authentication.

Click Authentication Methods.
Check Extensible Authentication Protocol, and clear all the other methods.
Click OK to return to the Properties dialog box.

> w

On the Accounting Provider drop-down menu, select Windows Accounting.

© ® N o v

Click OK to return to the console tree.

10. In the console treg, click Remote Access Palicies.
The policies for this server appear in the right frame of the console.

11. Double-click the Allow accessif dial-in permission is enabled policy.

12. In the Settings dialog box, click Edit Profile.

13. In the Edit Profile dialog box, click the Authentication tab.

14. Check Extensible Authentication Protocol, and clear all the other methods.
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On the EAP type drop-down menu, select RSA Security EAP.
Click the Encryption tab.

Check Srong, and clear all other encryption options.

Click the Advanced tab.

Remove all connection attributes from the Parameter s box.
Click OK.

To configure the RRAS server to use RSA Security EAP on Windows Server 2003:

1

s

© ® N o v

11.
12.
13.
14.
15.
16.

17.
18.
19.
20.
21.

Click Start > Programs > Administrative Tools > Routing and Remote Access.

The Routing and Remote Access (RRAS) dialog box displays. The console tree
appearsin the left frame.

Right-click the server in the console tree, and click Properties.
In the Properties dialog box, click the Security tab.

On the Authentication Provider drop-down menu, select Windows
Authentication.

Click Authentication Methods.

Check Extensible Authentication Protocol, and clear al the other methods.
Click OK to return to the Properties dialog box.

On the Accounting Provider drop-down menu, select Windows Accounting.
Click OK to return to the console tree.

. In the console treg, click Remote Access Palicies.

The policies for this server appear in the right frame of the console.
Double-click the Allow accessif dial-in permission is enabled palicy.
In the Settings dialog box, click Edit Profile.

In the Edit Profile dialog box, click the Authentication tab.

Click EAP Methods.

In the Select EAP Providers dialog box, click Add.

In the Add EAP Methods dialog box, select RSA Security EAP as the method,
and click OK.

Click the Encryption tab.

Check Srong, and clear all other encryption options.
Click the Advanced tab.

In the Attributes section, remove all connection attributes.
Click OK.

Install the RSA Security EAP client on each desktop. For instructions, see “Installing
the RSA Security EAP on Desktop Computers’ on page 44.
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Configuring IAS With RSA Security EAP
These procedures apply for both post-dial terminal based and VPN environments.

Step 1: Set up Groups in Microsoft Active Directory

RSA EAP challenges al users. If you are using EAP and want to exempt groups of
users from the challenge, you must create the groupsin Microsoft Active Directory,
and create a remote access policy that uses a version of EAP other than RSA Security
EAP for those groups. For instructions, see Appendix D, “Using Windows Groups
with RSA Security EAP”

Step 2:Configure the RSA ACE/Agent on the IAS Server

To configure the RSA ACE/Agent on the IAS Server:
1. Inthe RSA ACE/Agent control panel, click the Remote tab.

2. Check Routing and Remote Access Service will use RSA Security EAP.
If you enable this setting

e All users are automatically challenged for RSA SecurlD passcodes.

e TheEnable Invalid Username Prompt During Authentication and the
Disable Prompting for Domain Name options are automatically disabled,
and you cannot enable them.

3. If you do not want the Windows Application log to resolve usernames when users
log in, check Do Not Resolve Usernamein Event L og M essages.

For large Windows domains, selecting this option helps decrease the time it takes
auser to log in. However, RSA ACE/Agent 5.6 for Windows records the
username as “N/A” in the User column of the Windows System log, which
prevents you from filtering eventsin thelog by user. The username s recorded for
each login, but you can view it only if you select an event and display full details
about the event in the Event Detail dialog box. The username appearsin the
Description section of the Event Detail dialog box.

4. |f usersarealowed to enter usernames that do not include domain names (for
example, jsmith instead of DOM AIN\jsmith), and the RSA ACE/Server uses
domain names, check Send Domain With Usernameto RSA ACE/Server.

This option converts usernames to NetBIOS format, which is the format
recognized by IAS, before sending them to the RSA ACE/Server.

5. If users are allowed to enter fully qualified domain names (for example,
jsmith@company_name.com instead of DOM AIN\jsmith), and the
RSA ACE/Server uses NetBIOS format, check Convert Fully Qualified User
Names.

This option converts fully qualified domain names to NetBIOS format before
sending them to the RSA ACE/Server.
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Important: If the RSA ACE/Server records a username in aformat other than
NetBIOS format or fully qualified domain name format (for example, jsmith
instead of DOM AIN\jsmith or jsmith@company_name.com), instruct that
user not to use fully qualified domain names.

If auser enters a username in the NetBIOS format (DOM AlIN\jsmith), the
Convert Fully Qualified User Names option has no effect.

For optimum security, RSA Security recommends that usernames recognized
by IAS match the usernames sent to the RSA ACE/Server. To ensure this,
check both Send Domain Name and User Nameto RSA ACE/Server
option and Convert Fully Qualified User Names.

To display a custom greeting message to users when they are prompted for their
usernames and passcodes, check Enable L ogon Greeting and type your custom
greeting in the scrollable box.

Click Apply.

Step 3: Configure the IAS Server for RSA Security EAP

This section tells how to configure RSA Security EAP on Windows 2000 Server and
Windows Server 2003.

To configure the IAS server to use RSA Security EAP on Windows 2000 Server:

1

© 0 &~ ®w

8.
9.

Click Sart > Programs > Administrative Tools > Internet Authentication
Service.

The Internet Authentication Service (IAS) dialog box opens. The console tree
appearsin the left frame.

In the console tree, click Remote Access Policies.
The policies for this server appear in the right frame of the console.

Double-click Allow accessif dial-in permission is enabled.
In the Settings dialog box, click Edit Profile.
In the Edit Profile dialog box, click the Authentication tab.

Check Extensible Authentication Protocol, and clear all other authentication
methods.

On the EAP type drop-down menu, select RSA Security EAP.
Click the Encryption tab.
Check Srong, and clear all other encryption types.

10. Click the Advanced tab.
11. Remove all connection attributes from the Par ameter s box.
12. Click OK.

40
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To configure the IAS server to use RSA Security EAP on Windows Server 2003:

Note: Before you configure RSA Security EAP on your Microsoft |AS server, see the
Microsoft Windows Help for |AS configuration information for your Windows
operating system.

1. Click Start > Programs > Administrative Tools > Internet Authentication
Service.

The Internet Authentication Service (IAS) dialog box displays. The console tree
appearsin the left frame.

2. Inthe consoletree, click Remote Access Policies.
The policies for this server appear in the right frame of the console.

3. Double-click Allow accessif dial-in permission isenabled.
4. Inthe Settings dialog box, click Edit Profile.

5. Inthe Edit Profile dialog box, click the Authentication tab.
6. Onthe Authentication tab, click EAP Methods.

7. Inthe Select EAP Provider dialog box, click Add.

8. Inthe EAP Methods dialog box, select RSA Security EAP, and click OK.
9. Click the Encryption tab.

10. Check Srong, and clear dl other encryption types.

11. Click the Advanced tab.

12. In the Attributes section, remove all connection attributes.
13. Click OK.

Next Steps

Install the RSA Security EAP client on each desktop. For instructions, see “Installing
the RSA Security EAP on Desktop Computers’ on page 44.

Configuring Wireless LAN Access Authentication With PEAP

Step 1: Set Up Your Wireless LAN Environment
To set up your wireless LAN environment:

e Set up security for the authentication server by defining 802.1X-2001 as the EAP
protocol version.

» Definethe Microsoft IAS server as the RADIUS server, and specify EAP
Authentication as the authentication method.

e Add the access point asaRADIUS client in the IAS server.
» Create a128-bit Radio Data Encryption Wired Equivalent Privacy (WEP) key.
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» Define Full Encryption asthe use of data encryption.

¢ Select Open and Networ k-EAP as the accepted authentication types, and make
EAP required.

For specific instructions, see your access point software documentation.

Step 2: Set up Groups in Microsoft Active Directory

RSA Security EAP challenges all users. If you are using RSA Security EAP and want
to exempt groups of users from the challenge, you must create the groupsin Microsoft
Active Directory, and create a remote access policy that uses a version of EAP other
than RSA Security EAP for those groups. For instructions, see Appendix D, “Using
Windows Groups with RSA Security EAP”

Step 3:Configure the RSA ACE/Agent

To configure the RSA ACE/Agent for Remote Access Authentication:
1. Inthe RSA ACE/Agent control panel, click the Remote tab.

2. Check Routing and Remote Access Service will use RSA Security EAP. This
sets the Remote access authentication method to RSA Security EAP. If you enable
this setting

* All users are automatically challenged for RSA SecurlD passcodes.

e TheEnable“Invalid Username Prompt” During Authentication and the
Disable Prompting for Domain Name options are automatically disabled,
and you cannot enable them.

3. If you do not want the Windows Application log to resolve usernames when users
log in, check Do Not Resolve Usernamein Event L og M essages.

For large Windows domains, selecting this option helps decrease the time it takes
auser to log in. However, RSA ACE/Agent 5.6 for Windows records the
username as “N/A” in the User column of the Windows System log, which
preventsyou from filtering eventsin the log by user. The usernameisrecorded for
each login, but you can view it only if you select an event and display full details
about the event in the Event Detail dialog box. The username appearsin the
Description section of the Event Detail dialog box.

4. |f usersareallowed to enter usernames that do not include domain names (for
example, jsmith instead of DOM AIN\jsmith), and the RSA ACE/Server uses
domain names, check Send Domain Name With Usernameto
RSA ACE/Server.

This option converts usernames to NetBIOS format before sending them to the
RSA ACE/Server.

5. If users are allowed to enter fully qualified domain names (for example,
jsmith@company_name.com instead of DOM AIN\jsmith), and the
RSA ACE/Server uses NetBIOS format, check Convert Fully Qualified User
Names.

This option converts fully qualified domain names to NetBIOS format before
sending them to the RSA ACE/Server.
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Important: If the RSA ACE/Server records a username in aformat other than
NetBIOS format or fully qualified domain name format (for example, jsmith
instead of DOM AIN\jsmith or jsmith@company_name.com), instruct that
user not to use fully qualified domain names.

If auser enters a username in the NetBIOS format (DOM AlIN\jsmith), the
Convert Fully Qualified User Names option has no effect.

For optimum security, RSA Security recommends that usernames recognized
by IAS match the usernames sent to the RSA ACE/Server. To ensure this,
check both the Send Domain Name With Username to RSA ACE/Ser ver
option and the Convert Fully Qualified User Names option.

To display a custom greeting message to users when they are prompted for their
usernames and passcodes, check Enable L ogon Greeting and type your custom
greeting in the scrollable box.

Click Apply.

Step 4: Configure the IAS Server for PEAP

Next Steps

To configure the IAS server for PEAP:

1

© N o g &

Click Sart > Programs > Administrative Tools > Internet Authentication
Service.

The Internet Authentication Service (IAS) dialog box opens. The console tree
appearsin the left frame.

In the console tree, right-click Remote Access Policies, and select New Remote
Access Palicy.

For the policy configuration method, click Use the wizard to set up atypical
policy for a common scenario, and enter a policy name.

For the access method, click Wireless.

Grant access to the appropriate groups or users.

Select Protected EAP, and click Configure.

Click Add to assign RSA Security EAP asthe EAP type.
Click OK, and then click Finish.

Install the RSA Security EAP client on each desktop. For instructions, see “Installing
the RSA Security EAP on Desktop Computers’ on page 44.
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Configuring the Desktops

This sections explains how to configure:

Post-dial terminal based authentication without EAP.
See the following section, “ Configuring Post-Dial Terminal Based A uthentication

Without EAP”

Post-dial terminal based authentication or VPN authentication with EAP.
See " Configuring Desktops for RSA Security EAP” on page 45.

Wirel ess authentication with PEAP.
See “ Configuring Desktops for PEAP” on page 46.

It also explains how to install RSA Security EAP on desktop computers. See
“Installing the RSA Security EAP on Desktop Computers’ on page 44.

Important: If you use a software token, you must regularly verify that your PC clock
isaccurate. If thetime on your PC clock driftsfrom its past setting, you may be unable
to authenticate.

Configuring Post-Dial Terminal Based Authentication Without EAP

To configure post-dial terminal based authentication without EAP:

1

Do one of the following:

*  For Windows 2000 Server and Windows 2000 Professional, click Start >
Settings > Network and Dial-up Connections.

*  For Windows Server 2003 and Windows XP Professional, click Start >
Control Pand > Network Connections > Network Connections.

Right-click the name of your connection, and click Properties.
On the Security tab, check Show terminal window.
Click OK.

Installing the RSA Security EAP on Desktop Computers

To use RSA Security EAP, you need to install the RSA Security EAP Client
component on each desktop. To install RSA Security EAP

You must be an administrator on the desktop computer.

The desktop computer must be able to access the RSA Security web site to get the
RSA EAP installation component. Alternately, you can put the RSA Security EAP
installation componentsin ashared | ocation on the network, or on storage medium
such as afloppy diskette or CD.

44
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For instructions on installing the RSA Security EAP component, see“ Step 1: Install
RSA ACE/Agent 5.6 for Windows" on page 21. Check only RSA EAP Client, and
leave all other checkboxes blank.

After you install RSA Security EAP, you must configure the desktops for EAP. For
instructions, see the following section, “ Configuring Desktops for RSA Security EAP”

Configuring Desktops for RSA Security EAP

This sections explains how to configure desktop computers for post-dial terminal
based connections and VPN connections using RSA Security EAP on:

¢ Windows 2000 Professiona and Windows 2000 Server
*  Windows Server 2003 and Windows X P Professional

To configure connections on Windows 2000 Professional and Windows 2000
Server:

1. If you have not aready done so, install the RSA Security EAP client component
on each desktop.

For instructions, see the preceding section, “Installing the RSA Security EAP on
Desktop Computers.”

Click Start > Settings > Network and Dial-up Connections.
Right-click the name of your connection, and click Properties.
On the Securities tab, select Advanced, and then click Settings.

In the Advanced Security Settings dialog box, in the Data encryption menu, click
Optional Encryption.

o~ D

6. IntheL ogon security section, select Use Extensible authentication Protocol
(EAP).

7. From the drop-down menu, select RSA SecurityEAP (encryption enabled).
8. Click OK until you exit al the dialog boxes.

To configure connections on Windows Server 2003 and Windows XP
Professional:

1. If you have not aready done so, install the RSA Security EAP client component
on each desktop.

For instructions, see “Installing the RSA Security EAP on Desktop Computers’
on page 44.

Click Start > Control Pandl > Network Connections.

Right-click the name of your connection, and click Properties.
On the Securities tab, select Advanced, and then click Settings.

In the Advanced Security Settings dialog box, in the Data encryption menu, click
Optional Encryption.

On the Authentication tab, select RSA Security EAP asthe EAP type.
Click OK.

o A~ WD
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Configuring Desktops for PEAP

To configure wireless connections with PEAP on Windows XP Professional:
1. If you have not aready done so, install the RSA Security EAP client component
on each desktop.

For instructions, see “Installing the RSA Security EAP on Desktop Computers”
on page 44.

Click Start > Control Panel > Network Connections.
Right-click the name of your connection, and click Properties.
On the Wireless Networ ks tab, select your network and click Configure.

On the Association tab, check Data Encryption (WEP enabled) and Thekey is
provided for me automatically.

6. Onthe Authentication tab, in the EAP type menu, select Protected EAP
(PEAP), and click Properties.

7. Inthe Protected EAP Properties dialog box, select Validate server certificate,
and select RSA Security EAP as the authentication method.

o o DN

Note: You must have atrusted root authority to validate the certificate.

8. Click OK until you exit all dialog boxes.

Authenticating from Remote Computers

This section tells how to authenticate from remote computers using these types of
connections:

¢ Post-dial terminal based without EAP

¢ Post-dial terminal based or VPN with EAP

e Wireless LAN with PEAP

For authentication instructions specific to the types of RSA SecurlD tokens you plan
to deploy, see the RSA ACE/Server documentation or contact your RSA ACE/Server
administrator.

For instructions on changing the default time-out values of RSA SecurlD remote
access prompts, see “Changing the Time-Out Values’ on page 53.

If you are using RSA Security EAP and a user attempts to establish aremote
connection, the system presents the user with asingle RSA SecurlD prompt in place
of the standard Windows Logon screen. Also, the greeting appears only after users
successfully authenticate. In previous versions, the greeting appearsto all users before
they successfully authenticate. If you are using wireless PEAP, the system presents the
user with an RSA Securl D username prompt and an RSA SecurlD passcode prompt in
place of the standard Windows Logon screen.
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Initiating a wireless connection causes a Windows balloon tip to appear on the
Windows system tray. To continue authentication, users must click the balloon tip. At
the authentication prompt, users must enter their usernames within 30 seconds.
Otherwise, the balloon tip reappears and users must click it to restart authentication.

By default, the RSA ACE/Agent automatically removes balloon tips that occur at the
next prompt while users are entering their passcodes. If you are concerned that
automatically removing balloon tips might inadvertently prevent users from
responding to other balloon tips that may occur during authentication, rename the file
sdbstop.exe in the Windows \System32 directory. For example, rename sdbstop.exe
to sdbstop.sav.

To authenticate with a post-dial terminal based connection without EAP:
1. Logintoyour computer using your Windows username and password.

2. Do one of thefollowing:

*  For Windows 2000 Server and Windows 2000 Professional, click Start >
Settings > Network and Dial-up Connections.

*  For Windows 2003 Server and Windows XP Professional, click Start >
Control Pandl > Network Connections.

3. Sdlect the correct connection, and then click Dial.

A terminal screen prompts you for your username. If the screen is blank, press
ENTER to display the prompt.

4. At the prompt, enter your RSA ACE/Server username.
This username may be different from your Windows username.

5. If you are prompted to enter your domain, enter it according to the instructions for
your operating system.

6. At the prompt, enter your passcode.
If your passcode is correct, you are granted access.

7. Click Continueto close the termina window.

To authenticate with a post-dial terminal based or VPN connection with EAP:
1. Logintoyour computer using your Windows username and password.

2. Do one of thefollowing:

¢ For Windows 2000 Server and Windows 2000 Professional, click Sart >
Settings > Network and Dial-up Connections.

¢ For Windows Server 2003 and Windows X P Professional, click Start >
Control Pane > Networ k Connections.

3. Double-click the connection you want to use.

In the RSA SecurlD Authentication dialog box, select your token type from the
Choose Token list, and enter your RSA ACE/Server username and passcode.

If your passcode is correct, you see an Authentication Successful message. If
your passcode is incorrect, you see Access Denied.
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To authenticate with a wireless LAN connection with PEAP:

1. Logintoyour computer using your Windows username and password.

2. Click Sart > Control Panel > Network and I nternet Connections > Networ k
Connections.

3. Select the wireless connection you want to use.
4. Click Connect.

Note: Initiating awireless connection causes a Windows balloon tip to appear
on the Windows system tray. To start authentication, click the balloon tip. At

the authentication prompt, enter your username within 30 seconds. If you do

not enter your username within 30 seconds, the balloon tip reappears and you
must click on it to restart authentication.

At the prompt, enter your RSA ACE/Server username.
At prompt, select your token type from the Choose Token list, and enter your
passcode. (Your usernameis aready filled in.)

If your passcode is correct, you see an Authentication Successful message. If
your passcode is incorrect, you see Access Denied.

Note: If you are roaming, you are rechallenged every time you change access points.
For example, if you authenticated to an access point that fails, you are rechallenged
when another access point takes over.
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Configuring Advanced Settings

To display the advanced configuration settings for the Agent, open the
RSA ACE/Agent control panel, and click the Advanced tab.

The default configuration settingsin the following figure work well in most
installations.

Important: Do not change these settings unless doing so will improve performance or
help you or your RSA Security Customer Support representative resolve a problem.

RSA ACE/Agent for Windows ied P

b aiin I Local I Femote Advanced |

— Reqiztm Settings
Clear Mode Secret |

IP.ﬁ.ddressterride:I @ .0 .0 .0

Event Log Filtering: IDefauIt j
— Tracing Level——— [~ Tracing Destination——
[ Regular Messages [~ Ewent Log
[ Function Entry Paints [T Console
[ Function Exit Pints [~ LogFile
[™ Flow Cantrol Statements [T Debugger

Femate &ecess DiEllp Frompt Timeouts

| ritial Trirmeout: I‘I 1] _I? Seconds

Fegular Timeout:  |120 _:I Seconds

(] I Cancel Spply Help

The settings enable you to

»  Clear the node secret from the Agent Host.
See the following section, “ Clearing and Replacing the Node Secret.”

e Set an |P address override for the Agent Host primary network interface.
See “ Setting an |P Address Override” on page 51.
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»  Filter event messages out of the Windows Event Viewer Application Log.
See“Filtering Event Messages Out of the Windows Event Viewer Log” on
page 52.

»  Settracing levelsto debug Agent problems and control where the tracing
information is recorded.

See “Tracing and L ogging Agent Code Activity” on page 52.

»  Change the time-out values for the Remote access authentication prompts.
See " Changing the Time-Out Values’ on page 53.

Clearing and Replacing the Node Secret

The node secret is a symmetric encryption key known only to the RSA ACE/Agent
and the RSA ACE/Server. The RSA ACE/Server uses the secret to authenticate the
Agent Host, and both computers use the secret to encrypt and decrypt packets of data
they send across the network.

Thefirst time a user successfully authenticates or tests authentication from an Agent,
the RSA ACE/Server creates a node secret for that Agent and storesit in the

RSA ACE/Server database. A copy of the secret is encrypted and sent to the Agent,
where the node secret is stored in the Windows registry.

If the node secret on the Agent Host is corrupted or does not match the node secret in
the RSA ACE/Server database, encrypted communications between the Agent and the
RSA ACE/Server cannot work. If this happens, the message Access Denied, Node
Verification Failed islogged in the RSA ACE/Server Activity monitor. For more
information about node verification failure, see “Node Verification Fails’ on page 56.

To solve anode verification failure, you must clear the node secret from the Agent
Host and, at the sametime, instruct your RSA ACE/Server administrator to clear the
node secret specified for the Agent Host in the RSA ACE/Server database, then
perform atest authentication on the Agent Host.

Important: You must clear the node secret on both the RSA ACE/Agent Host and the
RSA ACE/Server Host.

To clear and replace the node secret on the RSA Agent Host:
1. Loginasaloca Windows administrator.

2. Click Start > Settings > Control Panel, and double-click the RSA ACE/Agent
icon.

3. Onthe Advanced tab, click Clear Node Secr et.
4. Click Apply.
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5. Redart the Agent Host.

Important: If you do not restart the Agent Host before performing the test
authentication, the authentication may appear successful, but local
authentication will fail.

6. OntheMain tab, click Test Authentication with RSA ACE/Server.
The RSA SecurID Authentication Information dialog box opens.

Choose an RSA Securl D token type.
Enter the username and passcode for the token you are using.

Click OK.

If your token is registered correctly in the RSA ACE/Server database, the system
displays an Authentication successful message. The Agent and the
RSA ACE/Server established a new node secret when you authenti cated.

To clear and replace the node secret in the RSA ACE/Server database, see the
RSA ACE/Server Help.

Setting an IP Address Override

When an RSA ACE/Agent runs on an Agent Host that has multiple network interface
cards and therefore multiple | P addresses, the Agent administrator must specify a
primary Agent Host | P address for encrypted communications between the Agent
Host and the RSA ACE/Server.

Agent Hosts typically attempt to discover their own IP addresses. Left to itself, an
Agent Host with multiple addresses might select one that is unknown to the

RSA ACE/Server, making communication between the RSA ACE/Agent and
RSA ACE/Server impossible.

To specify the primary IP address of the Agent:

1. Openthe RSA ACE/Agent control panel.

2. Onthe Advanced tab, in the | P Address Override box, enter the | P address of
the primary network interface of the Agent.

3. Click Apply.
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Filtering Event Messages Out of the Windows Event Viewer Log

You might want to prevent certain event messages from being logged in the Windows
Event Viewer Application Log. If your site has alarge number of RSA SecurlD users,
logging all events might makeit difficult for you to search thelog for messages related
to a specific incident.

Note: You cannot use this setting to prevent RSA ACE/Agent error messages from
being recorded in the Windows Event Viewer Application Log. In addition, this
setting has no effect on the logging of trace messagesin the Event Viewer Log.

To set the event message filtering level in the Windows Event Viewer
Application Log:

1. Openthe RSA ACE/Agent control panel..
2. Onthe Advanced tab, in the Event L og Filtering list, select the leve of filtering

that you want to apply to event messages in the log.
Default. Allows all event messagesto be recorded in the log.

L ow. Prevents messages that pertain to successful passcode authentication, and
required or disabled passcode challenging from being logged.

Medium. In addition to filtering out all event messages in the L ow category, this
setting prevents messages pertaining to New PIN Mode and Next Tokencode
mode from being logged.

High. In addition to filtering out all messagesin the L ow and M edium categories,
this setting prevents Service thread ter minated, exiting messages from being
logged.

3. Click Apply.

Tracing and Logging Agent Code Activity

Trace logging is auseful debugging aid for you and your RSA Security Customer
Support representatives. You can use the control panel to enable tracing of Agent code
activity and to specify where tracing messages are logged.

Because tracing has an impact on Agent performance, do not enable tracing unless
you need to diagnose and resolve a problem.

Note: Setting the Event Log level on the Advanced properties sheet has no effect on
logging tracing messages in the Windows Event Viewer logs.

To turn on tracing and specify where tracing messages are logged:

1. Openthe RSA ACE/Agent control panel.

2. Click the Advanced tab.

3. Under Tracing L evel, check the types of tracing you want the system to perform.
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4. Under Tracing Destination, check the locations where you want the tracing
messages logged:
e Event Log. Tracing messages are recorded in the Windows Event Viewer log.

¢ Console. The system opens a console window and records tracing messages
directly to the window. You can scroll through the messages in the window.

* LogFile. Tracing messages are recorded in the
% SYSTEMROOT%/aceclient.log file.

« Debugger. Tracing messages are recorded in the system debugger.
5. Click Apply to turn on tracing and logging.

Changing the Time-Out Values

The control panel Advanced tab has these remote access prompt time-out values.

* |nitial Timeout. Setsthewait time beforetheinitial Remote access authentication
prompt displays.

* Regular Timeout. Setsthe number of seconds before Remote access
authentication prompts time out.

Note: Do not change the default time-out values unless your users experience
problems with remote access.

For information about why you would need to change the time-out values, see
“Remote Access Prompts Time Out Too Soon” on page 55.

To change time-out values of the remote access prompts:
1. Openthe RSA ACE/Agent control panel,
2. Click the Advanced tab.

3. Inthe Remote Access Prompt Time-outs section, in the I nitial Timeout box,
enter or select the number of seconds that must el apse before the initial Remote
prompt displays.

The minimum I nitial Timeout valueis 1 second and the maximum is 180
seconds. The default valueis 10 seconds.

4. IntheRegular Timeout box, enter or select the number of seconds that must
elapse before remote prompts time out.
The minimum Regular Timeout value is 5 seconds and the maximum is 180
seconds. The default value is 180 seconds.

5. Click Apply.
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Troubleshooting

This chapter helps you solve problems that may prevent users from successfully
authenticating.

It aso providesinformation about Windows troubleshooting, and alphabetically lists
the RSA ACE/Agent Error and Events Log messages.

Specific Authentication Problems

Users Receive Error Messages During Authentication
Users may see the following messages during authenti cation:
e Cannot load RSA ACE/Agent DLL.
e Unexpected error from RSA ACE/Agent.

For information about these messages, see “RSA ACE/Agent Error and Event Viewer
Log Messages’ on page 58.

Remote Access Prompts Time Out Too Soon

If you are using RRA S without EAP, and you use automated scripts to display
RSA Securl D username and passcode prompts for remote users, you may need to set
different time-out values for the prompts.

RSA SecurlD Hardware Token users have to wait up to 60 seconds for their next
tokencodes to display. (RSA SecurlD Software Token users do not need to wait for
new tokencodesto display because their next tokencodes are generated automatically.)
By changing the remote access prompt time-out values, you can prevent the remote
access prompts from timing out before users can send their passcodes to the Agent.

Note: Do not change the default time-out values unless your users experience
problems with remote access.

There are two remote access prompt time-out values on the control panel Advanced
properties sheet:

* Initial Timeout - Sets the wait time before the initial remote access prompt
displays (in other words, before the script begins to execute).

¢ Regular Timeout - Sets the time-out value for all prompts that appear after the
initial remote access prompt is displayed.

For instructions on changing these values, see “ Changing the Time-Out Values’ on

page 53.
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Test Authentication Succeeds But Actual Authentication Fails

If the test authentication succeeds, but actual authentication fails, reboot the
RSA ACE/Agent Host.

The Agent Host gets the node secret when the Host is booted. Therefore, if the Agent
Host is booted before a node secret exists, the Agent remains unaware of the node
secret even after it is passed to the Agent Host.

Node Verification Fails

If the node secret on the Agent Host is corrupted or does not match the node secret in
the RSA ACE/Server database, encrypted communications between the Agent and the
RSA ACE/Server cannot work. If this happens, the message Access Denied, Node
Verification Failed islogged in the RSA ACE/Server Activity monitor.

These events can cause node verification failure:

* The RSA ACE/Server successfully authenticates a user and sends the node secret
to the RSA ACE/Agent along with a successful authentication message. However,
the Agent either times out or fails (for example, due to a power failure) before
storing the node secret.

e Anadministrator uninstalls the Agent, and then installs it again. When the Agent
is uninstalled, the node secret is removed.

e TheAgentisnot identified in the RSA ACE/Server database. This event may
generate either aNode Verification Failed error message or an Agent Host
Unknown error message.

*  Youareusing RSA ACE/Server Replicas, and the Replicathat sent the node
secret to the Agent has not yet notified other Replicas. In this case, some users
will successfully authenticate while others will not.

* You are using Replicas, and one or more Replicas are down. In this case, some
users will successfully authenticate while others will not.

* You clear the node secret on either the Agent or the RSA ACE/Server, but not on

both.

* You clear the node secret on both the Agent and the RSA ACE/Server, but do not
restart the Agent.

* You enter an invalid username on the first authentication after clearing the node
secret.

To solve anode verification failure, you must clear the node secret from the Agent
Host. At the same time, your RSA ACE/Server administrator must clear the node
secret specified for the Agent Host in the RSA ACE/Server database. Then you must
perform atest authentication on the Agent Host.

Important: You must clear the node secret on both the Agent Host and the
RSA ACE/Server Host.
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For instructions on how to clear the node secret on the Agent, see “Clearing and
Replacing the Node Secret” on page 50. For instruction on how to clear the node
secret on the RSA ACE/Server, see the RSA ACE/Server Help. For instructions on
testing authentication, see“ Testing Authentication” on page 27.

General Authentication Problems

This section tells you how to diagnose general authentication problems.

Verify the Accuracy of the PC Clock

If auser cannot authenticate, make sure the clock on the user’s PC is accurate. If the
PC clock drifts from its previous setting, the user may not be able to authenticate.

Verify the sdconf.rec File

If the RSA ACE/Agent for Windows and the RSA ACE/Server computers do not have
compatible copies of the sdconf.rec file, the computers will not be able to
communicate with each other.

To make sure you have the correct sdconf.rec file, verify the file settings by opening
the RSA SecurlD Authentication Information dialog box.

To view the sdconf.rec file:
1. Openthe RSA ACE/Agent control panel.

2. OntheMain tab, click Test Authentication with RSA ACE/Server.
The RSA SecurlD Authentication Information dialog box opens.

If the dialog box fields contain illegible characters, the sdconf.rec file has been
corrupted. Ask the RSA ACE/Server administrator for a new copy of sdconf.rec
for the Agent.

Windows Troubleshooting

If you are troubleshooting Windows, the log of information and authentication error
messages is stored in the rotating file %SYSTEMROOT%\aceclient.log. When thisfile
exceeds IMB, it is renamed aceclientn.log (where nis a number between 1 and 9), and
anew aceclient.log fileis created.

% SYSTEMROOT%/aceclient.log is the default location for the log file. You can
change the location and the default maximum file size of the log file by editing the
Windows registry.

To change the log file location:

1. Runthe Regedit program.

2. Under thekey HKEY_LOCAL_MACHINE\SOFTWARE\ SDTI\
ACECLIENT, create anew string value called tracefile.
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3. IntheValue Data field, enter the new path and filename for thelog file (for
example, c:\AACElog\ACEhostname.log.

Click OK.
Close Regedit.
Restart the computer.

To change the maximum allowed log file size:
1. Runthe Regedit program.

2. Under the key
HKEY_LOCAL_MACHINE\SOFTWARE\SDTI\ACECLIENT, create anew
DWORD called tracesize.

3. IntheValue Data field, enter the desired file size, in bytes (for example, a2 MB
log file would be 2,000,000 bytes).

Click OK.
Close Regedit.
Restart the computer.

RSA ACE/Agent Error and Event Viewer Log Messages

This section lists al error and event messages al phabetically.

ACECheck processing error for userid username

If the ACECheck function returns an error, an RSA ACE/Server time-out or some
other communications error has occurred.

ACECIlose processing error errornumber

If the ACECIose function returns an error, an RSA ACE/Server time-out or some
other communications error has occurred.

ACENext processing error for userid username

If the ACENext function returns an error, an RSA ACE/Server time-out or some other
communications error has occurred.

ACEPIn processing error for userid username

If the ACEPIin function returns an error, an RSA ACE/Server time-out or some other
communications error has occurred.

All users challenged. PASSCODE required.

The specified service is configured to challenge all users with RSA SecurlD. The
Challenge control on the RSA ACE/Agent control pandl issetto All Users. The user
was challenged to enter a passcode.
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An error occurred when accessing the Metabase.

The Agent failed while reading from or writing to the M etabase. Make sure you have
the correct administrative privileges, and then reboot the Agent Host. If the error
persists, reinstall the Agent to override the existing settings. If that does not resolve
the situation, you will have to uninstall, and then reinstall the Agent.
Authentication failure.

The subject described in the Event Detail did not RSA Securl D-authenticate
successfully and was therefore refused access.

Authentication Manager: Access Denied.

The user entered an invalid RSA SecurlD passcode.

Authentication Manager: RSA ACE/Agent Library Failure.

The RSA ACE/Agent could not load the acecInt.dll library file. Thefileis either
corrupted, has been moved to another directory, or has been deleted from the system.

If the acecInt.dll fileis no longer on the system, you must reinstall the
RSA ACE/Agent.
Authentication Manager: Failed Authentication Attempt. User username.

The user entered an invalid passcode, causing the “bad passcode’ counter to
increment by 1 in the Windows registry. If this counter exceeds the configured number
of bad passcodes, the user’s token will be deactivated until an administrator
intervenes.

The number of allowed bad passcodes is stored in the sdconf.rec file and can be
viewed by running the sdtest program.

Authentication Manager: Invalid RSA ACE/Server configuration. User
username.

The sdconf.recfileisnot valid. Thefileis either corrupted, has been moved to
another directory, or has been deleted from the system.

To correct the problem, get a new copy of sdconf.rec from your RSA ACE/Server
administrator.
Authentication Manager: New PIN Accepted. User username.

The user successfully associated a new PIN with his or her token.

Authentication Manager: New PIN Rejected. User username.

The user did not successfully associate a new PIN with his or her token. If the user is
attempting to create his or her own PIN, make sure the user understands the PIN
length and syntax parameter settings for your RSA ACE/Server.
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Authentication Manager: Next Tokencode Accepted. User username.

After entering a series of bad passcodes, the user was prompted to enter the next
tokencode from his or her token. The tokencode was valid and the user was
authenticated successfully.

Authentication Manager: Next Tokencode Failed. User username.

After entering a series of bad passcodes, the user was prompted to enter the next
tokencode from his or her token. The tokencode was not valid and the user was denied
access to the system.

Authentication Manager: Unsupported protocol.

The client attempted to access an unsupported version of RSA ACE/Server.

Authentication Manager: User Canceled New PIN Mode. User username.

The user was prompted to associate a new PIN with his or her token, but the user did
not complete the new PIN procedure. Make sure the user understands how to use his
or her token in New PIN mode.

Authentication Manager: User Canceled Transaction. User username.
The user was prompted to authenticate, but then canceled out of the Enter PASSCODE
dialog box. Thisisa purely informational message.

Authentication Manager: User I/O Timeout. User username.

The user waited too long at the Enter PASSCODE prompt, so the RSA ACE/Agent
canceled the transaction.

Authentication Manager: User Interface Library Failure.

The RSA ACE/Agent could not load the sdui.dll library file. Thefileis either
corrupted, has been moved to another directory, or has been deleted from the system.

If the sdui.dll fileis no longer on the system, you must re-install RSA ACE/Agent.

Cannot create socket during initialization in RSA SecurlD Authentication

Socket services may not have started. Check the Event Log to find out if thereisa
problem with the network card or the TCP/IP services.

Also, make sure echo services are running on your RSA ACE/Server by doing one of
the following:

« If the RSA ACE/Server isrunning on a Windows computer, open the Network
control panel, click the Services tab, and make sure Simple TCP/IP Services are
installed. If they are not, add the Simple TCP/IP Services.

« If the RSA ACE/Server isrunning on a UNIX computer, make sure the echo
service is running on the RSA ACE/Server computer. See your UNIX operating
system documentation for information about starting the echo service.
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Cannot create socket during initialization.

Make sure echo services are running on your RSA ACE/Server by doing one of the
following:

» If the RSA ACE/Server isrunning on a Windows computer, open the Network
control panel, click the Servicestab, and confirm Simple TCP/IP Services are
installed. If they are not, add the Simple TCP/I P Services.

« If the RSA ACE/Server isrunning on a UNIX computer, make sure the echo
service is running on the RSA ACE/Server computer. See your UNIX operating
system documentation for information about starting the echo service.

Cannot load RSA ACE/Agent DLL

Test cannot find aceclnt.dll in the \system32 directory. You must re-install
RSA ACE/Agent software.

Could not initialize RSA ACE/Agent

This message is preceded by a number of RSA ACE/Agent error messages, such as
Cannot find sdconf.rec. Try re-installing the sdconf.rec file in the
% SYSTEMROOT% \system32 directory.

Also check the security settings for the file. Make sure the account that the web server
is running has Full Access privilegestothe HTML file.

Could not open registry key keyname

A serious registry corruption has occurred. You must re-install the RSA ACE/Agent
software.

Credential Management error allocating memory.

The system does not have enough physical RAM, or there were too many other
processes running in memory. If you receive this message often, add more physical
memory to the computer.

Credential Management error creating BSAFE algorithm object.

The system does not have enough physical RAM, or there were too many other
processes running in memory. If you receive this message often, add more physical
memory to the computer.

Credential Management error generating random number.

The system does not have enough physical RAM, or there were too many other
processes running in memory. If you receive this message often, add more physical
memory to the compulter.

The detailed BSAFE error is contained in the Data field of the Event Detail.
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Data Manager: Not Enough Memory.
The system does not have enough physical RAM, or there were too many other
processes running in memory. If you receive this message often, add more physical
memory to the system.
Failed authentication for userid username.
The RSA ACE/Server did not grant the user access. The most common causes for this
are wrong username or an invalid passcode.
Failed to create event.
These areinternal errors. The computer may not have enough free resources to add
RSA Securl D authentication. Consider moving service(s) from this computer to
another one.
Failed to create service thread, aborting.
There were too many other processes running, so the service did not start.
Failed to find required service WINSOCK.
The Windows socket interface was not found. Check the event log to find out if there
isaproblem with WINSOCK. Ensure that TCP/IP has been enabled on the computer.
File incorrect size: sdconf.rec.
It islikely that the sdconf.rec file was not copied in binary mode. Ask the
RSA ACE/Server administrator for a new copy of sdconf.rec.
File not found: aceclnt.dll.
Software may have been installed incorrectly or aceclnt.dll may have been deleted.
Re-install the RSA ACE/Agent software from the Microsoft Internet Information
Server CD to correct the problem.
File not found: sdconf.rec.
The sdconf.recfileisnot in the % SYSTEMROOT%\system32 directory. It was
either removed or never copied from the RSA ACE/Server. Ask your
RSA ACE/Server administrator for a new copy of sdconf.rec.
Local: Security Features Available.
The computer meets the system and software requirements for the named security
features.
Network Timeout-RSA ACE/Server was responding but has now
stopped.
Make sure the RSA ACE/Server processisrunning on the server. Check for anetwork
problem such as a router malfunction or unplugged network cable.
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New PIN accepted for userid username.
The RSA ACE/Server verified the RSA SecurlD user’s new PIN.

New PIN rejected for userid username.

The PIN was rejected by the RSA ACE/Server. The user must re-authenticate to set
the PIN. Check the Activity Log on the RSA ACE/Server.

New PIN requested from userid username.

The RSA ACE/Server has prompted the RSA SecurlD user to create his or her own
PIN or receive a system-generated PIN.

Next code accepted for userid username.

The Next Tokencode was accepted by the RSA ACE/Server and access was granted.

Next code rejected for userid username.

The user must attempt to authenticate again.

Next code requested from userid username.

The user’stoken was in Next Tokencode mode and the RSA ACE/Server asked for the
second tokencode.

Remote: RAS not available.

The computer does not meet one or more of the system or software reguirements
needed to enable authentication of RAS connections. See “Remote Access
Authentication Platforms and Requirements” on page 10, and make sure the computer
meets all the requirements.

RSA ACE/Agent initialization failed

The Agent cannot make the connection to the RSA ACE/Server. Make sure the
RSA ACE/Server and network are operational and that all network interface cards and
cables are properly installed and in good condition.

RSA ACE/Server is not responding

There is a network communications problem between the RSA ACE/Server and the
RSA ACE/Agent, the server cannot be found (for example, because the IP addressis
wrong), or the RSA ACE/Server daemon is not running.

RSA ACE/Server is not responding. Run CLNTCHK to verify port and IP
address of RSA ACE/Server

Thereisanetwork communications problem between the RSA ACE/Server and the
RSA ACE/Agent, the RSA ACE/Server cannot be found (for example, because the IP
addressiswrong), or the RSA ACE/Server daemon is not running.
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RSA SecurlD challenge off. PASSCODE not required.

RSA Securl D authentication is not enabled on the specified service. The Challenge
control on the RSA ACE/Agent control panel is set to OFF. The user was not
challenged to enter a passcode.

Session Manager: Failed Socket Accept Call.

There are too many sockets open.

Session Manager: Failed to Create Server Thread.

There are too many server threads running (too many users connecting at once). Try
widening the interval s at which users attempt to log in.

Session Manager: Failed to Create Socket.

This message results from a memory shortage or WINSOCK error. The cause might
be too many users connecting to the server at the sametime.

Session Manager: Failed to Resolve Hosthame.

Most likely a configuration error. The computer that is connecting has no DNS or
NetBIOS name, or has an invalid | P address. Make sure your network is configured
properly and that your host file entries are correct.

Session Manager: Not Enough Memory.

The system does not have enough physical RAM, or there were too many other
processes running in memory. If you receive this message often, add more physical
memory to the computer.

Session Manager: SSL Out of Memory Error.

The system does not have enough physical RAM, or there were too many other
processes running in memory. If you receive this message often, add more physical
memory to the compulter.

Session Manager: Winsock startup error.

The Microsoft Windows Sockets failed to initialize. To troubleshoot WINSOCK
problems, consult your Microsoft networking documentation.

Successful authentication.

The subject described in the Event Detail authenticated successfully using

RSA Securl D and was granted access to the system.

The access control entry for filename was not found.

The Windows security entry for thisfileis corrupted. If you suspect that the Access
Contral List (ACL) has become corrupted, see the Microsoft Windows Help, or
contact Microsoft Customer Support.
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The discretionary Access Control List for filename was not found.

The Windows security entry for thisfile is corrupted. If you suspect that the Access
Contral List (ACL) has become corrupted, see the Microsoft Windows Help, or
contact Microsoft Customer Support.

The user connected to port COM# has been disconnected because an
internal authentication error. . .

The connection to the port has been lost due to an I/O flow error. Make sure that the
Hardware Flow Control option is enabled in the Modem Configure Settings page
of the RAS Control Panel.

Also make sure that the port speed setting in the RAS Control Panel is the same asthe
setting in the Port Control Panel.

The user connected to port portname has been disconnected. . .
Thereisaproblem with RSA SecurlD authentication. See the Event Detail topic for
more specific information.

The user server/fusername disconnected from port portnumber.

The user closed the connection on the specified port.

The user server/username connected on port portnumber on date at time
and disconnected on date at time . . .

A normal RSA ACE/Agent disconnection has occurred.

The user username has connected and been authenticated on port
portnumber.

A normal (authenticated) connection occurred between the Agent and the

RSA ACE/Server.

The user was authenticated as usernamel by the third-party security
host module but was. . .

The user has been disconnected because his or her login name and the RSA Security
authentication name are not the same.

Unable to determine if user in challenge group. Checking cached group
SID. User in challenge group. PASSCODE required.

The Domain Controller could not be contacted to verify the user’s group membership,
so the user’s cached login information was used to determine the user’s group
membership. The cached information revealed that the user wasin an RSA SecurlD
challenged group.
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Unable to determine if user in challenge group. Checking cached group
SID. User not in group. PASSCODE not required.

The Domain Controller could not be contacted to verify the user’s group membership,
so the user’s cached login information was used to determine the user’s group
membership. The cached information revealed that the user was not in a challenged

group.
Unable to determine if user in challenge group. Checking cached group
SID. User in exception group. PASSCODE not required.

The Domain Controller could not be contacted to verify the user’s group membership,
so the user’s cached login information was used to determine the user’s group
membership. The cached information revealed that the user was not required to
authenticate.

Unable to determine if user in challenge group. Checking cached group
SID. User not in exception group. PASSCODE required.

The Domain Controller could not be contacted to verify the user’s group membership,
so the user’s cached login information was used to determine the user’s group
membership. The cached information revealed that the user was required to
authenticate.

Unexpected error from RSA ACE/Agent.

The vaue returned by the RSA ACE/Server is not valid. Re-install the

RSA ACE/Agent for Windows software. If the problem persists, check your
hardware.

User <blank> canceled out of RSA SecurlD Authentication routine.

The user canceled without entering a username.

User I/O Timeout-User took too long to respond.

The Windows system timed out after waiting for a response from the user.

User in challenge group. PASSCODE required.

The specified user is amember of the group designated for RSA SecurlD
authentication on the RSA ACE/Agent control pandl. The user was challenged to enter
a passcode.

User in exception group. PASSCODE not required.

The specified user isamember of the group that is designated on the RSA ACE/Agent
control panel to be exempt from RSA SecurlD authentication. The user was not
challenged to enter a passcode.
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User not in challenge group. PASSCODE not required.

The specified user is not amember of the group designated for RSA SecurlD
authentication on the RSA ACE/Agent control panel. The user was not challenged to
enter a passcode.

User not in exception group. PASSCODE required.

The specified user is not amember of the group that is designated on the

RSA ACE/Agent control panel to be exempt from RSA SecurlD authentication. The
user was challenged to enter a passcode.

User username canceled out of New PIN routine.

The user canceled the authentication attempt.

User username not in groupname group. PASSCODE is not required.

The user was not prompted for a passcode. To challenge every local user who attempts
to access the computer, enable the Challenge All Users under the L ocal tab of the
RSA ACE/Agent control panel.

User username not in groupname group. PASSCODE not required.

The Challenge All switch is not on, and the user is not in the designated group.

User username: ACCESS DENIED. ATTEMPT 1.

The user was denied access. Check the RSA ACE/Server Activity Log for the specific
reason.

User username: Access denied. Attempt to use invalid handle. Closing
connection.

Aninternal error occurred. If the message re-occurs, call the RSA Security Customer
Support Center.

User username: ACCESS DENIED. Next Tokencode failed.

The user must attempt to authenticate again.

User username: ACCESS DENIED. Server signature invalid.

This message indicates that the identity of the RSA ACE/Server could not be verified
by the Agent. If you see this message, call RSA Security Customer Support.

User username: ACE Check Error: Invalid group SID. PASSCODE
required.

The user’s group SID did not contain avalid group name. The user was challenged for
an RSA SecurlD passcode.

User username: canceled out of Next Tokencode routine.

The user canceled out of the Next Tokencode process.
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User username: canceled out of RSA SecurlD Authentication routine.
The user canceled after entering a username.
User username: Domain not found. User challenged for PASSCODE.
The user may have entered the domain name incorrectly and will be challenged for a
passcode.
User username: New PIN accepted.
The user’'s New PIN was verified.
User username: New PIN rejected.
ThePIN wasrejected by the RSA ACE/Server. The user needsto re-authenticate to set
the PIN. Check the RSA ACE/Server Activity Log.
User username: Not found. User challenged for PASSCODE.
The user is unknown to the system, but the user will be challenged for a passcode
anyway.
User username: PASSCODE accepted.
The Challenge All Users option is not on, and the user isin the designated group.
User username: PASSCODE required. All users challenged.
The Challenge All Users option is enabled.
User username: Reserve password accepted.
User was asked for the reserve password and entered it correctly.
User username: Successfully logged on with Next Tokencode.
The Next Tokencode was accepted by RSA ACE/Server and access was granted to the
user.
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Upgrading to and Uninstalling
RSA ACE/Agent 5.6 for Windows

Upgrading to RSA ACE/Agent 5.6 for Windows

When you upgrade from a previous version, the installation program automatically
selects installation components to match those in the previous installation. Therefore,
if you want to remove components, you must uninstall the previous installation.

Important: If you want to continue to use Network authentication and Web Access
authentication, which are not available with RSA ACE/Agent 5.6 for Windows, do not
uninstall them.

If you install RSA ACE/Agent 5.6 for Windows while components from a previous
installation remain active on the Agent host, the node secret is not removed. The
active Agent continues to use the node secret. If you uninstall all previously installed
Agents and their components from the Agent host, the node secret is removed. The
new installation creates a new node secret.

Uninstalling RSA ACE/Agent 5.6 for Windows

To uninstall the Agent:

1. Click Start > Settings> Control Panel > Add/Remove Programs.
2. Fromthelist of programs, select RSA ACE/Agent for Windows.
3. Restart the computer.

Removing Shared Programs

Uninstalling the Agent does not remove shared programsthat are in use. If you cannot
remove a shared program immediately becauseit isin use, you may be able to remove
it after you reboot your system. However, if you are using components from previous
versions of the RSA ACE/Agent (for example, the Web Agent or Network

authentication), RSA Security recommends that you do not remove shared programs.

Important: Before you remove the sdeap.dll file from an Agent desktop computer,
you must edit all connections so that they no longer use RSA Security EAP. If you
remove the sdeap.dll file before editing the connections, when you reboot your
system, the Connection Manger may not function.
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Load Balancing with the sdopts.rec File

RSA ACE/Agent 5.6 can balance authentication request loads automatically by
sending atime request to each RSA ACE/Server in the realm and determining a
priority list based on the response time of each RSA ACE/Server. The

RSA ACE/Server with the fastest response is given the highest priority and receives
the greatest number of requests from that Agent Host, while other RSA ACE/Servers
get lower priorities and fewer requests. This arrangement lasts until the Agent
software sends ancther time request, or times out.

In addition, the Agent Host can connect to its RSA ACE/Serversthrough firewallsif
the dternate | P addresses (aliases) for those RSA ACE/Servers are either specified in
the configuration record file (sdconf.rec) of the Agent Host, or are provided by the
RSA ACE/Server upon request by the Agent Host.

Alternatively, Agent administrators can ba ance loads manually by specifying exactly
which RSA ACE/Servers each Agent Host should use to process requests. The
specification also assigns a priority to each RSA ACE/Server so that the Agent Host
directs authentication requests to some RSA ACE/Servers more frequently than to
others. To use this option, the Agent administrator specifies priority settingsin the
sdopts.recfile, aflat text file stored on the Agent Host.

You can also use the sdopts.rec file to indicate additional firewall | P addresses, and to
specify an overriding | P address for the Agent Host if that Host is a multi-homed
server.

Creating an sdopts.rec File

You can create and edit an sdopts.rec file using any text editor. After you set up the
sdopts.recfile, savethefilein % SYSTEMROOT%\System32 on the Agent Host. To
protect the file from unauthorized changes, change the permission settings so only
administrators can modify thefile.

Important: Each time you modify the sdopts.rec file, you must restart the Agent to
register your changes.

Thefile can include:
e Comment lines, each preceded by a semicolon.
» Keyword-value pairs, which can be any of the following:

— CLIENT_IP=<ip_address>. Specifiesan overriding | P address for the Agent
Host. The Client_I| P keyword can appear only oncein thefile. For information
about overriding | P addresses, see “Using the Client_|P Keyword to Set an
Overriding IP Address’ on page 76.
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— USESERVER=<ip_address>, <priority>. Specifiesan RSA ACE/Server that
can or will receive authentication requests from the Agent Host according to
the specified priority value. Use one setting for each RSA ACE/Server that
the Agent Host uses. The maximum number of RSA ACE/Servers you can
specify in the sdopts.rec and sdconf.rec files combined is 11.

Each USESERVER keyword value must consist of the actual

RSA ACE/Server IP address, separated by a comma from the assigned
priority. The priority specifies whether or how often an RSA ACE/Server
receives authentication requests. The following table lists the priority values
you can specify.

Priority Meaning

2-10 Send authentication requests to this RSA ACE/Server using a
randomized selection weighted according to the assigned priority
of the RSA ACE/Server. The range is from 2—10: the higher the
value, the more requests the RSA ACE/Server receives. A Priority
10 RSA ACE/Server receives about 24 times as many requestsas a
Priority 2 RSA ACE/Server.

1 Use this RSA ACE/Server asalast resort. Priority 1
RSA ACE/Serversare used only if no RSA ACE/Servers of higher
priority are available.

0 Ignore thisRSA ACE/Server. A Priority 0 RSA ACE/Server can be
used only in special circumstances. First, it must be one of the four
RSA ACE/Serverslisted in the sdconf.rec file. Next, the Priority O
RSA ACE/Server can be used only for theinitial authentication of
the Agent, unless all RSA ACE/Servers with priorities of 1-10
listed in the sdopts.rec file are known by the Agent Host to be
unusable. Generally, apriority value of 0 allowsyou to put an entry
inthefile for an RSA ACE/Server without using that
RSA ACE/Server. You can changethe priority value of the
RSA ACE/Server if you later decide to useit.

Note: Keywords must be uppercase.

If none of the servers with USESERVER statements are
responsive, then the default server isthe Master (if thereis one) or
the server that was used to create the sdconf.rec file.

Each RSA ACE/Server you add to the sdopts.rec file with the USESERVER
keyword must be assigned a priority. Otherwise, the entry is considered
invalid. The IP addresses in the file are checked against the list of valid

RSA ACE/Servers that the Agent receives as part of itsinitial authentication
with an RSA ACE/Server.

Important: The maximum number of RSA ACE/Servers you can specify in
the sdopts.rec and sdconf.rec files combined is 11.
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— ALIAS=ip_address, alias ip_address 1[, alias_ip_address 2,
alias_ip_address_3]. Specifies one or more aternate | P addresses (aliases)
for an RSA ACE/Server in addition to the aliases listed for the
RSA ACE/Server in the sdconf.rec file. You can specify up to three
additional aliases in the sdopts.recfile.

The value for the ALIAS keyword must consist of the actual |P address for
the RSA ACE/Server, followed by up to three alias | P addresses for that
RSA ACE/Server. The Agent sends timed requests to both the actual and the
aias IP addresses.

Only the actual |P address specified by the ALIAS keyword must be known
to the specified RSA ACE/Server. In addition, the actual 1P address must be
included on any RSA ACE/Server list received by the Agent. The

RSA ACE/Server list provides actual and alias | P address information about
all known RSA ACE/Serversin therealm, and the Agent receives the

RSA ACE/Server list from the RSA ACE/Server after the RSA ACE/Server
validates an authentication reguest.

— ALIASES ONLY[=ip_address]. When you provide an actual |P address for
an RSA ACE/Server asthevalue of ALIASES ONLY, this keyword
specifies that only the aias | P addresses of the RSA ACE/Server should be
used to contact that RSA ACE/Server.

When you do not provide avalue, this keyword specifies that the Agent
should send itsrequests only to RSA ACE/Serversthat have alias | P addresses
assigned to them. You can make exceptions by including in the sdopts.rec file
no morethan 10 IGNORE_AL I ASES keywords to specify which

RSA ACE/Servers must be contacted through their actual | P addresses. For an
example showing these exceptions, see “ Examples Featuring the ALIAS,
ALIASES ONLY, and IGNORE_ALIASES Keywords’ on page 75.

If you use this keyword, make sure at |east one RSA ACE/Server has an dias
IP address specified for it in either the sdconf.rec file, or in the sdopts.rec
file.

— |IGNORE_ALIASES[=ip_address]. When used without a value, the
IGNORE_ALIASES keyword specifies that all alias |P addresses found in
the sdopts.rec file, the sdconf.rec file, or on the RSA ACE/Server list
provided by the RSA ACE/Servers are ignored. Exceptions can be made by
including no morethan 10 ALIASES ONLY keywordsin the sdopts.recfile
to specify which RSA ACE/Servers must be contacted through their aias IP
addresses. For an example showing these exceptions, see “ Examples
Featuring the ALIAS, ALIASES ONLY, and IGNORE_ALIASES

Keywords” on page 75.
When you provide an actual 1P address of an RSA ACE/Server asthe value of

IGNORE_ALIASES, the keyword specifies that only the actual |P address
of the RSA ACE/Server should be used to contact that RSA ACE/Server.
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An Example Featuring the USESERVER Keyword

The settings in the sdopts.rec file can be in any order, but each setting must be listed
separately, one setting per line. This example shows how to use the USESERVER
keywords:

;Any line of text preceded by a semicolon is ignored
; (1s considered a comment) .

;Do not put a blank space between a keyword and its
;equal sign. Blank spaces are permitted after the
;equal sign, after the IP address, and after the
;comma that separates an IP address from a priority
;value.

USESERVER=192.168.10.23, 10
USESERVER=192.168.10.22, 2

USESERVER=192.168.10.20, 1
USESERVER=192.168.10.21, O

The RSA ACE/Server identified by the actual |P address 192.168.10.23 receives
many more authentication requests than RSA ACE/Server 192.168.10.22.

RSA ACE/Server 192.168.10.20 is used only if the RSA ACE/Servers of higher
priority are unavailable, and RSA ACE/Server 192.168.10.21 are ignored except in
rare circumstances (as explained in the definition of Priority Ointhe USESERVER
keyword's description).

Note: You can usethe USESERVER and AL|AS keywords together in the
sdopts.rec file. However, USESERVER keywords do not affect the alias addresses
used to connect to RSA ACE/Servers, and AL I AS keywords have no effect on which
RSA ACE/Servers are specified for use.
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Examples Featuring the ALIAS, ALIASES_ONLY, and IGNORE_ALIASES

Keywords

The settings in the sdopts.rec file can bein any order, but each setting must be listed
separately in the file, one setting per line. This example shows how to use the dlias
keywords:

;Any line of text preceded by a semicolon is ignored
; (1s considered a comment) .

;Do not put a blank space between a keyword and its
;equal sign. Blank spaces are permitted after the
;equal sign, after the IP address, and after the
;comma that separates an IP address from a priority
;value.

USESERVER=192.168.10.23, 10

USESERVER=192.168.10.22, 2

USESERVER=192.168.10.20, 1

USESERVER=192.168.10.21, O

ALIAS=192.168.10.23, 192.168.4.1, 192.168.4.2, 192.168.4.3
ALIAS=192.168.10.22, 192.168.5.2, 192.168.5.3
ALIAS=192.168.10.20, 192.168.5.1
ALIAS=192.168.10.21, 0, 192.168.1.1

ALTIAS ONLY=192.168.10.23

IGNORE ALIASES=192.168.10.22

In this example, the default isto use aias or actual 1P addresses, with a couple of
exceptions. The RSA ACE/Server with the actual 1P address 192.168.10.23 has three
alias addresses specified for it, while RSA ACE/Servers 192.168.10.20 and
192.168.10.21 have only one alias apiece, and RSA ACE/Server 192.168.10.22 has
two alias addresses specified for it. The aiases specified by the ALIAS keywords are
additions to any aliases specified in sdconf.rec or on the RSA ACE/Server list.

Note: You can usethe USESERVER and ALIAS keywords together in the
sdopts.rec file. However, USESERVER keywords do not affect the alias addresses
used to connect to RSA ACE/Servers, and AL I AS keywords have no effect on which
RSA ACE/Servers are specified for use.

The exceptions are that RSA ACE/Server 192.168.10.23, as specified by the
ALIASES ONLY keyword, will be contacted only through the alias | P addresses.
RSA ACE/Server 192.168.10.22, specified by the IGNORE_ALIASES keyword,
will be contacted only by using the RSA ACE/Server’s actual |P address.

Here is an example where the default isto ignore aliases, with two exceptions:

IGNORE ALIASES
ALIASES ONLY=192.168.10.23
ALIASES ONLY=192.168.10.22

The ALIASES ONLY exceptions specify that the Agent should send its requeststo
RSA ACE/Server 192.168.10.23 and RSA ACE/Server 192.168.10.22 by using only
their dias | P addresses.
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Here is an example where the default is to use aliases, with two exceptions:

ALIASES ONLY
IGNORE ALIASES=192.168.10.23
IGNORE ALIASES=192.168.10.22

The IGNORE_AL I ASES exceptions specify that the Agent should send its requests
to RSA ACE/Server 192.168.10.23 and RSA ACE/Server 192.168.10.22 by using
only their actual |P addresses.

Using the Client_IP Keyword to Set an Overriding IP Address

When an RSA ACE/Agent runs on an Agent Host that has multiple network interface
cards, and therefore multiple | P addresses, you must specify a primary Agent Host IP
address to use for encrypted communications between the Agent Host and the

RSA ACE/Server.

Agent Hosts typically attempt to discover their own IP addresses. An Agent Host with
multiple addresses might select one that is unknown to the RSA ACE/Server, making
communication between Agent and RSA ACE/Server impossible.

Some RSA ACE/Agent Hosts alow administrators to specify the overriding 1P
address for the Agent Host in the RSA ACE/Agent control panel. For instructions, see
“Setting an |P Address Override” on page 51. You can also specify an overriding
primary |P address by including the Client_IP= keyword in an sdopts.rec file on the
Agent Host. If there is no sdopts.rec file on the Agent Host, you can create one by
following the instructions in “ Creating an sdopts.rec File” on page 71.

Note: The Dynamic Host Configuration Protocol allocates |P addresses to Agent
Hosts dynamically. To avoid address conflicts, DHCP should not be enabled for Agent
Hosts with multiple | P addresses. Conversely, there is no reason to use the Client_|P
keyword for Agent Hosts that have single | P addresses, because these Agent Hosts
have no alternative addresses to override.

To specify an IP address override in the sdopts.rec file, use the Client_IP keyword,
follow this example:

CLIENT_IP=192.168.10.19

This statement in the file ensures that the Agent Host always uses the specified |P
address to communicate with the RSA ACE/Server.
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Maintaining the Primary IP Address of the Agent Host in the RSA ACE/Server

Each Agent Host primary 1P address must be identified in its Agent Host record in the
RSA ACE/Server database. Other | P addresses for the Host also can be listed there (as
“secondary nodes’) for failover purposes.

If your RSA ACE/Server system uses auto-registration of Agent Hosts, the primary IP
address of each Agent Host is entered in the record for the Agent Host on the

RSA ACE/Server automatically and updated whenever it changes. For more
information, see Appendix B, “ Automated Registration of Agent Hosts in the

RSA ACE/Server Database.” In the absence of Agent Host auto-registration, you must
ensure that the RSA ACE/Server administrator knows the primary and secondary 1P
address of the Agent Host when the Agent Host isfirst configured on the RSA
ACE/Server system. Should any Agent Host address change at any time, inform the
RSA ACE/Server administrator in time to update the Agent Host record in the

RSA ACE/Server database.

If Agent Hosts are registered manually, the RSA ACE/Server administrator must
make sure the primary |P address in the Agent Host record in the RSA ACE/Server
database matches the one specified in the Agent Host configuration records or
sdopts.recfile. If the addresses do not match, communication between the Agent Host
and the RSA ACE/Server fails. If secondary |P addresses are specified for the Agent
Host, these too must be entered in the record, and all addresses must be updated if they
change.
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Automated Registration of Agent Hosts
in the RSA ACE/Server Database

If your system is configured for automated Agent Host registration, running the
Automated Agent Host Registration and Update utility on a new Agent Host will
register it in the RSA ACE/Server database, eliminating the need for an administrator
to create the Agent Host record. In addition, running the Automated Agent Host
Registration and Update utility any time the Agent Host's | P address has changed will
update the IP address field of the Agent Host’s record in the RSA ACE/Server
database. Thisfeature is especially useful for systems that use the Dynamic Host
Configuration Protocol (DHCP) to assign | P addresses. The utility also permitsa
registered Agent Host to update its own information in the registry with relevant
changes from the RSA ACE/Server sdconf.rec configuration file.

You must install the Automated Agent Host Registration and Update utility on Agent
Hosts to be able to useit. Additionally, the RSA ACE/Server must be set to allow
automated registration so the RSA ACE/Server can accept registration information
from new Agent Hosts.

To install and run the Automated Agent Host Registration and Update utility:

1. Copy the sdconf.rec and server.cer fileson the Primary RSA ACE/Server to a
temporary directory on the Agent Host.

2. Copy sdadmreg_install.exe from the acesupp\sdadmreg\nt_i386 directory to
the temporary directory that contains the sdconf.rec and server.cer files.

3. InWindows Explorer on the Agent Host, double-click sdadmreg_install.exe, and
follow the displayed instructions.

The sdadmreg_install utility installs sdconf.rec, server.cer, and sdadmreg.exe
in the Agent Host's %SystemRoot%\system32 directory (for example,
winnt\system32).

4. Beforeyou run sdadmreg.exe, verify that database brokers are running on the
RSA ACE/Server.

If the RSA ACE/Server isinstalled on a Windows computer, starting any

RSA ACE/Server program, such as the Database Administration application,
automatically startsthe database brokers. If the RSA ACE/Server isinstalled on a
UNIX computer, start the database brokers by issuing the ACEPROG/sdconnect
start command on the RSA ACE/Server, where ACEPROG represents the
directory path of the RSA ACE/Server executables directory.
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5. The Automated Agent Host Registration and Update utility runs when the Agent
Host is restarted. To run the program at any time, double-click sdadmreg.exe.

After the Automated Agent Host Registration and Update utility starts, a service
named ACE Auto-Registration joins the list of services running on the Agent Host.

RSA Security recommends you run the program:

* Immediately after installing RSA ACE/Agent software on a Windows host.
An Agent Host record will be added to the RSA ACE/Server database if none
already exists for the Agent Host, and if the RSA ACE/Server is set to allow
automated registration.

¢ When the Agent Host gets a new |P address. The new |P address will be
written to the RSA ACE/Server database record for the Agent Host, provided
that a node secret for the Agent Host has already been created by a successful
authentication from the Agent Host to the RSA ACE/Server.

¢ When you want to have the Agent Host's registry information updated by the
current sdconf.rec file on the RSA ACE/Server. The updated registry setting
will not take effect until the Agent Host is rebooted.
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Local Authentication with Third-Party
Products

The RSA ACE/Agent 5.6 for Windows supports Local authentication with Citrix
MetaFrame XPS and Windows 2000 and 2003 Terminal Servers (WTS).

To use RSA ACE/Agent 5.6 for Windows with either Windows Terminal Server, or
Windows Terminal Server and Citrix MetaFrame XPS, you install the Agent on the
same server as WTS and MetaFrame, and users perform local authentication to the
WTS/MetaFrame server.

When you use RSA ACE/Agent 5.6 for Windows with Windows Terminal Server, the
system presents the user with a Windows login prompt as well as an RSA SecurlD
passcode prompt. This occurs because installing RSA ACE/Agent for Windows
replacesthe MS GINA with the RSA Security SD GINA. The SD GINA callsthe MS
GINA asthe next GINA and prompts users for both the Windows and RSA SecurlD
logins.

For information about other configurations, visit RSA SecurCare Online
(https://knowledge.r sasecurity.com).
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Using Windows Groups with RSA Security
EAP

RSA EAP challenges al users. If you are using EAP and want to exempt groups of
users from the challenge, you must create the groupsin Microsoft Active Directory,
and create a remote access policy that uses aversion of EAP other than RSA Security
EAP for those groups.

Important: This procedure works only if Active Directory is set up in native mode. If
Active Directory is set up in mixed made, you must configure a remote access policy
that uses aversion of EAP other than RSA Security EAP for each user you do not
want to challenge.

Step 1: Create a New Group in Active Directory

1. Ontheserver, click Sart > Programs > Administrative Tools > Active
Directory Users and Computers.

Right-click New Group.

In the New Object - Group dialog box, enter the group information.
Open the new group.

On the Memberstab in Groups Properties, click Add.

S e S

Add usersto the group.

Step 2: Create a New Remote Access Policy

1. LaunchlASor RRAS (whichever you are using).

On the Treetab, right-click Remote Access Palicies.
Select New - Remote Access Palicy.

In the Add Remote Access Policy dialog box, click Add.
Select Windows-Groups, then click Add.

In the Select Groups dialog box, select the group you created in the preceding
section, “Step 1: Create a New Group in Active Directory” and click OK.

© ok~ 0D

7. Inthe Add Remote Access Policy dialog box, verify that the Windows group
matches the group you selected in the previous step, and click Next.

Select Grant remote access permission, and click Next.
Click Edit Profile, and click the Authentication tab.
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10. Check the Extensible Authentication Protocol checkbox, and clear all the other
methods.
11. On the EAP type drop-down menu, select a method other than
RSA Security EAP.
12. Click the Encryption tab.
13. Check the Strong checkbox and clear the No Encryption and Basic checkboxes.
14. Click the Advanced tab.
15. Remove all connection attributes from the Par ameter s box.
16. Click OK.
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