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1 Overview

This hotfix  addresses a vulnerability in VPN-1 4.1 related to inherent flaws in IKE aggressive mode: VPN-1 modules will negotiate aggressive mode with an initiating peer, even if they are configured not to support it. This exposes the module to the inherent security flaws of IKE aggressive mode including IKE denial of service attacks on VPN-1 modules, certain brute-force attacks, and exposed user identities while using IKE aggressive mode. Check Point recommends that all VPN-1 4.1 users apply the fix and transition to Hybrid Mode for SecuRemote/SecureClient remote-access VPNs.  See the CP2000 (VPN-1 4.1 SP1) Getting Started Guide, page 20, for instructions on configuring Hybrid Mode for remote-access VPNs.


2 Relevant versions 
This issue affects VPN-1 4.1, all Service Packs up to and including SP6.
Note: The hotfix is provided as an update to 4.1 SP6. For those with earlier versions of VPN-1 4.1, an upgrade to SP6 is required.




· 
· 
3 Supported Platforms

This hotfix is available for the following platforms:

· 
· 
· 
· 
- Solaris

- Windows
- Linux
- HPUX

- AIX
- IPSO
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5 Installation
This hotfix requires the replacement of a file on VPN-1 gateways.  No modification of management-only stations is required.  Standalone gateways (those with management and module on the same box) should apply the fix.
5.1 Enforcement module 
To apply this fix – proceed as follows:
5.1.1 Windows

1. Download 
a. aggressive_HF_41_SP6_B41624_windows.tgz

to a temporary directory and extract the files to a temporary directory.

2. Using a command-line run the following commands:

a. ‘fwstop’

3. 

4. replace fw.exe under %FWDIR%\bin
5. Using a command-line run the following commands:
‘fwstart’
6. 

7. To verify that the fix is applied, open a command line window:

a. Change directory to %FWDIR% 

b. Run ‘fw ver’ and make sure that the Build Number field is the correct one: 41624

5.1.2 Unix Platforms
1. Download
a.    For Solaris
i.  aggressive_HF_41_SP6_B41624_solaris.tgz 

b.     For Linux

i. aggressive_HF_41_SP6_B41624_linux.tgz 
c.     For  IPSO

         aggressive_HF_41_SP6_B41624_ipso.tgz
d.     For AIX
         aggressive_HF_41_SP6_B41624_aix.tgz
e.     For HPUX

                                 aggressive_HF_41_SP6_B41624_hpux.tgz

to a temporary directory and extract the file to a temporary directory.

2. Run the following commands
‘fwstop'
3. 

4. replace fw under $FWDIR/bin
5. 
6. Run the following commands
a. ‘fwstart’

7. 

8. To verify that the fix is applied, open a command-line window:
a. Change directory to $FWDIR 
b. Run ‘fw ver’ and make sure that the Build Number field is the correct one:
41624
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