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Firewall-1 3.0 Network to Network Encryption with Address Trandation Quick Reference

Network to Network encryption Example 1

Figure 1 - Network Diagram
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Given Figure 1 shown above, the goal of this exerciseisto set up firewall to firewall encryption that allows
networks internal to the firewall to send and receive protected data over public space.

Note:  londonfw and newyorkfw must have valid Internet P addresses to communicate over public space.

Please note the network addresses of the newyork and london firewalls.

We will perform the following stepsin setting up our Virtua Private Network (VPN)

Step 1. Define the london-net and newyork-net network objects on each gateway (pg. 5)
Define the londonfw and newyorkfw firewall objects on each gateway

Step 2. Specify encryption domains for locally defined firewalls. (pg. 9) Thisinvolves:
a.  Defining encryption domain
b. Specifying FWZ asthe encryption method in the firewall object properties
c. Editing the FWZ encryption properties: i.e. generating a CA and DH key.
d. Key update

Step 3. Specify encryption domains for remotely defined firewalls. (pg. 12) Thisinvolves:
a.  Defining encryption domain
b. Specifying FWZ asthe encryption method in the firewall object properties
c. Editing the FWZ encryption propertiesi.e. set the property to “remote” and

retrieving the public keys from the peer gateway

Step 4. Add VPN ruleto rule base (pg. 14)

Step 5. Define FWZ encryption propertiesfor VPN rule (pg. 15)

Step 6. Install Security Policy (pg. 15)

Step 7. Test theimplementation (pg. 16)



The following guide assumes:

1. Thetwo firewall machines are physically connected properly and have basic network connectivity
which alow them to exchange ICMP packets.

2. Thetwo firewall machines have properly installed VPN versions of Firewall-1 V3.x with the correct
license key.

The correct license key can be verified using the “fw printlic” command as follows:

For UNIX: [etc/fwibin/fw printlic
For NT: \winnt\fwAbin\fw printlic

Theresults of thiscommand will look something like this:

| ondon# /etc/fwbin/fwprintlic
This is Firewall-1 Version 3.0a [VPN + DES]

Type Expiration Ver Feat ur es
Eval 4oct 97 3. X control x pfnkx routers des skip connect
noti f enmbedded

Thefirst linemay also read “Thisis Firewall -1 Version 3.0a[VPN]”. VPN indicates that you have the FWZ version of
the software, thisis a prerequisite for “firewall to firewall” or “client to firewall” encryption. The Features column lists
the current licensed features of the software. 1n the above example, the result of the command indicatesthat | have the
VPN version of the software, my software also contains algorithms to do DES encryption, and | am currently licensed to
use des encryption & the skip encryption. In order to do encryption, you must havethe[VPN] or [VPN + DES] version
of the software. Simply enabling encryption featuresisnot enough to perform encryption.

Encryption and key exchange

Encrypting a message modifiesits text so that the encrypted text can only be read with the aid of some
additional information known only to the sender and the intended recipient. Thisinformationisreferred to
asasecret key. The secret key can be provided in several ways but for the purposes of this exercise we will
use the Diffie-Hellman Asymmetric (public key) distribution system. With this system, each correspondent
has a pair of mathematically related keys: a public key known to everyone, and a private key known only to
itsowner. Under the Diffie-Hellman scheme, a secret key is agreed on and exchanged as follows:
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London gets New Y ork’s public key and performs a cal culation involving his own private key and New
York’spublic key.

New Y ork gets London’s public key and performs a cal culation involving his own private key and London’s
public key.

The results of both calculations are the same, and this result serves as the secret key.

Encryption Schemes

An encryption scheme consists of the following elements:

1. anencryption algorithm for encrypting messages

2. anauthentication algorithm for ensuring integrity, that is, that messages have not been tampered with
3. akey management protocol for generating and exchanging keys

Firewdl-1 supports three encryption schemes:

FWZ - Check Point’s propriety key management, it provides full automatic key management including
automated updates of Public Keys.

Manual 1PSec - manual key management for 1PSec.
SKIP- Sun’s key management for |PSec.
For the purpose of this guide, we will use the FWZ session key encryption method and the FWZ data

encryption method with no selected dataintegrity.

Configuring an FWZ VPN with Firewall-1

Establishing aFWZ VPN between two FW-1 gateways requires 7 steps.

Step 1. Define the london-net and newyork-net network objects on each gateway (pg. 5)
Define the londonfw and newyorkfw firewall objects on each gateway

Step 2. Specify encryption domainsfor locally defined firewalls. (pg. 9) Thisinvolves:
a.  Defining encryption domain
b. Specifying FWZ asthe encryption method in the firewall object properties
c. Editing the FWZ encryption properties: i.e. generating a CA and DH key.
d. Key update

Step 3. Specify encryption domains for remotely defined firewalls. (pg. 12) Thisinvolves:
a.  Defining encryption domain
b. Specifying FWZ asthe encryption method in the firewall object properties
c. Editing the FWZ encryption propertiesi.e. set the property to “remote” and

retrieving the public keys from the peer gateway

Step 4. Add VPN ruleto rule base (pg. 14)

Step 5. Define FWZ encryption propertiesfor VPN rule (pg. 15)

Step 6. Install Security Policy (pg. 15)

Step 7. Test theimplementation (pg. 16)



St@ 1. Definethefirewall and network objects on each gateway

This step will configure firewall and network objects with the following parameters:

On the london gateway

Name: londonfw
IPAddress: 192.3242.32
Net Mask: 255.255.255.0
Default

Gateway: 192.42.32.31

L ocation: internal

Type: gateway
Firewall-1

installed: selected (checked)
Name: newyorkfw

IPAddress: 199324231
Net Mask: 255.255.255.0

Location: external

Type: gateway
Firewdl-1

installed: sel ected (checked)
Name: london-net

IPAddress: 192.32.42.0
Net Mask: 255.255.255.0
Location: internal

Name: newyork-net
IPAddress: 19232520
Net Mask: 255.255.255.0
L ocation: externa

On the newyork gateway

Name: londonfw

IP Address: 192324232
Net Mask: 255.255.255.0
Default

Gateway: 199.32.42.32

L ocation: external

Type: gateway
Firewall-1

installed: selected (checked)

Name: newyorkfw
IPAddress: 199324231
Net Mask: 255.255.255.0

L ocation: internal

Type: gateway
Firewall-1

installed: selected (checked)

Name: london-net
IPAddress: 192.32.42.0
Net Mask: 255.255.255.0
L ocation: external

Name: newyork-net
IPAddress:  192.3242.32
Net Mask: 255.255.255.0
Location: internal

Tablel

Launch the firewall-1 security policy on the london gateway .

For aWindowsNT machine the menu sequence isStart » Programs-> Firewall-1 > Security Policy

For a UNIX machine the command is /etc/fw/bin/fwpolicy

Historical Note: “fwpolicy” has replaced the open look policy command “fwui”. If fwpolicy is not present

on your machine, install the GUI client software.



% Standard - Firewall-1 Security Policy

File Edit Yiew Manage Policy MWindow Help
Bz =2 s8] & 855 2|82 K|| Now sdect manage >
Security Policy | Address Transla'tion.l network ObJ ects from the
main menu to display the
I network objects window.

m Source ‘Destina‘rion‘ Service ‘ Action ‘ Track

4 4
Far Help, press F1 [ Flocal [Readwiite | | %
For the london gateway, select new-> network and create a
 Ewisting Dhjects: “london-net” and a“newyork-net” network object. Thiswill be
Show: |41 =] the set of network addresses behind the firewall between which

encryption will take place. Define the “london-net” object with an
| P Address of 192.32.32.0 and a network mask of
255.255.255.0, and define the “newyork -net” object with anIP
Address of 192.32.52.0 and a network mask of 255.255.255.0.

Network objects are created before the firewall objects because
they are used in the encryption domain definition of the firewall
object.

mewn (D EEe | Ed |
LCloze | Help |

Hetwork Properties E3

General | Add T |ation . « ”
| dcess Translaton Note:  Besureto specify the“london-net

Mame: [london-net object with aninternal location and
the “newyork-net” object with an
external location on the londonfw

|P Address: |192.32.32.0

Met Mask; | 255.255.255.0 gateway.
Comment | e I L :I' Besureto specify the “london-net”
Locations —————————| - Broadeast object with an exter nql Ioca;ion and
’717 Internal € Extemal ’7(7 Allawed _Qi&allnweci the naNyork-net ObJeCt with an

internal location on the newyor kfw
gateway.

ok | Cancel | Help




Workstation Properties E3 |

General I Inlerfacesl .ﬁ.uthenticatiunl Enu:r_l,lptiu:unl Addrezz Translatiu:unl

M arne: !Iu:undu:unfw

IP Address:|192.32.42.32

Get address |
Eumment:l
= Location:
Col I- VI
" |nternal © Extemnal ek
lope W (Eiretal] installed
" Host  f* Gateway ™ Exportable
ok, I Cancel | Help

For the london gateway, select new
-> workstation and create a
“londonfw” workstation object.
Define the “londonfw” object with an
P Addressof 192.32.42.32. Also
create a“newyor kfw” workstation
object. Definethe“newyorkfw”
object with an | P Address of
199.32.42.31.

These are the firewall definitions for
this machine. If the host information
of the machine is properly configured
(see note below) “Get address” will
fetch the proper |P address for the
firewall object.

“Location:” indicates the location of the firewall relative to the gateway.

“Type:” Host specifies aworkstation with a single network interface, Gateway specifies aworkstation with

multiple network interfaces.

The“firewal-1 installed” box isused to indicate whether firewall -1 isinstalled on this machine.

The “exportable” button is used in conjunction with secure remote to do client to firewall encryption. For
this example we do not need to enable this feature.

Note:  Besureto specify thelondonfw object with an internal location and the newyorkfw object with an
external location on the londonfw gateway

Note:  Thefirewall object must accurately define the external interface associated with the firewall
module. Thefirewall object must have the same name as the official hostname of thisinterface, and
the “hosts” file of the machine must contain an entry resolving the name to the proper | P address.

Check the official hostname on a UNIX or NT machine by invoking the hosthame command

| ondon# host nane
| ondonf w

For an NT machine the “hosts” file can be found in the \winnt\system32\drivers\etc directory
For aUNIX machinethe“hosts” isfound in the /etc directory

check the hosts filein UNIX by invoking the more command

| ondon# nore /etc/hosts

#

# i nternet hosts table

127.0.0.1 | ocal host

192.32.42.32 | ondonf w

192. 32. 32. 32 bi gben #l ondon’s internal interface card
192. 32.52. 31 | adyl i berty #newyork’s internal interface card
199. 32.42. 31 newyor kf w

Modify the hosts file with atext editor if it does not contain the entries as shown above.




Click theinterfaces tabin the workstation

General Interfaces |Authenticationl En-:ryptic-nl Address Tran&lationl

Mame I Address | MNehwork Mask |
le0 19232 4232 255 28R 255.0

hme3 10.1.2.32 285.0.0.0

hrnel 192323232 255, 2558.255.0

hme1 192322232 255 250 255.0

hmeZ 10.1.1.32 285000

ar| e pErvEER
kK | Cancel | Help |

properties window and perform an SNMP Get.

Detailed information about the machine interfaces
can be obtained by selecting the interfacestab in
the workstation properties window and selecting
“SNMP Get".

Note:  You must complete this step for the
security policy to be effective on all
interfaces of this machine.

Metwork Objects I When the object definition step is completed, the

= Exigting Ohjects:

Showy; |-'5"-||

E2

Hew. ..

E':I londonfy
%‘ london-net

E':I neyyy ork Ty

% MIE O k

-niet

| Bemove |

Edt. |

Cloze

Help |

london gateway should have a network objects
window that looks like this <

Perform a similar object setup on the newyork gateway

(Refer to the object parametersin Table 1 on page 5.)

Note:  Besureto define the network object london-net with an external location and the network object
newyork -net with aninternal location on the newyor kfw gateway.

Note:  Besureto define the firewall object londonfw with an exter nal location and the firewall object
newyor kfw with aninternal location on the newyorkfw gateway



Step 2:
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Specify encryption domains for alocally defined firewalls
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The figure above shows the intended configuration for steps 2 and 3
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The objective of step 2 isto generate public keys on both gateways and make them available so the peer
gateway can retrieve them in the following step 3. Four distinct activitieswill be performed on each gateway
for the locally defined firewall object. These are:

oo oo

Define encryption domain
Specify FWZ as the encryption method in the firewall object properties
Edit the FWZ encryption properties: i.e. generate a CA and DH key.

Key update

Step 2a: Define encryption domain

Set the encryption domain of londonfw firewall object on the london gateway as follows:

Workstation Properties

— Encryption Domain:

.
General Interfaces Aumentication1 SNMP Encryption] Address Translation 1

— Encryption Methods Defined:

v Disabled 7] rwz
N/ Valid Addresses I_ SKIP
A~ Other: 5] Manual Ipsec
london-net _II
Edit... |
OK I Cancel I Help I

Step 2b: Specify FWZ asthe encryption method in the firewall object properties

9

From the policy window select manage
> Network objects“londonfw” > edit
> “Encryption” tab. The workstation
properties window will be displayed.

Select “other” and london-net for the
encryption domain of the londonfw
object.



Workstation Properties

\ .
Generaq Interfaces] Authentication} SNMP Encryptlon] Address Translatiorq

— Encryption Domain: — | [ Encryption Methods Defined:™ ]
s Disabled P[] Fwz -
s~ Valid Addresses 2 s«
> Other: M2 manual psec
london-net A

Edit... I

OK I Cancel I Help I

Specify the FWZ encryption
method by selecting the radio
button.

Step 2c: Edit the FWZ encryption properties: i.e. generate a CA and DH key.

The public key generation will be performed for the londonfw object on the london gateway and for the

newyor kfw object on the newyork gateway.

On the london gateway for the londonfw object, select the “FWZ” encryption method and select edit. The

FWZ properties window will be displayed.

Press the Generate button

FWZ Properties

CA Key 1 DH Key1

A Local v Remote | [ londonfw _/] Generate I

Key ID:  3f154626e73c38ecc4e60chd
Date:  Thu Apr 6 12:32:02 1997

Exponent: 010dfalaal 7942a35753 3c10ad74b4 efb9b4a890
c21c3c6ef0 c0d15a9f72 248c651436 a9d114421
6d3b63b191 05944affbl

Modulus: | 05944affb1 010dfalaal 7942a35753 2473311f1f

FWZ Properties

CAKey DH Key\| <

Generate ¢

Keyld:  1bbdb8ff054c
Date:  Fri Mar 7 15:40:49 1997

Key: 11be 040a c07d 2527 9¢80 1b57 1465 eab4 10ce 9758 6aca
d154 980c 2de3 70f5 b317 58cc 7878 adb6 38da 4758 6256
2b1d 7d4d 423d 4588 2f59 ecb5 7ccl 4b70 c264 Hod

OK Cancel Help |

10

Ensure the “local” buttonis
depressed.

Click the Generate button and
the FWZ CA key will be

gener ated for the londonfw
firewal

Select the DH Keytab at the
top of the FWZ Properties
window.

Click the Generate button
displayed at the far right. This
will gener ate the FWZ Diffie-
Hellman key for your firewall.

Click the OK button. The FWZ
Properties window will

disappear.

Click OK again and the
workstation properties window
will disappear. Click closeinthe



network object window

Step 2d: Key Update

At this point, arule base must beinstalled in order to update the FWZ CA and DH keys on the firewall so
they can beretrieved in the next step. A single rulein the rule base can achieve this goal.

3-5:':_%:'_'_:-5tandald - FireWall-1 S5ecurity Policy
File Edit “iew Manage Policy Window Help

Blslaw] #=s slelele] & LlgER] =] 0]

| Security Palicy I Address Translation |

m Source

Destinati0n| Service l Action

Track Install On

T e
.!@ Ay ‘@ Ay ‘@ Ay H@ drop
<

Long ‘ }m-l Gatevvays é) Ay
|

*

For Help, presz F1

| *local | RieadMwiite | 4

From the security policy window, simply select edit > add rule > bottom and the implicit drop rule will be

added.
Propelices Satup
SecullySeva | Askesiicaion | SviDelede | Mecslanees |
Secuily Pokcy | Carvices I Lowg and Aleil I Resohing | AccessLists
Applp Gateway Fuks o lileiaca Dneclior: m
TCF Sesainn fecid [3500 =] Geconds
¥ e Fretval Comiol Corpacione [Fs #
W Al QP Rl [F
Feglp bmsaut: |40 3: Second:
o Al Do Fackats Lot -
' Enalde Cacipption on Accept
I~ Us=Fa5TPATH
F  Accept AIP [Fis -
F  svzeepd Domain Hsme Qs LIDP| Firsl -
P e Domaln Mame Dowailnad [TCF) IF'n.l -
s ITKF iE:Iul:'..asl -
ok | caned | uee |

Note:  Thefirewall properties must accept
firewall-1 control connections or installing
thisrule will deny you accessto the firewall.

Tocheckif firewall-1 control connections
are accepted on your machine, select policy
- propertiesfrom the security policy
window.

The properties setup window will be
displayed. In this case you can see that
“Accept Firewall-1 Control Connections.” is
enabled as part of thefirst rule.

Install thisrule base on your local Firewall.

Select Palicy - install. Theinstall-on window will be displayed. Select your local Firewall, (in this case

londonfw) and select OK.

Perform a similar public key generation for thelocal (newyorkfw)
firewall object on the new york gateway

Step 3: Specify encryption domains for remotely defined firewalls.

The objective of step 3isto retrieve the public keys generated in the previous step. Three distinct
activitieswill be performed on each gateway for the remotely defined firewall object. These are:

a.  Defineencryption domain
b. Specify FWZ asthe encryption method in the firewall object properties

11



c. Edit the FWZ encryption propertiesi.e. set the property to “remote” and retrieving
the public keys from the peer gateway

Step 3a: Define encryption domain
Set the encryption domain of the newyorkfw firewall object on thelondon gateway as follows:

Workstation Properties X] Return to the Network objectswindow

General] Interfaces ) Authentication} SNMP y E"CWPUOH] Address Translation 1 on the london gateway and select
“newyorkfw” > edit > “Encryption”
tab. The workstation properties

— Encryption Domain: = | [ Encryption Methods ] . . .
window will be displayed.
\v Disabled C2 rwz i
Valid Add "~ « »
Y O?h' fesses '- SKIP Select “other” and newyork-net for the
er: . .
P[] wanuarpsec encryption domain of the newyor kfw
newyork-net J Ob] ect.
Edit... |

OK I Cancel I Help I

Step 3b: Specify FWZ as the encryption method in the firewall object properties

Workstation Properties |

~ N .
General] Interfaces Authentication] SNMP Encrypuon] Address Translation 1

[ Encryption Domain: ) Encryption Methods N Specify the FWZ encryption method by
Disabled i i
\ Disable L Pz 4 selecting the radio button.
\v Valid Addresses l' SKIP
A other: r[%Z] vanual ipsec
newyork-net J

OK I Cancel I Help I

Step 3c: Exchange public keys between the gateways.

This step involves capturing the public keys generated in the previous step. The london gateway will get
the newyorkfw public key and the newyork gateway will get the londonfw public key.

On the london gateway open the FWZ properties window for the newyorkfw by highlighting FWZ and
clicking edit from the previous window.



Select the Remote button,

AL IOPRIICS then select newyor kfwfrom
CA Key ] DH Keﬂ the scroll menu
\v Local 4 Remote [ IElnewyorkfw 4 Get —— Click the Get button
displayed at the far right.

Key ID:  3f154626e73c38ecc4e60chd

Date:  Thu Apr 6 12:32:02 1997 Thiswill retrieve the z

CA public key from the
Exponent: 010dfalaal 7942a35753 3c10ad74b4 efb9b4as890 2473311f1f Kfw firewall
c21c3c6ef0 cOd15a9f72 248c651436 a9d114421 649dad725a newyorkiw firewall.
6d3b63b191 05944affbl 86eaaaed2d

Modulus: | g5944affb1 010dfalaal 7942a35753 2473311f1f 6d3b63b191

248c651436 c21c3c6ef0 c0d15a9f72 a9d114421 649dad725a

3cl0ad74b4 86eaaaed2d efb9b4a890

OK Cancel Help

select the DH Keytab at the
FWZ Properties [X] top of the FWZ Properties
CA Key DH Keyk window.
Get < Click the Get button

displayed at the far right.
Thiswill retrieve the FWZ
Diffie-Hellman public key from
the newyorkfw firewall.

Key Id:  1bbdb8ff054c

Date:  Fri Mar 7 15:40:49 1997

Key: 11be 040a c07d 2527 9¢80 1b57 1465 ea64 10ce 9758 6aca
d154 980c 2de3 70f5 b317 58cc 7878 adb6 38da 4758 6256

2b1d 7d4d 423d 4588 2f59 ech5 7ccl 4b70 c264 t9d Click the OK button. The
FWZ Properties window will
disappear.
OK Cancel Help

Y ou have now acquired the newyorkfw public keys on the londonfw machine.
Note:  If the Get function failsto retrieve the keys, ensure that:

1. Therule base wasindeed loaded on the peer gateway: i.e. the keys are available for retrieval.

2. Thetwo machines have | P connectivity

3. Firewall control connectivity is enabled (see the note on page 11concerning the properties setup
window)

Perform a smilar public key acquisition for the remote firewall object
(londonfw) on the new york gateway
Step 4: Add VPN ruleto rule base

13



. FireWall-1 Security Policy - Standard I—Im X
Fle Edit View Manage Policy Window Help
B SRz 2 2= e B|& |25 | 2] w2

Security Policy ] Address Translation

No,| Source Destination Service Action Track Install On Time Comment

london-net newyork-net 9 Ay % Encrypt Long B O Any I\éﬁc’i\‘orr:lfnzer?g\zeyg "

| 9 Any |® Any | 5 drop | Long |n fw | 9 Any Clean-up rule

newyork-net london-net

For Help, press F1 | fw | Read/write | | NUM|

— VPN rule added to top of rule base

On each gateway, add arule to the top of the rule base

For Destination, specify both london-net and newyork -net.

For Sour ce, specify both london-net and newyork-net.

For Service, specify Any.

For Action, specify Encryption.

For Track, specify Long. Thisway we can see the encrypted/decrypted packets being logged in the Log
Viewer.

With the cursor positioned over the Encryption icon in the Action column of the new rule, hold down the
right mouse button. In the menu that appears, select the Edit properties... menu item.

T FireWall-1 Security Policy — Standard

Eile Edit View Manage Policy Window Help

FEE e B R B | g |85 n | & e

Security Policyl Address Translation ]

Source

1 london-net newyork-net Encrvot | ISR Short VPN rule between

newyork-net london-net london and newyork

Edit properties...

2 Any ‘é) Any ‘@ Any | O sffiove Encryption... |Clean-up rule

dit Encryption...
accept
® o
@ reict
’@ User Auth
@ Client Auth

For Help, press F1

Read/Write | [ num

To define FWZ encryption, select the @ Sy
Edit properties menu item from the =
Action menu of the VPN Rule i Encrypt

The rule’ sEncryption Properties window will appear.
Step 5: Define FWZ encryption properties for VPN rule

14



In the Encryption Properties window, select FWZ as the Encryption Method. Select Log as the Protocol
Diagnostics.

Encryption Properties
General]
e Select FWZ asthe Encryption schemes defined: r Protocol diagnostics:
encryptmn schgme to be used C Wz A
by this encryption rule F2] skie 4 Log
e Edit the parameters of the r[3Z] Manual IPSEC « Alert
encryption scheme by
selecting the Edit... button.
Thiswill invokethe FWZ
Properties window Edit.. |
OK I Cancel I Help
Select the edit button and the FWZ Propertieswindow will be displayed.
FWZ Properties
General}
Session Key Encryption Method: | Fwz ZI
Data Encryption Method: | Fwz A
Allowed Peer Gateway: | e Any A

Data Integrity Method:
[ 4> None v MD5

OK Cancel Help

Both firewallsin the VPN must have the same encryption settings. For the purposes of this exercise set the
parameters to those shown above.

Step 6: Install Security Policy.

Verify and install the new rule base on both gateways

Step 7: Test theimplementation

15



Network to Network encryption should now be operating properly. To test thisimplementation we will ping
ahost on one of the encryption domains and observe the encryption/decryption cycle of the ICMP packet.
The ICMP packet will be encrypted asiit |eaves the originating gateway, and then it will be decrypted by the

destination gateway. The destination gateway will encrypt the reply, and this reply will be decrypted by the
originating gateway.

From ahost on the newyork-net encryption domain (in this case 192.32.52.30), ping the network interface
of the london-net encryption domain (in thiscase 192.32.32.32).

M5-D05 Prompt

Open the log viewer of each gateway by selecting Window - log viewer from the security policy window.

' “’" 'i'e"""” '-°e“'5' | LliEb=d elied [SYE]] s i e Observe the encrypt/decrypt pa”' of
File  Edit Wiew Select ‘Window Help
Nl sl 2fE 2lE) o@l[F [y | ICMP packet of the newyork

No iDate ’Time ilnler. iOrigin iType iAction iSoun:e iDestination iPmto. ]F{ult.:..l gateway
0 19%epd7 102455 =] dee  199.324231 [N contral  cfl

1 19%epd7 102501 [=] dee. 199324231 | log |& enorypt 192325230 192323232 iomp 1 The |CM P paCket iS encrypted
2 18SepdS7 102501 =] dee . 199324231 [ log B decrypt 192323232 192325230 icmp 1 leavi ng the gaIevvay

The encrypted responseis
decrypted when it is received back
from the london gateway.

4

Gietting data from server... |logview.fw |199.32.42.31 I
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Observe the decrypt/encrypt pair of
ICMP packet of thelondon
gateway.

The ICMP packet is decrypted
entering the gateway.

Theresponseisencrypted asitis
sent back to the newyork gateway.



ADDRESS TRANSLATION WITH ENCRYPTION ADDENDUM

london-net
. 192.32.32.0 !
1255.255.255.0 !

i

L ondon Office

external NIC
192.32.42.32
255.255.255.0

internal NIC

192.32.32.32
255.255.255.0

londonfw
192.32.42.32
255.255.255.0

Private

1

London’s
Encryption
Domain

192.32.42.31
255.255.255.0

®

router

e

199.32.42.32
255.255.255.0

Public l

router

Inter net

encrypted
not encrypted

externa NIC New York Office
199.32.42.31
255.255.255.0
intemal NIC #7==="=~=""73
192325231 | M !
255.255.255.01 | = !
1
= H !
WE Y| g
newyorkfw 0 i
199.32.42.31 v :
255.255.255.0 i =¥ !
' newyork-net i
: , 192.32520
Private 1255.255.255.0
- - e '
New York’'s
Encryption
Domain

Given the network and encryption configuration presented in the previous section, the goal of this exercise
isto configure address translation such that:

1. Aclientwithanillegal IP addresson thelondon-net can access the internet with alegal IP address.
2. Aclient withanillegal IP address on the newyork-net can access the internet with alP legal address.
3. Traffic bound for the legal london-net client P addressis properly delivered to theillegal client IP

address.

4. Traffic bound for the legal newyork-net client addressis properly delivered to theillegal client [P

address.

5. Traffic between theillegally addressed london-net client and theillegally addressed newyork-net client
is properly encrypted and decrypted.

Note:

This exercise presents a specific view of the address translation features of Firewall-1Version 3.0

asthey relate to thisexample. For amore detail explanation of address translation please see the document
“Firewdl-1 Version 3.0 Address Trand ation Quick Reference Guide” by Joe DiPietro dated July 11,1997.

We will perform the following stepsin setting up our Address Translation operations:

Stepl

Step 2.
Step 3.
Step 4.
Step 5.
Step 6.

Step 7.
Step 8.

. Definetheillegally addressed workstation objects on the london-net and newyork-net

networks (pg. 20)
Identify legal 1P addressesto represent theillegally addressed clients. Define these valid

external legal workstation objects on each gateway. (pg. 20)

Set up an“FW_SRC_STATIC” address translation rule on each gateway to translate the

invalid internal source addressto avalid external source addressin the outbound

direction. (pg.21)
Add the proper ARP entry into thefirewall. (pg. 22)
Setup an“FW_DST_STATIC” address translation rule on each gateway to translate the

valid source address to an invalid destination address in the inbound direction. (pg. 23)

Define asimple rule statement to test the address translation segment.(pg. 24)
Install this Policy and test the address translation implementation (pg. 25)
Modify the policy to add encryption (pg. 25)

a. Create encryption domain groups that include the new legal | P addresses
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b. Definethe encryption scheme and create/exchange keys for the
NYvalid_external and the Lonvalid_external objects

c. Modify the encryption domain of thefirewalls

d. Addencryption rulesto thefirewalls

Step 9.  Test theimplementation (pg. 30)

In addition to the following firewall and network objects which have been defined in the previous section:

On the london gateway

On the newyork gateway

Name: londonfw Name: londonfw

IPAddress. 192324232 IPAddress: 192324232
Net Mask: 255.255.255.0 Net Mask: 255.255.255.0
Default Default

Gateway: 192.42.32.31 Gateway: 199.32.42.32
Location: internal L ocation: external
Type: gateway Type: gateway
Firewall-1 Firewall-1

installed: selected (checked) installed: selected (checked)
Name: newyorkfw Name: newyorkfw
IPAddress: 199.32.42.31 IPAddress: 199.3242.31
Net Mask: 255.255.255.0 Net Mask: 255.255.255.0
Location: external L ocation: internal
Type: gateway Type: gateway
Firewall-1 Firewall-1

installed: selected (checked) installed: selected (checked)
Name: london-net Name: london-net
IPAddress: 19232420 IPAddress: 19232420
Net Mask: 255.255.255.0 Net Mask: 255.255.255.0
Location: internal L ocation: external
Name: newyork-net Name: newyork-net
IPAddress: 19232520 IPAddress: 192324232
Net Mask: 255.255.255.0 Net Mask: 255.255.255.0
Location: external L ocation: internal

We will define the following objects:

On the london gateway On the newyork gateway

Name: Lonvalid_external Name: NYvalid_external
IPAddress. 192.32.42.100 IPAddress:  199.32.42.200
Location: internal L ocation: internal
Type: host Type: host
Firewall-1 Firewall-1

installed: not selected installed: not selected
Name: london_client Name: NY _client
IPAddress: 192.32.32.35 IPAddress: 192325230
Net Mask: 255.255.255.0 Net Mask: 255.255.255.0
Location: internal L ocation: internal
Type: host Type: host
Firewall-1 Firewall-1

installed: not selected installed: not selected
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St@ 1. Definetheillegally addressed workstation objects on the london-net and newyork-net networks.

Thisstep definestheillegally addresses internal clients with the following parameters on each machine.

On the london gateway On the newyork gateway
Name: london_client Name: NY _client
IPAddress: 192.32.32.35 IPAddress: 192.3252.30
Net Mask: 255.255.255.0 Net Mask: 255.255.255.0
Location: internal Location: internal
Type: host Type: host
Firewdl-1 Firewall-1

installed: not selected installed: not selected

General I Interfacesl .&uthenticationl Encr_l,lptionl Address Translationl For the london gaIeway, select new-> workstation

. and create a“london_client” workstation object.
Mame: !london_chent Definethe Iondon_client" Obj ect with an P

IP Address: |192.32.32.35 Get address | Address of 192.32.32.35.

Qomment:l

—Locaborn: ——————————

% ntemal ¢ Estemal Culis I || 'I

B I Eirewal] installed

L LG ™ Esxportable

(] 4 I Cancel | Help |

‘Workstation Properties E2

General I Interfacesl Aulhenlicationl Encr_l,lptionl Address Translationl Onthe nevvyork gateway create a NY—C“ent

workstation object. Definethe“NY_client” object
- DEED with an 1P Address of 199.32.52.30.

IP Address:|1392.32.52.30 Get address |

Eomment:l

—Location, ——————

& |ntemal ¢ External ol I [ :vj

B i ™ Fiiewal installed

@ ‘HDSE r" Gateway I Exportable

Ok I Cancel | Help |

Step 2: 1dentify legal |P addresses to represent theillegally addressed clients. Definethese valid
external legal workstation objects on each gateway.
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Note:

addresses to communicate over public space.

General I Interfacesl .&uthenticationl Encr_l,lptionl Address Tlanslationl

Workstation Properties

MHame: |L0nvalid_external

IP Address:|192.32.42.100

Qomment:l

— Location:

Get address |
I jv

Calor;
& ntemal ¢ Estemnal :

— Type:
& Host

o1

™ Eirgwfall-1 installed
™ Exportable

" Gateway

Cancel | Help

General Ilntelfacesl Authenticationl Encr_l,.lptionl Address Translationl

Workstation Properties

Mame: |N"fvalid_extemal

IP fsddress; |192.52.42.200

Get address |
I jv

Qomment:l
- Location:

Color: | N
" Intemal © Estemnal o
i~ Type: ™! Fireall-1 installed
@ Host Gateway [~ Ezportable

Cancel | Help |

o]

For this example, we have chosen to represent illegally addressed clients behind the firewall
with | P addresses outside the firewall. These external | P addresses must be valid Internet |P

For the london gateway, select new > workstation
and create a“Lonvalid_external” workstation
object. Definethe “Lonvalid_external” object with
an | P Address of 192.32.42.100.

On the newyork gateway create a
“NYvalid_external” workstation object. Define the
“NYvalid_external” object with anlP Address of

199.32.42.200.

St@ 3. Setupan“FW_SRC_STATIC” address translation rule on each gateway to translate the invalid
internal source addressto avalid external source address in the outbound direction.

On the london firewall select the“ Address Translation” Tab near the “ Security Policy” Tab inthe main
window, and enter “london_client” under the Original Packet “Source” field. Under the Translated Packet
“Source” field enter “Lonvalid-external” using the“STATIC” method as shown below:

"' lonfw - FireWall-1 Security Policy
File  Edit ‘iew Manage Policy ‘window Help

i
BlsRe| [me] 2lslele] 5| L] 2o e j

Securty Policy  Address Translation |

E Original Packet

Source

Translated Packet

Install On
Service

Destination

Source |Destination| Service

|® Ay

i lonicdon_cliert ‘@ Ay

b

SLonvaIid_ex‘ternaI

= Original

= Original | }m-l Gatewvay:

13
| Read/write l_ A

For Help, press F1

| Hlocal

Thisrule entry tellsthe Firewall to take the original source address of 192.32.32.35 and change it to
192.32.42.100 upon exiting the external interface of the london Firewall.
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On the newyork firewall select the “ Address Translation” Tab near the “ Security Policy” Tab inthe main
window, and enter “NY _client” under the Original Packet “ Source” field. Under the Translated Packet
“Source” field enter “NYvalid-external” using the“STATIC” method as shown below:

2% npfw - FireWall-1 Security Policy

File Edit “iew Manage Policy “Window Help

HaR2] s=E slelslel = elaeER] =laE] 2l

Securiy Policy  Address Translation |

Original Packet Translated Packet Install On

Source |Destination| Service Source Destination| Service

..... b WY _client |@ Any ‘@ Ay = Original ‘ }m-l Gateways

= Original

4

Far Help. press F1 |#loeal [Readtwiite [ | | 2

Thisrule entry tellsthe Firewall to take the original source address of 192.32.52.30 and change it to
199.32.42.200 upon exiting the external interface of the newyork Firewall.

Step 4: Add the proper ARP entry into the firewall.

Since the new valid external addresses cannot be resolved with an ARP request, we must make an ARP
entry on the firewall to enable address resolution.

For each gateway, determine the MAC address of the external interface of the firewall.
For an NT machine this done with the command:

C:\windows\IPCONFIG /all

The results of this command are:

Windows NT IP Configuration

Ethernet adapter :
Description........: 1e0Ethernet Adapter
Physical Address. . . ...: 00-60-97-C9-D3-32
DHCPEnabled. .......:No
IPAddress. ........: 199324231
SubnetMask . .......: 2552552550
Default Gateway . . .. ..: 199.32.42.32

For aUNIX machine the command is:

ifconfig -a

Oncethe MAC addressis determined, the ARP statement is entered in the following manner:
OntheNT Platform, afile called “local .arp” must be created under the $fwdir/statedirectory. Thisis

usually located under C:\winnt\fw\state if the default installation parameters have been taken during the
installation process. The format of thisfileisasfollows:
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IP Address MAC Address

So in our example, the local .arp file would look like thiswith a“-* between MAC address
characters:

199.32.42.200 00-60-97-C9-D3-32

This means when someone is lookup for the | P address of 199.32.42.200, talk to the External
Interface of the Firewall (00:60:97:C9:D3:32). Thiswill alow the ARP Request packet for

199.32.42.200 to be resolve by the Firewall.
On aUNIX platform the ARP statement is entered with the command:

arp -s199.32.42.200 00:60:97:C9:D3:32 pub

On each gateway, enter the proper ARP statement corresponding to the new legal external |P addresses.

St@ 5. Setupan“FW_DST_STATIC” addresstranslation rule on each gateway to translate the valid
source address to an invalid destination address in the inbound direction.

Onthe london gateway, add the following entry to the Address Translation Tables as shown in Rule
Number 2 with the Original Packet Destination being “Lonvalid_external” and the Translated Packet

Destination “london_client”.

-."_“-:: lonfw - Firew all-1 Security Policy
File Edit “iew Manage Policy “indow Help

@lalRl?] s|=le| slwlslo] 5 LlrlrlER] o) el

Security Policy  Address Translation |

Original Packet Translated Packet Insta
Source Destination Service Source Destination| Service
@ Ay | SR E Lonvalid_external @ Ay

12} |oncon_client @ Any @ Ay =), Lonvalid_external = Original = Original
| FieadMafrite i

Far Help, press F1 [Hlacal

58

G

= Original 15 Iondon _client | = Original

Add a proper routing entry inthe Firewall to forward the Packet from 192.32.42.100 to 192.32.32.35

The proper syntax for each platform is shown below.

UNIX WINDOW NT

route add 192.32.42.100 192.32.32.351 route add -p 192.32.42.100 192.32.32.35

The -pisfor permanent
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Onthe newyork gateway, add the following entry to the Address Translation Tables as shown in Rule
Number 2 with the Original Packet Destination being “NYvalid_external” and the Translated Packet
Destination “NY_client”.

% nyfw - FireWall-1 Security Policy

File Edit Wiew Manage Policy ‘Window Help

BISRI2| see] slv|sle] & LlElEER] 20w )

Security Policy  Address Tranglation |

H Original Packet Translated Packet

Source Destination Service Source Destination| Service

- B b clent  B) any &) any B Wy valid_sxternal | = Criginal = Originel |-m-| el
&) sy B nvvalid_sxternal (B Any = Original B v _clent = Original |—m—| Gal
4 L3
Save completed suceessfully! [Hlacal | ReadMfiite 7

Add a proper routing entry in the Firewall to forward the Packet from 199.32.42.200 to 192.32.52.30

Step 6: Define asimple rule statement to test the address transl ation segment.

On each gateway add arule as shown below.

% nyfw - Firewall-1 Security Policy

Elle Edit Yiew Manage Policy Window Help

H2Re] s=e| sl = elEEER] el el

Security Policy | Address Translation I

o Souroo [oostinaton] Serves | Acton | Track | ntat on | Tino
-‘@ Any ‘@ Ay ‘@ Any ‘ accept ‘ W Gateways @ Any

4 »

For Help, press F1 [*local |[Readrwrite || | 4
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St@ /. Install this Policy and test the address transl ation implementation.
On each gateway, Select Policy > Install from the main window.

From the newyork gateway, ping 192.32.42.100. Observe the proper translation resultsin the log viewer.

E fw.log - FirewWall-1 Log Viewer

Eile Edit Wiew Select “Window Help

DR 2k 2le 2lm| 2|&| /5 [l -

IType IActiun |Suurce IDestination |Prnt.. |Flu.. |XIateSrc xlateDst |XIateSP.. |X.‘J
By contral el
E log | sccept 182325230 182.532.42.100 icmp 1 199.32.42.200 182.32.42.100
E log iy accept 1923242000 192325230 icmp 1 1923242100 199.32.42.200
E log | sccept 1923242100 199.32.42.200 icmp 1 1923242100 192325230
E log | sccept 199.32.42.200 1823242100 icmp 1 182325230 1923242100
—
=]
Kl | &
For Help, press F1 |logview.fe | 109.32.42.31 e

From the london gateway, ping 192.32.42.200. Observe the proper translation resultsin the log viewer

E tw.log - Firewall-1 Log Yiewer

File Edit Yiew Select Window Help

D=E 2k 2l 2z 2@ [8 [l -]

rigin |Type |Actiun ISnurce |Destinatiun IPrut.. IFlu.. |XIateSrc IXIateDst -l
b2324232 W contral i

b2 azazaz [ oy P accept 100.32.42.200 1923242400 icmp 199.32.42.200 192.32.32 35

e 324232 [ loy accept 1923242100 1903242200 icmp 1 192.32.32.35 199.32.42.200
besz42.32 [ log P accept 1892323235 199.32.42.200 icimp 1 192 32.42.100 199.32.42.200
b2a24232 [ log accept  109.32.42.200 192323235 icmp 1 109.32.42.200 192.32.42 100

KN I ;Ij
For Help, press F1 |logview fw  [192.32 4232 | | i

Step 8 Modify the policy to add encryption

a. Create encryption domain groups that include the new legal |1P addresses

At this point we must create groupson each firewall to represent the encryption domain. On the london
gateway, select manage > network objects> new > groups
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The following window will appear:

Group Properties

Mame:
Commerit: !
Color| I - |
Mat in Group: In Group:
‘@ external_domain landan-net

B london_client

m landanfe
m e yark fay

nesnyork-net

Mywalicd _external

Add > |
< Remove |

B | oreealic_external

[ o ]

Cancel

Help

Also on the london gateway create a external_domain group as shown below:

Group Properties

Hageion Ie:-:ternal_domaid

LComment: !
Color | I < |
Mot in Group: I Group:
‘@ internal_domsain newyyark-net

3} london_cliert

m london
landan-net

b Lorvalid_external
m nesnyark Ty
b MY client

Add >

< Remove

it

J3 Ry valid_external

o]

Cancel

Help
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Name the group
internal_domain.

Addthe Lonvalid_external
object and the london-net
object and select OK



Perform the same group creation on the newyork firewall as shown:

Group Properties

MNarme: ier:temal_domain
LCommerit: !
Calar: I il vl
Mot in Group: In Group:
‘@ internal_domain london-net

Lonvalid_external

[ londaonfw bdd > |

[ nevwyorkf

nevyork-net < Remove
b WY _cliert

i

MY walicd_external

ar. I Cancel | Help |

Group Properties E3

I ame: Iintemal_domain

LCommerit: l
Color: | I |
Mot in Group: In Group:
‘@‘ external _domain ey Ork-net

B \ondon_client

B nealid_external

[ londonfw Add > |
loncion-ret
Lonvalid_externsl < Bemove I

riEwyyark fy

Qg I Cancel Help

27



b. Define the encryption scheme and create/exchange keysfor the NYvalid_external and the
Lonvalid_external objects.

From the main menu on the london gateway, select Manage > network objects> Lonvalid_external >
edit > encryption
the following screen will appear:

Wworkstation Properties
General I Interfaces I Authentication ! Select FWZ > Edit
SHMP Encryption | Address Translation
Encroption Domain: ———— — Encryption Methods Defined: —
% Disabled
 Valid &ddresses
. Other:

15 Encoomain-iT -

Edit... |

™ Usze Encapsulation

QK. I Cancel | Help |

The following screen will appear:
FWwZ Froperties

ChKey | DH Kev |
; Notice the CA aready exists. Thelondonfw isthe

CoReros [ -] | " i i i
= S Certificate Authority and it was generated in a

bf22ad4b5fbf528a46aabe80 preVl ous Sectl on.
on Oct 0B 16:06:54 1397

Exporent | 01505¢1a3d crb7bBidef d4848cee06 d1063eblfe
f12757102c f2afbEddfe D7dd3c7das SI26718610
£499d8e366 228242131k 608b0a73bf 18b7fddd3a
Sdf3dEfFd1

Modulus: |0a2eB7fedd 4a32daebe] 7e121731f3 27c07be139
1772095123 16aalE641 c 2240659343 1416069
Baa5816bdc 4hcd207a5 670351 28b dcBBoibe3d
329622fbad

0K I Cancel | Help |

FWZ Properties
CAKey DHKey | Select the DH Key tab and select gener ate.

LGenerate

Kepld:  222d59950942
[rate:

ey

oK | Cancel | Help |

Perform the same FWZ encryption scheme designation and DH Key generation for the NYvalid_external
object on the newyork gateway.

At this point, the security policies must be installed on the gateways so these keys may be exchanged.
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From the main menu on the london gateway, select Manage > network objects> NYvalid_external > edit
- encryption
the following screen will appear:

FwZ Properties

ChKey | OH Key | .
Select remote and the newyorkfw object and Get

" Local  * Femate Gi the CA and DH Keys

KeplD:
Date:

Exponent;

Modulus:

(] I Catcel | Help |

Perform the same CA and DH Key Get from the londonfw object for the Lonvalid_external object on the
newyork gateway.

c. Modify the encryption domain of the firewalls

On each gateway, modify the encryption domains of the firewall objects to correspond to the encryption
domain groupsin step a. On the london gateway, the encryption domain for the londonfw isthe
internal_domain group and the encryption domain for the newyorkfw object isthe external_domain group.
On the newyork gateway, the encryption domain for the londonfw object is the external_domain group and
the encryption domain for the newyorkfw object is the internal_domain group.

d. Addencryption rulesto thefirewalls

Produce arule base with the following rules on each gate. Include the address translation rules configured
in steps 3 and 4.

#% lonxlate - FireWall-1 Security Policy
File Edit “iew Manage Policy 'window Help

BlgR[7] $[Ble| 2|86l & blFEEB &l el

| Security Policy | Address Translation!

Source ‘Destinaﬁon| Service L Action Install On -

interral_damsain @ external_damsin )
v = Ay bl Encr Lan }ml Gateways Ay
. @ external_domain internal_domsin @ ¥ Iﬁ vt | 2 & @ e
n @ Ay |@ Ay ‘@ Ay | O drap EEE Long |-m-| Gateways @ Ay
4] | 2
Loading user list... 192324232 | Fiead wiite [ 5

Do not forget to modify the encrypt properties (right mouse button over encrypt > Edit Properties> FWZ)
in the encrypt rule.

Install the rule base on both firewalls.
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Step 9 Test theimplementation
Ping each valid | P address from the clients on each machine.

Observein thelog viewer the proper encryption taking place.

E fw.log - Firewall-1 Log Viewer

File Edit Wiew Select “Window Help

D= E Sk ale 2lm| o &[5 L -

Origin |Type |A|:.1iun |Sen-ri-::e |Snurce |Destinatinn iF‘rutu. |Ru.. |XIateSr-:: »lateDst |Infn. =
192324232 N cortrol ctl started sending b
1923242352 @ Ioy E decrypt 199.32.42.200 192.32.42.100 i 1 icmp-type & icmp-
192324232 & Iog E encrypt 1923242100 199.32.42.200 icmig 1 icmp-type O icmp-
12324232 I8 oo |Eg encrypt 192525235 199.32.42.200 igmp 1 icmp-type & icmp-
192324232 & log E decrypt 199.32.42.200 192 32.32.35 icmp 1 icmp-type 0 icmp-
-:.'
4] | L[_
Getting data from server... Ilogview.fw 1192.32.42.32 |_| [ “

Note: At thistime, when address translation and encryption occur at the same rule, the xlateSrc and xlateDst
fields are not populated.



